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[bookmark: _Toc192167976]Research on Hypervisor
[bookmark: _Toc192167977]Architecture
 Hypervisors are essential in virtualization, hypervisors abstract operating systems and applications from the under lying hardware [1]. There are two primary types, Type 1 (bare-metal) and Type 2 (hosted) hypervisors[2].

Figure 1 demonstrating differences in Hypervisors[image: A screenshot of a computer
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[bookmark: _Toc192167978]Features
Type 1 hypervisors, such as VMware ESXi and Microsoft Hyper-V, offer better performance and security due to direct hardware access [3]. Type 1 hypervisors also offer software-defined storage and networking, this enables an additional level of security and portability [3]. 

Type 2 hypervisors like Oracle VirtualBox and VMware Workstation provide ease of use. They provide users with a faster time to create and are easier to migrate and manipulate as they uses fewer resources than Type 1 hypervisors and don’t need an individual OS like Type 1 hypervisors also [3]. This utilization of fewer resources in Type 2 hypervisors allows them also to be highly scalable with users able to create more than one virtual machine on a device [3].

[bookmark: _Toc192167979]Hardware Requirements
Hypervisors require specific hardware configurations to function optimally. For instance, Microsoft's Hyper-V necessitates a 64-bit processor with Second Level Address Translation (SLAT) support, at least 4GB of RAM (depending on number of VM’s more may be required) and the processor must have a virtualization extension for example Intel VT or AMD-V [4]. 


[bookmark: _Toc192167980]Advantages

Type 1 hypervisors and Type 2 hypervisors offer different advantages for users depending on the use case. 

Type 1 hypervisors offer greater security and power efficiency as they access the hardware directly. This is demonstrated by Jiang et al [5]. The research demonstrates that Type 1 hypervisors are generally more energy efficient than Type 2 hypervisors, these better suits Type 1 hypervisors for environments and use cases where energy efficiency is prioritized. The study emphasizes Type 1 efficiency but may not account for some advancements in hardware which benefit Type 2 hypervisors.  

[bookmark: _Toc192167981]Scalability, Security, and Compatibility
Type 1 hypervisors scale efficiently, offering high security and reliability, they can scale to virtualize workload across many CPU cores and RAM [3]. Type 2 hypervisors provide better compatibility with diverse OS environments, and one device can host many more type 2 virtual machines than type 1, this makes them highly scalable and able to be utilized for testing environments as they can be deployed for a lower cost for specific uses that suit this technology [3].

[bookmark: _Toc192167982]Market Solutions

There are many different suppliers of Type 1 hypervisors that offer solutions for consumers, some of these are Microsoft Hyper V, this solution runs on Windows operating systems [3], KVM, which is a hypervisor for Linux distributions which lets admins convert a Linux kernel into a hypervisor enabling direct access to the hardware [3]. 

Some Type 2 hypervisors available to the market are Oracle VM VirtualBox and VMWare Workstation Pro and VMware Fusion. These offer functionality such as snapshots and encrypted VM’s [3].

[bookmark: _Toc192167983]Research on IP Addressing

IP addressing is crucial in enabling data transmission over the internet. Every device connected to a network has a unique IP address to ensure data reaches the correct destination.

[bookmark: _Toc192167984]Role of IP Addresses

IP addresses serve as the unique identifiers for devices on a network. This facilitates accurate data routing, ensuring that data gets to the right location [6].  IP addresses are key within TCP/IP model, the data is divided into packets at the senders end then combined then at the receiver’s end [7]. The way in which the data is split is governed by the 4-layer procedure to ensure that the data is accurately split and reassembled [7].


[bookmark: _Toc192167985]Routers and Switches 
Routers use IP addressing to forward data between networks, routers work on layer 3 of the ISO-OSI model [8]. A router works by routing data packets with a specified IP address [8]. Routers achieve this by assigning a local IP address to the devices on the network, this will guarantee the correct destination for the data ensuring it is not lost  [8].

Switches operate within local networks, directing data based on MAC addresses, the switch encapsulates the IP packet with a frame containing and the source MAC address [8]. Once the frame has arrived at the target device, it is then stripped, and the target device will receive the IP packets [8].

[bookmark: _Toc192167986]IPv4 and IPv6
IPv4 uses 32-bit addresses in dotted decimal format, while IPv6 uses 128-bit addresses in hexadecimal format [6]. IPv6 offers a improved multicasting capabilities, streamlined routing and built-in encryption and packet integrity [9].
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Figure 2 demonstrating differences in IPv4 address and IPv6 [9]
[bookmark: _Toc192167987]Subnetting
This technique improves network efficiency by dividing an IP network into smaller sub-networks, optimizing address utilization, these also can increase security as they isolate traffic for privacy and can manage network congestion [6].

[bookmark: _Toc192167988]Practical Applications 
IP addressing ensures network functionality by enabling unique device identification, efficient data routing, and security through subnetting [6]. Subnetting enhances security by segmenting networks for example finance users or software developers [6].
IPv6 supports IoT growth, assigning unique addresses to smart devices. This is discussed by Ferrill [10], the articles highlight the need for adoption of IPv6 particularly as IOT is expanding. The article does not highlight the challenges of moving to IPv6 such as migration and compatibility issues [10].
[bookmark: _Toc192167989]Research on Routing
[bookmark: _Toc192167990]Routing Protocols 
Routing protocols can be broadly categorized into two types: Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols (EGPs).

Routing Information Protocol (RIP)
RIP is a distance-vector protocol that uses hop count as its primary metric [11]. RIP is simple to configure but is limited by a maximum hop count of 15, making it less suitable for large networks [11].

Open Shortest Path First (OSPF)
OSPF is a link-state protocol that calculates the shortest path, it was developed by the IETF as an IGP [12]. OSPF is more scalable than RIP and supports complex network topologies as it is aimed at moving packets within large autonomous networks [12].

Border Gateway Protocol (BGP)
BGP is the protocol that powers the global routing system of the internet [13]. It makes routing decisions based on path, network congestion, and data transfer costs, allowing for fine-grained control over routing policies [13].

[bookmark: _Toc192167991]Static vs. Dynamic Routing
Routing methods can also be classified into static and dynamic routing, each with its own characteristics and use cases.

Static Routing
In static routing, network administrators manually modify and configure routing entries [14]. This method is straightforward and consumes fewer resources, making it suitable for small or simple networks where routes do not change frequently, due to the manual changes to routing table which are required [14]. However, static routing lacks adaptability, any network changes require manual updates, increasing the risk of configuration errors especially when new network administrators join the team [14]. 

Dynamic Routing
Dynamic routing also known as adaptive routing, utilizes protocols that automatically adjust routing tables in response to changes to the topology [14]. Networks with dynamic routing enabled are automated and the configuration is easier than static routing [14]. The downside to the ease of use is increased complexity in the routing algorithms required which leads to an increase in resource consumption, as routers must process routing updates and maintain additional information, another downside to this method is that it offers reduced security [14]. 

[bookmark: _Toc192167992]Real-World Application
Static Routing
In small-scale networks with minimal complexity, static routing is often preferred due to its simplicity unless many changes are made to the network [15].  Network administrators manually configure routes, which remain constant unless manually altered, static routing can be preferred as well for its security [15]. Static routes are not susceptible to attacks such as BGP hijacking, it can also be used to discarding unwanted network traffic [15]. 
Dynamic Routing
ISPs employ dynamic routing protocols like Border Gateway Protocol (BGP) to manage traffic on the internet [16].

Organizations with extensive and complex networks utilize dynamic routing protocols such as Open Shortest Path First (OSPF) to automatically adjust to network changes, optimizing data flow and network reliability [16]. 
[bookmark: _Toc192167993]Challenges
Each method provides its own challenges, while static routing provides more security it also provides challenges of configuring larger networks and is prone to error when new staff start [16. [14. 16]. Dynamic routing is not without its own challenges the trade-off for larger scalability is that there is a reduction in security as attackers are able to exploit BGP to attack networks[15]. Other challenges of dynamic routing is that these require significant computing power in the router and the need to train network administrators in router algorithms [16].

[bookmark: _Toc192167994]Research on Network Services

[bookmark: _Toc192167995]VPNs (Virtual Private Networks)
VPNs enable secure, encrypted connections over public networks allowing security of data in transit [17]. VPN’s offer many advantages such as enabling legacy systems to work remotely, protecting internal networks from attackers and protecting user devices from network attacks [17]. Common protocols include IPsec and TLS [17].

Best practice recommendations for VPN from the National Cybersecurity Centre are, use the IPsec protocol as this gives flexibility for choice of a wide variety of inter-operable products, regularly update VPN software, use full-device VPN, use certificate authentication [17]. 

[bookmark: _Toc192167996]DHCP (Dynamic Host Configuration Protocol)
DHCP is a client/server protocol automates IP address assignment to devices on a network [18]. The process involves discovering servers, offering IP addresses, requesting addresses, and acknowledging assignments [18].

Best practices for enabling DHCP include setting appropriate lease times, define IP address pools, secure the DHCP server to prevent unauthorized access and implement DHCP reservations for devices requiring a consistent IP [19]. 

[bookmark: _Toc192167997]Active Directory Domain Services (AD DS)
AD DS provides centralized management of  objects on the network, these include users, printers, servers and computer accounts in a Windows network [20].  AD DS also includes global catalog that contains information on the objects, a query and index mechanism so that objects and their properties can be published and found by network users and applications and replication service which replicates directory data across the network [20].

Best practices for AD DS are apply least-privilege access policies, regularly back up AD DS, secure domain controllers, patch operating systems, and monitor activities for signs of compromise [21].

[bookmark: _Toc192167998]Certificate Authorities (CAs)
CA’s issue and manage digital certificates for secure communications and identity verification as well as maintaining certificate revocation lists [22]. They are integral to Public Key Infrastructure (PKI) systems [22]. Certificates can be used for code signing, email signing and object signing [22]. 

The best practice associated with CA’s is to keep Root CAs offline, use Certificate Revocation Lists (CRLs) to track revoked certificates, define clear certificate policies, and update cryptographic settings regularly to ensure compliance with current security standards, although care should be taken to ensure compatibility as not all devices and applications support all cryptographic settings [23].

[bookmark: _Toc192167999]Task 2
[bookmark: _Toc192168000]Hypervisor Choice

The Hypervisor of choice for the deployment of the network topology was Oracle VirtualBox. This is a Type 2 hypervisor, which is easy to use, scalable, and combined with the specification of the machine used suitable for deploying a small number of VM’s [3]. 

 Oracle VirtualBox provides a simple and user-friendly interface that allows for quick setup and management of virtual machines [3]. This is ideal for configuring the network configurations and services required without the complexity of a Type 1 hypervisor [3].

Oracle VirtualBox offers scalability for creating and managing multiple virtual machines, making it easy to deploy the clients and hosts as described in the network topology, as Type 2 hypervisors use fewer computer resources than Type 1 [3]. There could be a penalty on the performance of the network as software emulation may be required, which could see a limit on the number of VM’s but for the topology required it is satisfactory [3].

Oracle VirtualBox also has the option of migrate the VM’s [3], if required in the future if the network were to scale larger the VM’s could be ported to a machine with better specifications to support the running of more virtual machines [3]. 

As an open-source hypervisor, Oracle VirtualBox is cost-effective [3. [2. 3]. This allows the focus to be on the configuration and testing without any financial implications imposing barriers. In terms of also considering cost effectiveness, as discussed by Jiang et al [5] in their comparison of energy efficiency of hypervisors, this is being deployed using a desktop PC for the size of the network and the hardware it is being deployed on energy efficiency is not such a big factor [5].

Given these reasons, Oracle VirtualBox provides an ideal balance of functionality, scalability, and ease of use, making it well suited choice for the deployment of the given network topology.

[bookmark: _Toc192168001]Download and Setup
The below links were used to obtain the ISO images for the clients and servers.

Download for Windows Server
Windows Server 2022 | Microsoft Evaluation Center

Download of Windows client
Windows 10 Enterprise | Microsoft Evaluation Center

Download of Debian client used for server also
Debian -- Downloading Debian


Installing Windows Server
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Disable firewalls windows server
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Installing Windows Client

[image: ]







Disable firewalls Windows client
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Install Linux server
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Install Linux Client
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[bookmark: _Toc192168002]Configure IP Addressing
IP address for Windows server
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IP Address for Windows 10 Client
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IP Address for Linux Debian Server and Client
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[bookmark: _Toc192168003]Test and Troubleshoot

Windows client to Windows server ping
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Linux server to Linux client ping
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Linux server to Windows server unsuccessful ping
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Windows server pinging Linux server unsuccessfully
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[bookmark: _Toc192168004]Task 3

[bookmark: _Toc192168005]Technical Reflection
During network deployment, I encountered an issue where the network card was incorrectly marked as "down." This caused confusion as there was no reason why the card should be displaying as down. Numerous searches on Google and reviewing websites such as Stack Exchange, I could not find a reason for the card to be displaying as down.

[image: A screenshot of a computer
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After review of the interfaces file I discovered that I had missed the "g" in "hotplug" in the configuration, which caused the problem. 

This simple typo led to a lot of confusion, and it took me some time to identify the source of the issue. Once the typo has been corrected, the network card functioned properly. 

I was then able to ping and show connectivity within the network as demonstrated by the below image.
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[bookmark: _Toc192168006]Personal Reflection
This task taught me the significance of being meticulous with configurations. Despite the frustration, I learned a lot about troubleshooting network issues and the importance of thorough review before testing. As even the simplest of mistakes can cause significant problems. 
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Command Prompt

iicrosoft Windows [Version 10.9.20348.587]
(c) Microsoft Corporation. All rights reserved

C: \Users\vboxuser>ipconfig

indows TP Configuration

thernet adapter Ethernet

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::cdfa:de62:2549:56b0%12
IPv4 Address. . . . . . . ....:172.16.1.10
Subnet Mask 255.255.255.0

Default Gateway .
Ethernet adapter Ethernet 2

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::992d:2a87:c6e5:377%16
IPv4 Address. . . . . . . ....: 210.103.5.
Subnet Mask . . . . . . .....: 255.255.255.0

Default Gate

ay .
c: \Users\vboxuser>ping 172.16.1.254

pinging 172.16.1.254 with 32 bytes of data
Reply from 172.16.1.254: bytes=32 time<ims TTL=128
Reply from 172.16.1.254: bytes=32 time<ims TTL=128
Reply from 172.16.1.254: bytes=32 time<ims TTL=128
Reply from 172.16.1.254: bytes=32 time<ims TTL=128

Ping statistics for 172.16.1.254:

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = @ms, Average = ems

C: \Users\vboxuser>,
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Fle Madhine View Input Devices Help

Command Prompt

Microsoft Windows [Version 16.0.19045.2006]
(c) Microsoft Corporation. All rights reserved

C:\Users\vboxuser>ipconfig

windows TP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::2801:b275:dd50:8754%10
IPv4 Address. . . . . . .. ...:172.16.1.258
Subnet Mask . . . . . . .....: 255.255.255.0

Default Gateway . . . . . . . . . : 216.163.5.

(C:\Users\vboxuser>ping 172.16.1.10

pinging 172.16.1.16 with 32 bytes of data
Reply from 172.16.1.10: bytes-32 time<ims TTL-128
Reply from 172.16.1.10: bytes=32 time<ims
Reply from 172.16.1.10: bytes=32 time<ims
Reply from 172.16.1.10: bytes=32 time<ims

Ping statistics for 172.16.1.16;

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
jgproxinate round trip times in milli-seconds

Minimum = ems, Maximum = @ms, Average = ems

C:\Users\vboxuser>
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vboxuser@DebianClient: ~

boxusereDebianClient:~$ ping 10.1.1.1
ING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

4 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=0.324 ms B e LUTELY ND HARRANTY, o the exten
4 bytes from 10.1.1.1: icmp_se time=0.266 ms

4 bytes from 10.1.1.1: icmp_seq=3 time=0.265 ms

4 bytes from 10.1.1.1: icmp_seq; time=0.225 ms

4 bytes from 10.1.1.1: icmp_se time=0.236 ms

4 bytes from 10.1.1.1: icmp_seq= time=0.262 ms

4 bytes from 10.1.1.1: icmp_se time=0.286 ms

4 bytes from 10.1.1.1: icmp_se time=0.439 ms

4 bytes from 10.1.1.1: icmp_seq; time=0.351 ms

4 bytes from 10.1.1.1: icmp_se 4 time=0.538 ms . . mtu 1500 adisc fq : 1t glen 1000
4 bytes from 10.1.1.1: icmp_seq=11 ttl=64 time=0.344 ms ethe : SFEEf

c

-- 10.1.1.1 ping statistics ---

1 packets transmitted, 11 received, @% packet loss, time 10364ms
tt min/avg/max/mdev = ©.225/0.321/@.538/0.090 ms 0 W n 1eeo
boxusereebianclient:~$ [|
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pebian GNU/Linux 12 debianCardiffSry ttyl
debiancardiffsry login: ping

Hint: Num Lock on

debiancardiffsry login: thomasselluood
Fassuord:
Linux debianCardiffSry 6.1.0-31-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.128-1 (2025-62-07) x86_64

The programs included with the Debian GNU/Linux sustem are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent

pernitted by applicable law

Last login: Tue Mar 4 03:43:22 GMT 2025 on ttyl

thomasse 1 lunodadebianCardiffSry:™s ping 210.103.5.1
216.103.5.1 (210.103.5.1) 56(84) bytes of data.
216.103.5.2 icmp_seq=1 Destination Host Unreachable
216.103.5.2 icmp_seq=2 Destination Host Unreachable
216.103.5.2 icmp_seq=3 Destination Host Unreachable
216.103.5.2 icmp_seq=4 Destination Host Unreachable
216.103.5.2 icmp_seq=5 Destination Host Unreachable
216.103.5.2 icmp_seq=6 Destination Host Unreachable
216.103.5.2 icmp_seq=7 Destination Host Unreachable
216.103.5.2 icmp_seq=6 Destination Host Unreachable
216.103.5.2 icmp_seq=9 Destination Host Unreachable
216.103.5.2 icmp_seq=10 Destination Host Unreachable
210.103.5.2 icmp_seq=11 Destination Host Unreachable
216.103.5.2 icmp_seq=12 Destination Host Unreachable
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Command Prompt

iicrosoft Windows [Version 16.9.20348.587]
(c) Microsoft Corporation. All rights reserved.

c: \Users\vboxuser>ping 210.103.5.2

Pinging 216.163.5.2 with 32 bytes of data
Reply from 216.163.5.1: Destination host unreachable.
Reply from 216.163.5.1: Destination host unreachable.
Reply from 216.163.5.1: Destination host unreachable.
Reply from 216.163.5.1: Destination host unreachable.

ping statistics for 210.103.5.2
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),

c: \Users\vboxuser>
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iface lo inet loophack

Jallow-hotplug enpes3
iface enpos3 inet dhcp

Jallow-hotplug enposs
iface enposs inet static
Jaddress 210.103.5.2
Jsubnet 255.255.255.0

Jallow-hotplu enposs
iface enpos3 inet static
Jadress 10.1.1.1

Jsubnet 255.255.255.0

Irootadebiancardiffsry: /etc/netuorkd s

if-down.d if-post-down.d if-pre-up.d if-up.d interfaces interfaces.d
rootadebiancardiffsry: /etc/netuork# init.d/ restart netuorking

-bash: init.d/: No such file or directary

Irootadebiancardiffsry: /etc/netuorkd s

if-down.d if-post-down.d if-pre-up.d if-up.d interfaces interfaces.d
oot adebiancardifisry: /etc/netuorky
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