1 Based on the ITIL model design
1.1 Design principles
ITIL best IT practice standards are applied to hospital IT operation and maintenance process management, with well-designed management functions and closed-loop workflows, reflecting centralisation, standardisation and efficiency.
1.2 Design Objectives
①The principle of unified planning and simultaneous development: IT operation and maintenance service systems should be incorporated into the scope of information technology planning and upgraded and improved simultaneously with the development of enterprise information technology, in order to adapt to the complexity and continuity of IT system construction. 
②The principle of following standards and adapting to local conditions. The ITIL approach is a globally recognised best practice for IT service management, but it should also take into account the level of development of information technology and the actual technical strength of the enterprise to ensure the effectiveness of the system. 
③Process optimization and practical principles. Because of the frequent occurrence of O&M events, it is advisable to consider the operability of the system design's O&M processes and optimise the efficiency of process handling. 
④Advanced technology and timely response principle. The system should adopt advanced and mature technical methods to respond to the collected operation and maintenance requests in a timely manner and handle them efficiently to improve the satisfaction of IT services.
1.3 Applying ITIL system design
The application system is designed in four layers from the bottom up, namely the foundation layer, data layer, support layer and application layer, and each layer is regulated by the technical interface specification and operation management system. In the development of the foundation platform, NET MVC framework is used for the WEB side, WeChat Enterprise is used for the mobile side and open source lightweight MySQL database is used for the database support. Data exchange is achieved by the data layer. Process quality monitoring is performed by the support layer. The management system platform consists of the WEB side and the mobile side together. This constitutes the technical architecture of the system, as shown below.
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Figure 1  ITIL-based system technology architecture diagram


2 ISO270000 standard content
2.1 The process of building an information security management system to the ISO27000 standard
The process underlying the construction of an information security management system under the ISO27000 series of standards is based on the development of the following seven main steps: 
(1)  Preliminary preparatory work: collecting background information of the organization, current status and characteristics of the information system; establishing members of the information security management system building team and specifying the schedule for building the information security management system.
(2)  Risk assessment: develop a risk assessment plan, implement surveys and interviews according to the plan, collect asset information, summarise the current status of asset threat vulnerabilities and conduct risk identification.
(3)  Risk analysis: Comprehensive analysis of the results of the risk assessment to determine the scope of control of the information security management system.
(4)  Risk control and establishment of information security system: according to the scope of control of information security management system, establish the framework of information security management system under the standard, design new information security management process, improve the existing inadequate information security management process.
(5)  Internal audits and management reviews: internal audits are conducted by internal auditors and relevant senior staff to assess and correct any deficiencies found.
(6)  Audit and approval: assessment and certification of the organisation's information security management system by external assessors.
(7)  Continuous Improvement: Repeat this process on a regular or occasional basis during the operation of the information security management system to improve on new information security management issues.
As can be seen from the ISO27000 standard process for information item security management systems, an information security management system is a set of cyclical processes that conform to the Deming loop, as shown in the diagram. It is also clear that risk assessment and risk control have been key elements of the standard system since the inception of the information security management system, and that they need to be carried out not only at the beginning of its establishment, but also during its operation, repeatedly and in a cyclical manner.
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Figure 2 ISO/IEC27001:2005 Daiming Ring

2.2 Components of an information security management system
According to the construction process of ISO27000 standard, it can be concluded that information security management system is the overall management framework established after risk control based on risk assessment results. Designing new information security management processes, improving existing inadequate information security management processes and protecting the organisation's information assets are the main objectives of building and operating an information security management system. The architecture of the information security management system is designed as shown in the figure and is divided into four important phases:
Phase I: Development of an information asset security approach, clarification of the information security organisation and a statement of applicability.
Phase 2: Development of an information security risk management plan
Phase 3: Develop security management specifications, information security management points and related guidelines
Phase 4: Produce relevant information security record forms, information security records

3 GB/T-20984 standard analysis content
The main elements of the analysis are:
a) The identification of assets and the assignment of a value to them.
b) Identification of threats, describing their attributes and assigning a value to the frequency of their occurrence.
c) The identification of vulnerabilities and the assignment of values to the severity of the vulnerability of specific assets.
d) Judging the likelihood of a security event based on the threat and the ease with which the threat can exploit the vulnerability.
e) Calculation of the damage caused by a security event based on the severity of the vulnerability and the value of the asset on which the security event acts.
f) Calculation of the impact on the organisation if a security event occurs, i.e. the risk value, based on the likelihood of the security event occurring and the loss if the security event occurs.
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Figure 3 Principle diagram for analysis of GB/T-20984 standard

Based on the business structure, information system security status and user requirements of Blue Mountain Coffee Company, the ISO27000 standard was adopted to control the information security risks of the company, and the specific workflow is as follows:
1. Develop a risk control improvement plan
According to the requirements of the ISO27000 standard on the process of establishing an information security management system, the development of an information security risk control plan is the second important stage. The risk assessment report is the basis for planning the risk treatment plan. The organisation should give a planning risk control plan in conjunction with the information security policy and the risk assessment report. The process of risk control includes determining the risk level benchmark table, risk status analysis and identification of priority risk control targets, drawing up risk treatment plan, implementing risk treatment plan and evaluating the effectiveness of risk treatment plan.
Table 4 Baseline table for risk evaluation
	Risk assessment score
	Risk assessment results
	Definition of risk

	Score <= 20
	Acceptable risk
	Minimal impact on business

	20< Score <=40
	Low risk level
	Little impact on the business

	40< Score <=60
	Medium risk level
	Whoever has a heavy business impact

	60< Score
	High risk level
	Extremely serious impact on the business



2. Principles for the selection of risk protection and improvement measures
Risks are like viruses that live in the air and are difficult to eliminate completely. Sometimes, even after spending considerable financial and material resources, it is not possible to make significant improvements to some risks. For such risks, it is obvious that risk reduction is not the best solution and that other ways and means of avoiding or reducing them, or even accepting them, should be used. Five starting points can be used when thinking about risk treatment decisions.
(1) Accepting the risk: calculating the value of the risk and knowing how to bear the consequences of the risk.
(2) Avoiding the risk: ignoring the risk is not the right solution however the risk can be avoided by moving the asset out of the risk area and avoiding the risk or by completely abandoning the business activity that could create a security vulnerability.
(3) Transferring risk: transferring risk by taking out insurance or outsourcing.
(4) Damage reduction: reducing losses by means of post-event remediation, emergency response, disaster recovery, etc.
(5) Reducing likelihood: implementing controls to reduce risk to an acceptable level.
3. Risk analysis and risk treatment key control objects
According to the above, the objective of the company's information security management system is to establish and improve the company's information management system to ensure the continuity and reliability of the company's business and the confidentiality of relevant important information. In the event of external malicious damage, it is possible to block and intercept the occurrence of damage as far as possible, or at least ensure that the damage is reduced to a minimum. At the same time, the ability to effectively reduce the occurrence of objective force majeure or unintentional damage, and the ability to establish appropriate disaster recovery mechanisms to restore the company's core business in the shortest possible time. This paper uses a detailed risk analysis method for information assets and conducts a semi-quantitative analysis and assessment with reference to the risk levels identified in the previous section, and concludes that the key asset control objects and control requirements for risk treatment of the company's information security management system are.
(1) Data document assets: As can be seen from the risk evaluation results, this is one of the most important assets that the company is certified to protect and is also the asset with the highest risk value. The main weak points are the presence of edge devices with access to the interconnected network, insufficient checking processes, lax error checking, proximity to streets, insufficient operational skills acquired by users, insufficient user-friendliness of the software used to read data files, unencrypted email transmissions, wireless devices, and mobile devices. The main threats are unauthorised access, system failure, external sabotage, hacking, terrorist attacks, phishing, internal sabotage, equipment failure, personnel threats. The main objects of protection are business plans, employee information bases, financial databases, design drawings, contract documents and emails.
(2) Physical Asset Management and Environmental Security Management: The results of the risk assessment of physical asset security and environmental security indicate that the company's associated asset risks are at a low level. Physical assets and the environment are characterised by often dispersed storage, complex categories and wide coverage. It currently has weaknesses such as all equipment being housed in the same office building, generator sets in the office building not being made available to tenants, proximity to the street and the presence of public parking nearby. The main threats are fire, flood, earthquake, power failure, rodent infestation, electromagnetic interference, attack, external damage, internal damage, theft, terrorist attack, system failure, equipment failure. The main objects of physical and environmental security protection are servers, network equipment, fibre optic disk cabinets, backup disk cabinets and a range of desktops, printers, fax machines, video conferencing equipment etc. used by users in daily contact.
(3) Software asset security management: The results of the risk assessment of software asset security indicate that the Company's software asset risk is at a low to medium risk level. Software assets are a kind of asset with intellectual property rights, whether developed by the company itself or purchased by the company from software developers, and should be protected from misuse in use. It exists dependent on physical equipment and has dependency characteristics, so some of the weaknesses of the physical asset are also its weaknesses. In addition to this, software assets have weak points such as internet access and inadequate security checking processes. The main threats to software assets are system failure, equipment failure, external sabotage, intrusion threats, and internal sabotage. The main objects of software asset security protection are operating system platforms, ASP, databases such as SQL, source code, and scripts.
4. Improvements to the security management of physical assets and environment
(1) Include access to information centre rooms in written records. This is an improvement that reduces the likelihood of risk. The improvement introduces almost no risk and has a high degree of reliability. Costs are negligible and legal and regulatory requirements are met. The disadvantage is that there is a possibility of omissions or missing written reports being recorded manually and therefore the control is moderately effective. Implementation is recommended as a priority. Further reinforcement of the connection between the rack and the ground. This is an improvement measure to reduce damage. In the event of an earthquake, the cabinets are securely fastened to the floor slab, which prevents the equipment from spreading and tumbling over causing further property damage and injury to people. The improvement itself is highly reliable and safe and does not introduce new risk factors. It is recommended to be implemented as a priority.
(2) Periodic auditing of data centre room access control data. This is an improvement measure to reduce the likelihood of risk. Regular compounding of access control records for access can go some way towards early detection and deterring the use of expired, cancelled or duplicated fake cards to access the server room. The expected effect of the measure is medium and implementation is recommended. Install surveillance cameras in the data centre server room.
(3) Re-audit physical access rights to the data centre server room.
(4) Sign a regular maintenance contract with the supplier of the gas fire suppression system.
5. Improvements in communication and operational security management
(1) Fully adopt dual authentication technology, combined with digital certificates, to plan a further secure network access licensing mechanism. A unique digital certificate is issued for each user, capable of identifying whether an authorised user is using the network in person when an access request is initiated. This solution is similar to the class of devices that are currently often used in online banking at banks and will greatly enhance network security within the LAN including access.
(2) Plan zones between the intranet and the extranet, place edge devices in the zones, and the intranet system opens only the ports needed for the zones, blocking all unauthorised access within the zones. This is a risk-averse control measure. It meets the company's policy requirements and laws and regulations. It is expected to work well, with high reliability and security. However the improvement strategy may have a small impact on the business, mainly because some business operations may be affected by the application of the measure. The cost of the measure is almost zero. It should be prioritised for implementation at a higher level.
(3) Separate data files with the highest level of security requirements from the internal network. Separate storage, backup and access paths are set up to provide not only logical but also physical isolation. This is a risk-averse improvement that physically eliminates external or unauthorised access to high level security data files via the network. The measure is highly reliable and secure. However, it is more expensive because it requires the construction of separate networks, storage, backup systems, etc. for these data files.
(4) Develop a document network management policy under the confidentiality requirement level, specifying the transmission requirements for different documents. This is an improvement measure to reduce the possibility of risk. The measures themselves are more reliable and secure and are expected to be more effective. However, it needs to be implemented in conjunction with reliable technical means such as email encryption to be truly effective. The impact on business is low and the cost is not high. It is recommended to be implemented as a priority.
6. Improvement measures for access control security management
(1) Change the habits and planning of file storage, assign a dedicated person to manage permissions for each project separately, and make a table to save the results of adding or removing permissions and the final results. This improvement measure is a risk reduction possibility measure. The cost of the solution is low and only requires a project assistant to be responsible for forwarding permission requests to the relevant personnel for operation after approval by the project manager and updating the forms at the same time. The reliability and security of the solution is high and, although there is a risk of omissions etc., if the process is strictly followed, there is no possibility of misuse of permissions. This improvement should be implemented as a matter of priority.
(2) For external personnel, such as visitors, interns and outsourced staff, who do need to use desktops or related devices connected to the intranet, access to internal information resources is restricted to the lowest level by default, and their accounts are not allowed to access the Internet through the intranet firewall exit. If you need to request open access, you will need to obtain written approval from your line manager. If access to documents with confidentiality requirements is required, written approval from a more senior manager is required.
