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Datacentres are the core components of modern internet. They grant business continuity to companies and organisations that host their services on the cloud, to be accessible 24/7 from everywhere in the world.
With the continuous growth of online businesses and the always increasing amount of data that companies have to deal with, there is the need to store it and process it in a way that is profitable for both customers and Service Providers.
Although Datacentres are convenient for organisations, they bring different challenges that may impact on their health if not properly managed. Power consumption, scalability issues, high initial investments, physical limitations as well as sustainability and disaster recovery are indeed problems that may compromise a business. Also, since Datacentres must ensure the safety of the data they process and store, it is vital for companies that manage them, investing in physical and virtual security. It is therefore important to understand whether the need to have a Datacentre can be fulfilled by an existing solution or not.
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Over the last ten years, Cloud Computing Technologies allowed companies to move their businesses online, where they can be reached by a larger number of customers. Thus, the need to design and create new and more powerful infrastructures, able to deal with an always increasing network load while bringing security and resiliency to organisations that want to host their services online. To do so, Datacentres must be designed and developed with a set of characteristics that allow them to overcome issues such as scalability and security, while dealing with problems such disaster recovery and sustainability.
Sustainability is indeed one of the most important aspects to keep into consideration while planning the creation of a new Datacentre (DC), in fact, according to [14] due to the large number of servers and computational power needed in modern infrastructures, it is really challenging designing and developing cost-effective and sustainable DC. 

To lower the initial investment and operational costs, most enterprises, nowadays, rely on third party infrastructures, offered on a pay-as-you-go basis by Cloud Service Providers (CSP).
These providers, that take care of the underlying infrastructure, offer different service typologies based on the customer’s need.
More often indeed, is possible to hear about SaaS (Software as a Service), PaaS (Platform as a Service) and IaaS (Infrastructure as a Service), but these are not the only ones available nowadays.

This report aims to deliver to the reader the main concepts related to Datacentre technologies, focusing on the analysis of the requirement and the main aspects that an organisation should take into consideration when planning to move its business in a Cloud environment, based on the contribution of different research papers in the field.

The document is organised in two main chapters, based on two different scenarios.
The first one is used to analyse the first scenario, in which UWTSD decided to centralise its IT infrastructure, to move its services in the Cloud.
The chapter focuses on the research and explanation of concepts such as Datacentre typologies, explaining how Cloud Computing Technologies work under the hood, virtualisation, evolution of Datacentres, Storage Area Networks and concepts related to Security, Energy supply and sustainability. This to have a solid base on which giving recommendations on the architecture and implementation UWTSD should use, to ensure business continuity and to avoid losses in revenue due to bad planning decisions.

The second chapter instead, focuses on the second scenario, that shows how ABC Data Ltd. Implemented their services making use of different redundant Datacentres. This chapter is focused on the explanation of security related concepts and how these influenced the design used by the company while building its infrastructure.
Here, are introduced topics such as Data protection, security threats and safety measure that can be put in place to keep data safe in Cloud Data Centres.
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According to [7][14], Datacentres are facilities that host enterprises’ critical computing resources, set to operate with a >= 99% of uptime.
Datacentres represent the foundations of modern Cloud Infrastructures and are made of different components that operate together in a seamless fabric, to deliver online services and grant business continuity to organisations.
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[bookmark: _Toc71044116]Figure 1. Datacentre Computer Room representation. Source: [7]
To better understand how a DC works, it is required to understand how this is built, by examining the various components and their respective duties. The above picture illustrates the main modules that can be found in a modern DC computer room. DCs can contain one or more of these rooms (that can be spread across different buildings, floors and locations for redundancy and resiliency).

As visible, these components are:

· Cabinets
· Networking gear
· Power System
· Cooling system
· Control Room

The following sections are used to explain how DCs have evolved over the years and how each component works, to let the reader understand the reason behind the suggestions given to UWTSD at the end of the chapter.
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Although Datacentres are not something invented in the last few years, they have constantly evolved to support new trends and always increasing workloads that Cloud Computing Technologies and Big Data carried with their advent. In the beginning, DCs were known as “Computer rooms”[7] that were used to accommodate mainframes that offered the needed computational power to researchers and tech companies.

Successively, during the ‘80s, DCs started to become more popular among companies and organisations, thanks to the lower cost of hardware, the always increasing WAN (Wide Area Networks) capabilities and the always growing popularity of the Client/Server application model. Though that these facilities brough benefits to more customers, they were expensive and not really efficient.

With the late advent of the Internet and successively Cloud Computing Technologies that raised the bar on computational and storage requirements, Datacentres continued to develop taking advantage of different architectures and technologies that allow them to increase their resource efficiency and performance, while accommodating a different number of customers, reducing the costs of the infrastructures and eliminating the need for companies to build their own facilities.
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As mentioned in section 1.2, the nature of Cloud Computing Technologies, brought organisations to rely on the various virtual solutions offered by Cloud Service Providers.
Referring to Datacentres, nowadays, means indeed (for the most) referring to a virtualised infrastructure, owned and managed by one of the various big tech companies, such as Google and Amazon. These providers put in place services, which are commonly known as SaaS, PaaS and IaaS, to deliver low-cost infrastructures, able to host entire “Virtual Datacentres”, that companies use to deliver their services to end-users.
Although, due to the COVID-19 pandemic, 2020 has recorded a decrease in DC investments, Gartner [10] asserts that in 2021 the dedicated budget for the development of new DCs will see an increase of the 6%.

As noted, more and more businesses rely on Virtualised Datacentre solutions to reduce the impact that the development and deployment phases of their own Datacentres.
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Before diving into Virtualisation, it is better to make a distinction. Virtualisation in modern Datacentres can involve:

· Computational resources (Servers)
· Networks
· Storage

The following section aims to introduce the reader with Servers’ related virtualisation concepts.

So, what is Virtualisation? Wanting to give a broad definition, it is possible to say that Virtualisation is the technology that allow DCs to be efficient and sustainable, while delivering the necessary computational power and resources to their customers. Moreover, it can be referred to the capability to run multiple Operating Systems (OSs) on the same host [24].

This technology allows to achieve what in Cloud Computing is called “Multi Tenancy” and is obtained by making use of specialised software that takes the name of Hypervisor (HV).
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[bookmark: _Toc71044117]Figure 2. Virtualisation representation. Source: Author

Although the Hypervisor paradigm includes different types of software, the most common in DCs take the name of Type 1 or Bare Metal HV.
Type 1 HVs sit between the host and the virtualised OS/s and create and abstraction layer on the underlying hardware, allowing to split physical resources and creating different Virtual Hosts (Virtual Machines), used to run the services that the various tenants offer to their customer base.

Virtualisation, allow to make a more efficient use of the DCs’ hardware, eliminating the underusage problem, that may affect computational environments used to host only a few services.

According to IBM [21] in fact, on the average, an OS uses only the 30% of the physical CPU on a server.

Although the most common HVs in Datacentres field belong to companies such as Microsoft and VMWare, the second holds the first place thanks to its great ecosystem and performances. Its widely adoption, makes it the preferred among big tech companies like Amazon. VMWare Hypervisor solution is called ESXi and, compared to Microsoft Hyper-V, offers a really small footprint (around 150MB) and great management features, thanks to the vSphere platform. According to VMWare, the term vSphere refer to a set of products that transform DCs into aggregated infrastructures that include CPU storage and networking resources.

Moreover, Microsoft Hyper-V has the drawback that is often used in conjunction with Microsoft Azure, a management platform available only in Microsoft Datacentres and does not work well with applications that rely on short timings and delays.

To conclude, Servers virtualisation is an important aspect in Datacentres development, as it allows to centralise and manage efficiently resources, energy and spaces, giving organisation an improved ROI (Return Of Investment).
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Another necessary aspect to keep into consideration during the development of a DC is related to its physical architecture.
DCs facilities must grant an infrastructure able to meet requirements such as Availability, Scalability and Security [25].

Most of the Datacentres out there are built using Multitier architectures that made use of 2 and 3-Tier designs. The picture below represents the logical layers that compose a Datacentre.
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[bookmark: _Toc71044118]Figure 3. Datacentre Multitier representation. Source [5]

Core Layer:

As shown in the above representation, the Core layer is the networking part of a DC facility that delivers high speed switching and routing for all the traffic moving out or toward the Datacentre. This traffic, that takes the name of North-To-South traffic and represent the network load that a DC must handle, to deliver users with fast services.

Aggregation Layer:

The second layer, the aggregation one, is mainly characterised by server-to-server network traffic and takes care of important feature that help to make DCs safer. These are IDSs (Intrusion Detection Systems), Load Balancers and Firewalls.

Access Layer:

The last layer of the represented topology is the one where all datacentres’ resources are located.
Here it is possible to find the racks containing all servers and resources that are at the core of the working of a DC and also the connections to SANs or Storage Area Networks, that are contain the storage devices in which, data accessed by the computational units is located.
An important note regarding these networks is the fact that, although they don’t come with every DC deployment, they are the key that allow Cloud Service Providers to deliver great Disaster Recovery capabilities.
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A few words to describe how DCs are internally organised go to the fact that most of the facilities in modern DCs include different specialised rooms that take the name of Server Farms.
A server farm (SF) is a DC section where specialised server/s cluster/s are used to deliver a specific service.
SFs are mainly used within organisations to deliver Intranet, Extranet and Internet services to stakeholders and clients and allow adding a higher level of security to their business, as they increase confidentiality, integrity and availability to the handled data.
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Having now a clearer idea of the main aspects that UWTSD datacentre solution should be focused on, it is possible to proceed with the analysis of the requirements and the suggestion of the most appropriate architecture and solutions that should be used to centralise its IT infrastructure without impacting the organisation with excessive costs and management overhead.

UWTSD is an organisation that works in the academic field. With over 25000 students and more than 17 locations across the country, where it delivers its services [16], it must ensure that its business continuity is not impacted by bad design principles/practices or malfunctioning. It is therefore important to analyse and make sure that all the main aspects of the business are developed in the most appropriate way.

Starting from the Datacentre solution that should be adopted to ensure that scalability, flexibility and availability requirements are met, it is possible to say that, although UWTSD is a big organisation and could decide to build its own Datacentre facility, it would be appropriate making use of an external solution, such as AWS from Amazon.
This because of the lower investment needed to deploy and maintain the infrastructure and to avoid scalability issues which the organisation may be subject in future, in the perspective of a further expansion. Although a private Datacentre could be able to scale up by adding physical resources to the infrastructure, this would not lower the expenses that UWTSD may be subject to maintain it.
AWS would offer a secure, performant and scalable infrastructure, able to scale up and down, based on UWTSD needs. This reducing not only the initial investment but also the future expenses it should sustain in case of a possible underusage of the deployed solution.

Moreover, AWS would grant a TIER 3+ class uptime service, although the company claims that is committed to grant the 99.999% of service availability [18].

An important note that the university should keep into consideration is the fact that, being AWS a service offered by a big tech company that operates with many clients around the world, its safety would be granted by disaster recovery solution that the company put in place, by building and connecting its datacentres around the world. According to the company [2] in fact, this has 2589 locations all around the world.

A virtual Datacentre would give UWTSD the opportunity to have more freedom in the implementation of its services and to invest more in their development, since the cost of the infrastructure would be lower than using an in-house solution.

Passing to the services that should be deployed to grant a high efficiency in its business operations, it is important to remember that being UWTSD an organisation that works in the educational field, it should offer different online services.
An internet and an intranet server farm would then be appropriate solutions, to grant service availability and continuity to both internal staff, that may have the need to work from home, in cases such as the COVID-19 pandemic, and students, that would be able to access their study material and examination resources, being fully immerged into their student life.

Finally, a few considerations regarding the energy supply and sustainability aspects that UWTSD should face whether decided to develop its own DC facility/s.

A private solution may not be as efficient as a virtual datacentre one, since it would face one of the main issues explained in section 1.5.
A Datacentre would not be sustainable just trying to implement solutions that allow it consuming less power, as this would not eliminate issues such as energy wastage due to underusage and pollution due to the use of electricity coming from not renewable energy sources.
Amazon multi-tenant solution would instead grant a more sustainable and efficient one, thanks to the fact that, according to the company, is committed to achieve the 100% of renewable energy usage for its global infrastructure [15].
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Datacentres’ design and deployment is not a simple task. Most are the challenges brought by the various phases of the planning and deployment of solutions able to deliver not only reliable but also sustainable services. 
Thanks to virtualisation, modern Datacentres are able to deliver capable and powerful infrastructures that helps companies and enterprises to make their businesses profitable thanks to the advantages that Cloud Computing technologies brought in recent years.
It is important to understand that although private solutions, developed to fulfil their needs can look better to realise, because may offer safer and ad-hoc environments, they are not always as sustainable as they should be. Unfortunately, fossil fuel energy production is still one of the main energy sources that power datacentres around the world.
Although things started to change in recent years, only big tech companies such as Google, Apple and Amazon started to get committed to deliver sustainable services by making use of renewable energy sources. It is therefore important to understand the benefits that the use of these solutions may bring to companies/organisations that rent these Cloud services, not only for the performances that they can deliver thanks to their infrastructures but also by their ethical attitude.
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As with the advent of Cloud Computing Technologies and Virtualisation, businesses around the world moved online to grant their continuity and reach more customers, data has quickly become one of the most important assets that Cloud Service Providers and enterprises that use their infrastructures to deliver their services need to protect not only from cyber threats but also from natural disasters.

In the case of the given scenario, ABC Data Ltd., shows how modern Datacentres can make front to these issues by using replication and virtualisation technologies to grant resiliency and security. Having their DCs spread across three locations, they ensure failover protection and data backup and disaster recovery solutions at the same time.

The figure below represents the configuration used by the company to implement its DC design.
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As previously mentioned, since DCs need to deliver safe infrastructures to store and elaborate data, they must be designed with security in mind. This means that they must implement physical and virtual policies among the locations they are located to grant information Confidentiality, Integrity and Availability.

Information Security can in fact be defined as a set of policies and practices that allow preventing and keeping safe data from unauthorised access [26].
To achieve the result, some methodologies need to be adopted during the planning and development phases of the infrastructure/s. The most common are AAA and CIA triad.

The figure below is a representation of the CIA triad, one of the most used methodologies used during the deployment of physical and virtual infrastructures, explained in the next section.
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[bookmark: _Toc71044120]Figure 5. CIA Triad. Source: Author
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In modern datacentres data confidentiality is protected by implementing different strategies in both virtual and physical environments.
Starting from the virtual environment, it is possible to say that DCs should be logically divided, based on the functionalities that various server farms deliver.
This because doing so it is possible to have a better overview and centralisation of the infrastructure and security issues could be mitigated by intervening on just part of it, without the need to shut down the entire facility.
Other ways to prevent and protect confidentiality is implementing security features such as password, encryption and authentication mechanisms.

On the physical side, this can be instead achieved by making use of CCTVs, giving limited access to employees and placing security guards that patrol the facilities.
Physical security is important while protecting DC facilities, as threats could come from both outside and inside the organisation.
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Integrity is achieved thanks to the use of SANs, that not only represent the storage capabilities of a DC infrastructure but also help to implement disaster recovery solutions.
SANs allow indeed implementing encryption to data that travels from computational to storage resources and this can be done with both in-flight and at rest data.
Also, the use of IDSs and IPSs (Intrusion Detection and Intrusion Prevention systems) allow to monitor and act against threats coming from the network, the most exposed attack surface in a DC infrastructure.
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Finally, availability, that is indicated as the capability to maintain the infrastructure uptime as high as possible.
Availability in DCs is achieved in in different ways. It can include redundancy solutions to keep data safe and accessible even in case of natural disasters or technical issues such as faults due to bad equipment and cyber-attacks.

[bookmark: _Toc71042868]2.6 – The importance of SAN in Disaster Recovery

Storage Area Networks are important solutions in DC infrastructures as they improve their scalability and availability. However, to explain how they can improve these capabilities, it is appropriate giving a brief description of what they are and how they work.

According to the definition that IBM gives in [22], “A storage area network (SAN) is a dedicated network tailored to a specific environment, combining servers, storage systems, networking switches, software, and services.”

SANs are then an aggregation of multiple components that work together to store and transfer data across the various server-farms in DCs.

The picture below, shows how these components are interconnected to each other.
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[bookmark: _Toc71044121]Figure 6. SAN Representation. Source: [27]

Although SANs are implemented to store data that can be accessed without the need to query a server, in fact these can be accessed by DC servers located in remote locations, they simplify and allow having a more centralised control over the facilities.

SANs eliminate the bottlenecks caused by traditional computing architectures, since they can make data accessible to more than one server/cluster per time, overcoming bandwidth and scalability issues and they are often connected to other DC facilities thanks to dedicated fibre channel connections.

SANs offer great scalability to the infrastructures, since they allow DCs’ stakeholders to refactor, improve and expand their facilities without the need to stop their business.
Moreover, since they allow computational units being separated from the rest of the infrastructure, DCs are free to apply as much computational power as required without any delay and compromises.

Finally, availability. Thanks to the physical dislocation offered by this type of architectures, data can be stored, accessed and backed up in real time everywhere in the world.
SANs are indeed used in almost all modern Datacentres that often rely on different physical locations to deliver their Disaster Recovery services.
It is not a case in fact, that most big tech companies such as Google and Amazon, dislocate their Datacentres all over the world, being able to deliver services that rely on the same virtual infrastructure.

[bookmark: _Toc71042869]2.7 – Conclusion

Datacentres are critical infrastructures that contain valuable assets. It is therefore important design them and ensure their safety and security not only in the virtual world but also in the physical one. Natural disasters are issues that must be kept into consideration as, with their occurring, may disrupt and ground enterprises and organisations that rely on centralised computational services hosted in DCs.

The redundancy solution put in place by ABC Data Ltd. allows the company to run their services smoothly, as data is backed up and replicated in all the three facilities. The use of Storage Area Networks is therefore important to make these locations acting as a single Datacentre, granting continuity to their services and allowing them to offer their premium services.
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