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[bookmark: _Toc213630907]Context and background
The use of cloud computing in the modern digital era has become one of the significant inventions. It enables people and companies to store, process, and share information effectively without requiring heavy infrastructure on-site. As the world has increasingly relied on cloud-based services, including social media platforms as well as business systems worldwide, the issue of data security has become a critical point of trust building and safeguarding valuable data. The cloud technology has some benefits of flexibility, cost cutting, scalability and easy access, but its benefits are associated with severe security risks [19]. This is because sensitive information can always be subject to unauthorised access, theft, or abuse as a result of the convenience of accessing information anytime and anywhere in the world.
Cyberattacks on cloud environments have become a very common occurrence over the past few years. Using weaknesses in cloud systems, hackers manage to access user data, ruin the services or obtain confidential business information. Such security concerns have compelled organisations to re-evaluate the way they deal with and secure their data in the cloud [21]. Data protection of cloud computing is the process that ensures data is securely stored (data at rest) and when passed across networks (data in transit). It takes a set of developed technologies, including encryption, control of access, authentication, and adherence to international security standards [10].
The need to implement more data protection strategies in the cloud is increasing as more businesses move to the cloud. The cloud providers are continuously enhancing their systems with new encryption models, access management and real-time threat detection. Nevertheless, despite these advances, there are still problems. The different types of clouds, including public, private, and hybrid clouds, have different security controls and exposure. In addition, information stored on the servers of third parties can also be affected by the privacy rules of foreign countries, which further complicates compliance.
Over the past few years, the field of data breaches on clouds has had numerous high-profile cases in the healthcare sector, financial sector, and e-commerce. An example is the case of hospitals that have been attacked by ransomware that has blocked access to important medical records of patients kept in the cloud [14]. A poor authentication system has been leading to unauthorised access to the online banking system by financial institutions [7]. Correspondingly, mega retail stores have been victims of customer data exposure due to poorly configured cloud stores. Such real-life cases indicate that the pace of cloud computing has been seen to be advanced, but data protection systems are still at an all-time low. Hence, the analysis of specific industries where these problems have taken place will be a part of this research, to learn about the typical shortcomings and discuss the possibilities of preventing them.
The recent trends of cloud security have been directed at the improvement of data encryption, the application of the zero-trust security framework, and the utilisation of multi-factor authentication (MFA). Encryption will also make sure that even intercepted data is incomprehensible, and MFA will provide one additional degree of protection since a user will have to confirm their identity using several factors [8]. Automated threat detection and anomaly monitoring due to the introduction of artificial intelligence (AI) and machine learning (ML) in cloud security have also allowed for reducing the probability of data breaches [13].
Even with these developments, there is no system that is completely immune to attacks. Cyber threats are constantly changing and, therefore, innovation in data protection should be considered. Companies should implement proactive measures that incorporate technology, policy, as well as human awareness in order to have full cloud security. This study aims to address these dynamic issues and discuss viable solutions to improve data security within cloud computing platforms.
[bookmark: _Toc213630908]Research Problem
Although cloud computing is beneficial in the aspect of flexibility, efficiency and scalability, it still experiences considerable concerns regarding data protection and privacy. Lots of organisations are dependent on cloud services, but are not secure against breaches. Unauthorised access and exposure of data are common due to weak encryption standards, inadequate access controls, a lack of user awareness over authentication means and poor authentication schemes. The current studies and practices have come a long way to resolve these problems, but most of them are in different contexts or only consider the technical facet without looking at how the various industries are encountering these problems and how they respond to them.
The research question that is central to this study is to improve the security of data in the cloud by examining various industries where data breaches have been experienced. There has been a gap in understanding industry-specific challenges to security performance as previous research has mostly concentrated on one sector or broad frameworks of understanding cloud protection. As an example, data protection needs and risks of healthcare, banking, and e-commerce industries are unique. The proposed research is expected to address this gap by evaluating various industries that experienced cloud security breaches, comparing their strategies, and pinpointing trends that can result in better, interdisciplinary security practices.
The research will thus concentrate on the flaws present in the current encryption, access control, and authentication systems and also analyse the role played by various healthcare, banking and e-commerce organisations in the management of cloud security. This extended analysis will help to better comprehend how various industries can implement powerful, flexible measures to safeguard information in the responsible cloud conditions.
[bookmark: _Toc213630909]Research Aims and Objectives
Research Aim
Explores ways to improve cloud data protection using encryption, access control, and authentication to ensure safer, trustworthy services.
Research Objectives
1. To identify and examine the major risks and challenges that affect data protection and privacy in cloud computing.
2. To evaluate the effectiveness of current security mechanisms, such as encryption, access control, and multi-factor authentication, in protecting cloud data.
3. To analyse the role of global security frameworks like GDPR and ISO 27001 in enhancing cloud data protection practices.
4. To develop practical strategies and recommendations that strengthen cloud security and minimise the chances of data breaches.
[bookmark: _Toc213630910]Research Questions
1. What are the key risks and challenges currently affecting data protection and privacy in cloud computing environments?
2. How effective are existing security methods like encryption, access control, and multi-factor authentication in protecting cloud data?
3. How do international standards such as GDPR and ISO 27001 influence and improve data protection in cloud computing?
4. What practical strategies can be developed to strengthen cloud security and reduce the risk of data breaches?
[bookmark: _Toc213630911]Significance of the Study
The study is important as it will discuss the way to provide robust data protection in cloud-based systems, which is one of the most important issues in contemporary digital systems. With industries growing more data-driven, the necessity to have secure cloud storage and communication has never been as significant as it was before. One data breach may trigger enormous financial losses, reputational damage, as well as loss of trust in the population. Hence, the improvement of data security in the cloud is a social and economic concern as well as a technical one.
The significance of the study is that it considers the cross-industry view. It aims to reveal the common and industry-specific problems in cloud data protection by examining cases across various industries. This strategy will assist in finding the best practices that can be implemented within different industries. The results may offer functional recommendations to businesses, cloud computing firms and policy makers in order to advance data management practices and security systems. In a larger context, the study will help make cloud ecosystems safer and more reliable through improved utilisation of encryption, access control, and authentication technology. Finally, the study helps to create a safer and more reliable digital space where organisations and individuals would be able to enjoy the benefits of cloud computing without risking privacy or data integrity.
[bookmark: _Toc213630912]Literature Review
[bookmark: _Toc213630913]Introduction
This literature review is aimed at searching the available literature, discussions, and developments connected with data protection in cloud computing. It will discover primary trends, arguments, and gaps in knowledge that affect the contemporary management and security of cloud data. The key themes covered in the review include data protection risks, encryption practices, access control systems, multi-factor authentication (MFA), and the contribution of international standards, such as GDPR and ISO 27001, to the improvement of cloud security.
Cloud computing has redefined the way organisations handle their data and also presented challenging issues of privacy and lack of security [19]. The review examines technical, procedural, and regulatory approaches to cloud data protection, based on theoretical and practical cases. It also looks at the ways breaches have been witnessed in different industries, including healthcare, finance, and e-commerce, and this will aid in revealing the loopholes that will be filled in the current research.
[bookmark: _Toc213630914]Data Protection in Cloud Computing.
In cloud computing, data protection can be defined as the collection of practices, tools, and technologies that are employed to guarantee that the data stored or processed in it is kept confidential, accurate, and accessible to authorised personnel [18]. Since the data stored in the cloud is controlled by third-party service providers and is accessed via the internet, the data is prone to unauthorised access, data leakage, and loss. Cloud security thus entails both data at rest (stored in cloud servers) and data in transit (sent between systems or users) [22].
The literature echoes the pillars of cloud security as confidentiality, integrity, and availability, commonly known as the CIA triad, as the fundamental pillars of cloud security. Confidentiality makes sure that sensitive data is only availed to authorised personnel. Integrity ensures that there is no distortion of the data. Availability is used to make sure that information and systems are there when needed [9]. Violation in all these aspects may lead to loss of cash, reputation and failure to meet legal provisions of data protection.
The question of convenience and security remains a constant challenge in organisations that embrace cloud technologies. Cloud computing simplifies the process of sharing and scaling the data operation, and the advantages add to the risk surface. As an illustration, an incorrect setup of cloud storage, ineffective user authentication, and inadequate encryption methods may cause serious holes.
[bookmark: _Toc213630915]Key Threats and Problems in Cloud Data Protection.
A number of studies indicate that the increasing complexity of the cloud environment is a key security challenge. The shared responsibility model, in which both the user and the service provider have a role in ensuring safety, is a frequent cause of confusion regarding who is in charge of data protection [2]. This confusion may create vulnerabilities in protection and expose to attacks.
Data breaches are one of the problems that happen when attackers have inappropriate access to sensitive information. Breaches can occur because of bad passwords, bad encryption or phishing [3]. The other significant issue is the loss of data, which can be hindered by accidental data loss, hardware failure, and ransomware attacks that can lock users out of their systems [25].
Another increasing concern is insider threats. Third-party contractors or employees who have legal access to cloud systems may abuse their privileges to steal or leak information. Moreover, there is a problem of data residency and compliance since the data that is stored in the clouds may be in the servers of various countries, which have different laws regarding data protection [23].
Lastly, the technology is changing very fast, and the current security mechanisms are finding it hard to keep abreast with the changes. Hackers always invent new methods of beating defences, and hence the need for security mechanisms to keep abreast with these new methods.
[bookmark: _Toc213630916]Evaluation of Current Security Mechanisms
One of the most important methods of securing cloud data is encryption. It entails transforming understandable information into incomprehensible one, which can only be decrypted with a decryption key. The encryption of data ensures its safety at rest and on the network, and even when any unauthorised persons gain access to the data, they are unable to comprehend it [20].
Nonetheless, there are some weaknesses of the existing encryption systems, as noted in the literature. The old mode of encryption is also very slow because it requires a lot of computations, which may slow down the system. Moreover, the control of encryption keys that may include their owner and storage location is also a significant problem. In case of the keys being lost or compromised, data is lost or exposed forever [16].
The most recent advancements in this field have been homomorphic encryption so that data can be processed in an encrypted form, and quantum-resistant algorithms, which aim to withstand any threat of quantum computing in the future. These inventions show how encryption is still changing to accommodate the fresh security demands [1]. Literature implies that cloud data protection might be greatly enhanced by enhancing the performance of encryption and making key management systems easier to use.
Access control means that only authorized people are allowed to access particular cloud resources. Role-based access control (RBAC) and attribute-based access control (ABAC) are the two primary access control models that are discussed in the literature. RBAC is used to assign permission based on the job roles whereas ABAC provides access permission based on certain attributes like location, time or the type of device[24].
Access control mechanisms may also fail in the event of the theft or misuse of user credentials despite their effectiveness. Thus, researchers draw attention to the necessity of multi-factor authentication (MFA) - the system that is used to verify a user by two or more means before accessing cloud services. It may involve passwords, biometrics or a one-time communication to personal devices [8]. MFA proves to be a very useful tool in minimizing the chances of unauthorised access by ensuring that even in the event that one of the credentials is stolen, attackers are unable to enter without the added factor of verification.
The literature has also indicated that the effectiveness of access control relies on periodic auditing, user training, and effective enforcement of policies. In the absence of these, the finest technical systems can end up being compromised by human negligence or oversight [15].
[bookmark: _Toc213630917]Global Standards and Regulatory Frameworks
The regulations and international standards have a significant influence on the development of cloud data protection practice. Models like GDPR (General Data Protection Regulation) and ISO 27001 (Information Security Management System) define principles and guidelines on how companies manage data securely. GDPR focuses on user consent, transparency, and accountability, whereas ISO 27001 offers a guideline for the systematic implementation and maintenance of information security systems [11].
Literature indicates that the organisations that observe these standards are more likely to have robust and well-consistent data protection policies. Compliance, however, may be time-consuming and complicated, particularly in cases of smaller businesses or organisations with operations in a number of jurisdictions. The difficulty is how to translate the regulatory requirements into easy-to-implement, technologically oriented security controls that can be applicable in real-life operations [17]. Continuous monitoring, incident response planning, and employee training are other key elements of an effective security culture that are emphasised by these global arrangements.
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Although the available studies have helped in gaining insight on the issue of cloud data protection, there are still gaps. Most research has a limited scope that pays attention to technical approaches, not considering the way various sectors encounter and address the issue of data security. Minor cross sector comparisons between industries like healthcare, finance and retail are limited to have their own insurgence and the level of data sensitivity. Also, existing studies tend to look at such things as encryption or authentication separately, but not parallel to how a combination of several security measures can be effective.
The proposed research attempts to fill these gaps by adopting a multi-industry approach and examining the approach adopted by various industries to manage cloud security. It will also discuss the way to incorporate encryption, access control, and MFA to build more protection frameworks. The study will come up with insights to enhance viable and dynamic approaches to ensuring cloud data protection.
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The study will be based on a qualitative design that can be used to investigate complex problems such as data protection in cloud computing. With a qualitative approach, it is possible to have an in-depth analysis of various perspectives and systems as well as real-life examples. It does not use numerical data, but it concentrates on the meanings, patterns, and experiences that lead to the implementation of cloud data security [5]. This is aimed at getting in-depth insight into the manner in which organisations address their data protection controls and the issues they encounter in the process.
This design is quite appropriate in the context of the changing issues of cyber threats, policy compliance and data governance. Cloud computing is still evolving at a high pace, and therefore, the flexibility of using the inductive approach enables the flexibility to accommodate the findings. It also enables the researcher to construct conclusions out of the evidence directly, as opposed to testing a prior existing theory.
[bookmark: _Toc213630922]Research Philosophy
The research paper has an interpretive philosophy, which focuses on how individuals and organisations make sense of and react to their security settings. Various stakeholders in cloud security, including professionals, managers, and policymakers, tend to hold varying perceptions regarding risks, remedies, and accountabilities. The interpretive philosophy assists in revealing these distinctions and enables the study to examine data in such a manner that accommodates the context, perceptions, and human elements surrounding cloud data protection [12].
[bookmark: _Toc213630923]Research Approach
This study has an inductive approach. Inductive reasoning starts with gathering and exploring certain observations or cases and results in the formulation of more general insights and theories [4]. The process in this study will begin by examining secondary data, namely reports, case studies, and industry analysis, to determine patterns and themes concerning the cloud security practices. Based on these trends, the research will make some general conclusions on the effective data protection strategies and how they can be enhanced.
[bookmark: _Toc213630924]Data Collection Method
The research method in this study is the secondary data analysis. Secondary data is the data that is already gathered by other researchers, organizations or institutions. It features scholarly sources, industry reports, white papers, cybersecurity databases, and those case studies that are publicly available. This approach is suitable as it can reach a large scope of real-world data without the primary data collection that is time-consuming and expensive.
The chosen data is going to include a timeline of around the past decade, with the emphasis on the tendencies, events, and developments in the field of cloud security practices. This period is appropriate in seeing how the cloud technology and security measures have been changing. The online sources will be credible, including Google Scholar, cybersecurity organisations, and government or regulated reports.
[bookmark: _Toc213630925]Data Analysis
The data analysis technique will be thematic analysis that will entail the identification of common themes, notions and patterns of the material collected. Thematic analysis allows to group the information into categories of encryption, access control, compliance, and industry-specific risks [6]. Comparing these themes in the scope of various industries, the research will identify the similar problems and best practices that can be used to develop improved strategies in cloud data protection.
[bookmark: _Toc213630926]Ethics
Timeframe: The data will be obtained over the past ten years to ensure relevancy and accuracy.
Access to data- Only publicly available and accessible data will be utilised. No confidential or restricted data will be accessed.
Language - English-language sources will be employed only so that there is clarity and consistency.
Data integrity -All information will be reported without manipulation and misrepresentation.
Privacy: This will not entail personal or sensitive participant information in the study.
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The anticipated result of this study is a better comprehension of how cloud data protection can be enhanced in various industries. By examining the secondary data, the research will determine the primary threats, trends, and loopholes that persist in compromising the security of data stored in the cloud. It is anticipated that the results will indicate that, although the use of technologies such as encryption and multi-factor authentication (MFA) have enhanced the level of security in the cloud, numerous organisations continue to be challenged by implementation, key management, and user compliance.
The research is expected to find a group of applicable strategies and recommendations that can be implemented in industries to improve data protection. These practices can incorporate implementation of more robust encryption, enhanced access control practices, application of zero-trust security models and training and updating of policies. The study will also point out how international standards like GDPR and ISO 27001 can be better incorporated in cloud security operations to provide continuity in their compliance and accountability.
Theoretically, the study is likely to contribute to the general understanding of the interaction between various levels of data protection, including technical, procedural, and regulatory. In practice, it will provide organisations with recommendations on how to test their current cloud security systems and build more comprehensive and robust architectures.
Although the research study concentrates on secondary data, the findings will be applicable in future research that intends to test the strategies identified by collecting primary data or conducting real-life experiments. On the whole, the results of the study should contribute to the current work aimed at developing safer, more reliable, and privacy-oriented cloud computing environments in favour of users and organisations.
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	Month
	Main Activities
	Expected Outcome / Deliverable

	Month 1 – Planning and Preparation
	• Define research scope, aims, and objectives.
• Finalise research questions and methodology.
• Identify secondary data sources
• Research Proposal  
	Clear research framework and finalised proposal structure.

	Month 2 – Literature Review Development
	• Conduct a detailed literature review on encryption, access control, MFA, and data protection standards.
• Identify key themes, trends, and research gaps.
	Comprehensive literature review section with identified themes and gaps.

	Month 3 – Data Collection
	• Collect secondary data from reliable and accessible sources.
• Focus on the last 10 years and English-language materials.
• Organise data by industry and topic.
	Well-structured dataset ready for analysis.

	Month 4 – Data Organisation and Coding
	• Prepare collected data for thematic analysis.
• Code recurring patterns and group similar findings.
• Begin cross-industry comparison.
	Coded and categorised data with emerging themes.

	Month 5 – Data Analysis and Interpretation
	• Conduct thematic analysis to identify relationships and insights.
• Interpret findings using an interpretive, inductive approach.
• Draft analysis chapter.
	Completed thematic analysis and interpretation of results.

	Month 6 – Writing, Review, and Final Submission
	• Compile findings and conclusions.
• Write discussion and recommendation sections.
• Proofread, edit, and format for submission.
	Final research proposal ready for submission.
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