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Security Policy and Management
Introduction
In the present day, organizations must protect their people, data, and physical assets that can travel and live within the networks. As these organizations become large, they search for ways and techniques to automate tedious tasks, simplify their activities, and even to identify inconsistencies that can leave them in a vulnerable attack. Thus, they develop security policy management to govern the integrity, confidentiality, and availability of their system. Network security policies help organizations to be compliant and secure by making sure their plans are simplified and enforced. However, these policies are only efficient and effective when they have adequately implemented failure to which can cause vulnerabilities in their networks as in the Snowdonia County Council scenario. This report explains some basic requirements of securing confidential information and the related policies that underpin security-aware operation possible. In addition to that, it shall criticize the previous hacking problems by providing means through which the attack could have been avoided in Snowdonia County Council. Basic and primary details of the testing approach to which the council might use to show better compliance with the protection of data legislation shall also be discussed. 


CIA-Triangle and Policies and Procedures
Confidentiality is protecting information from being utilized or accessed by parties that are not authorized. According to Sandeep (2019), failure to privacy means that people will obtain information that they are not allowed. The council is required to control the people who should access any information. The board should protect their data by deciding who to restrict or permit to locate anything about its content. Integrity assures that the council's information obtained has not been tampered with and is the real information. Yin et al. (2020) point out that the data can lose integrity via malicious intent, for example, when a staff alters colleague information or intentionally misinterprets some data. It applies when a hacker may be hired to go into the council's system and change data. According to Sandeep (2019), availability means that the council's information can be accessed and controlled by a third party who is not authorized in an appropriate time. For instance, the first requirement is to create strong passwords for users. Better password policies ensure that passwords cannot be cracked. The council should create complex passwords, one which cannot be guessed. Guo et al. (2020) suggest that a regularly changing password also ensures any password that might have been stolen or guessed cannot be used. Training employees not to exchange their passwords with anyone else also ensures confidentiality, availability, and integrity. Creating backups is al is yet another critical tool for securing information for the entire council. 
The first policy is the Acceptable Use Policy, which outlines the practices and restrictions that and member of the council using the company IT assets must agree for gaining access to the council's network and internet. According to Bickley (2017), the Acceptable Use Policy is a standard policy for council members to board the system. These members are provided with Acceptable Use Policy to read before being given an ID for the network. It is recommendable and advisable for the council to use the IT department, security department, legal department, and human resource department. 
The second policy is the Access Control Policy, which consists of outlines of access available to council members regarding the council's information and data systems. Other areas highlighted in this policy are access control standards, for example, NIST's Access Implementation and Control Guidelines. Bickley (2017) suggests that rule for the user access, complexity of the user password, operating systems control, and network access controls are all included in this strategy. The user is guided on the type of password needed on the system. This policy contains guidelines on generally what are the requirements for accessing the network system. Additional instructions are the guidelines on the techniques used to monitor how to access and use the corporate policies, how to secure unattended workstations, and how access to the system of a member of the council is removed once the member leaves. 
The third policy is the change policy management, which entails a formal and legal process to be used if a member of the council wants to make changes to the system, IT, develop software, and other security operations. Bickley (2017) points out that the main aim of a change management policy is to enhance the awareness and to understand the proposed changes across the council and ensuring that all necessary adjustments are made using appropriate methodologies to minimize adverse impacts on the services of the system.
The fourth policy is Information Security Policy that deals with high-level strategies that can cover a large and diverse number of security controls. Bickley (2017) illustrates that this policy is provided to ensure those council members who use IT assets within the council or its networks to follow their stated rules and procedures. The council members should sign the Access User Policy, which contains the rules and policies to ensure that these policies have read and understood. 
The fifth policy is Incident Response Policy, an organized policy on the methods a company will use to manage incidents and solve the impacts on operations. Logan (2020) illustrates that this policy aims to describe the process and procedure of taking care of an event avoiding damage to the activities of the council and alleviate the time to recover and costs. 
The sixth policy is Remote Access Policy, a document outlining and defining acceptable techniques of connecting remotely to the council's internal network systems. Bickley (2017) suggests that this policy is a requirement for any organization developing the network security management that has dispersed networks that can extend secured network localities, such as unmanaged home networks, for roving staff working from home.  
The seventh policy is the Communication or Email Policy, which is an organization's email policy that formally outlines how members or employees can use businesses chosen electronic methods of communication. Bickley (2017) states that this policy aims to give guidelines to members to the agreed and not agreed with use and application of any corporate electronic information exchange. 
The following policy is the Disaster Recovery Policy, which generally consists of IT teams' inputs and will be created and developed as a more significant part of the business continuity plan. Mendonca et al. (2019) illustrate that a business continuity plan will be used if the disaster has had a massive impact on the organization.
The last policy is the Business Continuity Plan, which integrates efforts across the organization, and disaster recovery will be employed to renovate hardware, applications, and the data considered to be essential for the organization. According to Miller (2019), this policy is separate to each organization since they explain how an organization will operate during emergencies. 
Critique, Detection, and Prevention of Hacking Problem
 The cause of the previous hacking problem can be described as inadequate security, such as unencrypted data, and lack of proper preparation for attacks. The council did not encrypt its data, which is crucial because it allows one to securely protect their data that one wants to restrict from everyone. The board was also not prepared for an attack because they had not laid down password policies to help prevent password cracking. A Man in the Middle (MITM) attack has detectable signs for which if the council was prepared well could have detected. The members were not also well trained on matters concerning hacking, which includes noting and recognizing some signs of a hack and even preventive measures of hacking. Allowing staff to work from home while using public WI-FI is one mistake that could have caused the hacking despite it being an avoidable issue is another mistake the council did.  
A man in the middle could have been detected using the following signs: the presence of open wi-fi networks; suspicious SSIDs that do not appear right; login pages that do not seem right; fake software updates notification; error certificate messages and popups portal messages. According to Mallik et al. (2019), a man in the middle attack could have been prevented by being wary on the links clicked to avoid any phishing attempts, which may cause the man in the middle attack. It can also be prevented by keeping operating systems and browsers updated every time so that intruders won't be able to use exploits for malware installation of the device. Mallik et al. (2019) point out that the council could have prevented the attack by using a secured WI-FI protocol like WPA2 to avoiding compromise on the LAN by attackers. Scanning their website or application also could have prevented the attack because of unresolved issues on the site may lead to a potential MITM attack. 
A password attack could have been prevented by setting strong passwords and password policies, which could have been trying for the hacker to intervene. Son & Dung (2019) states that ensuring that the council members do not store passwords in unsecured locations and avoiding sharing passwords could also have prevented. Other preventive measures include enabling security auditing to monitor the passwords, keeping all the systems patched, knowing all the users' IDs in the council. 
The roving staff could have avoided using public WI-FI due to its vulnerable attacks. The team could have also used virtual private networks to secure their connection. According to Karbasi & Shapasand (2020), data encryption is also another preventive measure that could have been used by the staff to keep their data safer. 
Details of a Testing Approach
The audit approach should contain the following details governance and accountability of the council. These include the policies and procedures of the governance structures and principal roles, internal and external audits and reports, risk register, returns, and terms of reference. Secondly, the inspection should have the training and awareness details that involve induction, role-based training, e-learning, IT access, awareness, and IT user profile requests. The third should be recorded management entailing policies and procedures, training and knowledge, information assets, retention schedule, data disposal, and records maintenance. It should also contain details pertaining security of personal data, which consists of policies and procedures, the structure of the council, asset management, incident management, compliance, business continuity, operational security, and IT security licensing. Subject access and data portability consisting of details such as owner/procedures, SAR log, redaction, exemptions, and monitoring should also be included. 
It should also consist of data sharing involving owner/authorization, data privacy impact assessment, disclosures, sharing protocols, data and managing sharing logs, data sharing agreement, and training materials. Information risk assessment (DPIA) and management details should also be included. Such information provides a consultation process, initiative protocol, reporting, and log of disclosures. Other features include direct marketing consent, screening, database management, lawful basis, and FOI-logs, consultation, redactions, and induction.
Conclusion
As discussed in the report, network security management is essential to protect an organization from network threats. Hacking being a condition where there is an intrusion into the system by a third party is a threat that should be prevention, mainly before they occur. For example, in the case scenario, once the data is shared with the public, through the public domain, the data cannot be erased. When developing the security policy, the three elements of the CIA triangle-confidentiality, integrity, and availability must be considered, and the nine procedures and policies of security-aware operational possible must be regarded as to ensure the firmness of the system to withstand malware and other threats. As seen in the case scenario, it is not necessary to have the policy as some risks can be detected and prevented accordingly, such as man in the middle. To ensure data protection and privacy, the council should adopt the General Data Protection Regulation (GDPR) to ensure that they comply with data protection acts. The hacking in the board was preventable through the adoption of different measures that could have been put in place to avoid the data breach.   


Recommendations
· The council should train their staff on the signs of attacks from hackers and third parties using different threats to describe. 
· The staff should be trained and made aware of the risks and threats of using public wi-fi networks and through the use of policies. Obtaining a virtual private system that allows for extra protection should also be undertaken by the council roving staff is also another way to help remote workers.
· The council should also set password policies to help have a strong password that cannot be cracked easily. Such systems are restrictions on sharing passwords and restrictions on password saving on unsecured locations. For strong passwords, various guidelines should also be implemented, indicating the requirement of a password character. 
· The council should use the General Data Protection Regulation approach to audit their compliance with data protection and legislation to ensure that the commission is updated on any error made on their data compliance. 
· The council should encrypt its data also to protect its data, through the CIA triangle elements-confidentially, integrity, and availability, to ensure the data is protected and restricted accordingly.
· The government should employ the policies and procedures to use when developing security management policies.   
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