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1. [bookmark: _Toc536099605]Introduction.
Within this report, the author will be identifying risks and then explaining the strategies used to manage said risks. First, second and third order sustainability issues will be identified and analysed. Ethical and legal issues relevant to the project will be discussed with reference to possible future issues caused by Brexit. Finally, quality assurance issues for the project will be discussed. 
2. [bookmark: _Toc536099606]Risk Management.
2.1. [bookmark: _Toc536099607]Risk Identification.
There are many risk identification methods that are available to use, such as assumptions analysis, where all factors are considered to be true without question, the stakeholders then decide what assumptions would be the most plausible, then the assumptions are identified as the most relevant risks. Another method being Cause and Effect diagrams, where the stakeholders identify causes, which gives rise to risks. This logic of the method being that if the causes are identified, the risks can be severely reduced or even eliminated [1]. However, the final risk identification method used was a simple brainstorming method, where the group came together and listed all possible risks and then noted the most important risks. The risks that were finalised were:
· R1 - Not meeting the deadline of the assignment.
· R2 - Someone or people being absent or leaving the course/university.
· R3 - Incremental development. 
· R4 - Service servers being down.
· R5 - Gold plating.
· R6 - Loss of important work and/or data.
2.2. [bookmark: _Toc536099608]Risk Analysis.
The most important risks were identified as not meeting the deadline, which as project, would be bad as the group would have no product to demo, there would be impacts on the written sections of the assignment and it would show that the skills learnt were not implemented thoroughly. Another risk being  someone being absent or leaving the course/university, this would impact the group severely because all group members have roles to fulfil and if someone were to be absent, the group would be dragged behind on work, or if someone were to leave, the group would be a member down and a significant amount of work needed would be increased. Finally, the loss of important work and/or data would be catastrophic for the project as large chunks of work could be lost, or important work could be lost, and it would be a massive setback to the group.

2.3. [bookmark: _Toc536099609]Risk Planning.
To plan against the risks that could happen to the project, there are multiple methods that can be taken against the risks. The first method would be to avoid the risk, an example of this would be if the group needed to move or rearrange group work or data, it would be best to avoid doing that in case of potential data loss. Another method would be to mitigate the risk, an example of this would be if a group member needed to be absent for a day, the group member should try to complete the work soon after the rest of the group, so the group doesn’t slow down. Yet another method would be to transfer the risk, an example of this would be to pay another mapping organization for space on their servers, if google services will go down, the web app can switch between services to ensure the project could still be live without the primary partner [2].
2.4. [bookmark: _Toc536099610]Risk Monitoring.
At the current stage of the project, the planning has worked extremely well for the group thus far. An example being some group members have missed a few meetings, therefore the group has setup a Discord [3] server to arrange out of university meetings, it also acts as a hub for the group to post updates and ”to do” lists. Another example of this would be that group members back up data regularly to ensure that if any data loss were to occur, the effects would be as minimal as possible.
2.5. [bookmark: _Toc536099611]Risk Evaluation Matrix.

	High
	R1, R4, R6
	
	
	

	Significant
	
	
	
	

	Moderate 
	
	R2
	R3, R5
	

	Low
	
	
	
	

	Impact
Prob.

	Low
	Moderate
	Significant
	High



Above is risk evaluation matrix created by the author to analyse the impact and probability of the risks that could occur to the project.

3. [bookmark: _Toc536099612]Code of Practice.
3.1. [bookmark: _Toc536099613]First Order Issues.
Due to the nature of the groups project, there are a few first order issues which need to be addressed. The first issue being the travel impacts for the group members that travel to university from home. According to a study from SMMT, the average car emits 120.1g of CO2 per kilometre [4] and according to another study conducted by SMMT, the average mileage of a car in 2015 was 7,900 miles [5]. By using some equations, in 4 months, the average car releases 502,000 grams of CO2 into the air. Another impact caused by the project would be the use of mobile phones. A phone that is used to call for an hour a day creates 1250kg of CO2 per year, dividing that by 4 gives us 312.5 grams of CO2 released into the air per 4 months. Another impact created by the project would be use of electricity through university utilities. According to a study conducted by the University of Southampton, the average UK household emits 17.1 tonnes of CO2 into the air annually [6]. Again, dividing this by 4 gives 4.275 tonnes of CO2 released per year. Roughly added up, the impact the group will have in terms of CO2 emissions released in a 4-month period would be 5.1 tonnes of CO2 (per person).  
3.2. [bookmark: _Toc536099614]Second Order Issues.
Second order impacts caused by the project are achievable due to the current technologies available. One second order impact that is achievable is to reduce car travel emissions by using Discord to conduct meetings instead of traveling into university. By using some quick calculations, with reference to previous statistics, by having 1 meeting per weekend, a month, the group could reduce CO2 emissions by 6000 grams per person. Yet another second order impact the group could have is that e waste would become a problem due parts needing an upgrade, such as server/computer components or proprietary mounting systems, this is highly likely due to the early, prototyping stages of the project. E-waste has catastrophic on the environment such as air pollution, poisoned water and infertile soil [7]. Yet another second order impact the group could have would be that in an effort to reduce car pollution, some group members could walk to university, but this could have adverse effects to health, such as CO2 poisoning, the levels of CO2 in the air needed to start causing harm to the human body is between 1000 and 2000 ppm (parts per million) [8], yet cities such as New York have been reported to have CO2 levels of 405 ppm and continually rising [9]. 



3.3. [bookmark: _Toc536099615]Third Order Issues.
Third order impacts outline the long-term, socioeconomic structural changes. The first third order impact the group could have would be transportation intensity. With group members travelling into university throughout the week, this would minutely increase the traffic intensity throughout the city, especially during peak times, however in the long term, this could lead to city planning proposing new roads being built throughout the city to alleviate future congestion, while considering city growth. According to statistics revealed by Swansea City council, the population between the year 2000 and 2017, the population has increased by 21,500 people [10]. Another third order impact the group could have would be higher energy consumption levels. As the group would be using university utilities, such as rooms and computers and/or home utilities such as personal computers and personal home hardware development kits to conduct work, energy consumption would increase. This would entail future expansion on the national power grid and consequently increase CO2 levels by the extra amount of energy needed.
4. [bookmark: _Toc536099616]Code of Practice (Cont.).
4.1. [bookmark: _Toc536099617]Ethical Issues for Third Sector Project.
As the third sector project heavily relies on device tracking, many ethical issues surround the project. According to a Thesis written Andrew McNamee from the University of Wollongong, the key ethical issues surrounding live tracking are privacy, property and accessibility [11]. Privacy is an important issue, with reference to the section of Public Interest, sub-section C of the British Computer Society Code of Conduct, “have due regard for the legitimate rights of Third Parties*” [12]. Every person has the right to choose of they want their location to be tracked, and if the individual’s location is tracked, it is important to keep that data safe and secure to prevent key information from being stolen and/or misused. Property is important to ethics, as multiple third-party companies may be involved with the same infrastructure, such as first sector company ‘piggy-backing’ off satellites developed by national militaries [13]. The final major ethical issue is accessibility, as more and more people have access to the internet and different services, more measures must be taken to ensure most people with some form of disability can use the service. Organisations such as the World Wide Web Consortium (W3C) have dedicated standards and guidelines to follow to ensure the maximum accessibility of a web site/app.



4.2. [bookmark: _Toc536099618]Legal Issues for Third Sector Project.
Again, as the third sector involves location tracking, legality is highly important. One important law to abide to by making sure the user knows that their location is being tracked by asking the user for permission to use their location before-hand. This law is seconded by the recent introduction of the EU GDPR, (General Data Protection Regulations), where users must be aware of all forms privacy permissions that are needed before, such as cookies, personal information, location etc [14]. Yet another legal matter that can be caused by location tracking is litigation matters [15], in the event of the third sector project’s data being used in court, depending on if the data was quired through consent or without consent, the data may or may not be used, respectively. Another legal issue that could affect the third sector project would be copyright. As the project is web based, some third party assets will be used, such as Google’s Mapping service, it is imperative that all copyright holders are given their respective credit to ensure no copyright violation has occurred and abiding by national copyright laws [16]. 
4.3. [bookmark: _Toc536099619]Possible Legal and Ethical Issues Caused by Brexit.
With reference to the BCS Brexit Report, the primary digital concerns the UK will face after leaving the EU will be Data-drivability and Security, Digital capability and Connectivity [17]. Data-drivability and protection is key as with the exit from the EU, the UK will lose protection of the GDPR, this means the UK will have to create new data protection laws, which will either need to match the effectiveness of the GDPR or surpass it. Ethically, Digital capability is important as it encompasses job availability as well digital performance. With the exit from the EU, job availability from both the UK and European countries will be reduced. However, according to the BCS, in 2017, there were 600,000 tech job vacancies in the UK, but is expected to grow to 1 million by the year 2020, initially there will be less job availability for UK citizens in the EU but will return to normal within a decade. Connectivity, both digitally and relationally, with EU countries will prove more difficult after Brexit, due to differing international relational laws, however, with strong residual relations pre-Brexit, this will likely prove less impactful and will help the UK build new connectivity laws alongside the EU to maximise ease connectivity between both entities.  




5. [bookmark: _Toc536099620]Quality Assurance.
5.1. [bookmark: _Toc536099621]Quality Metrics.
5.1.1. [bookmark: _Toc536099622]Functionality.
Functionality of the project will be measured via suitability, accuracy, interoperability and security. For suitability, the application will need to be able to display up to a maximum amount of 50 devices within a 5km radius. For accuracy, the application will need to display device location within a radius of 10 meters and must update the location between every 3-6 seconds. Interoperability will be measured as the application will need to run on as many devices as possible, such as iPhone, Android phones and windows phones. The data on these devices will need to be able to communicate with certain servers, such as database and security servers. As for security, the application must be accessed via a password and the site must be operated under HTTPS, which utilises SSL encryption [18].
5.1.2. [bookmark: _Toc536099623]Reliability. 
Reliability will be measured through maturity, fault-tolerance and recoverability. For reliability, the application must be continuously bug fixed with every bug that is reported via users, this is to increase reliability through the initial 2-year alpha and beta stages of the project. Fault tolerance will be measured by how efficient the application is able to detect faults and recovers/works around those faults until the bug is resolved. Fir recoverability, the application must be able to restart from either soft or hard crashes within 45 seconds.
5.1.3. [bookmark: _Toc536099624]Usability.
Usability will be measured through understandability, learnability, operability and attractiveness.  Understandability will be measured by testing the application with 100 people with an understandability pass rate of at least 90%. For learnability, the application must have an intuitive yet friendly and easy to understand UI, the app must contain a tutorial page and users must go through a 1-2 hour training course to ensure comfort with the application. Finally, operability will be measured by the application needing every function, button, page etc being within 3 taps/clicks of each other.


 



5.1.4. [bookmark: _Toc536099625]Efficiency.
Efficiency will be measured via time behaviour and resource utilization.  For time behaviour, the application will be graded by the amount of time it takes to update device locations, these being < 3 seconds being perfect, 3 < 6 seconds being acceptable and > 6 seconds being unacceptable. Resource utilization will be measured through RAM usage and CPU utilization on the servers over a 5-minute average period. Nor the CPU or RAM should exceed 50% utilization at any given, this is to ensure power is reserved for other future tasks. 
5.1.5. [bookmark: _Toc536099626]Maintainability.
Maintainability will be measured through analysability, stability and testability. For analysability, the data received and stored on servers must be readable through having varying types of documents dedicated to specific subjects, such as location, personal information etc. Stability will be measured through the during the alpha and beta stages tolerating a minimum of 2-3 crashes per hour.  Testability will be measured through users being able to opt-in for experimental features of future versions and reporting back with a minimum of 80% approval rate.   
5.1.6. [bookmark: _Toc536099627]Portability.
Portability will be measured through adaptability, installability, co-existence and replaceability. Adaptability will be measured through the success rate of experimental features.  Installability will be measured by testing how many varying types of devices the application can run on with minimal bugs, such as laptops, tablets, smartphones etc. For replaceability, the application must be able to handle monthly upgrades over the course of the 2-year alpha and beta period. 
5.1.7. [bookmark: _Toc536099628]Compliance (All Sections).
Due to the nature of the project, the application will in compliance with the W3C standards and national laws such as copyright, as previously mentioned. 
6. [bookmark: _Toc536099629]Conclusion.
In conclusion, the author researched into risk identification strategies, chosen a strategy to follow and used this strategy to identify key risks which appose the project, planned against the risks, monitored the risks and created a risk evaluation matrix to show the severity of each risk. First, second and third order issues have been identified and discussed. Ethical and legal issues which may face the project have been discussed with discussion of the effect Brexit may have on the project. Finally, quality assurance methods have been discussed to follow throughout the project. 
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