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Abstract

Network and cybersecurity are essential parts of an organization’s security and it is
becoming more important with globalization and digitalization of the world. This paper will
examine potential risks, analyse threats, and propose mitigation strategy for an NGO which
operates internationally and which had network and cybersecurity issues within its physical
location. Firstly, the author will present the current state of cybersecurity and describe the
current technologies and mechanisms. The author will then elaborate and describe different
techniques/tools for network scanning enumeration, vulnerability assessment, and hacking
using Kali Linux and Windows 0S. As a conclusion, the author will propose a mitigation
strategy to help the NGO understand their technical security weaknesses and recommend
ways for the organization to strengthen their network and cybersecurity. The author
concludes that the organization’s first and most important step is building a comprehensive
cybersecurity risk assessment to be able to identify potential vulnerabilities, hazards, and
risks.




Deliverable 1: Cyber Security and current technologies/mechanisms

Introduction

Corporate cybersecurity is a top concern for organisations across industries in the
connected world of today. Threats and vulnerabilities that criminal actors use to access
networks, steal sensitive data, and interfere with corporate processes grow more
sophisticated as technology develops. Since cyber dangers are continuously changing,
organisations must remain alert and flexible to protect their digital assets and maintain
client confidence.

A rise in sophisticated cyber-attacks and vulnerabilities in recent years has highlighted the
necessity for strong defence mechanisms and preventative security measures.
Cybercriminals use a variety of attack methods to exploit vulnerabilities in corporate
networks, software, and user behaviour. The threat landscape is still varied and
unpredictable, with anything from supply chain attacks that compromise trusted systems to
ransomware operations that destroy vital infrastructures.

The rise of "zero-day" vulnerabilities, previously unidentified flaws in software and systems
that attackers exploit before developers can release patches, has been one of the significant
recent difficulties. Such flaws could have disastrous results, highlighting the importance of
effective and prompt vulnerability management.

Additionally, social engineering-based assaults have increased in frequency. These attacks
use trickery and manipulation to get employees to divulge confidential data or allow
unauthorised access. Organisations must prioritise employee education and cybersecurity
knowledge as the human element becomes a crucial target for cybercriminals in order to
build a robust human firewall.

Researchers and cybersecurity experts have been working hard to create novel defence
strategies and mechanisms in response to these attacks. Artificial intelligence and machine
learning are used to quickly identify dangers and take action in response, giving
organisations the ability to spot unusual activity and quickly eliminate potential risks.

Using Virtual Private Networks (VPNs) to safely integrate remote workforces is one of the
most recent issues organisations are facing. While VPNs are crucial tools for creating secure
connections, if they are not set up and maintained properly, they may unintentionally
introduce additional security threats. Organisations must give priority to VPN security since
cybercriminals are increasingly using old or improperly configured VPNs as access points to
corporate networks.

Furthermore, it has become crucial to ensure strong cloud security as enterprises move
their operations to the cloud. Although cloud services have many benefits, they also present
certain hazards. Sophisticated cloud security developments are required due to issues
including incorrectly configured cloud settings, data breaches, and unauthorised access to
data stored in the cloud.




Adopting "defence in depth" principles, which protect the organisational infrastructure by
implementing numerous levels of security controls, is another important defence tactic. A
thorough security architecture, including firewalls, intrusion detection systems, strong
access controls, and encryption protocols, is essential for defending against complex
attacks.

Collaboration and the sharing of threat intelligence have emerged as essential elements of
contemporary cybersecurity defence. Organisations can collectively improve their resistance
to common dangers by combining their resources and expertise, reducing the likelihcod of
widespread attacks.

This study attempts to explore current risks and weaknesses that have appeared in the
corporate cybersecurity landscape. It will examine major recent cyberattacks, examining
their strategies, methods, and effects on businesses. The report will also look into the
defence strategies and tools used by leading companies to effectively counter and minimise
cyber threats.

This study aims to provide organisations and cybersecurity professionals with the
knowledge required to strengthen their defence strategies, secure their data, and guarantee
the continuity of business operations in an ever-evolving digital landscape by examining the
most recent advancements in corporate cybersecurity.

The Cybersecurity Triad (CIA Triad)

When discussing cybersecurity and defence, it is important for thegsgybersecurity
professional to prioritize the risks that the organization is exposed to. The three pillars of
information security—confidentiality, integrity, and availability—are represented by the CIA
triad™:

Image Source: https://www.nist.gov

Confidentiality is the maintenance of legally permitted constraints on the access and
disclosure of information, including safeguards for protecting individual privacy and
proprietary data. To be able to determine which person can access which types of data, the

1 Cawthra. J., “Data Integrity : Detection and Responding to Ransomware and Other Destructive Events”, NIST
SPECIAL PUBLICATION 1800-26A, NIST.gov, December 2020 [Online] [Accessed: 15/07/2023]




3
appropriate controls should be in place, which means that the the data can be categorised
as follows?:

* Restricted: This is the most significant information that the corporation has since it
might contain trade secrets that, if revealed, might have a disastrous effect on the

business.
e Confidential: This information must be kept private by businesses (based on a
need-to-know basis). This kind of information is frequently linked to external

restrictions, and if it is released, penalties and fines may be imposed.

* Private: This information is less sensitive. It should be kept inside the company
though because it isn't meant for public consumption.

® Public: This data is meant for distribution to the general public and is frequently
accessible and indexed online.

Integrity is the prevention of erroneous information alteration or deletion as well as the
assurancgof information authenticity. This is particularly important if your business
operates a transactional website (like an e-commerce website), as an attacker might attack
your database and create or modify discount codes before you realise there is a problem
and your products have already been sold and delivered for a significant discount.

3
The fact that the attacker will apply this discount to everyone's purchases rataer than just
their own makes these assaults more risky. As a result, you can discover 1,000 orders
discounted by 99%, making it more difficult for you to figure out who launched the attack.

Ensuring timely and dependable access to and use of information is known as availability.
With the exception of online stores, these attacks are considered to be less hazardous;
nevertheless, they are also the most prevalent form of attack. Indeed, a significant portion
of the attacks executed by Hacktivist collectives are primarily focused on causing disruptions
to the availability of targeted systems.

Types of Attacks?

In order to effectively execute a robust defensive strategy, it is imperative to possess a
comprehensive comprehension of the prevailing threat environment as well as the
prevalent forms of attacks. It is essential to acknowledge that safeguarding against
unforeseen threats is not feasible. Certain sources categorise attacks according to their
impact area, such as network attacks and physical attacks. To be able to identify the
possible dangers for the organization, it is useful to have a big-picture view of the threats
such as a threat landscape:

pBra\m_ C., “Mastering Defensive Security: Effective Technigues to secure your Windows, Linux, loT, and cloud
ilnastructure", 1% ed., Birmingham, Packt Publishing, 2021, p.5

3 Bravo, C., “Mastering Defensive Security: Effective Technigues to secure your Windows, Linux, 10T, and cloud
infrastructure”, 1* ed., Birmingham, Packt Publishing, 2021, pp.6-16




Threat Landscape

Malware S_oc-al_ Man:lnf'ther DDOS Zero-day DNS Attacks
Engineering middle
Botnets DNS Hijacking
Teardrop attack Man-in-the-
eardrop attac middle
DNS Router
Tunneling
Domain
hijacking

cache poisoning

Figure 1°: Cybersecurity Threat Landscape

{Source: Bravo, C., “Mastering Defensive Security: Effective Techniques to secure your Windows,
Linux, 10T, and cloud infrastructure”, 1% ed., Birmingham, Packt Publishing, 2021, p.7)

Malware

There exist various categories of malware, encompassing Remote Access Trojans (RATs),
Trojans, Worms, Ransomware, Spyware, and additional variants. Each entity possesses
distinct attributes, necessitating a comprehensive comprehension of their individual traits in
order to effectively counteract their potential threats.

Social Engineering

The establishment of a comprehensive cybersecurity infrastructure necessitates significant
dedication of time, effort, and resources. However, the inclusion of the user, who is often
the most vulnerable compaonent, is imperative to achieve a truly robust environment.

There exist numerous instances wherein a company experiences a catastrophic attac?’not
due to the compromise of their costly systems, nor as a result of being targeted by a
sophisticated zero-day vulnerability, but rather because an employee unintentionally

4 Spurce: Bravo, C., “Mastering Defensive Security: Effective Technigues to secure your Windows, Linux, |oT,
and cloud infrastructure”, 1* ed., Birmingham, Packt Publishing, 2021, p.7




discloses their login credentials to an attacker. The most popular form of social engineering
is phishing where the attacker sends a fake email pretending to be a trustworthy person or
business. To improve their chances of success, the attacker will first try to convince the
victim that the email is real (by using company logos or pretending to be an email account
or domain) and then ask the user to do something, like click on a link or open an attached
PDF.

Man-in-the-middle attacks

An example of a man-in-the-middle attack could be a free wi-fi spot in the shopping centre.
The free wiOfi network could be a setup by a cybercriminal and by connecting to it a user
can expose their data and allow the criminal to capture it.

Regarding the employed methodology, the perpetrator may opt for a variety of techniques,

including session hijacking, IP spoofing, replay attacks, or eavesdropping.
21

Denial-of-service (DOS) attack

The Distributed Denial-of-Service (DDoS) attack, widely regarded as the most favoured
method utilised by hacktivists, presents a notable subject of inquiry due to its potential
impact on both the attacker and the target. As previously stated, the consequences of such
attacks vary depending on the specific characteristics of the targeted business.
Nevertheless, it is important to note that an attacker could exploit your infrastructure to
initiate a Botnet-driven assault against another organisation. This would result in significant
ramifications for your company, irrespective of its industry or sector.

Teardrop attack

The teardrop attack exploits a previously identified vulnerability in which the system
engages in the reassembly of fragmented packets. However, due to the presence of
corruption within these packets, the system experiences a crash, resulting in the CPU being
fully utilised at 100% capacity. As previously stated, this vulnerability is of antiquated nature
and a system that is current and regularly updated should not be susceptible to its impact.
Nevertheless, a recently discovered variant known as FragmentSmack has been found to
impact contemporary operating systems, such as Windows 10 and various Linux
distributions. Fortunately, there are already available solutions for both issues.

Zero-day exploits

These are exploits which are possible due to a newly-found vulnerability which has not been
addressed yet by building the respective patches and updates. These particular forms of
attacks pose a significant threat due to their capacity to catch us off guard. In the context of
addressing such forms of attacks, prompt response is crucial. It is imperative to consistently
remain vigilant for emerging vulnerabilities in order to comprehend their implications,
assess their impact on your infrastructure, and devise interim measures or mitigations until
an official resolution or patch becomes available.




DNS attacks

With the development of cybercrime, sophisticated DNS-related attacks have been
developed:

DNS hijacking - this attack typically involves the infiltration of malware onto a
computer systega, which subsequently alters the computer's DNS settings to direct
traffic towards the attacker's DNS server rather than a reliable and trusted DNS
server. Consequently, the attacker gains the ability to manipulate and redirect all
network traffic at will.

Main-in-the-middle - this attack employs the identical principle as the one previously
referenced. The topic pertains to the act of intercepting a Domain Name System
(DNS) request and subsequently responding to it by replaying with a counterfeit
website. In order to accomplish this, the assailant intercepts the communication
between ée target and the legitimate Domain Name System (DNS) server, thereby

providing the user with a deceptive response directing them to a malicious website.

DNS router attack - In this scenario, the assailant exploits a vulnerability present in
the router in order to execute the redirection towards the malevolent website.

DNS cache poisoning - this phenomenon bears resemblance to DNS hijacking;
however, in this instance, the assailant solely manipulates the DNS cache to redirect
forthcoming requests towards malicious websites.

e Normal System Attacked System
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Figure 2°: Cache poisoning attack flow

DNS tunnelling - the focus of this attack is directed towards online resources,
specifically web pages and web applications. In this scenario, the perpetrator intends

® Source: Bravo, C., “Mastering Defensive Security: Effective Techniques to secure your Windows, Linux, loT,
and cloud infrastructure”, 1* ed., Birmingham, Packt Publishing, 2021, p.13




to manipulate the Domain Name System (DNS) settings within your domain
registrar's infrastructure. This alteration would redirect all incoming traffic intended
for your webpage to an alternative server. In this scenario, the perpetrators employ
misspelt names or visually similar letters to deceive the user into perceiving their
interaction with the authentic website.

Password-based Attacks®

Attacks on passwords are a popular weak point in cybersecurity. Over the past two decades,
numerous experts have consistently predicted the obsolescence of passwords. However,
despite the emergence of various authentication technologies, passwords have persisted
and are likely to remain in use for an extended duration. Hence, it is imperative for security
professionals to consistently seek innovative approaches in safeguarding against password-
based attacks.

There is a variety of password attacks that a cybersecurity professional must be aware of:

- Password breaches

- Social engineering involving stolen password
- Brute-force attacks

- Dictionary attacks

To be able to address the above potential attacks, a professional should implement several
rules within the organization to improve the security of passwords:

- Use of password vaults
- Password length and complexity policies
- Invest in training employees on the importance of password security

Conclusion

Since “Lending Hands” is a relatively big organization with international operations and
communications, it is susceptible to a variety of risks/threats that might affect different
parts of the CIA Triad and therefore a concise cybersecurity plan needs to be developed
with all of the potential risks/threats addressed. For this purpose, a cybersecurity
professional must always be assessing the vulnerabilities within the systems managed and
this is called vulnerability assessment.

¢ Bravo, C., “Mastering Defensive Security: Effective Techniques to secure your Windows, Linux, 10T, and cloud
infrastructure”, 1* ed., Birmingham, Packt Publishing, 2021, pp. 16-24




Deliveerable 2: Implementation and Analysis

Lab Activity - Scanning and Enumeration

Part 1: Use an alternative to HPING to send ICMP/TCP/UDP Packets and analyse
the target replies.

In Kali Linux we can use the “nping” command which is part of the Nmap suite to serve as an

alternative to “hping3” for sending ICMP, TCP, UDP packets. For analysis of the target replies we can
use “tcpdump”.

reque

5 Echo reply

/home/kali

In the above example the local machine is sending 4 ICMP packets to the target machine with IPv4
10.0.2.4 which is a Windows 10 machine. The packets have been received successfully,

/home /kali
10.0.2.4

/home/kali




By using nping —tcp -p 80 the user is sending TCP packets to the host. All packets successfully sent.

/home/kali
80 10.0.2.4

nmap
1@

ICMP

i
UDP 1@.0

/home/kali

The user is sending UDP packets which have been sent successfully to the host by using the hping —
udp -p 80 command which means that the host is active.

/home/kali

:4d:e9:d

PTR?

With the sudo tepdump —interface any command we can agyse packets which have been captured
over the netw@ on any active interface. This programme lets you see what's going on in a network.
tcpdump can look at IPv4, ICMPv4, IPv6, ICMPv6, UDP, TCP, SNMP, RIP, PIM, DVMRP, IGMP, SMB,
OSPF, NFS, and a lot of other types of packets. To analyse specific packet type we can use sudo
tcpdump -l <interface> <




Part 2: Use an alternative to MegaPing to identify live hosts and open ports of

the Target.

The Nmap tool can be used instead of MegaPing to identify live hosts and open ports of the

target.

Identifying live hosts

/home/kali

(QEMU virtual NIC)

(QEMU virtual NIC)

(Oracle rtual NIC)
rtual virtual NIC

(Oracle VirtualBox virtual NIC)

s up) sca

/home/kali

Nmap is used to identify all live hosts on the network. It has scanned the whole IP range and found
that there are 6 hosts which are active.

Identifying open ports

/home/kali

94 ( https

(QEMU virtuwal NIC)

1 IP address (1 host up) scanm in 1.46

Nmap scans the target machine for open ports. The scan has been performed in the half-open mode
(stealthy SYN scan) without completing the TCP 3-way handshake.




Part 3: Use an alternative to NetScanTools Pro to initiate various Scans

2
Nmap can be used as an alternative to NetScanTools Pro to initiate various scans.

Fingerprinting the OS and identifying services on the target machine

/home/kali

The above command lists the running services on the target host. As can be seen there is Windows
running on the host.

/home/kali

» M o
indows 1@

/nmap.o

The above command scans for the target machine 0S and makes guesses on the OS. As can be seen,
the command lists the most probable OS that the machine might be using.The machine has
Windows 10 on it and the results show that the probability for a Windows 10 0S is 94%.




/home /kali

Starting Nm
Nmap < 1

soft

oft HTTPAPI http

Mi
osoft Windo

MFGTH:
tualB

The above exampl ows the aggressive detection mode of Nmap using -A. This mode includes four
separate modes: detection (-O), version detection (-sV), script scanning (-sC), traceroute (--
traceroute). The aggressive mode sends more probes and the probability for it to be detected is
higher but it provides more detailed host information.




fhome/kali

The above example shows how to use nmap for scanning random targets on the internet.

Part 4: Explore various network scanning Techniques’

Discover hosts with TCP SYN ping scan

/home/kali

7 Calderon, P., “NMAP: network Exploration and Security Auditing Cookbook”, 2" ed., Birmingham, Packt
Publishing, 2017, pp. 55-76




The -sn option instructs Nmap to bypass port scanning and conduct only host discovery. The
-PS option instructs Nmap to conduct a TCP SYN ping scan. This variety of ping scan operates
as follows:

1. Nmap transmits a TCP SYN to port 80.
2. If the port is closed, the host sends a RST transmission in response.

3. ﬁthe port is accessible, the host sends a TCP SYN/ACK transmission to indicate that a
connection can be established.

4. A RST transmission is then transmitted to reset this connection.

Discover Eosts with TCP SYN ping scan

/home/kali

EMU virtual NIC)

yirtual NIC)

virtual NI

virtual NIC)

virtual NIC)

port for

IP addre es (6 hosts up) scann

Similar to the TCP SYN ping scan, the TCP ACK ping scan determines whether or nothost is
responding. It can be used to detect hosts that block SYN packets or P echo requests,
but modern firewalls that monitor connection states will likely block it because it transmits
bogus TCP ACK packets associated with non-existent connections.




Discovering hosts with the IP protocol ping scan

/home/kali

By default, the above gmg scan will use the protocols IGMP, IP-in-IP, and ICMP to try to
determine if the host is online. Including --packet-trace will show more details of what

happened behind the curtains:




Part 5: Being Anonymous on the Internet using an alternative to Proxy
Switcher

/home/kali

/home/kali
tor start

Jhomefkali

To be anonymous on the internet the suer can use TOR browser. Tor free and open-source
application that enables users to navigate the internet anonymously by routing their traffic through
a network of volunteer-operated servers (nodes). The traffic is encrypted and travels through
multiple relays, making it difficult to determine its origin. For better security, the user can install a
VPN client and run TOR after running the VPN client making the connection more secure and
anonymous.

Part 6: Identify Target Operating System with TTL

/home/kali
12
a.
from 10.0.2.4: | ] time=0.

/home/kali

Time-to-Live (TTL) is a field in the IP header of packets that specifies the imum number of steps (routers)
before a packet is discarded. Each time a router forwards a transmission, the TTL value is decreased by one. If




the TTL reaches zero, the transmission is discarded and the source may receive an ICMP Time Exceeded
message.

ping -c 1 -t TTL_VALUE TARGET_IP_ADDRESS command can be used with a specific TTLvalue to observe
responses and attempt to identify the host OS.

Part 7: Map your Network using an automatic tool

/home/kali

24

(QEMU virtual

(QEMU virtual

tuals

rtualB

Scanning and mapping the active hosts on the network using nmap -sn <target host>

Part 8: Enumerate using NetBIOS

/home/kali
Y
an for

OP-MFGTH

/home/kali

Using nbtscan to enumerate a Windows system by using the target IP address/range.

Part 9: Enumerate using Nmap and Net Use

Enumerating using Nmap

/home/kali
e 10.0.2.4

virtual

Nmap done: 1 IP : ( ost up) scanned in @




Lab Activity - Vulnerability Assessment

Task 1: Use an alternative to Nessus tool in Windows to scan for network
vulnerabilities

OpenVas tool can be used as an alternative to Nessus tool in Windows.

Task 2: Use an alternative to Nessus tool in Kali Linux to scan for network
vulnerabilities

é Greenbone

Sign in to your account

The OpenVAS tool can be used as an alternative to Nessus
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Task 3: Use an alternative to Nikto in Kali Linux to scan Web vulnerabilities

/home/kali
ipdate

additional disk spa
» Space 1n /Jva n

WPscan is an alternative to Nikto for web server scanning in Kali Linux. wpscan is specifically
designed to detect vulnerabilities, configuration issues, and potential security concerns on
WordPress websites. It is a potent and widely-used tool for assessing WordPress security.

/home/kali

http-open-proxy
Starting Nmap 7.94 ( http map.org ) at 2 7-21 ©8:30 BST
Nmap scan report for 10.0.2.1
Host is up (0.00010s latency).

STATE SERVICE

/home/kali
http-me

in 0.25

Listing supported HTTP methods®

% Calderon, P., “NMAP: network Exploration and Security Auditing Cookbook”, 2" ed., Birmingham, Packt
Publishing, 2017, pp. 116-120




Depending on their configuration and software, Web servers support a variety of HTTP
methods, some of which may be hazardous under certain conditions. System administrators
and penetration testers require a means to list available methods quickly. There are few
scripts within Nmap NSE that allow us to not only enumerate these potentially dangerous
methods, but also determine whether they are accessible.

Lab Activity — Hacking

Task 1: Use an alternative Metagoofil to extract metadata from the target

/home/kali
/home/kali/Desktop/sample.pdf
ersion Number = 12.57

File Modif
File
File
S
File

File Type Extension : pdf
MIME T : application/pdf
: 1.4
[ [+]
4

en-Us

/home/kali
ExifTool can be used as an alternative to Metagoofil, The example above shows how the tool
extracts data from a sample pdf file located on the Desktop.

2 Calderon, P., “NMAP: network Exploration and Security Auditing Cookbook”, 2" ed., Birmingham, Packt
Publishing, 2017, pp. 116-120




Task 2: Use an alternative Responder to do LLMNR/NBT-NS Spoofing Attack

/home/kali

eth® down

/home/kali
h®e hw eth

/home/kali
ethd® up

/home/kali

<UP

collisions @

/home/kali

Spoofing MAC address with ifconfig

2
Task 3: Create Rainbow Tables and Use them to crack hashes




Deliverable 3: Propose a mitigation strategy

The application of a control, system, mechanism, or strategy o reduce the probability or
impact of the risk to an acceptable level constitutes mitigation. Implementation of Biometric
Access Control, implementation of an Intrusion Prevention System, and security testing
prior to system release are examples of mitigation.?

An ethical hacker’s goal is to assist the NGO in identifying and mitigating cybersecurity
threats and enhancing their overall security posture. The following comprehensive proposal
addresses their technical security weaknesses and strengthens their cyberspace based on
the above-mentioned scenario:
18]
e (Cybersecurity Risk Assessment: Conduct a comprehensive cybersecurity risk
assessment in order to identify potential vulnerabilities, hazards, and risks that the
NGO faces. This evaluation should encompass both physical and informational assets,
such as building security, laptops, access controls, fund sources, banking information,
and beneficiary data.

* Conduct mandatory and periodic security awareness training for all employees,
including the property manager and other businesses that share the building. Ensure
the training addresses the most recent cybersecurity threats, best practises, and the
significance of protecting sensitive data.

s Implement robust email security measures to defend against fraudulent attacks.
Conduct simulated phishing exercises to evaluate employee reactivity to phishing
emails and reinforce training.

e Multi-Factor Authentication (MFA): Implement multi-factor authentication (MFA) for
accessing sensitive information and critical systems. MFA provides an additional layer
of security and aids in preventing unauthorised access.

o Ensure that laptops and other IT assets are properly configured with the most recent
security updates, upgrades, and secure settings. Implement centralised configuration
management to keep the security of all devices uniform.

* Network Segmentation: Segment the network in order to segregate critical assets
from less sensitive systems. This will restrict the assailants' lateral movement in the
event of a breach.

e Conduct Periodic Vulnerability Scans and Penetration Tests: Conduct periodic
vulnerability scans and penetration tests to proactively identify and remediate
vulnerabilities. This aids in identifying and addressing vulnerabilities prior to their
exploitation by malicious actors.

10 Bravo, C., “Mastering Defensive Security: Effective Techniques to secure your Windows, Linux, loT, and cloud
infrastructure”, 1** ed., Birmingham, Packt Publishing, 2021, p.64




® FEncryption of Data: Implement robust data encryption for sensitive data in transit
and at rest. Encryption safeguards information even when it is intercepted or taken.

® Plan for Responding to Incidents: Develop and routinely update a plan to guide the
organization's response to a cybersecurity incident. The plan should include roles,
responsibilities, and procedures for effectively containing and mitigating potential
security vulnerabilities.

* Management of Third-Party Risk: Evaluate and monitor the security posture of third-
party vendors and businesses that share the building. Ensure they adhere to
cybersecurity best practises and have implemented the appropriate security controls.

e (Conduct routine Ecun'ty audits and assessments to evaluate the efficacy of
implemented security measures and identify areas for improvement.

s (Continuous Monitoring: Implement continuous monitoring and recording of network
activities in order to detect and respond immediately to security incidents.

Assumptions:

e The building's property manager and occupants will work together to implement
and maintain cybersecurity measures.

e The non-profit organisation has dedicated IT personnel or access to external
cybersecurity specialists.

By implementing these measures, the NGO will be able to substantially improve its
cybersecurity position, reduce cyber threats, and protect its physical and digital assets,
allowing it to continue its mission of assisting vulnerable populations worldwide with
confidence and security.

Conclusion

The report has highlighted the significance of adopting a comprehensive cybersecurity
strategy that includes network security, endpoint protection, user awareness training,
incident response plans, and risk assessments. A comprehensive defence-in-depth strategy
is essential for protecting against complex cyber threats.

It is essential to recognise that despite the fact that VPNs are valuable instruments for
securing communications, they do not exist in a vacuum. To prevent unauthorised access,
organisations must carefully manage VPN access, perform regular updates, and employ
strong authentication mechanisms. In addition, VPNs may introduce single points of failure,
making redundancy and failover mechanisms essential for continuous operations.

In conclusion, for an organisation to effectively mitigate network and cybersecurity risks, the
deployment and administration of VPNs are essential components. To establish a resilient
and secure environment, a holistic approach to cybersecurity, supported by ongoing




education and awareness, proactive risk assessments, and regular audits, is essential. By
incorporating VPN technology into a comprehensive cybersecurity strategy, organisations
can bolster their defences, mitigate risks, and secure their most valuable assets, thereby
fostering a safer and more resilient digital ecosystem.
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