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1. Introduction
	Global Navigation Satellite Systems (GNSS) is a broad term for satellite-based navigation, positioning and timing software used across the globe. This can encompass specific systems such as the Global Positioning System (GPS). The basic principles on which these systems are based can be used to manipulate the signals being given off from the satellites and make these systems unreliable, which is known as spoofing. Given that this can be used as a technique to disrupt enemy signals, there could be a practical application of spoofing which could be used by the military and could be used as an offensive countermeasure against Ordinance, Munitions and Explosives (OME).

2. The concept of GNSS 
a. How does it work?
	
GNSS is used mainly to determine location and positioning on the globe in terms of the space around us, and refers to a constellation of satellites providing signals from space that transmit positioning and timing data to GNSS receivers on earth [1]. GNSS systems are made up of four satellites emitting a signal in a spherical manner to produce one common point. Essentially, there must be at least 4 satellites in the system to create an accurate positional point [2]. This is because one satellite on its own produces a spherical signal, so therefore means that the location could be anywhere within the sphere and hence does not give an accurate location. By adding another satellite to produce another spherical signal and interact with the first satellite, this provides a common area in which the location could be, but again this is not entirely accurate. Introducing a third satellite demonstrates that there could be two possible points where the three spheres intersect, so again is not accurate. By adding in a fourth satellite, the 4 spherical signals all interact at one point in the X Y and Z axis, creating an accurate pin-pointed location in which the signal can then be used to determine geographical location on earth. To explain this in a plainer way, it can be said that in the 2D format it is clear to see that the 4 spheres interact at one singular point compared to having less than 4 satellites, however it is important to remember that the signals are emitted in a 3D spherical shape and not in the 2D. This concept is illustrated below in figure 1:
[image: Geoflex Technology - Geoflex]
Figure 1: 2D Diagram illustrating the 4 connecting points of the 4 spherical signals [3]

To gain a more realistic understanding of this concept, the below diagram illustrates how this theory applies in the 3-dimensional plane.
[image: Chart
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Figure 2: 3D diagram showing the interlocking spherical satellite signals [4].

b. GPS
GPS is a type of GNSS that is used widely in the United Kingdom as a way of identifying where you are in the world. It can be defined as satellite-based radio positioning systems that provide 24-hour three-dimensional position, velocity, and time information to military and civilian users anywhere on the Earth under any weather condition [5]. Traditionally GPS produces two main types of signals- one signal for civil use and several encrypted military signals. The civil signal is called the GPS L1 Coarse Acquisition code and can be tracked by any receiver. The military signals can only be used to their full extent by a receiver with access to the encryption code [6]. GPS operates by receiving a signal from each GPS satellite, and the satellite then transmits the exact time the signals were sent. The GPS can then calculate the distance between it and the other satellites by subtracting the time the signal was transmitted from the time it was received. The receiver also knows the exact positions of the satellites, so the receiver can then determine using the travel times from the three signals and their position your exact position on earth using east, north and altitude dimensions.

c. Relevant laws of electromagnetic radiation
GNSS systems use radio waves as the type of signal they emit and receive, and this can be in the range of 3 kHz to 300 MHz When looking at GPS specifically, this can range from 1572.42 MHz to 1227.60 MHz [6]. Radio waves are the lowest frequency types of electromagnetic radiation on the electromagnetic spectrum and have a long wavelength of roughly 100km-1m. When the satellites are in orbit, they have an orbital altitude of approximately 20,200 km above the earth’s surface, and each satellite orbits the earth twice a day [7]. 

d. Performance of GPS
As previously mentioned, GPS is divided between civil use and military use. Both can be useful in providing accurate locational data of where the receiver is in relation to the GPS satellites in space and can be incredibly useful. In civilian use, an example of how this technology has bettered society is when someone makes an emergency call, if they don’t know their location by description then the call handler can identify their location based on the GPS signal being emitted by their mobile phone, and therefore allows help to be sent to people even if they cannot locate themselves. In military use, GPS can be used for intelligence gathering, navigating and military communications. By having the military system on a separate, more secure system of satellites from the civil system it means that the military line of communication and intelligence is less likely to be broken or jammed by potential civilian or military threats. In terms of how reliable the GPS system is, it is widely thought that the system can be 99.88% accurate with a leniency range of approximately 2 metres (spherical) around the area in which the receiver will be located [8]. As far as GNSS goes, this is very accurate, with GPS being the most accurate GNSS system in existence so far. However, GPS does come with some limitations.

e. Limitations of GPS
While GPS is a very accurate locating source when the receiver connects to at least 4 satellites, problems occur when the receiver only receives signals from less than 4 satellites. If the receiver can only connect to 3 satellites, for example, then the GPS location will be inaccurate and by quite a large degree. Problems also occur when obstacles get in the way of the radio waves between the transmitter and receiver- because radio waves have a low frequency, this means they sustain travel over a long distance well. However, by the time the signal reaches the receiver on earth the signal has become weak, and so any obstacles such as buildings, canyons, tree cover or even sometimes clouds can stop the signal from being received by the receiver. As radio waves are not very penetrative, this means they cannot go through these obstacles and the signal is lost. Another limitation of GPS is that is can be particularly vulnerable to spoofing and jamming- spoofing is defined as when someone uses a radio transmitter to send a counterfeit GPS signal to a receiver antenna to counter a legitimate GPS satellite signal [9]. Jamming is often confused with spoofing, but instead of sending false signals GPS jamming is when the original signal is either blocked or interfered with by a malicious third party [10]. GPS signals are particularly vulnerable to jamming due to the weak nature of the signal and can therefore be easily intercepted and blocked [11]. This concept will be further discussed in section 4.

3. GPS and OME
The creation of GPS for a military application was revolutionary. Evidently, GPS plays a big part in OME within the field, given that there is a separate channel for military use. Prior to GPS, some aircraft used a radio-based system known as Very High Frequency Omni-Directional Range (VOR) flying. In this system, aircraft would receive communications from fixed ground beacons, allowing it to continue its flight path and find its position. This is just one example of navigation prior to GPS, but it is already clear to see that this method is less accurate than GPS, so the development of this technology could be said to have improved the way the military can function. GPS is also used for communicating and coordination, which is also a huge improvement on previous methods. Before the invention of GPS in 1973, the military would rely on methods such as telegraph communication and wireless communication. The move to GPS took a while however, with the US Government confirming that their full 24 satellites used for GPS for the military were in full operating capacity in 1995. Although the system was not fully operational at the time, GPS was used by the US military for significant operations in the Gulf War in 1991, showing that even a semi-functional system was still an upgrade to the pre-existing methods [12]. Today, the military have many uses for GPS which run on a network of vehicles, radios, software applications and handheld devices, as well as being built into some OME [13]. Precision- guided munitions can include air and ship-launched missiles, multiple launched rockets, and guided bombs, and are munitions used to directly impact on a specific target using some form of location guiding [14]. GPS can be used on these systems to help the munition find it’s intended target accurately and will work by using radio waves on the military signal of GPS. In terms of considering future applications of GPS with OME, GPS is significantly used in drone flying, which is an ever-expanding technology that is coming into use currently. Drones are located with their GPS signals which could be used to form a planned attack on the enemy. Opposing this, GPS could also be used to track incoming drone threats by weapons systems and help to eliminate them, which again is an upcoming technology being developed.

4. Jamming and Spoofing
a. Overview
As previously mentioned, jamming is known as the intentional intercepting and blocking of signals, whereas spoofing is known as intercepting and then sending counterfeit signals to or from a receiver to send false messages. Both techniques can be used by the enemy or utilised by the military in combat and have been widely used in recent warfare in the Middle East. Jamming essentially operates by the jammer sending out a signal that is known to be of the exact wavelength of the signal they are attempting to jam, which in turn causes the original signal to be lost. This causes the GPS device that has been jammed to lose its position due to the interference in the signal, and therefore the device stops providing an accurate GPS position. Similarly, spoofing occurs when a spoofing device emits at the same wavelength as the original device, however the difference is that the spoofing device will emit a stronger signal than the original device and therefore override the original signal. Not only does this block the original device from being able to emit a signal that will be received, but also allows the spoofing device to mimic the original device and potentially send out false communications. This can be used particularly when GPS is being used as a location tool to locate an enemy troop, for example, as the enemy could then spoof the GPS system and show a different location coordinate to one that they are in, and potentially evade being attacked. A diagram of this concept is shown below in Figure 3:
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Figure 3: Diagram showing location spoofing with GNSS [15]

b. Future applications
As previously alluded to, the upcoming technology related to GPS is likely to evolve around the use of drones. Jamming and spoofing could be used significantly with drones to spoof location and provide a more covert way of operating for the military. Drone GPS spoofing may be deployed when the drones’ flight path may have been compromised by the enemy, and in this case the drone may then want to give off a spoof signal so that the enemy continue to track it on a false path and the drone remains covert. A diagrammatical depiction of this can be found in Figure 4:


[image: GPS spoofing attack on GPS Enabled Drone [36].]
Figure 4: Drone GPS spoofing diagram [16]

This technology is already being developed, so the future for this would now be to look at how the military could counter this technique if an enemy deployed it- could we end up in a spoofing-war of just forever increasing our signal strengths? 

c. Is spoofing a significant issue for UK OME?
It would be a mistake to not consider spoofing a major issue for UK OME- not only is it something that we may have to defend against and develop countermeasures for but could also be something that we use to our advantage against the enemy. It is evident that other countries use GPS spoofing as a military tactic- in a recent study into GPS spoofing in the ongoing Russia-Ukraine war, the following was found:

“Although they were in the sea in between Turkey and Ukraine, the GPS in 20 ships showed their position being within an airport in Sochi. However, one of the most concerning areas in which GPS was spoofed was within the Kerch Strait.” [17]

 The UK would be set back from other nations if it did not consider the uses and possible dangers of jamming and spoofing, and therefore utilizing it to our advantage is the best way to tackle the problem.

d. Legality and Countermeasures
In terms of the legality of using spoofing in the UK as a civilian, it is illegal to use a spoofing device after the Data Protection Act 1998, the Protection from Harassment Act 1997 and the Regulation of Investigatory Powers Act 2000. However, in warfare it is legal to spoof your own location to avoid enemy attack, but it is illegal to use spoofing to directly cause harm to an individual or organization. This obviously limits the extent in which the military can use spoofing, however ethically this is probably a good limitation. 
	When considering countermeasures for jamming, the operator who is being jammed is likely to know this is occurring because they will lose their signal completely, and so therefore can decide to tackle the problem in a different way. However, for spoofing there are currently no countermeasures in the market that counter spoofing successfully. There are measures in place to know when you are being spoofed- for example, there is an anti-spoofing algorithm that detects when spoofing is occurring and alerts the user [18]. Whilst this is a key development in technology, this does not counter the threat but only notifies of it, so at current there is not a countermeasure to completely defect spoofing. One of the ways to reduce the effects of spoofing is to start using a different encrypted signal for communication- this has its own issues, as this signal could just as easily be spoofed again and would only serve as a delaying tactic.

5. Conclusion
GNSS and GPS are major breakthroughs in technology for the military, allowing forces more mobility in their communication and movements whilst remaining covert to the enemy. However, spoofing and jamming can be massive problems for the military in this area, and the countermeasures currently in force do not provide enough protection for the troops using these techniques. Whilst the UK should be considering the potential uses of spoofing and jamming within military strategy, legality and countermeasures remain the biggest setback of this, and may potentially slow down further development of utilising GNSS spoofing and jamming.
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