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Abstract – Data centres are used around the world to provide services and connectivity to others on a massive scale, with the use of network management tools keeping track of these large networks has become relatively easy. Wireless technology is a main staple in every network these days and with this popularity come those who wish to attack these networks to steal information or disrupt services.
Introduction 
large businesses and large public services often require plenty of storage and a lot of network infrastructure for the daily their daily running but to keep up with the demand large networks are used and they need to be maintain effectively and designed in a way that ensure longevity. Data centres are large networks containing numerous devices that such as servers, these servers are most often numerous, interconnected and have numerous functions such as a web server or a cluster of virtualisation servers. When building a data centre it is important to take into consideration scalability, availability and flexibility. availability is redundancy if there an issue with a switch can the network still perform i.e. is there another path through the network. Scalability is how well the network devices can handle expansions and if there will be a performance hit, for example will there be enough ports? Will the ports be the right type and speed? Finally flexibility can new services be added without needing to alter the network design or major configurations.
To manage large data centres it’s hard to monitor all the required equipment at once as there would most likely be hundreds if devices and if there is an issue with one of these devices the network administrator would need the ability to know which device went down and why. This is where network management protocols can be a useful tool, the most common being Simple Network Management Protocol which when combined with a network management software allows for accurate network status report and error corrections.
In this report the author has been asked to design the network and data centre infrastructure for UWTSDs many campuses. The first section the author will research and discuss the security of wireless networks, which is vital in any network as they are often the weak point in the network as they can be easily accessed by others. In the second section the author will explain his design and structure of the network and justify why he has created the network in that way. The author will attempt to conform the standard he mentioned earlier of availability, scalability and flexibility. The third section will discuss the implementation which will involve the configurations of the routers and switch
es in packet tracer again full justification of the features and configurations used will be given by the authors. Finally, the author will give his conclusion and recommendations for what he could have done or should have done and conclude his findings in the research and the practical experimentation.

Related Work - Research in network & Data Centre Management - Security issues and solutions of Wireless Networks e.g., Wireless Mesh, MANET, Wireless Sensor Networks, Cellular, LTE, WiMAX.
In recent years the popularity of wireless networks has greatly increased and with the increase in popularity comes the increase in potential security issues that have been discovered as the technology improves or created by individuals with malicious intent. There are numerous different types of wireless networks, many with unique topologies and applications for example a wireless sensor network is mostly used in the Internet of Things industry to monitor things such as temperature, light and power consumption in smart homes or smart cities and uses a simple hub and numerous node topology[1]. A second example of a wireless network is a Mobile Ad Hoc Network or MANET which is mainly used in the military and public services to set up a quick and mobile communication network. a MANET has no fixed topology as each node performs the routing for itself and its neighbours allowing for a more dynamic network[2]. A third network not commonly discussed is Worldwide Interoperability for Microwave Access or WiMAX is Similar to LTE and 4G as it aims to give internet access to those in remote locations by the use of base station to transmit a microwave wireless signal to its customers[3].


In this section the author will detail some examples of security issues that numerous types of wireless network have.  The author will also detail the security solutions that have been developed to counteract the vulnerabilities and those who wish to use malicious software to cause damage to the network. There are numerous attacks that affect many different types of wireless networks the author will give some details on these attacks and how best to prevent them. Most of these attacks are commonly used against network such as a wireless sensor network(WSN) or a WiMAX. 


Black Hole Attack

Black Hole attacks only effect wireless networks that rely on neighbouring nodes for assistance with routing such as a Mobile Ad Hoc Network (MANET) or Wireless Mesh Network (WMN) Blackhole attacks work by the creation of a node with a large sequence number in the network but with a low hop count usually 1 this attack occurs when the routing protocol sends out broadcasts to determine the best route through the network. The blackhole can be used to either drop packets that are sent through it as it would be the best possible route through the network or to intercept packets read the data and then forward them on[4]. One way to prevent this attack is known as a packet leash which adds restrictions on the distance the packet can travel, the packet is also marked with the time at which the packet was transmitted and when it reaches its destination then the time travelled is calculated if it is higher than expected then a black hole is present[5].

Worm Hole Attack 

An attack which effects wireless networks such as MANETS, WSN or WMN is a wormhole attack. Wormhole attack which involves 2 nodes acting to gather to create tunnel between each other and then send out false routing information claiming to be one hop between each other where in fact there might be a large distance between the 2 nodes this can disrupt network speed and allows the wormhole nodes to read user data[6] or disrupt the routing operations of the network and cause a denial of service attack. A good way to prevent this attack is to calculate the time it takes a hello packet to get from one node to another, if it takes a longer amount of time to reach the destination in comparison to the hop count then there is a wormhole present as there is a discrepancy between the speed of the connections reported and the actual speed, another way is to check to packet delivery ratio[7]. Another way to prevent this is an idea proposed by Professor Parma Nand and his associates in their paper titled “Secure Message Broadcasting in VANET over Wormhole Attack by using Cryptographic Technique”[3] which suggested that a shared key could be distributed through the network at creation which would prevent the unauthorised access or reading of data as the malicious nodes creating the tunnel wouldn’t have access to the shared key.

Flooding

Flooding is commonly used against most wireless networks and sometime more standard networks, it works by a rogue node or device constantly flooding the network with broadcast such as neighbour requests or hello packets this effectively fills the network with unnecessary traffic and prevents the real packets from being processed and slowing down the network this can be performed on any wireless network but is most detrimental to the networks such as MANETs or WSNs as the flooding would spread through the network[8]. To prevent flooding, it is best to encrypt access to the network preventing unauthorised hosts from gaining access.

Denial of Service

A Denial of Service or DoS attempts to disrupt the network in a way that prevents it from functioning and prevents the users from accessing the network resources. One method of denial of service is flood which has been mentioned previous and works in a similar way. There are numerous methods besides flooding one of which is jamming which effectively fills the channel which the wireless network is transmitting on with static or interference this can drastically reduce the network performance and even prevent the network from functioning to deal with this type of attack the best response is to monitor the frequency and check how much interference is present then simply move to a different frequency[9].

Man in the Middle 

A man in the middle attack is when an outside entity intercepts the packets being sent from one device on a network and reads the data and stores it, once the data is copied it is sent back into the network towards the destinations. This can occur numerous time and without the senders even knowing about, this attack has been used to intercept important information such as online banking details, passwords for online accounts and even emails[10]. The best way to prevent his from occurring to encrypt the data travelling through the networks. A Man in the middle attack is effective against all multi hop wireless networks such as MANETs and WMN. The best way to prevent this attack from gaining access is to encrypt the passwords of the wireless network and encrypt the data travelling through the network, then if any malicious users gains access the data will be unreadable and useless. Mr Xu Huang and his associates suggest that an elliptic curve cryptography key exchange is a good solution to protecting a network from a man in the middle attack as it requires less computational power and less bandwidth than usual[11]. 

ARP poisoning 

ARP poisoning is used to start a man in the middle attack which has been discussed earlier. In an ARP poisoning attack a rogue host or node will send information to its neighbours containing and ARP update about itself stating that the IP address of another neighbour is associated with the MAC address of the malicious node. This makes the node think that the malicious node is correct and when data is send between these two good nodes the data is send to the malicious node and passed on[12]. This can affect any wireless network and can be prevented by encrypting the connections between the access point and the hosts by using WPA2-PSK on the password making it harder to gain access to the network or the introduction of a static ARP table that the malicious node cannot edit making it difficult for the attacks to happen[13].
There are numerous more types of attacks that take advantage of wireless technology and the probability of more being discovered/created in the future is very high. The author intends to use some wireless access points in his design to prevent any of these attacks from happening the author will use appropriate security measure and design his network, so it can deal with these types of attacks 
Design 

In this section the author with detail the network and data centre he has designed to meet the specification for the UWTSD campuses. The author will discuss the topology and justify why he has placed the network equipment in a specific point in the network and why he used the equipment. The author will also give details on the configuration, what features he has placed into the network such as redundancy, remote access and security. For the topology the author decided to go for a 3-tier network topology this allows the network to be more expandable in the future and provide an extra layer of security. As can been seen in the packet tracer file submitted the author has created numerous redundant link throughout between and throughout the layer of the network, this allows the network to remain operational even if a link or device goes down as there is a backup Link. The core and distribution layer have numerous layer 3 switches for redundancy the author used layer 3 switches as they provide more functionality to the network and the added bonus of having fulling gigabits ports allowing for a constant speed of 1 gigabit , between the core layer and the distribution layer of the other campuses the use of fibre optic cable has been used, this would allow the network to communicate over a longer distance and a speed which is also 1 gigabit. As can be seen in figure 1 there are 2 redundant router leading to the WAN in the even one router is down the other can be used to prevent any prolonged down time, the author has also placed in a backup ISP this is useful because if any issue occurs with the service provider and the connection to the internet is down or too slow for the universities needs then the backup would be able to be used again fibre optic cable is used here for the best speed performance possible. A VPN has been designed into the network to allows users to gain access to the network from outside adding more functionality. The author has included a remote access client pc to the topology this would allow the network admin to configure all the devices on the network from one location. Wireless access points have been placed in every campus to allows mobile devices to gain access to the network and university resources. IP phones allows the numerous campuses to communicate internally and externally, a DHCP server is setup in every campus at the distribution layer this allow the seamless allocation of IP address the associated access layer without sending it to the other campuses. A firewall has been positioned to add security to the network between the WAN and the edge routers this should prevent any malicious attempts to gain access to the network through the internet.
Implementation 

[bookmark: _GoBack]The author has included many features into the network design include the use of VLANs this allows the segmentation of traffic flow and prevents the data from interfering with the data on other VLANs, each campus has its 3 VLANs 1 for users 1 for VOIP and 1 for management. The author has configured the switches with Telnet this will allows the remote access PC to config the switches from the terminal, ideally the author would have like to use SSH but he was unable to get the system to work this could either be due to the simulation software or a gap in the authors knowledge. Throughout the network the author has set the basic configs of passwords, banner messages and encryption for security. The use of Etherchannel between the distribution and core layers is important as it allows foe the redundancy and the increase bandwidth of multiple connections. The author would have liked to have the DHCP servers working but he was unable to get them to function with the VLANs if he had more time he might have been able to get them to work. To allow the VLANs to communicate with each other the author has implement a router on a stick configuration with a second router on a stick as a backup. The author ahs include port security into the access layer with a maximum of 1 which means only 1 MAC address would work on that port, this is extra security to prevent the unauthorised users from unplugging the network cable to gain access the author has also disabled any unused ports. OSPF has been used between the edge routers to perform routing operations the author used OSPF as it is scalable with large networks. From the gateway router the authors has implemented a static route to the ISP and the backup ISP 
 

Conclusion

In conclusion there are many ways to create a network for the enterprise sector with numerous option and configurations, the author has demonstrated what he believes to be a decent configuration but he knows it could be better for example he would like to have got the DHCP working and the ASA firewall as it would have been vital to the security. If the author had more time he would have liked to implement more and expand more in terms of devices. Wireless technology has many vulnerability and due to its popularity, there are many with malicious intent who would like to use the vulnerabilities to attack or to steal from the wireless network. The author has highlighted the best possible procedure to put in place to prevent these attacks from taking place such as encrypting the traffic on the network to prevent any data that has been captured from being read or to ensure that there is appropriacy encryption on the access point to prevent unauthorized access to the network easily 
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