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ABSTRACT
The amount and nature of digital evidence collected with today's information systems is increasing and rendering digital forensic investigations increasingly difficult. This research introduces the development of a Rule-Based Digital Forensic Investigation Platform which automates the evidence analysis process and provides transparency and control in the investigation process. It has been built in Python, Flask, SQLite, Pandas, HTML, CSS and Bootstrap, and features secure case management, CSV evidence processing, rule-based detection, timeline reconstruction, and auto-generated PDF reports. Functionality, efficient evidence processing and transparency of decision-making based on predefined rules were verified in the experiments. The suggested platform offers a cost-effective innovative approach for making digital forensic investigations more efficient, standardised, and trustworthy.
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[bookmark: _Toc236515094]Chapter 1: Introduction
[bookmark: _Toc236515095]1.1 Background of the Study
The fast-changing digitalisation of organisations, governments and individuals has complicated reliance on interconnected information systems, Cloud computing, mobile technologies and devices that are connected to the Internet. As a result, these technological advancements have introduced new avenues of communication and increases in operational efficiency, but have also created new formative opportunities for cyber-criminal organisations to carry out ransomware attacks, data breaches, identity theft, insider threats and other advanced cyber offences. As a result, the volume, variety and complexity of digital evidence created during a cyber incident has increased significantly, making the identification, preservation, analysis and presentation of legally admissible evidence a greater challenge for forensic investigators. How digital ecosystems have rapidly developed into more complex yet modern environments, leading to ever-growing forensic challenges that demand digitally driven methods capable of dealing with heterogeneous data sources without compromising evidence integrity [29].
In recent years, the volume of digital evidence has grown further, resulting in 'Digital Forensic Investigation' becoming a key part of the developing cyber security and criminal justice landscape. Traditional forensic analysis practice involves a lot of manual analysis of system logs, browser history, file metadata attributes and network artefacts. While they work well, in larger data sets they need specialised knowledge and a significant amount of time to provide results. AI technologies could benefit digital forensic investigations by allowing investigators to make intelligent use of evidence, decrease the analytical workload, and be more efficient [44]. These technological advances have not dispelled the doubts yet about the transparency and reliability of automated forensic decisions. 
[bookmark: _Toc236515096]1.2 Problem Statement
As the prevalence and complexity of cybercrime have gathered pace, digital evidence is now being accumulated in greater and greater numbers, often far beyond the ability of conventional forensic investigation techniques to analyse. Today's investigators will have to be able to investigate a large amount of system logs, browser history, file metadata, network logs and other digital artefacts, while ensuring evidence is preserved and that legal procedure is followed appropriately. Currently, the complexity of file system log data is increasing, and there is a need to establish more sophisticated log-based analysis frameworks that can detect suspicious behaviour in the log efficiently while maintaining a high level of authenticity in the analysis performed [27].
[bookmark: _Toc236515097]1.3 Research Aim
The main objective of this research is to create an “Explainable Digital Forensic Investigation Platform” that can automatically process digital evidence and offer explainable and understandable explanations for all the episodes of the digital forensic investigation.
[bookmark: _Toc236515098]1.4 Research Objectives
· To explore the available techniques of the "Digital Forensic Investigation" and their advantages and disadvantages.
· Establish and build a digital forensic investigation platform to assist automated evidence analysis, with explainability.
· To assess the functionality of the developed prototype for the examination of representative forensic data to assess the usability and explainability of the prototype.
· The effect of the "Human-in-the-Loop" validation on investigators' trust in the system and decision-making process.
[bookmark: _Toc236515099]1.5 Research Questions
· What are the current digital forensic investigation procedures dealing with the issues of the growing amount and complexity of digital evidence?
· What must the design of a forensic investigation platform with some explainability be like to make the investigation more effective and transparent?
· What are the strengths of the prototype developed to facilitate evidence analysis, the reconstruction of a work timeline, and decision-making that can be explained?
· What impact does "Human in the Loop" validation have on investigators' confidence in forensic work?
[bookmark: _Toc236515100]1.6 Scope of the Study
This research aims to design, develop, and evaluate a prototype "Digital Forensic Investigation Platform" to aid in automated evidence analysis. The proposed system only addresses Forensic Artefacts that are previously exported, such as Event Logs, Browser History, etc., which are provided in CSV format. The platform features rule-based anomaly detection, chronological timeline generation, and investigator validation, allowing for transparent forensic. Intelligent forensic platforms have the potential to greatly facilitate digital communication analysis, as well as structured evidence analysis, and that they will assist with investigations [47] . 
[bookmark: _Toc236515101]1.7 Significance of the Research
As digital technologies have become more crucial to our everyday lives, the need for efficient forensic investigations is critically important for the discovery of cyber threats and involves legal action. The importance of this research comes from the "Explainable Digital Forensic Investigation Platform," which is a novel solution that integrates intelligent automation with explainable decision-making to overcome the drawbacks of traditional digital forensic investigations. The proposed platform, through its incorporation of explainable analytical processes in the evidence examination, could enhance the efficiency of investigative procedures while ensuring that the analytical results are trusted by investigators. Explainable AI (XAI) enhances in the area of cybersecurity applications, guaranteeing more transparency, representativeness and trust between an AI and a user of an autonomous decision-support system [48].
[bookmark: _Toc236515102]1.8 Dissertation Structure
This dissertation assumes a logical progression of the different chapters and a reflective section for evaluation of the developed prototype starting from the identification of the research problem.
The research is introduced in Chapter 1 where the background of the study, problem statement, research aim, objectives, research questions, scope, significance, and overall structure of the dissertation are presented. The motivation for the development of an explainable AI-based digital forensic investigation platform is described in this chapter.
The literature on "Digital Forensics", automated evidence analysis, digital forensic investigation frameworks, and software tools is reviewed in Chapter 2. It shows existing gaps in the literature within the field and stresses the need for the study. Modern forensic approaches need to evolve and keep pace with continually complex digital environments and the growing privacy, security, and investigative issues [13].
Chapter 3 details the research methodology of the study, which focuses on the research philosophy, research approach, research development, data collection, research tools, research evaluation, and ethics of research. Chapter 4 introduces the system requirements, architecture, database design, system implementation, and prototype development. In Chapter 5, the developed platform is tested, analysed, and discussed in terms of the research goals. 




[bookmark: _Toc236515103]Chapter 2: Literature Review
[bookmark: _Toc236515104]2.1 Introduction 
It is important to conduct a literature review to critically analyse the existing research that forms the foundation for the development of a digital forensic investigation platform for automated evidence analysis. The need for previous studies arises because they help to provide the theoretical and technological basis to explore past practices in the field of digital forensic investigation, the development of emerging artificial intelligence applications, and explainable decision support mechanisms. The adoption of artificial intelligence in digital forensic investigation can be highly beneficial in boosting analytical efficiency and assisting investigators in resource-limited settings [18]. 
[bookmark: _Toc236515105]2.2 Overview of Digital Forensics 
[image: ]
Figure 1: Overview of Digital Forensics
(Source: Raj, 2020) 
[bookmark: _Toc236515106]2.2.1 Definition of Digital Forensics
Digital forensics is the process of collecting, preserving, analysing, and presenting digital evidence in an orderly manner in a way that aids in investigations of cybercrime and legal action. The field has developed in step with the dramatic growth in technology, from traditional computer exams to include cloud environments, mobile devices, Internet of Things (IoT) devices and network infrastructure. Digital forensics is crucial for modern cybersecurity, as it allows for the reconstruction of incidents, the detection of malicious activity and the creation of legally admissible evidence [30].
[bookmark: _Toc236515107]2.2.2 Digital Evidence
Digital Evidence – Electronic information stored or transmitted by electronic devices that could help support an investigation and establish facts. It can come from system logs, browser histories, file metadata, e-mail, cloud storage, network traffic, and removable storage devices. Preserving the integrity is critical, as any tampering with this evidence could render it legally and factually not admissible or not reliable. According to Salih and Dabagh (2023), maintaining authenticity and chain of custody in digital evidence will guarantee that the proceedings of the investigations will be credible and subject to judicial challenges during the forensic process.
[bookmark: _Toc236515108]2.2.3 Challenges in Modern Digital Forensics
As data grows exponentially and the sophistication of cyberattacks increases, manual evidence examination of incidents is challenging and can be time-consuming. Investigators have to process a lot of mixed and disorganised data in a limited time, facing the risk of late response and missed evidence. These constraints underscore the need for intelligent automation and artificial intelligence (AI) to enhance the efficiency of investigations and ensure the accuracy and reliability of the investigative outcomes [21]. For this reason, automated techniques are becoming paramount in modern digital forensics to meet the demands of ever-changing investigations [17].
[bookmark: _Toc236515109]2.3 Digital Forensic Investigation Process and Frameworks
[image: ]
Figure 2: Digital Forensic Investigation Process and Frameworks
(Source: Barlin, 2024) 
[bookmark: _Toc236515110]2.3.1 Digital Investigation Process
Digital forensic investigation has a definite Investigative Process, which is designed to ensure that digital evidence is reliable, authentic, and legally admissible. This usually starts with the identification of possible evidence sources and then moves to collecting the evidence through appropriate forensic methods with as little alteration of the data as possible. Maintaining the integrity of acquired evidence is not something that can be done after examination and analysis have been done in order to identify relevant artefacts and reconstruct cyber incidents [4]. The investigation concludes with detailed reporting detailing findings and contributing to legal and/or organisational decision-making. A structured investigation process would improve the consistency, reliability, and admissibility of digital forensic evidence during the investigative process [20].
[bookmark: _Toc236515111]2.3.2 Existing Investigation Frameworks
Several known frameworks have been created to standardise digital forensic investigations. The comprehensive model "DFRWS Framework" was developed, including systematic steps of identification, preservation, collection, examination, analysis, and presentation. In the same manner, the "NIST SP 800-86 Framework" is practical guidance to consider forensic procedures when responding to an incident, and the "Integrated Digital Investigation Process (IDIP)" extends existing models with the idea of using a digital investigation model combined with existing physical investigation models. Prakash et al. (2022) proposed that these provide a uniform approach to the process of investigation to facilitate evidence collection and aid good decision-making during the investigation in different computing environments or settings.
[bookmark: _Toc236515112]2.3.3 Critical Comparison
All the frameworks facilitate methodology uniformity, but they render varying degrees of capabilities for handling the contemporary cyber landscape, driven by phenomena such as cloud computing, artificial intelligence, and big data analytics. Existing concepts focus mainly on evidence collection and legal obligations, leaving little guidance on automated interpretation (of evidence) and explainable decision support. Intelligent automation demands the adaptation of the current forensic systems, and its use must be under the investigator's supervision with transparency, as stated by the arguments of [3]. The proposed platform thus provides automated analysis, "Explainable Artificial Intelligence (XAI)" tools, and combines these with sound forensic principles to improve the effectiveness of investigations that does not lead to the loss of credibility of evidence [23].
[bookmark: _Toc236515113]2.4 Automated Evidence Analysis in Digital Forensics 
[image: ]
Figure 3: Automated Evidence Analysis in Digital Forensics
(Source: Aaron, 2021) 
[bookmark: _Toc236515114]2.4.1 Traditional Manual Evidence Analysis
Typical digital forensic investigations involve a manual review, whereby investigators look at system logs, file systems, browser history, network artefacts, etc., to find evidence that is pertinent to a cyber incident. This method provides in-depth analysis but can be time-consuming and prone to human mistakes, especially when dealing with massive and varied datasets. Investigators will likely have high workloads that can leave them with longer response times and the risk of missing important evidence. The manual forensic methodology is not well suited to address the significant challenges posed by the amount and complexity of digital evidence that can be created in today's digital world [34].
[bookmark: _Toc236515115]2.4.2 Automated Forensic Analysis
Automated forensic analysis increases the efficiency of an investigation by applying a set of rules and intelligent algorithms to faster and more efficiently process big data of digital evidence. Event correlation can be used to better piece together cyber incidents; Rule Based Analysis can quickly detect any suspicious activity like repeated failed logins, unusual user activity and unknown device connections can be quickly detected [4]. Automated evidence filtering then helps investigators prioritise the relevant information while eliminating the need to consider unnecessary information. The automation with AI increases the speed and uniformity of evidence collection and analysis, allowing investigators to concentrate on interpreting more valuable forensic evidence instead of doing repetitive manual work [2].
[bookmark: _Toc236515116]2.4.3 Timeline Reconstruction and Critical Evaluation
Forensic artefacts are present in many places and can be organised into chronological sequences (timelines) to offer insights into the development of cyber incidents over time. A chronological perspective helps identify causal relationships between events and increases investigative accuracy. While offering gains in efficiency, existing automated forensic solutions often lack transparency in their conclusions and reduce investigator confidence and legal defensibility. When integrated with explainable analytical processes, intelligent automation has the potential to improve the efficiency of the processes while also promoting investigation trust, [18]. Thus, the challenge is how to achieve fast yet transparent analysis of evidence to allow for reliable and accountable digital forensic investigations.
[bookmark: _Toc236515117]2.5 Artificial Intelligence in Digital Forensics 
[image: ]
Figure 4: Artificial Intelligence in Digital Forensics
(Source: Manish, 2025) 
[bookmark: _Toc236515118]2.5.1 Artificial Intelligence in Cybersecurity
Due to the capability to detect and analyse and put to rest cyber threats that change quickly, Artificial Intelligence (AI) is turning out to be a groundbreaking technology in cybersecurity. Instead of the traditional ways of using pre-defined signatures, AI can scan through tons of information to identify patterns that haven't been successfully noticed by any package. Unlike traditional security methods based on pre-defined signatures, AI can examine large quantities of information to recognise patterns not successfully captured by any package [46]. This will enhance the speed and effectiveness of incident response, and reduce the number of manual investigations required. Faqir (2023) cites that AI has revolutionized digital crime investigation and allowed investigators to analyze complex forensic data more efficiently and to support the use of evidence to make decisions in changing, complex cyber spaces.
[bookmark: _Toc236515119]2.5.2 Machine Learning for Forensic Analysis
Machine learning, which is a part of AI, can be used in digital forensic investigations by basing its learning on behavioural evidence of past data, and identifying when an individual acts in ways that are not typical and point to fraud or other criminal behaviour. Algorithms can recognize suspicious logging activity, accessing or altering odd files, odd network activity and other indicators of intrusion that is not recognized by regular analysis [45]. Also, machine learning models are able to evolve and change to new forms of attacks and the digital environments; hence, they can be fine-tuned. In forensic investigations can serve as an important promise of improved analysis of evidence because AI can find patterns and identify the occurrence of anomalies in a smart manner and will help in more accurate and efficient investigations [16].
[bookmark: _Toc236515120]2.5.3 AI-Assisted Evidence Interpretation
Besides evidence discovery, AI is also being used to aid in making sense of complex forensic evidence in addition to assisting investigators to identify evidence. The AI systems will be able to offer an automated matching of the events and a brief overview of the investigation and clarify any suspicious occurrence discovered in a digital artefact [9]. The features will save the investigators both time and stress and allow them to understand timelines of the incidents and the relationship of evidence at a much faster rate. The hypothesized that the EE investigation could be automated with the help of LLM forensic assistants in providing contextual accounts that contribute to improving the resources in evidence interpretation and making informed decisions during the investigation [37].
[bookmark: _Toc236515121]2.5.4 Benefits and Limitations
The advantages of AI in digital forensics include the ability to analyze large volumes of data more efficiently, identify subtle patterns of attacks in large volumes of data, etc. The benefits also serve to run investigations more formally and assist organisations to act more efficiently towards cyber incidents. However, AI introduces their own difficulties of transparency, ethical accountability and reliability of the automated decision-making process, however. Often an incomplete justification of the results can result in the production of conclusions that is made by a black-box model which lacks the justification to ensure the confidence of the investigator and even the legal validity. To ensure that analytical results are interpretable, credible and admissible as evidence, the successful application of AI in digital forensic investigations must strike a balance between automation and transparency [19].
[bookmark: _Toc236515122]2.6 Explainable Artificial Intelligence (XAI) in Digital Forensics 
[image: ]
Figure 5: Explainable Artificial Intelligence (XAI) in Digital Forensics
(Source: Ahmed, 2026) 
[bookmark: _Toc236515123]2.6.1 Explainable Artificial Intelligence (XAI)
With the widespread use of Artificial Intelligence in digital forensics investigations, researchers are looking to gain insights into how AI systems derive their conclusions. Explainable Artificial Intelligence (XAI) is a set of techniques used to make AI-generated decisions understandable and subject to interpretation. Unlike traditional AI systems and models, which function as black boxes, XAI can explain the factors that contribute to every prediction or recommendation, making AI more accountable. The AI enhances cybersecurity applications by increasing transparency of intelligent decision-making processes and security personnel's understanding of automated analytical processes [49].
[bookmark: _Toc236515124]2.6.2 Black-Box versus Explainable AI
Most traditional ‘black-box’ AI models work well and are very effective at predicting the result, but offer little explanation of how the results were obtained. This ambiguity can create a significant problem for a Digital Forensics investigation, where structural decisions of analysis should be explained and justified with sound evidence. By contrast, the outputs of XAI are intelligible, and investigators can assess the reasoning behind the selection of suspected events and evidence in classification. The XAI deepens understanding of cybersecurity mechanisms by promoting both analytics precision and transparency, allowing users to better verify AI-driven decisions [9] .
[bookmark: _Toc236515125]2.6.3 Explainability in Digital Forensics
One area of digital forensics where the application of XAI is particularly important is in legal proceedings, where forensic evidence is often used to aid in the investigation of crimes. A forensic investigation undertaken in legal proceedings often involves a lot of investigation, which is where the application of XAI in digital forensics gets significant attention. The investigators are required to provide enough information about any events that were determined to be suspicious and explain how the evidence influenced AI-generated conclusions. The reduction of uncertainty in automated decision-making leads to more trust in the process and also enhances the legal admissibility of digital evidence, as it becomes clearer why specific evidence is being considered as part of the analytical reasoning of an investigator. Explainability can help Cyber Security professionals better understand the results, which leads to more reliable investigation results and less reliance on cryptic analytical models [12].
[bookmark: _Toc236515126]2.6.4 Human-in-the-Loop Investigation
While AI has made great strides, the role of human expertise continues to be vital in the digital forensic investigation process. Other solutions involve the use of “human-in-the-loop”, which entails the forensic specialist inspecting, validating, and, if needed, dismissing the results generated by the Artificial Intelligence before a final determination is made. This is a way of working that helps to minimise false positives and increase the validity of the forensic investigation. According to Qonita, Handayani and Umam (2025), using AI to support forensic systems can be even more reliable if combined with the human validation of evidence interpretation and ongoing human oversight. 
[bookmark: _Toc236515127]2.7 Existing Digital Forensic Investigation Tools and Platforms 
[bookmark: _Toc236515128]2.7.1 Commercial Tools
Most commercial digital forensic software has established wide acceptance owing to its extensive features for acquisition, investigation & reporting of digital evidence. “EnCase” is known for its comprehensive evidence collection and legal compliance capabilities, while “Forensic Toolkit (FTK)” provides the capabilities to efficiently handle large amounts of data by providing advanced indexing and search capabilities. Likewise, “Magnet AXIOM” enables investigations on computers, mobile devices, and cloud environments, as it unifies evidence from various sources into one digital investigation environment. These platforms may increase the efficiency of an investigation, but are mainly powered by preprogrammed forensic worklets and do not make intelligent analytical inferences. Commercial forensic tools are claimed to offer robust evidence acquisition and reporting features, although they rely on investigators' skill and aptitude for the interpretation of electronic evidence, which may be complex [41].
[bookmark: _Toc236515129]2.7.2 Open-Source Tools
Open-source forensic platforms provide a cost-effective alternative and have evolved to aid the examination of evidence in various forms of digital media. The intuitive interface in “Autopsy” allows for analysing disk images, file systems, and deleted files for both educational and professional investigations. Volatility is a tool that focuses on memory forensics and can be used to analyse memory and locate malicious processes not captured by traditional disk analysis. These tools offer flexibility and a push towards improved community-driven development, yet they are more complex than commercial software. Barik et al. (2022) contended that open-source forensic tools are useful investigative tools but are still reliant on the knowledge of the investigator and manual interpretation of their findings.
[bookmark: _Toc236515130]2.7.3 Comparative Analysis
While existing forensic platforms have greatly enhanced digital evidence acquisition and examination, the majority continue to focus on collecting evidence rather than intelligent interpretation. Commercial tools offer in-depth reporting and timeline generation, but do not necessarily provide a high degree of transparency; open-source tools can be flexible and transparent, while limited integration has been noted for "Artificial Intelligence (AI)" and "Explainable Artificial Intelligence (XAI)" in providing automated decision support. Thus, investigators must continue to help interpret forensic artefacts and to validate analytical results [8]. 
	Tool
	Automation Capability
	AI/XAI Integration
	Timeline Support
	Reporting Features

	EnCase
	High
	Limited
	Yes
	Comprehensive forensic reports

	FTK
	High
	Limited
	Yes
	Detailed searchable reports

	Magnet AXIOM
	High
	Limited
	Yes
	Integrated multi-source reporting

	Autopsy
	Moderate
	None
	Basic
	Standard forensic reporting

	Volatility
	Moderate
	None
	Limited
	Memory analysis reports


Table 2.1: Comparison of Existing Digital Forensic Investigation Tools
[bookmark: _Toc236515131]2.8 Research Gap and Justification of the Proposed System 
[bookmark: _Toc236515132]2.8.1 Identified Research Gaps
Results show that a significant advancement in the field of digital forensic investigation has been made using automation and artificial intelligence for digital forensic investigation. However, previous researchers found a number of interesting trade-offs which remain future challenges for current forensic solutions. Very few digital forensic platforms offer limited integration with "Explainable Artificial Intelligence (XAI)" that allows investigators to understand how and why the AI concluded. In addition, transparency of decision justifications, deficient evaluative feedback loops, and human involvement in the investigations do not get sufficient attention, which decreases user confidence and the legality of automated opinions. Nayak’s (2024) work found that while AI aids in gathering and processing evidence, the processes used for automated forensic investigations need to be further transparent and incorporate greater investigators in order to increase the reliability of automated forensic investigations.
[bookmark: _Toc236515133]2.8.2 Justification for the Proposed Research
The platform discusses these issues and strives to remove the constraints by combining automated evidence analysis and explainable artificial intelligence with chronological event visualisation and evidence noting by the investigator. The pairing is designed to boost analytical efficiency and maintain transparency, interpretability, and appropriateness of the output generated by AI.
[bookmark: _Toc236515134]2.9 Chapter Summary 
This chapter critically reviewed the literature relating to digital forensics, forensic investigation frameworks, automated evidence analysis, artificial intelligence, explainable artificial intelligence, and existing forensic investigation tools. The salient issues that emerged from the discussion were the increasing relevance of intelligent automation and the importance of transparency, explainability, and the involvement of investigators in AI-enabled forensic investigations [8]. The results identified these gaps in the research and provided a theoretical basis for the methodology used later in this study.


[bookmark: _Toc236515135]Chapter 3: Research Methodology
[bookmark: _Toc236515136]3.1 Introduction
This chapter details the methodological framework followed for the design, development, and evaluation of the proposed “Explainable AI-Assisted Digital Forensic Investigation Platform” for automated evidence analysis. The methodology is clearly identified, systematic, and transparent in approach in addressing the aim and objectives of the research set in Chapter One. The chapter justifies the chosen research philosophy, research approach, research strategy, and research design before outlining the methods employed for conducting data collection, system development, system implementation, and evaluation. When choosing a research methodology, it is important to guarantee that software development projects yield valid, viable, and high-quality research results [35]. 
[bookmark: _Toc236515137]3.2 Research Philosophy
Research philosophy and its philosophical basis act as a theoretical bedrock for the generation and interpretation of knowledge during the research process. The choice of a philosophical position is significant as it will have an impact on the research design, data collection, statistical processes used, and interpretation of results. Three philosophies are commonly used for computing and information systems research: "Positivism," "Interpretivism," and "Pragmatism. According to Saunders, Lewis, and Thornhill (2023), research philosophy indicates the assumptions of a researcher in learning to know and how the research problem will be investigated.
[bookmark: _Toc236515138]3.3 Research Approach
Research approach is the description of a logical procedure for investigation of a research problem and for the establishment of a relationship between theories and the evidence obtained from the experiments. The two major methods recognised are "Deductive" and "Inductive. Saunders, Lewis and Thornhill (2023) pointed out that the deductive approach starts with theories already in place and moves on to observation and collection of data in a systematic way, while the inductive approach constructs new theories on the patterns observed and data gathered.
The “Inductive” approach (inductive observation) is widely used in an exploratory study in which the researcher aims to reveal new phenomena by qualitative observations. The approach described would work well in theory generation work, but may not be as appropriate when trying to test an existing software system. 
[bookmark: _Toc236515139]3.4 Research Strategy
The research approach gives a practical way of achieving the research goals. As this study will put more emphasis on the design and development of a software solution than human behaviour, Design and Development Research (DDR) has been chosen. It is an effective strategy in computing research, providing a blend of theory and system building to generate creative technology solutions. According to Rukhiran, Buaroong and Netinant (2022), structured software development methodology can help researchers design dependable information systems that can help create a solution for the organisational and technical issues identified.
After implementing the prototype, an "Experimental Evaluation" strategy is used to judge whether the platform obtained is successful in achieving the intentions of the research. The evaluation is based on certain criteria such as detection accuracy, processing efficiency, explainability, and investigator validation to measure system performance. The importance of system-level evaluation in establishing whether explainable AI systems are giving transparent and trustworthy advice on decision-making, without compromising performance levels unduly [5].
	Research Strategy
	Purpose
	Application in This Research
	Expected Outcome
	Justification

	Design and Development Research
	Develop a practical solution
	Design AI-assisted forensic platform
	Functional prototype
	Supports software innovation

	Prototype Development
	Build and implement the system
	Develop web-based investigation platform
	Working application
	Validates theoretical concepts

	Experimental Evaluation
	Measure system performance
	Evaluate prototype using predefined metrics
	Objective performance results
	Confirms system effectiveness


Table 3.1: Research Strategy Adopted for the Study
[bookmark: _Toc236515140]3.5 Research Design
The research design outlines the systematic procedure for designing, executing, and validating the suggested forensic investigation platform design. Because the study is in software engineering and implementing systems, the study adopts a method that allows logical and efficient system development, which is called "System Development Lifecycle (SDLC)". Ndlela and Tanner (2023) claim that structured development processes produce quality software because "system requirements, activities of implementing the system, and the processes of measuring the system are aligned in the software life cycle.
Then comes the stage of "System Implementation," where the platform is constructed using the following languages: Python, Flask, SQLite, Bootstrap, HTML, CSS, and supporting libraries for data analysis. Once implemented, all systems are tested extensively to ensure system reliability, functionality and performance. There is unit testing to test each module in isolation, integration testing to test how the system's components communicate with each other, and system testing to test the entire system as one unit to ensure it meets its design specifications. Systematic evaluation, the identification of weaknesses that can be achieved in the system implementation before it is used to enhance the reliability of the system [28].
	SDLC Stage
	Main Activities
	Expected Output
	Validation Method
	Contribution to Research

	Requirements Analysis
	Identify functional and non-functional requirements
	System specification
	Requirement review
	Defines project scope

	System Design
	Database, architecture, UI design
	System blueprint
	Design verification
	Guides implementation

	System Implementation
	Develop software modules
	Functional prototype
	Code testing
	Produces working platform

	System Testing
	Unit, integration, and system testing
	Verified software
	Test cases
	Ensures reliability

	Evaluation
	Performance measurement
	Evaluation results
	Experimental testing
	Validates research objectives


Table 3.2: System Development Lifecycle Adopted in the Research
[bookmark: _Toc236515141]3.6 Data Collection
Data collection is an essential part of the research as the performance of the proposed "Explainable AI-Assisted Digital Forensic Investigation Platform" highly relies on the quality, consistency, and relevance of the forensic artefacts used in its development and evaluation. Such personal information of human subjects as may be collected in this study will not be taken. Rather, it features a digital forensic dataset comprising evidence which is routinely analysed in cybercrime investigations. Tthe quality and preparation of the data used in the development of intelligent systems, as well as during system assessment, has a strong influence on the reliability of such systems [43].
There are also “Public Datasets” and “Simulated Datasets” to bolster the evaluation process. Publicly available forensic data sets are provided for validating scenarios of quality and use in the different contexts of effectiveness of the proposed platform, while simulated data sets are created as an alternative when there is a lack of sufficient representative publicly available forensic data sets in the different sectors/scenarios of interest. This combination allows the prototype to be tested with a variety of configurations and to maintain equal testing of automated evidence analysis. Kashkevich et al. (2024) suggested the use of various data sets to diversify artificial intelligence systems, as it allows them to be exposed to several operational scenarios when they are being developed and tested.
	Data Source
	Description
	Purpose within the Platform
	File Format
	Expected Output

	Event Logs
	System and application activity records
	Detect suspicious system events
	CSV
	Event timeline

	Browser History
	Website visits and download records
	Identify browsing behaviour
	CSV
	Browsing analysis

	File Metadata
	File properties and timestamps
	Support evidence correlation
	CSV
	Metadata summary

	Public Datasets
	Open-source forensic datasets
	Validate prototype performance
	CSV
	Benchmark evaluation

	Simulated Datasets
	Artificially generated forensic evidence
	Test additional investigation scenarios
	CSV
	Controlled testing


Table 3.3: Digital Evidence Sources Used in the Research
[bookmark: _Toc236515142]3.7 Development Tools and Technologies
The implementation of the envisioned “Explainable AI-Assisted Digital Forensic Investigation Platform” involves various software applications and technologies that interact to facilitate evidence processing, intelligent analysis, data management, and the interface with the user. The technologies used were selected based on the sheer extensiveness of their use in software engineering and their extensibility, flexibility and compatibility to develop intelligent web-based applications. The fact that they significantly contribute to the software quality, software maintainability, and long-term software system performance is significant when choosing between various software development technologies [40].
Using Python as the main programming language, the application is mainly developed with "Python" because of its many capabilities in the field of artificial intelligence, machine learning, and data processing. The web app was created on the basis of a framework known as 'Flask ', as it enables the combination of an easy user interface and a back-end portion of an app. The relational database management system is SQLite, which offers an efficient storage of local data, and it is easy to deploy during the prototype phase.
The user interface of the platform is developed based on the tool of "HTML," CSS and Bootstrap, which guarantees a flexible and user-friendly interface that enables users to upload evidence, perform investigation, and visualisation of forensic results. Pandas’ library provides an easy tool to read, filter, transform and analyse forensic artefacts in CSV files effectively. The successful use of explainable AI has highly depended on effective data processing procedures and effective communication between the AI models and end users [22].
	Technology
	Primary Function
	Role in the Proposed Platform
	Benefits
	Justification

	Python
	Programming Language
	Backend system development
	Flexible and AI-friendly
	Core application development

	Flask
	Web Framework
	Develop web application
	Lightweight and scalable
	Rapid prototype development

	SQLite
	Database
	Store investigation data
	Fast and portable
	Simple database management

	Pandas
	Data Processing Library
	Process forensic datasets
	Efficient CSV analysis
	Supports evidence analysis

	HTML, CSS & Bootstrap
	Front-end Technologies
	Develop responsive user interface
	Improved usability
	User-friendly interaction

	Gemini/OpenAI API
	AI Service
	Generate explainable investigation summaries
	Transparent AI explanations
	Supports explainable AI functionality


Table 3.4: Development Tools and Their Roles
[bookmark: _Toc236515143]3.8 Evaluation Methods
The achievement of the research goals will then be verified by the evaluation of the proposed research "Explainable AI-Assisted Digital Forensic Investigation Platform" and will be used to evaluate effectiveness in real-world forensic investigation settings. The systematic evaluation process is important since it provides credible evidence regarding the apprehensiveness, effectiveness, openness, and usability of the platform. Bennetot et al. (2024) argue that to be capable of preserving trust and understanding of automated decisions, EAI systems should be tested, not only based on the performance but also based on the degree of explainability.
The “Detection Time” feature is also assessed for the platform, as it represents the length of time it takes to upload data sets and to produce investigation results. The quicker evaluation of the evidence is efficiency in investigations that is particularly useful when it is a large quantity of digital evidence to be examined. Furthermore, the Explainability metric is considered as the understanding of the AI-generated summaries on the basis of understanding whether the forensic activities discovered and anomaly logistics. Ganatra et al. (2024) highlighted that clear explanations are key to enhancing users' trust in EAI systems.
	Evaluation Metric
	Purpose
	Measurement Method
	Expected Outcome
	Contribution to Research

	Accuracy
	Measure correct detection of forensic events
	Compare detected events with expected results
	High detection accuracy
	Evaluates analytical performance

	Precision
	Measure correctness of detected anomalies
	Calculate proportion of true positive detections
	Reduced false positives
	Improves investigation reliability

	Detection Time
	Measure processing efficiency
	Record execution time for dataset analysis
	Faster evidence processing
	Evaluates system efficiency

	Explainability
	Assess clarity of AI-generated explanations
	Review explanation quality and transparency
	Understandable AI decisions
	Builds investigator trust

	User Validation & Investigator Feedback
	Evaluate practical usability
	Expert review of outputs and interface
	Positive user acceptance
	Confirms practical applicability


Table 3.5: Evaluation Metrics Used for Prototype Assessment
[bookmark: _Toc236515144]3.9 Ethical Considerations
In this research there will be no need to have human subjects, but ethical considerations are very critical when handling Digital forensic investigations because it will most likely be founded on secret Digital evidence and confidential information. Data publicly available and simulated are employed to minimize privacy risks, and they do not gather personal or legally-protected data [7]. Ethical and responsible management of electronic information is crucial to guarantee privacy and safety and ethical principles in intelligent information systems [25]. In addition, the principles of Responsible AI are supported through the use of the explainable artificial intelligence (XAI) to ensure transparency, accountability, fairness, and informed decision-making. This has led to ethics being part of the system development as opposed to its appraisal.
[bookmark: _Toc236515145]3.10 Chapter Summary
This chapter explained the methodology that was used in developing and evaluating the proposed "Explainable AI-Assisted Digital Forensic Investigation Platform. The discussion included a justification for the choice of research philosophy, research approach, research strategy, research design, data collection techniques, development technology, evaluation criteria, and ethical considerations. These methodological choices create a systematic and predictable means of implementation for prototypes. 
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[bookmark: _Toc236515146]Chapter 4: System Design and Implementation
[bookmark: _Toc236515147]4.1 Introduction
This chapter elaborates the proposed architecture and implementation of the "Digital Forensic Investigation Platform" and showcases how the proposed system takes forensic evidence information to come up with proper and meaningful investigation outcomes. The chapter explores the architecture, database structure, workflow, algorithms, and implementation of the prototype created with modern Web technologies. While investigating a crime, a well-designed forensic investigation platform should include evidence acquisition, processing, analysis, and reporting, integrated into a structured platform workflow to boost investigation efficiency and preserve evidential integrity, [10. Therefore, this chapter demonstrates the use of the proposed platform through the use of Rule-based Evidence Analysis and Automated Timeline generation to facilitate transparent and reliable Digital Forensic investigations.
[bookmark: _Toc236515148]4.2 System Requirements
System requirements indicate the activities, functions and properties the proposed "Digital Forensic Investigation Platform" must be capable of performing to make it work. The requirements ensure the platform's sturdiness, reliability, and efficiency whilst allowing investigators to guide through the digital forensic investigation cycle. According to Javed et al. (2022), an effective digital forensic system includes a safe and systematic holistic combination of evidence management, analysis, and report assisting in ascertaining the accuracy in the investigations and guarantees integrity of digital evidence.
[bookmark: _Toc236515149]4.2.1 Functional Requirements
It offers an error-proof mechanism for logon authentication of the user which ensures only authorised user access to the system and it allows role-based user management for administrative control. Users have the ability to create and manage investigation cases, upload evidence files in CSV format, and start the automated processing of evidence with the Pandas library. The system also uses pre-defined “rule-based analysis” to detect any suspicious activities such as failed logon attempts, connection to a USB device, access to sensitive files, and anomalies in the browsing history. Processed events are presented in chronological case flow, and investigators can easily reconstruct digital incidents by following the flow of data. The platform also enables the investigator to accept or reject identified events and create an entire investigation report that summarises the analysis results. Rule-based reasoning is a method that also boosts consistency of decision-making by leveraging pre-established knowledge in an automated manner in forensic investigations [38].
[bookmark: _Toc236515150]4.2.2 Non-Functional Requirements
The platform has been created to offer a high degree of security, performance, reliability, usability, scalability, and maintainability. Guaranteed system response time using CSV processing guarantees no delays in the investigation, and confidential authentication and managed access to the database ensure that sensitive information in the investigation is controlled. The usability of the investigator of varying technical skill is enhanced with the availability of a simple web-logging interface and future enhancements, such as enhancing existing functionality, do not have to be significantly disruptive to the existing system [42]. As a result of these requirements, a reliable, verifiable base platform for digital forensics investigations is worked out.
[bookmark: _Toc236515151]4.3 Overall System Architecture
Overall system architecture offers a framework that enables the implementation of the proposed “Digital Forensic Investigation Platform” through evidence management, automated analytic functions, data storage integration, and the capability to produce reports in a single place. A development style based on modular components has been chosen, making the system easy to maintain and allowing for independent operation of components in the system. Prakash et al. (2022) outlined that modular forensic architectures enhance the overall flexibility of systems, facilitate the maintenance process, allow easy incorporation of investigation parts, and maintain the integrity of digital evidence during the investigation process.
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Figure 6: Overall System Architecture
(Source: Self-Created in Draw.io) 
It contains the "Presentation Layer" that includes HTML, CSS, and Bootstrap to visualise the web interface that is required to be interactive and responsive for the investigator's needs. This interface enables authorised persons to log in, manage investigation cases, upload forensic evidence, review the results, view a timeline, and create an investigation report. User requests are securely sent to the Application layer for processing in the system while maintaining confidential information around any forensic data.
The "Application Layer" - The implementation uses the Flask framework and is responsible for coordinating all the interactions in the system and running business logic. The evidence files in CSV format are sent to the “Evidence Processing Module,” which uses the Pandas library for data validation, extraction of the relevant attributes,s and conversion of timestamps into a standard format for analysis. The evidence undergoes further analysis by the "Rule-Based Analysis Engine," which uses a set of predefined forensic rules to recognize any suspicious behavior, such as failed login attempts, connecting with an unknown device, accessing sensitive files, visiting suspicious sites, visiting or deleting frequently asked files, accessing files in a group directory, accessing authentication files, browser browsing, files deleted, and file accesses. Barik et al. (2022) said that rule-based forensic analysis increases the uniformity of investigations; it includes the application of certain predefined detection rules that aid in systematic evidence interpretation.
Processed evidence, the findings generated, timelines of the investigation, user information, and case records are kept in a secure SQLite database, which allows efficient retrieval and management of evidence during the whole investigation life cycle. Finally, the "Reporting Module" generates concise investigation reports based on the findings, including chronologies, that are validated automatically and will assist in forensic documentation of findings and in decision-making. Thus, the design of the architecture provides an integrated architecture that is transparent and reliable for carrying out an automated digital forensic investigation.
[bookmark: _Toc236515152]4.4 System Workflow
The “System Workflow” represents the flow of activities carried out with the proposed Digital Forensic Investigation Platform starting from user authentication to report generation. Once an authorised investigator logs on to the system, he/she starts a new investigation case and enters the investigation. The digital evidence is then uploaded as a CSV file, and validated and processed using the Pandas library. Artefacts extracted for further analysis are sent to the (predefined) forensic rules of the “Rule Based Analysis Engine”, which detects suspicious movements (attempts of failed logins, connection to USB devices, accessing certain files, browser history events, etc.). Du et al. (2020) pointed out that computer processing of 'forensic artefacts' and associated 'timeline events' enhances the relevance of digital evidence and can assist investigations to be more efficient. After the execution of the rules, the platform constructs a timeline of events and reports investigation findings. The investigators then review and check the results and create a written investigation report. Thus, the workflow provides a systematic and transparent approach in handling and processing forensic evidence and information, and assists in the effective decision-making process for investigators.
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Figure 7: Activity Diagram
(Source: Self-Created in Draw.io) 
[bookmark: _Toc236515153]4.5 Use Case Diagram
The flowchart of the ‘Use Case Diagram' defines what each of the authorised users and their interactions with the proposed Digital Forensic Investigation Platform are responsible for in an investigation within the platform. There are two main actors, ‘Administrator' and ‘Investigator'. The Administrator is in charge of user accounts and user role assignments, as well as ensuring secure access to the platform. The Investigator, on the other hand, conducts operations such as the establishment of investigation cases, uploading of digital evidence, launching forensic analysis, reviewing produced findings, visualising the investigation's timeline, and exporting the investigation's report. Such interactions will help maintain the separation of responsibilities and integrity of investigation processes. The user roles and system interactions can be defined with expert system architecture, which would also provide operational consistency, reduce user mistakes,s and aid in a structured approach to decision-making during digital forensic investigations [39]. Thus, the use case model directly gives the necessary clear representation about the interaction of authorised users with the system's individual functions that will facilitate safe, efficient, and transparent evidence analysis treatment.
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Figure 8: Use Case Diagram
(Source: Self-Created in Draw.io) 
[bookmark: _Toc236515154]4.6 Database Design
The "Database Design" outlines the manner in which investigation data will be stored, organised, and retrieved as part of the digital forensic process. The choice of SQLite as the database management system is due to its lightweight, reliable, and efficient nature being beneficial for prototype development as well as being secure enough to store data and to be easily integrated with the Flask framework. It is presented as a set of tables that are linked together relationally and that allow for managing data in a consistent manner while investigating efficiently and keeping evidence readily available. Javed et al.  (2022) explained that a properly organised database is crucial for the preservation of digital evidence, integrity of the investigation, and systematic analysis of the digital evidence.
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Figure 9: Entity Relationship (ER) Diagram
(Source: Self-Created in Draw.io) 
The database functionality entails six primary tables such as Users, Cases, Evidence, Findings, Timeline and Investigator Decisions. Authentication credentials and role info for authorised people are stored in the Users table. Details on investigations (i.e., the number of the investigation and the investigator) are present in the Cases table. Uploaded forensic artefacts are recorded in the Evidence table; the Findings table records potential events which are picked up by the rule-based analysis engine. The Timeline table chronologically sorts the events of investigation that all happened round about digital incidents. Lastly, the table of Investigator Decisions archives the acceptance/rejection acceptance of an individual finding after manual inspection the decision of the investigator during the time the investigation occurred. In the study described that the availability of an organised forensic database could enhance evidence traceability, ensure information is readily accessed, and assist in case management in digital investigations [32].
[bookmark: _Toc236515155]4.7 Algorithm Design
It gives an understanding of how and why the "Algorithm Design" will facilitate the capability to have the proposed Digital Forensic Investigation Platform in process digital evidence as well as to offer tools that allow suspicious activity to be detected, event timelines to be reformed and investigation reports to be generated. All algorithms use a sequential process, guaranteeing the uniformity of the analysis of the evidence uploaded and keeping the integrity of the forensic data. Barik et al.  (2022) in their study discovered that structured investigation algorithms improve capability and quality of digital forensic analysis by providing a systematic method of treating and analyzing digital evidence. The process kicks off with the upload of CSV files from which the "Evidence Processing Algorithm" in PIP, which is loaded by Pandas, reads the data. To ensure that the file structure is right, missing or invalid individual records, standardisation of timestamps and extraction of pertinent forensic attributes are identified using the algorithm and the processed data subjected to subsequent analysis process. The “Rule-Based Detection Algorithm" then compares the processed evidence to the rules which are pre-established by the FORS community. These regulations have a list of what activity they designate as being suspicious such as repeated failed logon attempts, unusual browser history events, access to sensitive files and others. Regarding every identified event, the investigators maintain a record as a possible forensic finding that will allow improving the results in a systematic way. Ramadhani et al.  (2021) considers the decisions to be made based on the identified rules by rule-based reasoning in order to classify forensic events in a transparent way and as well as in a consistent way.
[bookmark: _Toc236515156]4.8 System Implementation
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Figure 10: Login Page
 (Source: Self-created in Visual Studio Code)
The Digital Forensic Investigation Platform provides a digital platform where investigators can log in as illustrated in Figure 10. The interface will enable registered users to input authentication credentials safely and then have access to the system dashboard, where they will be assured of authorised access to digital forensic investigation capabilities and safeguard sensitive investigation data.  
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Figure 11: Registration Page
 (Source: Self-created in Visual Studio Code) 
The call centre can be accessed by creating new user accounts on the Digital Forensic Investigation Platform, as shown in the registration page as shown in Figure 11. The interface gathers user data needed to create accounts and assists in secure user registration, and then provides access to investigation functions by authorised users. 
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Figure 12: Update Password
 (Source: Self-created in Visual Studio Code) 
The password update page is illustrated in Figure 12, where users have the ability to update and alter existing account passwords. This feature provides greater account security and allows updating credentials and blocking access to digital forensic investigations and stored case details. 
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Figure 13: User Details
 (Source: Self-created in Visual Studio Code) 
Figure 13 shows the user details page with account information registered in the Digital Forensic Investigation Platform. The interface allows a user to view the information stored in the profile and facilitates the proper management of the account, ensuring correct record-keeping of the user during the process of operating the system. 
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Figure 14: Update Profile Page
 (Source: Self-Created in Visual Studio Code) 
Figure 14 shows the profile update page, which allows users to correct the personal account information that is saved in the system. The interface provides proper user record management and,d at the same time, maintains record information on updated profiles available during the investigation process. 
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Figure 15: Dashboard Page
 (Source: Self-Created in Visual Studio Code)
As Figure 15 shows, the dashboard page is the key interface of the Digital Forensic Investigation Platform. The dashboard offers aast access to the investigation management, evidence repositories, forensic timelines, reports, and other vital investigation functions of the application.  
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Figure 16: Investigation Management Page
 (Source: Self-Created in Visual Studio Code) 
Figure 16 demonstrates the investigation management page, in which available investigation cases are organised and managed. The interface will allow easy access to the records of investigations, and thus case administration becomes simpler and assists in the general process of digital forensic investigation on the platform. 
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Figure 17: Case administration becomes
 (Source: Self-Created in Visual Studio Code) 
The details of the investigation page shown in Figure 17 include all details of an individual investigation case. The interface enables the investigators to view the case data, evidence records, and status of the investigation before conducting other forensic analysis tasks. 
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Figure 18: Investigation Evidence Repository
 (Source: Self-Created in Visual Studio Code) 
Figure 18 shows the repository of investigation evidence wherein uploaded forensic evidence is safely kept and classified. The repository assists in evidence management as files uploaded in the form of CSV are supported and fetched easily when needed in digital forensic investigation and analysis. 
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Figure 19: Investigation Report Showing Page
 (Source: Self-Created in Visual Studio Code)
The page of analysis of findings generated by the platform, which is an investigation report, is shown in Figure 19. The interface allows investigators to check the outcomes of the investigations, analyse evidence summaries, and see a timeline of the case before the eventual export of the final report of the forensic investigations.
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Figure 20: Investigation Generate Report PDF Page
 (Source: Self-Created in Visual Studio Code)
Figure 20 is the report generation page that would help to create investigation reports in a PDF file. The interface gathers vetted results, case data, and forensic timelines into a document that can be used to document investigations and reference in the future.  
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Figure 21: Investigation Forensic Timeline Page
 (Source: Self-Created in Visual Studio Code)
Figure 21 is the page of the forensic timeline that shows the events of the investigation systematically over time. The interface helps investigators to reconstruct the digital incidents by showing the evidence based on time, which will enhance comprehension of the forensic activities sequence.  
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Figure 22: Create New Investigation Page
 (Source: Self-Created in Visual Studio Code) 
The page to create a new digital forensic investigation is presented in Figure 22. The interface enables the users to add the specifics of the investigation and then proceed with gathering of evidence, analysis and producing a report in the Digital Forensic Investigation Platform. 
The system design is finalized with the implementation of the “Digital Forensic Investigation Platform” that can now be used as a working web application that could help digital forensic investigations. It is intended to be a modular architecture with the User Experience, application logic, Evidence Processing, Database Management and Reporting modules being different. This makes the system maintainable and implements its parts in some roles in the investigational process. As Javed et al. , (2022) argue, the isolation of the investigative functions into independent modules that are however interdependent in digital forensic systems makes them efficient, scalable and reliable.
The front-end UI was created with HTML, CSS and the Bootstrap; all of which would accommodate a responsive and easy to use design. The central work area through which investigators can view investigation cases, upload evidence, view results, view timelines and produce reports. Structured navigation enables the investigators to navigate easily among the different investigation modules and the use of the authentication form ensures that only authorised individuals are granted an access to the platform. The interface was designed as a simple interface to ensure that the user will not make mistakes when using the program and to optimise the operation of the program during a forensic investigation.
The backend was developed using the Flask web application framework that redirected requests to the authentication, user session storage and communication with the database. Evidence files are posted on Flask where user queries are accepted and user request processing is done by executing appropriate application logic and analysis results in the form of interactive web pages. A digital investigation platform can be created using lightweight web frameworks since they provide flexibility and simplicity of incorporation of modules forensic processing [36].
Data related to the investigations is included on the platform on an SQLite database in the following sections: data regarding user accounts or cases of investigation, data regarding uploaded evidence to the investigation, data regarding findings made by the investigation, data regarding timeline events, data regarding the decisions of the investigator. Recorded CSV files are extracted, data structures verified, timestamps normalised and evidence of automated analysis is provided to give a consistent structure to the data and give an added layer of validation. The acquired evidence is subsequently forwarded to the Rule-Based Analysis Module which applies a range of rules, to detect suspicious activity- such as when a user repeatedly signs in to a computer, attaches to an USB storage device, accesses sensitive files, browses the web or looks through the browser history. Any known object is put into the database and presented in a chronological fashion, which allows the investigators more easily follow the history of a digital incident. Who elaborated that it will improve consistency in investigation and enable knowledge openness by employing familiar knowledge to examine digital evidence, rule-based reasoning is useful in forensic investigations [38].
[bookmark: _Toc236515157]4.9 Chapter Summary
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Figure 23: Application Running Process
 (Source: Self-Created in Visual Studio Code) 
In Figure 23, the running of the application is shown as the system is progressing. The figure illustrates the effective work of the Digital Forensic Investigation Platform to confirm that the developed application is working properly and is able to facilitate the entire process of the process of digital forensic investigation. 
The chapter showcases the design and development of the proposed framework, "Digital Forensic Investigation Platform," which demonstrates the unified web-based environment that incorporates every component required to support the process of digital forensic investigation, such as case management, evidence processing, rule-based analysis, timeline construction, and report generation. System requirements, overall architecture, overall workflow, database design, basic algorithms, and technologies used in the implementation are all discussed here that will be needed to conduct efficient forensic investigation. The investigation process is more structured and combining it with automated analysis of the evidence, digital forensic systems will be more reliable, consistent, and effective [10]. 
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[bookmark: _Toc236515158]Chapter 5: Results and Discussion
[bookmark: _Toc236515159]5.1 Introduction
The rest of the chapter is dedicated to conducting an evaluation of the proposed "Digital Forensic Investigation Platform" in terms of its functionality, performance, transparency, and contribution towards digital forensic investigations. The centre of the assessment is the prototype developed during the given research and attempts to assess such functions as digital evidence processing, rule-based analysis, development of investigation timeline and structured creation of forensic reports. To judge the viability and reliability of digital forensic systems, it is crucial to evaluate the system [26].
[bookmark: _Toc236515160]5.2 Experimental Setup
The "Experimental Setup" aimed at conducting experiments with the proposed Digital Forensic Investigation Platform in an experimental controlled setup to assess the functionality and performance of this platform. This test covered and verified the capability of the system to handle forensic evidence, detect suspicious behaviour, reconstruct investigation timelines and generate structured investigation reporting. To assure that the modules were operating as per its functional requirements, a Test environment has been established to test every single module systematically. Barik et al.   (2022) claimed that it is imperative to validate the reliability and effectiveness of an investigation system for DF in a structured experimental environment. It was tested on the computer having an AMD Ryzen processor, 8 GB RAM and windows 11 (PC OS). This programming environment included Python 3.x, Flask web framework, SQLite database, and Visual Studio Code programming tool, and the Pandas library to act as the evidence processing engine. The User Interface (UI) otherwise referred to as the screens was created using HTML, CSS, and Bootstrap and will be responsive and user-friendly when engaging with information in an investigation.
	Component
	Specification
	Purpose
	Outcome

	Hardware
	AMD Ryzen Processor, 8 GB RAM
	System execution
	Stable operation

	Operating System
	Windows 11
	Development platform
	Compatible environment

	Software
	Python, Flask, SQLite, Pandas
	System implementation
	Successful integration

	Dataset
	CSV forensic artefacts
	Evidence analysis
	Rule validation

	IDE
	Visual Studio Code
	Development and testing
	Efficient implementation


Table 5.1: Experimental Setup
The system was tested on several test cases including: user authentication, case management, evidence upload, rule-based detection, timeline generation and report generation. Even the creation of the experimental arrangement, therefore, provided a solid foundation to test the overall efficiency and usability of the proposed digital forensic investigation platform.
[bookmark: _Toc236515161]5.3 Functional Testing
During the "Functional Testing" phase, the proposed Digital Forensic Investigation Platform was checked to see if it met the functional requirements and functioned properly in normal use. The process of testing the integrated system was needed to make sure that there is no single error in the entire investigation process and every separate module should be tested prior to the end-to-end testing [11]. The main areas that were evaluated were User authentication, Case management, Evidence upload, CSV processing, rule-based evidence analysis, Evidence timeline generation and Evidence report generation. The affirm that before digital forensics can be applied in a digital forensics’ investigation, it is significant to undertake systematic functional testing of digital forensic tools to assure their correctness and reliability when implemented [32]. Testing of the user authentication module was carried out to ensure that the user could log into the system and that the proper screening of authorised users is implemented. The evidence upload module has been tested with a number of CSV-based event logs (Windows, the Web browser, USB activity reports and file metadata). The files uploaded were successfully validated prior to processing them with Pandas. The CSV processing module could also extract evidence-relevant forensic parameters, helpful timestamps and also prepare the evidence to be analyzed using the automated method. Accurate processing of the forensic artefacts is critical to effectively analyse the chain of evidence and build a time framework [16].
	Test Module
	Test Objective
	Expected Result
	Actual Result
	Status

	User Authentication
	Verify secure login
	Successful authentication
	Passed
	Pass

	Case Management
	Create and manage cases
	Correct data storage
	Passed
	Pass

	Evidence Upload
	Upload CSV evidence
	Successful upload
	Passed
	Pass

	CSV Processing
	Validate and process files
	Correct data extraction
	Passed
	Pass

	Rule-Based Detection
	Detect suspicious activities
	Accurate detection
	Passed
	Pass

	Timeline Generation
	Display chronological events
	Correct timeline
	Passed
	Pass

	Report Generation
	Generate investigation report
	Successful report creation
	Passed
	Pass


Table 5.2: Functional Testing Results
[bookmark: _Toc236515162]5.4 Performance Evaluation
The "Performance Evaluation" was used to determine the efficiency of the Digital Forensic Investigation Platform's operation by assessing its accuracy of processing digital evidence and its ability to process it within an acceptable response time. Five key performance indicators were taken into account, namely: Detection Speed, Processing Time, Memory Usage, Response Time, and Accuracy of Rule Detection. These indicators were chosen because they represent the real-life demands of a digital forensic investigation system, on a real-life dataset [11]. 
With Evidence Analysis, the Rule-Based Analysis Module was capable of detecting predefined suspicious events by using fixed forensic rules. Every event detected was placed in the database and presented to the investigators for checking if they meant to add some or remove some of the events before compiling the final report of the investigation. The created timeline successfully serialised the forensic events by the time received in the events, allowing the accurate reconstruction of the digital incidents. An efficient timeline construction will help investigators to understand the sequence of events and even enhance the interpretation of the digital evidence for the attack during the investigative process [6].
	Performance Metric
	Evaluation Criteria
	Observation
	Result
	Assessment

	Detection Speed
	Identification of suspicious events
	Fast and consistent
	Satisfactory
	Efficient

	Processing Time
	CSV evidence processing
	Completed successfully
	Satisfactory
	Efficient

	Memory Usage
	System resource consumption
	Stable during testing
	Acceptable
	Efficient

	Response Time
	User interaction performance
	Responsive interface
	Good
	Efficient

	Rule Detection Accuracy
	Identification of predefined rules
	Correct findings generated
	High
	Reliable


Table 5.3: Performance Evaluation Results
[bookmark: _Toc236515163]5.5 System Transparency and Explainability
The "System Transparency and Explainability" evaluation focuses on the ability of investigators looking into a Digital Forensic Investigation Platform to gain insights into the "how" and "why" of each forensic discovery. In contrast to more complex artificial intelligence systems, where the prototype created is based on "rule-based analysis" that detects every suspicious event by applying predetermined rules. Through this, investigators can trace each finding straight back to the evidence that led the investigation. This will increase appraisal assurance by connecting each finding to the evidence that moved the investigation. According to Ramadhani et al. (2021), rule-based reasoning would improve transparency, which would occur by using predefined knowledge or facts to better enable users to understand decision-making processes within digital forensic investigations.
The site includes an “Investigator Validation” option which allows one to “accept” or “reject” individual findings based on the supporting evidence. This can help ensure automated analysis can help, not replace, professional judgment. Investigators will continue to cross-check if each detected event should be part of the investigation report. In digital forensic activities, Barik et al. (2022) stated that digital forensic tools should offer evidence analysis helping to the decision making of the investigator while keeping human intervention in the workflow.
[bookmark: _Toc236515164]5.6 Comparative Analysis
The "Comparative Analysis" provides an evaluation of the capabilities of the proposed Digital Forensic Investigation Platform with some widely known digital forensic investigation platforms, such as Autopsy, FTK, EnCase, Volatility, and the traditional manual digital forensic investigation approach [17]. The comparison is based on the following evaluation points: automation, timeline generation, reporting, ease of use, cost, and transparency. This analysis has shown the usefulness of the prototype developed and how some commercial forensic tools offer extra functions. Analysing digital forensic tools can be used to identify their strengths, weaknesses, and applicability in different scenarios [24].
	Feature
	Proposed Platform
	Autopsy
	FTK
	EnCase
	Volatility

	Automation
	Rule-based automated detection
	Partial
	Advanced
	Advanced
	Limited

	Timeline Generation
	Integrated chronological timeline
	Available
	Available
	Available
	Limited

	Report Generation
	Automated investigation report
	Available
	Advanced
	Advanced
	Manual

	Ease of Use
	High
	Moderate
	Moderate
	Moderate
	Low

	Cost
	Low (Open-source prototype)
	Free
	Commercial
	Commercial
	Free

	Transparency
	High (Rule-based reasoning)
	Moderate
	Moderate
	Moderate
	Moderate


Table 5.4: Comparative Analysis of the Proposed Platform and Existing Digital Forensic Tools
The suggested platform points to several benefits in the aspects of transparency and accessibility. The developed system is specially designed with a predefined "rule-based analysis", which allows forensic investigators to interpret the reasons behind the identification of each suspicious event, unlike commercial forensic software[17]. Each finding will be tied to the forensic evidence immediately with the associated detection rule, so investigators can verify the forensic evidence before they create such a report. This is a clear strategy that facilitates uniformity in decision-making and enhances users' trust in forensic investigations. According to Ramadhani et al. (2021), the use of a rule-based expert system enhances the transparency of an expert system because it is always possible to trace every conclusion back to a knowledge rule, which itself is explicitly formulated.
These tools, however, may require more technical expertise or commercial licensing, which may make them less attainable in the education space or prototyping research. This new platform targets the main functions needed for forensic investigation, such as upload and support of evidence, automatic rule detection, timeline creation and validation by an investigator, and a structured report, which are the main goals of this research, in a simplified web-based medium. According to Mahdi Salih and Ibrahim (2023), the selection of appropriate forensic tools requires consideration of the functionality, usability, cost, as well as the specific needs of an investigation.
[bookmark: _Toc236515165]5.7 Discussion of Findings
The results of this study confirm that the main objective of the study, i.e., the development of a web-based system which is able to support automated evidence analysis via “rule-based detection”, was successfully met. The prototype implemented unified case management procedures involving: Evidence upload, user authentication, case management, CSV processing, timeline reconstruction, investigator validation, and report generation. The functional and performance assessments were carried out to validate the platform and verify its investigation outcome in the specified testing conditions. According to cited by Casino et al. (2022), a modern digital forensic system is required to consist of evidence processing, analysis, and reporting to attain efficient investigation and maintain the integrity of the digital evidence.
The results find that the platform was able to meet the research purposes set at the start of the study. The design of a digital forensic investigation platform has been fulfilled with the creation of a modular platform that utilises Flask, SQLite, and Pandas. The first goal, which involved creating a digital forensic investigation platform, was accomplished by developing a modular design using Flask, SQLite and Pandas. The second goal (automated evidence analysis) was achieved through the integration of pre-defined forensic rules to identify failed login attempts, compromised device (USB) connections, evidence from sensitive files, and related events in the browser history. The third objective, timeline reconstruction, was achieved by dictating forensic events of an incident in chronological order to support digital incident reconstruction. The chronological timeline analysis is a method introduced by Bhandari (2022) that can help investigators grasp the sequence of digital events better and thus better analyse the digital forensics evidence.
In addition, the investigator validation capability allows for human judgment to continue to play a role in the decision-making process, thus boosting confidence in the generated findings. The combined features highlight the platform's clean and easy-to-use environment for digital forensic investigations. The investigative lifecycle could assist in making the evidence process more reliable and consistent, as declared by the authors [3]. 
[bookmark: _Toc236515166]5.8 Chapter Summary
The chapter has been functionally tested and performance tested to make sure that the proposed "Digital Forensic Investigation Platform" is really useful, transparently tested to check the transparency of the platform, performance assessed, and analysis of this platform was carried out by comparing it with similar platforms and a discussion of the research findings. The results showed that the prototype successfully implemented the four functional requirements that are required for a secure application, which are: secure user authentication, case management, evidence processing, "rule-based analysis," and timeline reconstruction, investigator validation, and automated report generation in the integrated web-based environment. An effective and efficient digital forensic system should incorporate effective and efficient evidence decomposition, and developed investigation process, and effective reporting, which all have a role in supporting investigative decision-making [26].
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[bookmark: _Toc236515167]Chapter 6: Conclusion
[bookmark: _Toc236515168]6.1 Introduction
This chapter is meant to conclude on the general research findings and assess how effective the proposed rule-based digital forensic investigation platform was regarding its intended goals. In addition, the chapter talks about the research contributions, research limitations, as well as recommendations towards future development. To illustrate the importance and findings of digital forensic research, structured conclusions are needed [1].
[bookmark: _Toc236515169]6.2 Summary of Research
With the research responding to the increasing necessity of a transparent and efficient method for digital forensic investigations, a framework called a Rule-Based Digital Forensic Investigation Platform to enable automated analysis of evidence was developed. Traditional forensic examinations usually include physical examination of evidence, which can be lengthy and potentially decrease the effectiveness of the investigations. Therefore, the research was aimed at developing a web-based system that would assist investigators with the help of systematic evidence processing, rule-based detection, time reconstruction, investigator validation, and automatic report generation. According to Adam and Varol (2020), the introduction of intelligent processes into digital forensic investigation enhances evidence management and helps decision-making throughout the investigation life cycle.
Flask, HTML, CSS, Bootstrap, SQLite, and Pandas were used in the proposed platform to support a modular architecture, allowing secure authentication, investigation management, evidence upload, CSV processing, and automated analysis with a predefined set of rules used in forensic analysis. System assessment revealed that the prototype was effective in delivering reliable functionality in all implemented modules, which included the generation of timestamps and the creation of a PDF report. The results confirmed that the developed platform is a practical and transparent solution to the backup of digital forensic investigations as well as achieving the objectives of the research provided in the current study. The well-organised forensic analysis enhances digital investigations by aiding in the detection and analysis of events concerning security [15].
[bookmark: _Toc236515170]6.3 Achievement of Objectives 
The study was able to fulfil the goals of the research when starting. The former was achieved by the design and development of a web-based digital forensic investigation platform based on a modular architecture. The second goal was met through the use of rule-based analysis, which is able to detect suspicious activities on uploaded forensic evidence. The third aim was achieved in the form of the creation of chronological forensic timelines, which helped in the reconstruction of the events. Lastly, the automated PDF report generation resulted in greater documentation of investigation findings as well as increased transparency during investigations. According to Dimitriadis et al. (2022), the efficiency of investigations can be enhanced by structured forensic systems that aid in supporting the timeliness of evidence analysis and informed choices.
[bookmark: _Toc236515171]6.4 Conclusion 
The study has shown that the suggested Rule-Based Digital Forensic Investigation Platform offers a viable solution to enhancing efficiency and transparency of digital forensic investigation. The platform has been able to support the entire investigation process by incorporating robust user authentication, case management, evidence processing, rule-based detection, forensic and timeline generation, as well as investigator verification and automated PDF reporting to provide a single web-based platform. The modular architecture also offers a safe bedrock for prospective improvements and remains simple and easy to use on the educational and prototype surrounding. According to Adam and Varol (2020), a successful digital forensic process must combine well-designed evidence management and smart decision-making to enhance the effectiveness of investigations.
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[bookmark: _Toc236515172]Chapter 7: Reflection and Future Work
[bookmark: _Toc236515173]7.1 Introduction
This chapter will reflect critically on the knowledge, skills, and experience that were gained during the process of formulating the Rule-Based Digital Forensic Investigation Platform. It also talks about future development opportunities and how the platform may be fine-tuned to have new tools and end-state search-and-seizure technology.
[bookmark: _Toc236515174]7.2 Skills Developed
This project has enabled me to grow tremendously through building my technical and academic skills. I enhanced my research capabilities by reading online material on digital forensics and examining available investigation models to aid in making system design reforms. My understanding of programming was developed by applying the Flask platform based on Python, HTML, CSS, Bootstrap, SQLite, and Pandas. The real-life experience of working with databases and processing evidence enhanced my knowledge about structured development of applications. Moreover, the ability to find solutions to implementation issues that entail rule-based detection, processing of CSV evidence, generation of timelines, and creation of reports enhanced my problem- solving skills and critical thinking. These experiences have helped to form a better base for future software development and digital forensic projects.
[bookmark: _Toc236515175]7.3 Challenges Faced
The development process included several technical and practical issues, which needed to be planned carefully and improved all the time. Performing solid rule-based detection that could be used to detect suspicious activities using uploaded CSV evidence and provide consistent results in analysis was considered one of the major obstacles to overcome. Further challenges were witnessed in the labelling of forensic timelines, which had to be properly sequenced the events in a chronological manner. In order to test the platform, we had to perform repeated validation to make sure the evidence processing, report generation, and user authentication worked in all investigation scenarios. The value of proper planning, testing, and problem-solving was also underlined due to the need to regulate development activities and responsiveness to the timeframe of the project.
[bookmark: _Toc236515176]7.4 Lessons Learned
This completed work gave important information about the principles and practice of the so-called digital forensic investigation and the need to create transparent systems of evidence analysis. The project was able to show that methods of conducting investigations based on rules would enhance consistency, but also enable the investigators to have a sense of how the findings were created. Additionally, the software engineering practice that evolved through the process further supported the importance of modular system design, database management, system testing, and documentation [31]. The undertaking of the research also enhanced academic writing, literature review, and analysis as the researchers showed how information on theoretical aspects through research implementation should be relevant and consistent in a practical system to achieve credible and effective research results.
[bookmark: _Toc236515177]7.5 Future Work
The proposed Rule-Based Digital Forensic Investigation Platform offers a good starting point towards the next level of enriching the platform with upcoming technologies and other extended capabilities of the forensic department. Newer versions will be able to use Deep Learning methods to detect higher-order behavioural trends and novel cyber threats and facilitate smarter evidence analysis. Moreover, it would be possible to incorporate the so-called Cloud Forensics to conduct safe investigations of the cloud-based environment, and the so-called Mobile Forensics could be offered to cover smartphones and other mobile devices. The explainable digital forensic technologies are recommended to deliver human-interpretable evidence to enhance transparency and inform the decisions made during investigations [14].
Moreover, the developmental process might consider applying a quasi-real-time threat detection tool in the future to track digital events in real-time and send timely notifications on suspicious events. Combining several accountable artificial intelligence models can be an additional way to enhance analytical accuracy, retaining clear reasoning that could be comfortably comprehended and confirmed by an investigator. The innovative forensic investigation tools and proactive cyber defence systems will become all the more critical in terms of responding to the changing digital security challenges and contributing to more efficient forensic investigations [33].
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