Group 1:
Evelyn Ohiku
Komal Nakum
Fozia Malek

Strategic Security Governance Plan for TechTraders Ltd.
1. Introduction
TechTraders Ltd. is an online shopping company that sells electronics, clothing and household goods through a website and mobile app.
The company stores important information such as:
· Customer names and addresses
· Email addresses and phone numbers
· Login details and passwords
· Order information
· Payment details
Because this information is valuable, TechTraders Ltd. needs a clear security plan to protect its customers, systems and business.

2. Security Governance
Security governance means how the company manages and controls information security.
Important points include:
· Senior management should support security.
· Security roles must be clearly assigned.
· Employees must follow security policies.
· Risks should be identified and reviewed regularly.
· Security should support the goals of the business.
Security is not only the responsibility of the IT department. Everyone in the company has a role to play.

3. Main Security Objectives
TechTraders Ltd. should aim to:
· Protect customer and company information.
· Keep the website and mobile app available.
· Prevent unauthorised access.
· Prevent information from being changed without permission.
· Detect and respond to cyberattacks quickly.
· Follow data-protection and payment-security rules.
· Maintain customer trust.
The three main principles are:
· Confidentiality: Only authorised people can access information.
· Integrity: Information remains correct and unchanged.
· Availability: Systems and information are available when needed.

4. Data Classification
Data classification means grouping information based on how sensitive it is.
Public
Examples:
· Product descriptions
· Prices
· Advertisements
· Company contact details
Internal
Examples:
· Staff procedures
· Training documents
· Internal emails
· Stock reports
Confidential
Examples:
· Customer names and addresses
· Order history
· Employee records
· Supplier contracts
Restricted
Examples:
· Passwords
· Payment information
· Administrator login details
· Encryption keys
Important controls include:
· Encryption
· Strong passwords
· Multifactor authentication
· Role-based access
· Secure deletion

5. Risk Assessment
A risk assessment helps the company understand what could go wrong.
TechTraders Ltd. can use the NIST Cybersecurity Framework.
Its main areas are:
· Govern
· Identify
· Protect
· Detect
· Respond
· Recover
The company should:
1. Identify important assets.
2. Identify possible threats.
3. Identify vulnerabilities.
4. Check existing controls.
5. Measure likelihood and impact.
6. Decide how to reduce the risk.
Risk can be calculated as:
Risk = Likelihood × Impact

6. Main Threats
Possible threats include:
· Phishing attacks
· Ransomware
· Hackers
· Payment fraud
· DDoS attacks
· Malicious employees
· Stolen devices
· Third-party attacks
· Human mistakes

7. Main Vulnerabilities
Possible weaknesses include:
· Weak passwords
· No multifactor authentication
· Outdated software
· Poor cloud settings
· Too many administrator accounts
· Lack of staff training
· Insecure mobile apps
· Poor backups
· Lack of monitoring

8. Gap Analysis
A gap analysis compares the company’s current security with the security level it wants to achieve.
The process should include:
· Review current policies and controls.
· Identify missing or weak controls.
· Compare current security with standards.
· Prioritise the most serious gaps.
· Assign each action to a responsible person.
· Set deadlines for improvements.
· Test the controls after implementation.
Examples of security gaps include:
· No multifactor authentication
· Weak patch management
· Untested backups
· Poor monitoring
· No formal incident-response plan
· Excessive employee access

9. Effects of a Malware Attack
Malware can enter through phishing emails, infected files, weak software or compromised suppliers.
Possible results include:
· Website and mobile app downtime
· Lost sales
· Stolen customer information
· Payment fraud
· Encrypted files
· Damage to the company’s reputation
· Legal and recovery costs
· Loss of customer trust

10. Exposure of Confidential Information
A data breach may expose:
· Customer names
· Addresses
· Email details
· Passwords
· Payment information
· Order history
· Employee records
Possible consequences include:
· Identity theft
· Fraud
· Account takeover
· Legal action
· Regulatory investigation
· Financial penalties
· Loss of customers
· Damage to reputation

11. Security Countermeasures
Preventive controls
These stop attacks before they happen.
Examples:
· Multifactor authentication
· Strong passwords
· Firewalls
· Encryption
· Staff training
· Software updates
· Email filtering
· Secure coding
· Role-based access
Detective controls
These help identify attacks.
Examples:
· Security logs
· Intrusion-detection systems
· Login monitoring
· Vulnerability scanning
· Antivirus alerts
· Fraud alerts
· Penetration testing
Corrective controls
These help the company recover.
Examples:
· Incident-response plans
· Malware removal
· Password resets
· Backup restoration
· Disaster recovery
· Customer notification
· Lessons-learned reviews

12. System Hardening
System hardening means making systems more secure by removing unnecessary weaknesses.
Important hardening activities include:
· Remove unused software.
· Close unused ports.
· Disable unnecessary services.
· Change default passwords.
· Apply security updates.
· Remove old user accounts.
· Limit administrator access.
· Enable firewalls.
· Encrypt stored information.
· Use secure system settings.
The purpose of hardening is to reduce the number of ways an attacker can enter the system.

13. Incident Response
TechTraders Ltd. should have a clear incident-response plan.
The main stages are:
1. Preparation
2. Detection
3. Reporting
4. Investigation
5. Containment
6. Removal of the threat
7. Recovery
8. Communication
9. Lessons learned
Employees should know how to report suspicious emails, malware or lost devices.

14. Third-Party Security
TechTraders Ltd. may use outside companies for:
· Payment processing
· Cloud services
· Delivery
· Email
· Customer support
The company should check:
· What information suppliers can access.
· How suppliers protect information.
· How incidents will be reported.
· Where information is stored.
· How information will be deleted.
Security requirements should be included in supplier contracts.

15. How Security Supports Business Success
Good security helps TechTraders Ltd. by:
· Building customer trust
· Protecting sales and revenue
· Reducing fraud
· Preventing website downtime
· Supporting legal compliance
· Protecting the company’s reputation
· Helping the business recover from incidents
· Supporting safe business growth

16. Main Recommendations
TechTraders Ltd. should:
· Use the NIST Cybersecurity Framework.
· Create clear security policies.
· Classify information properly.
· Carry out regular risk assessments.
· Use multifactor authentication.
· Keep software updated.
· Limit employee access.
· Monitor systems regularly.
· Protect the website and mobile app.
· Maintain and test backups.
· Train employees.
· Create an incident-response plan.
· Assess third-party suppliers.
· Report important security risks to management.

Conclusion
TechTraders Ltd. depends on its website, mobile app, customer information and payment systems.
A strong security-governance plan will help the company:
· Protect customer information
· Reduce cyber risks
· Prevent business disruption
· Maintain customer trust
· Support future business success
The company should combine risk assessment, data classification, security controls, system hardening, employee training and incident response to protect its systems and customers.

