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Abstract - This report is basically based on building a centralised system of Information Technology within a newly formed UWTSD from precursor TSD and SMU along with running devices connected to them to software to carry out day by day operations. The report has several layers such as implementation and explanation of the system and designing and ends with a detailed analysis and conclusive results.
Introduction


In this era, the use of Information technology is gradually increasing. Enterprises as well as institution are getting dependent on IT technologies and equipments. Data is increasing day by day from Terrabytes to Zettabytes [2]. There is always a need to host these devices on the web which generally raise a concern about building a data warehouse. This warehouse is built by data centre. For this managing of data is required. A data centre helps in this field and provides a facility that profoundly centralises an institution’s IT operations and equipments. Apart from this, data centre manage, stores and determines its data.

 UWTSD Goals
For successfully functioning of the system some basic goals are to be set. For the implementation and analysis of the UWTSD, following goals are set:

Research on universities is conducted who has this kind of network system. I have researched on the implementation of IT system in these universities. Documentations of various access levels are made and studied. I am also aware of various important IT sections and rules of UWTSD. Being aware of the project budget is necessary as it lack in budget money can stop the project midway [1]. The schedules, such as implementation dates and deliver dates are made clear prior to implementation. Induction and provision tracks are set up. A thorough Design network is totally affected by the university policy. Utilisation of Information Technology facilities are made correctly.

Representation of UWTSD 

In this context merging of both SMU and TSD has been done. These two universities implies an exponential rise in the number of devices in the newly formed UWTSD Campus which is the merging of both single systems, and it is obvious that a raising in the number of manageable resources and security threats in these systems will happen. In this period of time while merging, design of the system taking both the universities into account will be a bit complicated. Designing of the topology for the newly formed SMU and TSD campus becomes a bit challenging due to few factors. The network design of the topology is done in Cisco packet Tracer Instructor. This model has maximised network performance, network availability and scalability [3]. That is why this model is widely preferred in this type of networking. However, all the sections contain different layers and devices. This will be discussed in details below:

 Internet Service provider: The basic service provider to the whole system is the internet. The internet provides connection to the server room as well as both the college campuses. It provides connection to the server room through a Router and provides connection to both the campuses through two separate multilayer switches. 

Multilayer switches: These are two main switches which connects the internet Service Provider to the Hubs of the campuses. It basically plays the role of the core layer as well as the distribution layer by interconnecting both the campuses with the Internet Service Provider as said above. The boundary under which the multilayer switches have been set indicates the position of the switches. It is evident that the switches are connected parallel to each other to provide redundancy in the internet network.

Server room: The main work is done in the server room. The main servers will be rented from an external entity or organisation on Contract Terms render available to UWTSD over the internet. This server distributes required connections to both the campus without interruption. The decision is made on the basis of cost of hosting the servers and services it offers internally judged too high but instead could be access via the web. There are a variety of services offered by the server room such as, Mailing options (Office 365), an online storage system, web servers for various websites used on the campus. It also provides File server for the transmission of files such as lectures, CELCAT attendance system and Database to host most university folders shared between staffs and students.

TSD Campus: The TSD campus is the first of the two campuses where the network connection is to be distributed. It has a main Hub which is connected to multilevel switches. Its location is very different from SMU and will be hosting different devices on the campus. Policies and Directories set up to enable students and staffs access some university contents such as shared online libraries.

SMU Campus: Just like TSD campus it is connected to a multilevel switch and hosted by a Hub. The internet connection and several networks are distributed in the campus by those multilevel switches connected to the Internet Service Provider or the server. It is basically designed just like the first campus. But it is considered as the main campus as it contains the main multilevel switch. It contains student’s portal and help them in sharing university contents across the campus. It also gives access to several other servers as well as websites under them.

Balancing

Network load balancing is commonly a term referred to dual-WAN Routing or multihoming kind of networking. It is the ability to balance traffic across networking by introducing balancers where one balancer receives traffic while others transmit failure of the receiver another load is elected to perform the task. The balancers basically balances network sessions such as web services, email services, portal sharing, etc within the network topology [5]. Topology balancers are therefore introduced and implemented in this project. They are introduced at the layer of switches from where they can contact with the external layer and establish a connection for the servers located at the firewall level in the premises of another organisation.

Scalability 

When talking about networking, the term scalability automatically comes into existence and plays an important role. Scalability is basically the ability to scale up, down, In and Out plays an important role in the design the network dependant on the business or enterprise or any kind of organisational requirements. It also handles growing amount of work in the organisation making the pressure of work less on the networking system. It is always implemented on the basis of properties of systems. It performs through the interaction of various multilayer switches. It is considered as the growth rate of the network system. Sometimes it also depends on how the devices in the network system are responding to it. 

Security

Security in the networking system is basically referred to as the safety of the system while implementing. Safety issues arise even when building or just designing the network to prevent it from hackers or illegal cyber attackers. While implementing the network model, few things should be kept it mind such as, Identification of network devices, risk evaluation and development of protection strategies [4]. In UWTSD very Hub is secure and prevents any kind of antivirus to enter in the system. Every device on the campus is protected with firewall security. All these measures make the systems on both the campus secure at network level. Provisions for using single databases by a third part are accessed by the main network system. 

Securing of the socket layer 

SSL or the secure socket layer is basically a protocol that falls under computer networking system. It is used for securing connections between the network application layers or client and servers over the insecure or not so protected network like the internet.SSL basically works on encryption. It encrypts the primary key and the symmetric key in the whole networking system. SSL basically runs above the transport layer and the network layer of the system. In the UWTSD networking implementation, a trustworthy network between the client and the server is made.
Fault Tolerance of the networking system
In any networking system a fault tolerance system is to be installed at the beginning of the system [6]. Fault tolerance prevents the network system from hampering due to fault in any one or more of the nodes, hubs or switches. If a certain node or hub or switch falls or get defected, the fault tolerance system will still try to make the system continue working. Faults can either be physical or logical. Physical faults is defines as adding of switches or hampering of existing switches whereas logical fault constitutes of adding more branches to the network system or installing new software in the network system. Apart from this, sometimes malware in the system happens due to the breakdown of the firewall system. 

Availability and network performance of the system
Monitoring the network performance is necessary for a network system. Bandwidth monitoring is one of them. Using SNMP and packet flow, the bandwidth of the network can be monitored. Apart from this, performance is monitored on a day to day basis. The monitoring tools check other things like the network speed, network load, CPU performance of each device on both the campuses. Monitoring UWTSD network is done using some commonly available software like PagerDuty, SpiceWork, and SolarWinds. This software basically checks Accuracy, off load, efficiency, Latency, Delay variations, etc on the network system.

Energy Usage and Management in the network system

Energy system is primarily imported to an Information Technology system to supply energy to the end users of that system. It is a centralised system. UWTSD manages its energy system from a rented energy supplier for its network system in both TSD and SMU campuses. It considers hosting its Data Centres like this. 

Internet Server Farm of the system
Internet server farm is basically refers to the web servers that are running and hosting on both the campuses. These web applications are accessible over the internet by the companies and portals or students across both the campuses. These can give many accessibility like cloud storage; cloud SQL, etc on the server to store Data forever.  

Affordability of the system
Affordability is simply the economic cost of implementing a network system by a company or organisation. For networking implementation in UWTSD the budget has been clearly elaborated at the beginning of the implementation process. The process is effective from all points of view including the cost or total budget [8]. 

Manageability of the system
As the network system is shown through Cisco Packet Tracer Instructor, the system has good manageability features. Cisco is popular for deploying features containing scalability and server storages of network servers. 

 Cache

While the content access multiple clients in the network system, a large cache memory is required such as RAM. RAM can be very advantageous as it temporarily stores any previously saved or retrieved Data or later erasing up and re-accessing. UWTSD basically is managing already existing universities, so memory cache is implemented in each network layer.

Risk Management in the whole system
In this context, risk management is a very important point. It refers to the identification and estimation of the network system’s most vulnerable part which can affect the whole system. To manage Risk in the network layer UWTSD should focus mainly on the server room. The server room holds all the important connecting devices which connect both the campuses to the network service provider. There may be a problem in any of the devices which can affect the whole system in the TSD and SMU campuses. 

Critical evaluation 

First of all, the location of the system is to be discussed. The implementation and deployment of the system is basically done in three geographical locations such as Server Room, SMU campus and the TSD campus. For that reason it is obviously a large networking system with a lot of layers. The data moves on the internet from one place to another. Provision of power savers and backup devices are deployed in each of the location [7]. Agreement has been signed with the third party data centre to provide facilities like maintenances and implement of hardware systems. It also provides mailing system, applications like Office 365, etc on contract terms as these are third part agreements. 

Conclusion

In this report, the centralisation and management of Information Technology system is shown. Apart from this the implementation and deployment is also discussed on various levels of the networking system. The technical operation is merged by UWTSD to precursors TSD and SMU. The model which is implemented in this case has various sub divisions like network layers and network topologies. All of these work on their own field and make the implementation successful. It also allocates many useful features in the system such as Load balancing, SLL offloader, scalability, security, network availability, maintenance, fault tolerance, Network performance, Energy usage and management, etc. All of these are already discussed in details above. Apart from this memory management is discussed which is very important in this kind of network topology. Security in this networking model plays an important role as well. the network model is deployed through Cisco Packet Tracer Instructor. 
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