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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about network scanning methodologies, scanning tools, countermeasures and system hacking, which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:



1. Research further on the following:
a. Brute force attacks
b. Cain and Abel
c. Trinity rescue Kit
d. Crackers
e. NTFS
f. Kernel level rootkit
Work in groups of two or three, Present your findings & understanding to the class. Relate your findings to system hacking, scanning and defense.




2. Inform the IT Director of Swansea Security Consulting Company why one tool is not appropriate to solve all hacking or security issues on a network and why as a Network Security Specialist it is important to constantly research and use updated tools. 

3. [bookmark: _GoBack]You are employed by Swansea Security Consulting Company as a security tester, who has to research any new tools that will help you to perform your duties. It has been noted that some open sources tools your company used lack simplicity and clarity or don’t meet the company’s expectation. Your IT Director asks you to research new or improved products on the market.
Based on this information, write a report for your IT Director describing four port-scanning tools that might be useful to the company. Different port scans might elicit different information; your report should include the port scan types such as SYN, ACK, FIN, etc.
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