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[bookmark: _Toc129340268]Introduction
The following assignment is a showcase of a group task work we were asked to complete which is building and deploying a Type 2 Hypervisor network which was completed using a Virtual machine. We had worked in a group of 4 and were made of students we were all from different streams. Alongside this we were then tasked to do an induvial task which includes a reflection and the group and then individual performances of each group member, as well as talking about active directory network objects. 

[bookmark: _Toc129340269]Part 1
Name of the Team: Team NOS
[bookmark: _Toc129340270]Team Members 
	Student Name
	Student ID

	Alexander Tzafos
	2104846

	James FREW
	2108660

	Josh naylor
	2114259

	daniels zelinskis
	2104718

	
	



[bookmark: _Toc129340271]Team Evaluation (Self Evaluate your Team)
	
	Student 1  
	Student 2
	Student 3
	Student 4
	Student 5

	Student 1
	4
	5
	3
	3
	

	Student 2
	5
	5
	3
	3
	

	Student 3
	5
	5
	3
	3
	

	Student 4
	5
	5
	3
	3
	

	Student 5
	
	
	
	
	


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)Student 2: I believe James was fantastic and so was his knowledge, and his ability to take control

Add your comments on Team Evaluation: (Justify your evaluation)Student 3: Josh was decent, provided a few screenshots but could of done more 
Student 4: Daniels was okay when he attended the lectures but wasn’t often
Student 5:
Student 1: I believe I contributed well to my team with the amount of screenshots I produced



[bookmark: _Toc129340272]Screenshots
[image: ]
Server 1 created 
[image: ]
Server 2 created 
[image: Graphical user interface, text, application

Description automatically generated]
Client 1 created
[image: ]
Client 2 created
[image: ]
Server 1 networks named
[image: ]
Server 1 PublicNet IP set 
[image: ]
Server 1 PrivateNet1 IP set
[image: Graphical user interface, text, application

Description automatically generated]
Disabling fire walls Server 1



[image: ]
Fire walls disabled Server 1

[image: ]
Client 1 network named 
[image: ]
Client 1 PrivateNet1 IP set
[image: ]
Client 1 firewalls being disabled
[image: ]
Client 1 firewalls disabled
[image: ]
Server 1 successfully pinging client 1
[image: ]
Client 1 successfully pinging server 1
[image: ]
Server 2 networks named
[image: ]
Server 2 PublicNet IP set 
[image: ]
Server 2 PrivateNet2 IP set
[image: Graphical user interface, text, application

Description automatically generated]
Server 2 disabling firewalls
[image: ]
Server 2 firewalls disabled 
[image: ]
Client 2 network named
[image: ]
Client 2 PrivateNet2 IP set
[image: ]
Client 2 disabling firewalls
[image: ]
Client 2 firewalls disabled 
[image: ]
Server 2 successfully pinging Client 2
[image: ]
Client 2 successfully pinging server 2

[image: ]Changing Server1 computer name
[image: Graphical user interface, application

Description automatically generated]
Server 1 computer name successfully changed
[image: Graphical user interface, application

Description automatically generated]
Server 1 adding active directory domain services 
[image: Graphical user interface, text, application

Description automatically generated] 
Server 1 active directory domain services successfully installed 
[image: ]
Server 1 DMC1-NT present in domain controllers 
[image: ]
This show the computer file empty
[image: ]
Admin account created
[image: Graphical user interface, application

Description automatically generated]
Admin account added to admin group
[image: Graphical user interface, application

Description automatically generated]
User account created
[image: Graphical user interface, application

Description automatically generated]
User account added to user group
[image: Graphical user interface, application

Description automatically generated]
Access time restricted for user account 
[image: A screenshot of a computer

Description automatically generated]
Client 1 computer name changed
[image: ]
DNS IP assigned as 172.16.1.1. Instructions were to assign 10.10.10.1, but this is the address of the public network, and therefore wouldn’t work for the local DNS server connection 
[image: Graphical user interface, application, Word

Description automatically generated]
Client 1 member of domain changed [image: ]
Admin account successfully logged into to Client 1
[image: ]
User account successfully logged into Client 1
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User account unable to log in to Client 1 due to time restrictions

[image: ]
User account prevent from accessing/logging into Server 1


[bookmark: _Toc129340273]Part 2
A type two hypervisor was used in the above practical task due to the reliance of the existing OS on the host machine when using the Virtual Machine. A type 1 hypervisor would be used if you were running it directly of the host machine’s physical hardware. Due to this and the fact they have direct access to the hardware and no other software, they are considered as the best performing hypervisor for an enterprise. Furthermore because of the use of the host machines hardware it means that then type 1 hypervisor is highly efficient and increase the security significantly, as there is nothing in the way between it and the CPU for an attack to compromise. However, due to fact they don’t use their own hardware it doesn’t that a separate management machine is needed to administer the different VMs and control the hardware. On the other hand, the type 2 hypervisor will enable quick and easy access to an alternative guest OS which will run alongside the primary host system OS, due to this it makes it very good for end-user productivity. Although, the type 2 hypervisor must access computing, memory, and network resources via the hosts OS, which will them grant primary access to the physical machine. However, this can lead to latency issues which in turn will affect the performance. It may also introduce potential security risks is an attacker was to comprise the hosts OS.
DHCP will automatically assignment the IP addresses to fixed and mobile hosts that have been connected either wired or wirelessly. When a new device wants access to a network that is using a DHCP, it will send a request for a new IP address which will then be picked up by the DHCP server. The server will then respond by delivering the IP address to the said device, after the IP address has been assigned it will monitor the use of the address and will then take it back after a certain time once the said device has been shut down. Once this has taken place the given IP address will then be places back into the pool which is managed by the DHCP server ready to be assigned to another new device once connected. You can’t have two users with the same IP address because it would create a conflict where one or both devices could not connect to the network[1].  This is incredibly true because without a DHCP server we could have human error which might assign the same IP address to multiple devices which cause a whole load of errors. 
Ping or packet inter network groper is a computer network utility which will allow users to verify and then test the existence of an IP address to see where it can handle a request. From this it will then monitor the networks latency, device availability and if any packets are lost within the network. Once a ping test is run it will send a data packet across the network which is forwarded to the targeted host via the switch and router. Most of the time about four to five pings will be sent across to test the accuracy. When pinging you will see the duration of the response or the approximate round trip times which is measured in milliseconds. Alongside this it will also include the number of bytes which have been received, how long it takes and the time to live, this will measure how long a data packed will last for before it is discarded by the router. When running the ping command on windows you will need to access the command prompt, then use the ping command which is ping followed by the IP address you require. Once done the ping statistics will be shown. Now compare this to pinging in Linux it is slightly different, to do this the terminal will need to open. Once this terminal is open simply type ping followed by the IP address and it will be set out like windows. 
Server management is the monitoring and upkeep of the different type of servers which are within a network. This will require the admins and the IT technicians to access the hardware, and software that host the serves. From this they will need to make the necessary repairs, configurations and updates when needed. However, server management may vary between the different types of servers. The different types are applications servers which will host the apps and connect with other severs like the database server which will make the data available to the application users. This is web servers which will host websites and pages which will make them available to the clients. As mentioned, there is a database server which will store and manage a huge quantity of data. The virtual servers will save the hardware and computing resources by hosting a multitude of different servers on one piece of hardware in a process known as server virtualization. Finally, there is a proxy server which will monitor the traffic of the network as it gets passed through the clients and other servers. Servers are often under-utilized in their computing capacity by the applications hosted on them. Unpredictable demands due to peak hour usage, and a need for dynamic allocation of computing resources in a server farm, necessitate the use of virtual hosted clients.[2]
A firewall is a network security solution which protects the network from any unwanted traffic. The firewall will block any incoming malware based on a set of pro-programmed rules. A firewall is based on a simple idea that network traffic from a less secure environment will need to be authenticated and inspected before being allowed to move to a more secure environment. This will in turn prevent any unauthorised user, devices, and applications from entering a protected network, however if a firewall wasn’t present then computers and devices from the networks will become fair more susceptible to hackers. The function of a firewall is to examine every incoming or outgoing packet and decide whether to accept or discard it. This function is conventionally specified by a sequence of rules, where rules often conflict.[3]
Personally, I really enjoyed completing the tasks on the worksheet which can be seen above. I felt that doing these said tasks has really helped me test my knowledge and understanding the use of networks in a real-life scenario. Also, I do feel like working within a group as also helped me tremendously and will help me massively in the real world, I do also believe that knowing my group members from pervious lectures does help as it gave us a good foundation to build on when completing the tasks. Another benefit from working in a team which I think is great is when one person might be stuck or confused, they can turn to one of the group members for a hand which me and team members did frequently to aid the group which allowed us to complete the tasks as quick, and efficiently as possible.
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