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3.0 Introduction
Supply Chain Management (SCM), is not new but something that has evolved over the time. The early supply chain’s, were simple steps that moved the product from the place of origin to the point of consumption. (Crandall, Crandall and Chen 2015, p9-10) Christopher Columbus had in input into supply chains back in 1942 when he discovered the Americas. Later, the steam engine and other transportation technologies that reduced the lead time to get from the place of origin to the point of consumption. Local supply chains expanded into global supply chains, which opened new markets and opportunities. (Crandall, Crandall and Chen 2015, p9-10) 
During 2016, The United Kingdom (UK) was the 4th largest importer in the World. Importing a total of $609 Billion, this figure has decreased from $648 Billion (1.4%) since 2011. (Atlas Media, 2018) On the other side, the UK was the 10th largest exporter in the World. Exporting a total of $374 Billion, this figure has decreased from $446 Billion (-3.5%) since 2011. This creates a negative trade balance of $235 Billion. (Atlas Media, 2018) In simple terms the UK exports less than we import, within 2016. However in the future years, this may change considering Brexit and the potential tariffs that may increase? 
The product I have selected for this assignment, is Crude oil which is the UK top 4th imported product totaling $20.9 Billion in 2017 (Atlas Media, 2018). This has increased from 2016 by a significant 45.9%! Although the UK is using less energy and creating more energy from natural renewable streams, we still import a significant amount of energy (Atlas Media, 2018).
[image: ]
Figure 1: 1970 – 2015 Net importer and exporter. (Office of national statistics, 2016)
Considering the increase in imported crude oil within the U.K., there is a need to grasp what countries the imported crude oil coming from to understand the potential risks that could potentially threaten the supply of crude oil. Figure 2 illustrates which countries crude oil is imported from, as  can be seen many countries both inside and outside the EU.

Figure 2: 1970 – 2015 Net importer and exporter. (Statista, 2018)
Norway is the top importer of crude oil to the UK, interesting point Norway are not a member of the EU. Although they are a member of the ‘The European Economic Area’ (EEA), which consist of  EU countries, also Iceland, Liechtenstein and Norway. It allows them to be part of the EU’s single market (Gov UK, 2018).









The graph below illustrates top 10 oil producers, which is 69% of all the oil produced and who consumes the most oil:-


Figure 4: Top 10 oil producers and how much oil they consume. (Statista, 2018)
Although the number one producer is the US, they are also the heaviest users of oil. The US uses more oil than it produces, they also export oil being the UK 4th top oil importer as can be seen in figure 3. Norway is not in the top 10 oil producers, although they are UK’s number 1 importer.  




4.0 Critical evaluation of Supply Chain Vulnerability
Supply chains extended significantly, increasing the number of entities which made the supply chain more complex thus increasing the risk. (Crandall, Crandall and Chen 2015, p598-599)
Considering the supply of oil and the concerns with the environment the UK are reducing its use of energy, actually using 17% less energy than the UK did in 1998. (Office of national statistics, 2016) The UK is also increased its renewable by 1% up to 9% from waste sources, such as wind, hydro power and biomass. (Office of national statistics, 2016) However with the production in the North Sea reducing, this is increasing our dependency on oil imports resulting in the UK importing more oil. With Oil being imported from many countries throughout the world, there are potentially many risks the supply chain of oil.
Primarily Terrorism, sadly since the 9/11 attacks in New York we have seen a rise of terrorism throughout the World. On the 14th February 2007,the Saudi Arabian arm of al-Qaeda put a call to all religious militants to attack oil and natural gas sources worldwide. (Hurst, 2008) Al-Qaeda plan was to damage the US economy. The Rand Corporation released a report focused on the 14 terrorist attacks, the report claimed that 10 out of the 14 attacks had a high casualty. The report suggests the intention was to kill a significant amount people, in all 32 al-Qaeda linked 3,464 deaths and 8,864 injuries. (Hurst, 2008) However to date there has been no reported attacks in the US on Liquid Natural Gas (LNG) terminal or oil tankers. But in the year 2000, suicide bombers rammed the USS Cole in Yemen killing 12 sailors. In the year 2002, terrorists tamed the Limburg, a French oil tanker carrying 400K barrels of crude oil. Also in 2002, the capture of Abd al-Rahim al-Nishiri the operational commander for al-Qaeda in the Gulf region brought to light al-Qaeda plan to attack Liquid Natural Gas (LNG) terminal or oil tankers. (Hurst, 2008) Another consideration is pipe lines crude oil, these are vulnerable for terrorist attacks. Actually oil and gas pipelines are a favoured target for the terrorists, outside the US. In Columbia, rebels bombed Occidental Petroleum’s Caño Limón pipeline some 950 times since 1986, shutting it for months at a time. In 1999 the Canadian police arrested a man who was planning to blow up the Trans-Alaska pipeline. The reality is terrorist attacks is not just within the US, but throughout the World, scores of attacks have taken place in the Middle East, Latin America Soviet Union and Africa. The reason this is not widely known, as it’s the norm part of the industry risk! (Luft and Korin, 2003) 
Secondary Politics, has a significant impact within the oil and gas industry, from trade wars between the US and China to putting sanctions on Russia due to poison attacks in the UK or allegedly invading Ukraine. The UK is planning to leave the European Union (EU) in March 2019. (Gov UK, 2018) The referendum to leave the EU was the 23rd of June 2016, just prior to this there was warning’s from major multinational energy companies, such as BP, Shell and Centrica. (Ifelebuegu, 2017) The potential warning on leaving the EU, was significant long term damage to the UK economy. The Treasury reported that the UK would be better off if we remained in the EU. (Ifelebuegu, 2017) 
During the US presidential election campaign, Donald Trump suggested he planned to revive the protectionist policy in the US. Just after Trump was announced as the US president, he withdrew a trade agreement with 11 other countries called the Trans-Specific Partnership (TPP). (Dixon, 2017) Another suggestion from Trump during this period was suggesting a 45% tariff on Chinese imports, the repercussion of this for China was significant. Naturally for China, this would result in a reduction in imports to the US, and potentially increased imports from the rest of the World. (Dixon, 2017) The US president Donald Trump apparently impacts the oil prices more than most past US presidents. Trump announced in May 2018, the US was withdrawing from the Iran nuclear agreement, this sent shockwaves through the oil market impacting the oil price and projects over the short and long term. (Crisp, 2018) Sanctions impacting Iran’s oil production, some analysts have estimated the impact reducing oil production in Iran by 1 million barrels/day. The sanctions created, uncertainty over the Iran deal resulting in a surge in oil prices. (Crisp, 2018) 
Since the Former Soviet Union (FSU) collapsed, the Caspian Sea is seen as a potential source of oil and gas. The four states, (Russia, Kazakhstan, Turkmenistan and Azerbaijan) share access to these resources, while Uzbekistan, not a Caspian Sea. However although this is a new revenue stream, there is a clear inequality, simply the poor get poorer and the rich get richer due to alleged corruption! (Kalyuzhnova, 2008, p. 2)
MENA (Middle East and North Africa) region who has half of the world’s gas and oil reserves especially in the second half of the twentieth century. With the technological advances has increased the cost competitiveness, of low carbon technologies such as wind power, solar power, power storage technologies and electrical vehicles (Tagliapietra, 2017). This transformation of the global energy structure, international decarbonisation policies and advances in the technology may impact on the World’s oil and gas regions. MENA argue oils exporters need to consider economic diversification, to ensure their future economic and political stability. (Tagliapietra, 2017) 


Thirdly transportation, 60% of all the World’s oil is transported by Oil tankers the remainder 40% through pipelines. (Luft and Korin, 2003) 


Figure 5: The flow of oil, Major Choke points and oil transited at major strategy locations. (vvvvvvv)
Considering tankers which carry 60% of all oil, in Figure 5 illustration shows the key choke points, which are channels and straits that can be blocked and potentially vulnerable to piracy and terrorism. The choke point’s which is determined to be the most important is the Strait of Hormuz, where 13 million barrels are transported daily. (Crist, 2003)Other key choke points are Babel-Mandab connects the Arabian Sea with the Red Sea and the Strait of Malacca between Malaysia and Indonesia. These key choke points are all located where Islamic fundamentalism is prevalent, Babel-Mandab being the ancestral home of Bin Laden. (Crist, 2003) 
According to International Maritime Bureau (IMB), pirate attacks on ships have tripled in the last decade. Each year 350-400 piracy attacks take place worldwide. In the first six months of 2003, 234 reported attacks, in which 281 killed. (Crist, 2003)
Fortunately this figure is in decline, the lowest year to date was in 1995 where only 188 reported incidents. In 2017, 136 vessels boarded, 22 attempted attacks, 16 vessels fired on and 6 vessels hijacked. Three crewmen were killed and 6 injured, status year to date in 2018 174 reported incidents. (International Chamber of Commerce, 2018) 
While Oil pipeline carry the remainder 40% of all oil, however pipelines are not policed and easy in some countries to be tapped in and steal the oil as required additionally oil travels slowly, 7 Km/hr which is the same speed as an elephant. The safety record is significantly better considering injuries and deaths. On average oil pipelines creates 1.4 deaths/year, from 1997 to 2001, although gas pipelines causes 18.6 deaths/year in the same time period. (Parfomak, 2004, p7-8) However pipeline accidents can be catastrophic, as an example in 1999 a gas pipeline explosion in Washington killing 3, 2 children and 1 adult also causing $45 Million in damages to the city water system. In 1996 London police foiled an attempt of the Irish Republican Army to blow up pipelines with 36 explosive devices, additionally attacks on both gas and oil pipelines has occurred in Nigeria, Sudan, Iraq, Pakistan and Myanmar. (Parfomak, 2004, p9) 
Last but not least, natural disasters and the risks from the oil industry on the environment. Globalisation can make a relative simple supply chain into a vulnerable with potential disruptive events An example, the Earthquakes in Japan 2011 halted 80% of all automotive facilities. (Rezapour, 2017).  A recent storm with 18 foot waves, split a Russian tanker in two spilling 560,000 gallons of fuel in the Strait of Kerch. This incident also sank another tanker and two freighters that were anchored nearby in the worst environmental disaster in the region in years. The vessels were carrying 1.3 million gallons of crude, fortunately all crew members were rescued. (Digges, 2017) One  of the largest oil disasters, was in 2010 the BP operated Deepwater Horizon oil rig suffered from an explosion, resulting in 11 fatalities, 17 injuries and spilling 4.9 million barrels into the Gulf of Mexico. (Drescher, 2014) Environmentally impact was significant, the fishing industry was at risk, Birds, Sea Turtle, fish and Dolphins lost their lives. Impact to the members who lived in the community was significant, 1,119 adults received mental health services from the coastal counties of Mississippi on the Gulf of Mexico. (Drescher, 2014) BP paid $20 Billion to the US government for damage’s, all this resulted in BP share price crashing to 50%.

 






5.0 Steps to make the supply chain more resilient.
Oil is a global commodity that all countries require, however we cannot effectively protect the supply chain as individual countries there is a need to work together globally as one team. A proposal is to create a global security operation, that ensures we can protect the four main choke points to ensure oil supply is stable.(Tang, 2007) This will minimise the risks of Terrorism and Piracy, once the team is established and working effectively, further opportunities may arise. Another activity for the global security operation, that can operate in critical energy facilities in critical locations. Their responsibilities would need to be discussed and agreed collectively, however may focus on organizing, training, security, audits, and the protection of life. This team would manage the study, theoretical framework analyzing all new and current employees and contractors as the behavior of perpetrators can be found in criminology. (Urciuoli, 2014)  Some of the most relevant approaches are found in existing research material, may be grouped as follows: risk management and resilience; management strategies; and information sharing ensuring the correct corrective actions are in place. (Urciuoli, 2014)
 If we can reduce the reliance on oil, this will naturally reduce the price of oil and the risks to the supply chain. The future supply chain’s, potentially will be required for renewable energy. In 2010, the UK had made good progress on renewable energy, however over the past decade there has been a mixed message from the UK government. Initially the government blamed the rise in energy prices was down to investment in renewable energy. In 2015 the conservative manifesto halted investment on onshore wind farms. (Johnstone, 2017) The Chancellor George Osborne, announcing support for the “Green Economy” was a burden and a ridiculous cost  (Harvey, 2011) Therefore its crucial the UK government makes its strategy clear regarding renewable energy, enabling businesses to invest in renewable energy thus reducing the reliance on oil. Failing that the UK will fall behind the leaders in renewable energy, who are Germany and France (Johnstone, 2017). This may result in the UK energy prices increasing, ultimately making the UK less competitive with our neighboring countries damaging the UK economy.
On reviewing the problems encountered in the last decade or two, good alliances will be crucial to protect the supply chain of oil in the future. The uncertainty of Brexit makes this more complicated, but on reviewing the risks with each country supply and reviewing the major producers and users of oil in figure 4 the UK has few options on where to get oil from:
Increase oil production within the North Sea.
Increase the import of oil from Norway, as they are also not in the EU.
Increase the import of oil from MENA, avoiding countries that will need to use the Strait of Hormuz and Babel-Manda considering the risks from those choke points.
To mitigate the risks in the supply chain of oil, the following proposals need to be considered expanded and negotiated:
Negotiate the purchase of oil as consignment material to minimise the cost impact to the UK. 
 Increase stock of oil, but this will impact the cost. 
Typically in today’s World everything needs to be delivered as quick as possible, short cuts are being considered and acted on, with little consideration to the risks. China, are pursuing an ambitious project to bypass the Strait of Malacca, building a Panama Canal-style passage through Thailand's narrow-necked Kra isthmus.  (Luft and Korin, 2003)  Another project which is in process is a pipeline from the Israeli port of Ashkelon on the Mediterranean coast to Eilat on the red sea. This again reduces time to market, but offers another risk to the supply chain as the route transports oil through the dangerous waters of the Persian Gulf. (Luft and Korin, 2003)  The UK needs to review stock levels, as they seem high in comparison with the total of all EU countries. Review our material flow, timing of delivery and what stock the UK holds. In 2016 the UK hold 9500 Kilo tonnes compared to the rest of Europe hold half the amount of the UK 4770 Kilo tonnes. Key point is to understand is how long will  this stock last before committing to increase the stock further. (Halliwell, 2017) 















6.0 Recommendations.
The assignment illustrates the complexity involved with crude oil, considering this and the research carried out. Recommendations:-
Considering the future of all humans, wildlife and the World itself minimise the oil usage in all countries and maximize effort in renewable energy. Thus reducing the reliance on oil, in effect will reduce the price and possible risks to the supply chain. 
Each country cannot resolve all potential risks and safeguard their supply chain, globally we need to work together as one to achieve an improved sustainable supply chain for oil until we can manage on renewable energy.
Reduce reliance on the oil industry, as above reducing oil demand = reducing price and the potential risks. Although nuclear power is a concern, considering safety its efficiency is significantly more than fossil fuels, nuclear energy available per atom is approximately one million times greater than the chemical energy per atom of typical fuel. Therefore the amount of fuel and waste that must be managed  at a nuclear reactor can be up to one million times smaller than the amount of fuel and waste at an equivalent fossil-fuel power station. (Evans, 2012)
All countries producing, profiteering from oil needs to have an environmental tax, which is collected by each country. This will support the funding into renewable energy technology; however corruption and bribery will be a high risk. 
Considering the complexity of the supply chain and risks around oil, a good working relationship and a clear robust contract is required. Additionally, due to the corruption and bribery throughout many companies, countries, governments and individuals. Due diligence is vital to ensure there is nothing untoward.
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