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Research in Data Security and Compliance (specifically the ISO2700 and NIST security frameworks)
[bookmark: _Toc172898327]Task 1
[bookmark: _Toc172898328]Abstract
Since the development of the Enigma machine during World War II to the advanced encryption technologies used today, the field of data security has evolved significantly to address increasingly sophisticated threats [1]. We now live in a digital age where business operations and everyday tasks have become heavily reliant on IT systems, making data and information security vital. This research paper focuses on the necessity for modern organisations to create environments that protect, detect, react, and safeguard applications using modern IT systems and infrastructure. The primary focus will be on security frameworks such as ISO27000 and NIST. We will evaluate how these frameworks help organisations achieve regulatory compliance and enhance their security infrastructure.


[bookmark: _Toc172898329]Introduction

The term data security refers to the safeguarding of information and data from unauthorised access. This encompasses measures and practises designed to ensure the confidentiality, integrity and accessibility of information [1] . Organisations must implement effective practises and policies to achieve this protection. Whilst there are numerous security measures that organisations should take, such as physical security, cryptography and intrusion detection, this paper will be focusing on the ISO2700 and NIST security frameworks. 
Closely related to data security is data compliance. On the 1st of March 2000, the Data Protection Act (1998) was enforced in the UK [2]. Data compliance involves adhering to the law and implementing the regulations that govern how data should be managed and stored [3]. This act along with other regulations, such as General Data Protection Regulation, establishes how organisations and businesses within the UK should handle personal data. Failure to adhere to these regulations can have catastrophic consequences. For example, in 2023, the American company Meta were served with a 1.2 billion euro fine by Ireland’s Data Protection Commission, following GDPR breaches [4]. 
By integrating data security measures with data compliance, businesses and organisations can create a robust framework that addresses both security and the rules and regulations around compliance. Having this in place will ensure that businesses can avoid any legal implications or significant fines due to poor data and security management, while also maintaining operational integrity and customer trust.  
In the following section, we will discuss how the ISO27000 and NIST framework can help organisations build an environment that protects, detect, react and safeguards applications. 

[bookmark: _Toc172898330]Literature Overview 

ISO27000 is a series of standards that help businesses and organisations keep information such as employee data, financial information, and intellectual property secure [5]. These standards provide a thorough approach to securely managing information and data. The most well-known standard in this series is ISO 27001 [6], which specifies the requirements for establishing, implementing, maintaining, and continually improving an Information Security Management System (ISMS) [5]. ISO 27001 is unique in that organisations can become certified to it, demonstrating their compliance with internationally recognised best practices for information security management [7]. Other standards in the series provide guidelines and best practices but do not offer certification.
Like the ISO2700 series, NIST is a framework that can be used to identify and minimise cybersecurity risks [8]. Despite it not providing certification, being compliant with the guidelines set out in the framework will ensure that an organisation’s cybersecurity practises are robust and effective [8]. 
To gain ISO 27001 certification, an organisation must undergo a thorough audit by an independent certification body, who will assess the organisation’s ISMS against the standards set out in ISO 27001 [7]. The criteria assessed by the certification body will examine the organisation’s approach to risk assessments, security policy, asset management, access control, incident management and compliance [9]. If these standards are demonstrated within the organisation, they will be awarded ISO27001 certification, meaning the organisation has been independently verified as having a robust ISMS that adheres to internationally recognised best practises [6]. 
There are similarities between the assessment criteria set out in the ISO 27001 framework and the best practises outlined in NIST. Below, we will review these critical components in detail, and examine how they can contribute towards making an environment that can protect, detect, react, and safeguard applications within an organisation. 

[bookmark: _Toc172898331]Protection
We will begin by assessing how these frameworks contribute to the protection of an organisation’s applications. 
When considering how an organisation should protect its applications using the IT’s systems and infrastructure, a critical component is conducting thorough risk assessments and implementing a risk management plan. Both ISO 27001 and NIST frameworks emphasise the importance of these processes to ensure robust information security. 
Each standard for the ISO 27001 has a specification document which defines the standard that needs to be met, to be awarded the certification [10]. When considering the risk assessment specifications, it’s important to remember that each industry or organisation seeking certification will face different risks depending on the type of work or industry they belong to [11]. To begin defining a risk management plan, it’s important for the organisation to identify the potential risks to the confidentiality, integrity and the availability of the organisation’s data [11]. This is done in the initial risk assessment, where a risk acceptance criterion is established, risk owners are identified, impacts of threats are evaluated, the likelihood of these threats materialising is assessed, and a prioritisation of these risks are established [11].  Following the risk assessment, a risk treatment plan can be devised and implemented. This plan should contain the appropriate measures to minimise or eliminate potential risks and it should be properly documented, explaining the organisation’s approach to managing risk [11]. 

Like ISO27001, NIST also uses a systematic approach to tackling risk. As outlined in NIST SP 800-39, NIST emphasises a holistic approach to carrying out a risk assessment. This process includes framing the risk, assessing the risk, responding to the risk, and then continuous monitoring of the risk [12]. By doing so, an organisation can have a comprehensive understanding of the security challenges they might face, which then enables them to have policies and procedures in place to mitigate these threats. The continuous monitoring of the risks ensures that the policies and procedures can be adapted and changed as the cybersecurity threat evolves [8].  

Whilst both frameworks provide a comprehensive and structured approach to carrying out risk assessments, there are certain challenges that need to be considered. For both frameworks, the organisational risks are established in the risk identification phase and often not revisited later [13]. As technology changes and new threats emerge, this static approach can lead to outdated risk assessments that fail to address current vulnerabilities. This was highlighted in 2017 when Equifax, a credit reporting company, experienced a catastrophic breach in its data security that exposed personal information of approximately 147 million customers [14]. There was a known vulnerability in the Apache web framework they were using, which was then exploited by hackers [15]. A fix had been published for this vulnerability, however, Equifax’s failure to re-evaluate their risks and implement the fix led to the data beach. Consequently, Equifax were fined £11 million [14].

Whilst continuous monitoring is a key process in both the ISO27001 and NIST risk management plan, the effectiveness of these frameworks depends heavily on their implementation. Continuous monitoring involves the regular review and updating of risk assessments. However, organisations face challenges in maintaining this level of vigilance due to the nature of evolving technology and threats.  

Despite the failings of Equifax, conducting risk assessments remain vitally important. They provide the foundational knowledge required to identify and mitigate any potential risk to an organisation's information security systems. When followed correctly, the guidance provided by both the ISO series and NIST frameworks can help organisations create an environment that can effectively protect its applications against security threats. Identifying vulnerabilities, implementing appropriate measures and continuously reviewing these procedures, not only mitigates risk, but it can also help protect the organisation against the ever-evolving cyber security threat [11]. 

[bookmark: _Toc172898332]Detect
Detection is a critical component of any information security management system. It’s vital that organisations have detection measures in place to minimise security threats and identify potential incidents effectively to ensure that their applications are protected. 

Both the ISO series and the NIST framework state that an organisation must provide a set of controls to detect security incidents and ensure timely responses [8] [16]. These controls are essential for maintaining the confidentiality, integrity, and availability of data by identifying and addressing potential security risks as soon as they occur.
 
There are similarities between both frameworks with regards to the guidance they give on implementing detection mechanisms. Both frameworks highlight the need for continuous monitoring of system activities and network traffic to detect anomalies that could potentially pose a security risk [17]. Specifically, ISO 27001 advises on the implementation of controls for logging and monitoring [18]. It guides organisations on the best practices for maintaining detailed logs of user activity and security events.  This includes ensuring that logs are generated and stored securely so that they can be regularly reviewed to detect and respond to any security incidents, should they occur [19]. 

Similarly, NIST focuses on the importance of comprehensive logging and monitoring to facilitate the identification of threats and security risks [8]. Tools such as intrusion detection systems and automated alerts can be used to continuously monitor network traffic and record these logs. 

Having these detection and monitoring systems in place should increase transparency and accountability within an organisation, which in turn, should enhance its ability to quickly identify and address security issues. 
As previously mentioned, the world of cyber security and information management is ever evolving, and so is the threats that they face. Whilst the theoretical guidance behind the NIST and ISO frameworks appear sound, it’s important to remember that these frameworks are not full proof. In 2018, Marriot, an ISO 27001 accredited company, experienced a data breach which led to its customers details being leaked to hackers [20]. Despite its multi-layer security system and its ISO 27001 certificate [21], hackers were able to exploit vulnerabilities in their security system. This proves that even by following best practise guidelines, and having detection measures in place, organisations can still be victims to data breaches. 

Despite the challenges, the guidance provided by both frameworks should be at the forefront of every organisational security detection plan. The core principles of continuous monitoring, effective logging, and timely incident response are vital components of a security system which contributes to creating an environment that can detect vulnerabilities, and therefore protect an organisation’s applications. 

[bookmark: _Toc172898333]React
How organisations react to security threats or breaches is crucial for mitigating damage and allowing to organisations to function as normal. Both the ISO and NIST framework emphasise the importance of having a well-defined reaction strategy in place to manage and recover from security incidents effectively. 

The ISO 27001 certification standards outline that organisations must have procedures for identifying and then classifying incidents; reporting and then communicating the incidents to the relevant stakeholders; prioritising the incidents; containing and eradicating the incidents; post-analysis of the incidents [10]. 

NIST provides similar guidance, emphasising a structured approach to incident response. Under the NIST SP 800-61 guidelines, organisations should have a team trained to deal with incidents; to have procedures in place and tools that can detect incidents and provide analysis; procedures to contain and eradicate incidents (like the ISO 27001 guidelines); and a routine for conducting post incident analysis [22]. 

Having these procedures in place should ensure that any security breaches or vulnerabilities are swiftly dealt with and that organisations can continue to function. 

While both ISO and NIST frameworks provide extensive guidelines on how to deal with incidents, it’s important to consider the practical challenges that can arise during implementation. A case study carried out by Kitsios et al. highlights the challenges of aligning existing processes with the stringent requirements of ISO 27001 [23]. Organisations need to allocate significant resources for training, developing procedures, and ensuring continuous monitoring. This complexity can be particularly burdensome for smaller organisations with limited resources. 

[bookmark: _Toc172898334]Safeguard
To safeguard an organisation’s applications, the ISO and NIST frameworks provide guidance on creating a robust and comprehensive security policy. Like the risk management guideline, a security policy will vary depending on the needs and nature of the organisation. Conducting a risk assessment and producing a risk management plan are critical steps that help shape the organisation’s risk-based security policy [16]. This policy should serve as the foundation for establishing and maintaining an effective information security management system that can protect, detect, react and safeguard an organisation’s applications. 

The ISO 27001 guidelines around security policies state that the organisation’s security policy must be documented, approved by management, made accessible, communicated to staff, regularly reviewed and updated [16]. The policy should include information about how the organisation manages its information security, how security plans and objectives are established, how internal and external risks are identified and how roles and responsibilities should be allocated [16]. Most of this policy will be guided by the findings of the risk assessments. 

Similarly, the NIST framework places emphasis on a strong and robust security policy. NIST SP 800-53 provides a detailed guideline on how organisations should create, implement and maintain security policies [24]. It outlines a series of controls designed to safeguard and mitigate any security risks. These controls are categorised into different families based on their functionality [24]. Organisations can then use these controls to guide and shape their security policy, tailoring them to meet their specific needs and risk environments. For example, the Access Control family of controls includes guidance around account management, specifically outlined in AC-2 [24]. It states how organisations should manage their information systems accounts. This entails having procedures in place to manage activating, modifying, disabling and removing accounts [24]. This helps the organisations to manage access to critical systems and data, therefore, reducing the risk of any potential security breaches. 
 
While both the ISO and NIST frameworks provide guidelines on how to develop a security policy to safeguard its applications, there are limitations that need to be evaluated. As highlighted by Von Solms et al. [25], there is often a disconnect between strategic, operational and tactical policies [25]. Operational level policies, which are vital for day-to-day security management are often not fully integrated into the broader security policy architecture [25]. This can lead to inconsistencies in security enforcement and compliance monitoring. 

As previously mentioned, ISO and NIST both emphasise the importance of continuous improvement and monitoring. It can be argued that this requires many resources, just to stay one step ahead of the risks and threats posed by advancing technologies and practises. Even large, multi-million-pound companies experience difficulties in safeguarding their applications. However, the guidelines provided by both ISO and NIST should provide a solid foundation for developing robust security policies. 
For example, the 2015 TalkTalk data breach [26] underscores the importance of integrating robust security policies across all organisational levels. TalkTalk, which did not have ISO accreditation at the time, were victims of a successful data breach which exposed personal details of thousands of customers. The breach was due to the neglect of patching their security systems [26]. Had they obtained ISO 27001 certification or correctly followed NIST guidelines, they could have mitigated this threat by ensuring continuous monitoring and regular updates.

The TalkTalk incident demonstrates the necessity of not only adopting these frameworks but also ensuring their rigorous and consistent application.

[bookmark: _Toc172898335]Conclusion 
Whilst technology continues to evolve and the landscape of security threats changes, it’s vital that organisations create an environment that can protect, detect, react and safeguard their applications and IT systems. The ISO 27000 series and NIST framework provide robust guidelines that, when implemented effectively, can help organisations establish a strong security defence against emerging threats. 
ISO 27001, with its focus on establishing, implementing, maintaining, and continually improving an ISMS, offers a structured approach to managing information security risks. Its certification process ensures that organisations adhere to internationally recognised best practices. Similarly, the NIST framework, despite not offering certification, provides a systematic approach to managing cybersecurity risks. The necessity for such frameworks is underscored by numerous high-profile security breaches, such as those experienced by Equifax and Marriott. 
While both ISO and NIST frameworks present challenges, particularly in their implementation and continuous monitoring, they offer essential tools for building resilient information security systems that can help an organisation create an environment that can protect, detect, react and safeguard its applications
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[bookmark: _Toc172898337]Introduction
In today’s rapidly advancing digital landscape, organisations are increasingly adopting sophisticated digital systems to enhance operational efficiency and deliver better services. The care industry has seen a shift away from paper-based records to digital solutions, which offer several benefits such as improved accessibility, streamlined reporting, and efficient management of care records. However, this transition also brings new challenges, particularly in the fields of information security and data compliance. 
This report will outline an approach to creating an information security unit within a medium size residential care organisation. We will cover essential components such as the organisational structure, policies and procedures, data protection compliance, security standards, contingency planning, governance, strategic planning, and risk management. 
[bookmark: _Toc172898338]Organisational Structure
Creating a well-defined organisational structure is essential for managing an organisation’s information security, ensuring that responsibilities are clearly mapped out and understood [27]. This creates an environment that enables effective coordination and communication across all levels of the organisation [28]. 
How the organisational chart is structured is dependent on the size and the resources of the organisation. For this care organisation managing over 30 homes, 300 service users, and 800 staff members, a comprehensive and scalable information security unit is required. The chart (figure 1) includes key positions such as the Chief Information Officer (CIO), Data Protection Officer, and several other critical positions that will ensure robust security management. 
The CIO, who sits at the top of the chart, will oversee the entire IT and information security strategy. Beyond managing the IT infrastructure, The CIO’s role has evolved in recent years [29]. They are now primarily responsible for relationship building (both internally and externally). This involves communicating with different departments and external partners to ensure that the IT strategy aligns with the business objectives. As the primary IT strategist and spokesperson, the CIO is responsible for developing the IT roadmap and ensuring that the infrastructure operates efficiently, and that budgets and resources are sensibly managed [29]. 
The Chief Information Security Officer (CISO) will be responsible for all aspects of information security, including the management of cybersecurity risks, development of security policies, regulatory compliance and responding to security threats [30]. 
Underneath the CISO will sit the Information Security Project team. The Quality department will be a part of this team and will oversee the creation of risk assessments and the implementation of the security policies created by the CISO. They will also ensure data compliance by conducting regular audits to identify any vulnerabilities, maintaining best practises as guided by the ISO2700 series [18]. The Quality Team will include a champion, who will be responsible for ensuring that the policies are correctly implemented across the organisation and will guide data owners on the correct level of classification required to protect their data. They will also have quality officers who will be conducting the audits and risk assessments and a Data Protection officer. 
Adjacent to the Quality team will be the Security Professionals, who will manage the day-to-day security operations [31]. The team responsibilities will include monitoring the security systems, managing access controls and responding to any threats [31]. This team will include the system administrator, a business continuity head, incident response head, disaster recovery head, and IT technicians who will provide technical support and ensure that the systems are properly configured and maintained. 
The chosen structure is justified by the organisation’s size and the sensitivity of the data it handles. Appointing the CIO and CISO ensures a top-level overview of the security needs of the organisation. The risk assessments conducted by the quality team and the daily security operations of the information security team, lays the foundation for an effective security unit.  
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Figure 1: Organisation chart
[bookmark: _Toc172898339]Policies & Procedures
Given the sensitive nature of the care industry, it’s vital that this organisation has policies and procedures in place to safeguard the privacy and security of the service users, ensure compliance with legal and regulatory requirements of organisations such as the Care Inspectorate Wales (CIW), protect against cyber threats and data breaches, and maintain the trust of stakeholders, families, staff and service users. These measures are vital to ensure the confidentiality, integrity, integrity and availability of sensitive information, and to provide a secure environment for both residents and staff [32]. So that the organisation’s policies and procedures can effectively address these needs, we will implement enterprise policies for broad organisational security frameworks, issue-specific policies to address areas of concern, and system-specific policies to offer detailed guidelines for managing systems securely [31].
The process of providing care for a service user involves multiple parties, including care staff, doctors, external care teams, and families. Given this collaborative approach, the need for a data classification policy is essential to ensure that information is appropriately accessed and shared only with the authorised individuals. This enterprise level policy should outline the different categories of data, and provide guidance on how to store, transfer and handle the data [32]. A data classification policy will enable the organisation to categorise data based on its sensitivity and importance, which will enable the organisation to implement specific access controls to ensure only the relevant people can access the data [33]. Guidance on how to classify the data will be provided by the Quality Team Champion. 
An Access Control policy ties in neatly with the Data Classification policy. The organisation should implement an Access Control policy that aligns access rights with the data classification levels outlined in the Data Classification Policy. The system specific policy should define the process behind managing user access, which includes the creation, modification and termination of user access rights [34]. The access level should be governed by the principle of least privilege, where the users are given the minimum access level to complete what they need to do [35]. By doing so, the organisation can minimise the risk of unauthorised access to sensitive information, thus ensuring that confidentiality, integrity and availability is maintained. A log should also be kept of what is accessed by whom. This log will assist in data audits, carried out by the Quality team, to ensure that no unauthorised access to data has taken place. 
An incident response policy will provide details on how the organisation will respond to cyber security incidents. If an incident is detected it will specify how to report it, how the IT professionals will isolate the affected system to prevent further damage and then how to assess and address the issue [36]. This includes identifying the cause, removing the threat and then restoring the device to a previously stored back up. This policy will need to be regularly reviewed to ensure that it stays up to date with the changing threat landscape. 
GDPR compliance, along with adherence to the UK Data Protection Act 2018, should be at the forefront of the organisations Data Protection policy. This policy will guide the organisation on how to collect, process, store and dispose of data relating to the service users and staff. Due to the nature of the people the organisation supports, some of whom might not have capacity to give consent, the policy will contain provisions on how to obtain consent from legal guardians or representatives. The UK Data Protection Act 2018 complements GDPR by providing specific conditions and requirements applicable within the UK, which should be integrated into the policy. For example, the Act includes additional protections for children's data and instructs the appointment of a Data Protection Officer (DPO) for certain types of data processing activities [37]. To implement this, the organisation should use consent forms, ensure secure data storage with access controls, and regularly train staff on GDPR compliance and data protection practices.
Staff members will regularly be using their phones to write care updates and daily support records; therefore, a Bring Your Own Device policy will need to be implemented. This system specific policy will act as a guide to inform staff members how to securely use their device for work purposes. It will outline security requirements, such as using strong passwords, enabling device encryption, and keeping software up to date [38]. It will also mandate multi-factor authentication for accessing sensitive data. 
The organisation must also have a contingency policy in place. Details about this policy will be discussed later in the report. 
The effectiveness of these policies will depend on how effectively the quality team and the information security team implement and maintain them. The CIO should be aware of the resources needed to ensure that the policies stay updated and adhere to new security trends and threats. 
[bookmark: _Toc172898340]Data Protection Compliance 
Ensuring data compliance is crucial for safeguarding the personal and sensitive information of the organisation’s service users and staff. As previously mentioned, the Data Protection policy is designed to meet the requirements of GDPR and the Data Protection Act 2018. This policy will ensure consent is obtained from service users or their legal guardians through clear consent forms and that personal data is processed lawfully, and transparently.
All data should be stored securely using encryption methods and limited to only authorised people, as outlined in the Access Control policy. A data retention period of clearly defined durations will be established to ensure data is kept only as long as necessary, which will satisfy legal requirements [39].
End users should also be allowed to access their personal data and exercise their rights, under GDPR, to amend inaccuracies, erase data and obtain a copy if required [40]. This will ensure that the organisation complies with data protection regulations, as governed by GDPR and the UK Data Protection Act. 
[bookmark: _Toc172898341]Security Standards
The next section of this report will focus on the security standards that the organisation should adhere to, specifically the ISO series. The organisation should strive for ISO 27001 certification. Receipt of this certification will showcase the organisation’s commitment to information security, demonstrating that it adheres to international best practises when it comes to data security. This certification will provide assurances to service user families, care teams and staff members that their data is being handled lawfully and securely. 
To achieve ISO 27001 certification, the organisation must demonstrate that they have a comprehensive information security management system (ISMS), which includes defining the scope of the ISMS by identifying the assets (for example, all digital records of staff and service users), boundaries (IT systems and the software used for care planning and storing data), and objectives (such as ensuring data confidentiality, integrity and availability) that need to be covered [18]. Additionally, the organisation must develop a security policy that will outline the overall approach to managing the company’s data. Risk assessments need to be conducted to determine potential threats and vulnerabilities to these assets, evaluate the impact of these risks, and implement appropriate measures to mitigate them. The image below can be used as a guide to determine which risks are acceptable and which are unacceptable, aiding in decision-making and prioritising actions based on the severity to protect the organisation’s data and assets [9].  
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Figure 2: Risk chart
To gain certification, the organisation must also implement appropriate security controls, such as ensuring secure access to patient records through role-based access controls and multi factor authentication, encrypting sensitive service user data, regularly auditing access logs [6] (as guided by the access control policy), and conducting regular training for all staff members to keep them informed of best practices and emerging threats. 
Finally, to be awarded ISO 27001 certification, a culture of continuous improvement and monitoring must be implemented across the organisation when it comes to information security practices, ensuring that policies and procedures are regularly audited and updated to reflect new threats, risks and regulatory compliance [6]. 
While striving for ISO 27001 certification brings numerous benefits, the organisation must bear in mind that the certification is not a one-time achievement. Extensive auditing (both internal and external) must be carried out to ensure that any compliance issues or emerging threats can be addressed. Consequently, the need for dedicated resources and a sizeable IT budget to ensure that the certification can be maintained will be required. 
Despite these challenges, the long-term benefit for the certification is substantial. It will provide peace of mind to the staff, service users, families and care teams that their data and information is being handled responsibly. 
[bookmark: _Toc172898342]Contingencies Planning 
To maintain data confidentiality, integrity and accessibility its vital that an organisation has a contingency plan in place, in case anything was to go wrong [41]. The organisation’s contingency plan should be consolidated to a comprehensive, single document, that includes detailed procedures relating to incident response, disaster recovery, and business continuity [41]. The plans should be guided by ISO 27001 standards.
The document should include a contingency policy that clearly state the purpose and the scope of the contingency plan. It should define the boundaries of the plan, specifying which assets and software it covers, as specified in ISO 27001 [42]. This will ensure that the organisation has a solid approach to handling unforeseen events. 
Next, the document should focus on the risks surrounding adverse events and how these might impact the organisation. This process is referred to as a business impact analysis, which will be carried out by the Business Continuity Team [43]. Like the risk assessment process, the organisation should identify critical assets and procedures, so that these can be prioritised for recovery and the relevant resources can be made available [43]. 
Following the impact assessment, an incident response plan should be put in place, which will be managed by the organisation’s Incident Response team (in the case of this organisation, the IT Professionals will oversee this). This plan should detail the steps to take following an incident. For example, the incident should be classified by its severity, key personnel should be contacted, and the appropriate action should be carried out to contain the incident and avoid it from spreading further [43]. 
To ensure that no data is lost or corrupted, details of a disaster recovery plan should be documented, which gives guidance on backing up data and restoring data following an incident [18]. These steps will be completed by the Organisation’s Disaster Recovery Team. 
To ensure that the above plan is followed successfully, its vital that both team and individual roles are clearly documented. Regular training sessions should also be completed to ensure everyone is happy with their role. If all these steps are adhered to, the organisation should be confident of being able to deal with attacks should they materialise. 
[bookmark: _Toc172898343]Governance and Strategic Planning for Security 
With regards to how modern businesses now operate, technology has changed security from a separate issue into a key business challenge [44]. This means that security must now be managed as an important part of business strategy. As modern organisations rely heavily on IT, having a clear governance strategy is essential. Governance will identify those who are responsible for managing risks and ensure that these risks are properly managed [45]. 
A successful governance strategy requires commitment from the leadership team [44]. The strategy should encompass strategic alignment, risk management, resource management, performance measures and value delivery [46].  
The strategic alignment strategy should ensure security policies align with the organisation’s mission [47]. For this organisation, it will involve integrating security into care delivery, to ensure the service user care records and any personal or sensitive information is protected. Additionally, the strategy should include regular security assessments and updates to care delivery systems.
In terms of risk management, regular risk assessments should be conducted to ensure any vulnerabilities or threats can be identified early. We will take a more detailed look at this in the next section. 
The senior management team need to ensure that the governance strategy accounts for the resources required to be able to deliver an effective security program. Sufficient budget allocation, staff and investment in technology (care software, security software) needs to be made to ensure that the security team have what they need to able to protect the organisation from any threats and to be complaint with regulations [44]. Failure to do so will leave the organisation vulnerable. 
Clear and achievable performance indicators need to be established to assess how effective the security program is. For example, we could look at the total incidents and the time it has taken to resolve them. 
To effectively plan and achieve the above goals, the organisation can consider using numerous frameworks, such as, ISO 27001 and COBIT (Control Objectives for Information and Related Technologies) [48]. As previously mentioned, the ISO 27001 framework provides a comprehensive guide for establishing a security framework based on robust security controls, risk assessment and continuous improvement. COBIT can complement this framework as it focuses on aligning IT initiative with business objectives [48]. It guides the user on governance structures, performance management, and resource allocation.
By having this governance and planning framework in place guided by both ISO 27001 and COBIT, the organisation and the directors can be confident that they are adhering to the laws and regulations as set out in the Data Protection Act [49]. 
[bookmark: _Toc172898344]Risk Management 
As previously mentioned, this organisation should strive for ISO 27001 certification. As part of its certification process, an organisation must demonstrate effective risk management by having procedures in place to, identify potential threats, measure the impact these threats and classify them accordingly, have controls in place to mitigate or reduce the threat, and then procedures for continuous monitoring [18]. 
For a care organisation, the risk identification process involves listing all potential assets and information, such as service user records and staff files, that might be vulnerable to threats. These threats might include data breaches, software or hardware failure brought on my cyber attacks or natural disasters [6]. 
After identifying the risks, the organisation must assess the impact it will have on operations should the risk materialise. Consideration should be given to service user care and operational tasks (both at the care level and business level). The risk assessment graph previously mentioned can be used to determine the threat and the potential consequences.
Once the assessments have been made, the organisation should implement preventative, detective and corrective controls to ensure the organisation stays operational and that the data is protected [50]. Preventative controls include firewalls to block any unauthorised access and encryption to protect sensitive information such as service user and staff data [50]. Detective controls include intrusion detection systems which can quickly identify and notify the security team of any breaches. Finally, corrective controls include procedures to restore backed up data [50], as outlined in the incident response plan (previously mentioned). 
By having a risk management plan in place and ensuring that it is continuously monitored and updated, the organisation can be confident that they can successfully protect itself against potential risks. 
[bookmark: _Toc172898345]Conclusion
By following the guidance set out in the above report, the organisation should be able to establish a robust information security unit. By doing so, they can be confident in their ability to safeguard sensitive service user and staff data, comply with legal and regulatory requirements and reinforce their trust with care teams, families and other stakeholders. Adopting frameworks like ISO 27001 and COBIT, implementing strong governance and planning will establish a strong security foundation. Continuous monitoring and re-visiting risk assessments will ensure that they stay up to date with emerging technologies and threats. This proactive approach will support the organisation in delivering high-quality care while protecting its assets.
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