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PART A — TASK 1: RESEARCH REPORT
1. INTRODUCTION
Digital forensics is the scientific process of identifying, preserving, analysing and reporting digital evidence to support legal and organisational outcomes [1]. As cybercrime grows in scale, forensics has moved from a niche specialism to a core cybersecurity capability. This report evaluates the current state of digital forensics, key tools, its relationship with cybersecurity, emerging trends, principal challenges, and the national and international job markets, before concluding on the field's direction.
2. CURRENT STATE OF DIGITAL FORENSICS
Evidence now spans mobile devices, cloud platforms and endpoints at once, rather than sitting on one disk image. A 2024 survey found 66% of DFIR practitioners saw a rise in mobile and cloud reliance, and 57% said keeping the chain of custody intact had become harder [2]. Acquisition can no longer be treated as a single-device task; investigators need to pull evidence together from scattered sources instead. Teams have responded by automating more of the process, with 43% now using automated evidence handling and 19% using AI-assisted triage [2]. That helps with throughput but does not solve the harder problem: who owns cloud data, which jurisdiction it sits in, and how it is encrypted all remain unresolved [3]. The discipline is getting faster to work with, without getting any easier to work through legally.
3. DIGITAL FORENSIC TOOLS: FEATURES AND CAPABILITIES
Forensic tools differ sharply in purpose and cost. Autopsy is an open-source platform for disk and file-system analysis, popular in academic settings [4]. FTK handles high-volume enterprise work. Cellebrite UFED is the mobile forensics standard for locked Android phones, backed by ongoing exploit research and a high licence cost [4]. A peer-reviewed study compared Cellebrite UFED, MSAB XRY and Magnet AXIOM on four phones. Artefact counts varied a lot by device. AXIOM recovered more artefacts on some devices (mostly cache and web-history data) and scored highest for usability: 71.0, against 69.2 for UFED and 59.7 for XRY. Artefact volume alone, then, does not show evidential value; usability matters too [5]. No single tool does everything, so labs typically combine an open-source tool with commercial mobile and multi-source tools [4].
	Tool
	Main Use
	Key Capability
	Strength
	Limitation

	Autopsy
	Disk/file-system analysis
	Open-source, Sleuth Kit-based examination
	Free; widely used academically
	Slower on very large, complex cases

	FTK
	Enterprise/e-discovery
	Indexed high-volume processing
	Handles large datasets efficiently
	Limited imaging customisation

	Cellebrite UFED
	Mobile extraction
	Physical extraction from locked devices
	Industry standard for locked Android/iOS
	High annual licence cost

	Magnet AXIOM
	Multi-source correlation
	Unified mobile/cloud/computer timeline
	Fast, accessible case correlation
	Less deep than Cellebrite for locked devices


Table 1: Comparison of digital forensic tools [4], [5].
4. INTERSECTION OF DIGITAL FORENSICS AND CYBERSECURITY
Cybersecurity and digital forensics are related but different. Cybersecurity focuses on prevention, detection and real-time response. Digital forensics deals with evidence preservation, examination and reconstruction after an event [6]. Together, under the label DFIR, they let organisations contain an incident and still work out how it happened [1]. NIST SP 800-86 builds forensic technique into the incident-response lifecycle, so evidence must be preserved even during containment [6]. This creates a real tension: responders want speed, examiners want an unbroken chain of custody, and rushed containment can destroy evidence needed later for prosecution [1]. DFIR works best as a sequenced process, where lessons from the forensic phase feed back into prevention.
[image: ]
Figure 1. How cybersecurity and digital forensics work together, linked by a lessons-learned feedback loop [6], [1].
5. EMERGING TRENDS IN DIGITAL FORENSICS
Several trends are reshaping practice. Cloud forensics has grown fastest, since data ownership and evidence extraction increasingly depend on third-party providers rather than the device itself [3]. Mobile forensics still needs device- and OS-specific extraction techniques as encryption gets stronger [4]. AI-assisted analysis is speeding up log filtering and anomaly detection: NIST-benchmarked deepfake-audio detection has reached 92% accuracy, though model transparency is limited, and training bias can work its way into forensic error [7]. Automation is cutting manual triage time industry wide [2]. IoT forensics, by contrast, remains fairly immature, held back by fragmented, proprietary data formats. These tools are making investigations faster and larger in scale, but they raise reliability questions older forensic standards were never built to answer.
	Trend
	Practical Effect on Investigation

	Cloud forensics
	Evidence acquisition depends on third-party provider cooperation and jurisdiction.

	Mobile forensics
	Device- and OS-specific extraction techniques required as encryption strengthens.

	AI-assisted analysis
	Faster log filtering and anomaly detection; raises transparency and bias concerns.

	Automation
	Reduces manual triage time but does not resolve legal/jurisdictional barriers.

	IoT forensics
	Remains immature due to fragmented, proprietary data formats.


Table 2: Emerging trends and their effect on investigation [2], [7], [4], [3].
6. KEY CHALLENGES
Encryption is the most persistent barrier. Strong encryption can block extraction outright, so modern mobile forensics often relies on bypassing security features rather than straightforward acquisition [12]. Cloud data adds jurisdictional uncertainty, since it may be legally out of reach depending on where a provider hosts it [7]. Data volume is a separate problem: larger extractions take longer and add to case backlogs [2]. Anti-forensic techniques, such as data hiding and secure deletion, work directly against reconstruction. There is also a shortage of qualified investigators, which the ISC² workforce study [8] links to declining confidence in these skills. None of this can be solved by technical capability alone; it needs legal and workforce investment too.
	Challenge
	Effect
	Forensic Implication

	Encryption
	Blocks direct data access
	Forces reliance on costly exploit-based extraction tools

	Cloud jurisdiction
	Data legally inaccessible in some regions
	Requires case-by-case cross-border negotiation

	Data volume
	Slows processing
	Expands case backlogs

	Anti-forensics
	Hides or destroys evidence
	Undermines reconstruction and attribution

	Workforce shortage
	Fewer qualified investigators
	Limits case throughput and specialist coverage


Table 3: Key challenges and their forensic implication [12], [7], [2], [8].
7. NATIONAL JOB MARKET
UK demand centres on financial services, incident-response consultancies, technology firms, law enforcement and government, with London, the Manchester/Leeds corridor and Cheltenham/Bristol the key hubs [9]. Entry-level hiring has tightened: demand for candidates with under a year's experience fell from 25% in 2022 to 17% in 2024, while 63% of core postings asked for two to six years' experience [10]. This points to a UK market that is maturing and rewarding demonstrable forensic and reporting skill more than entry-level credentials alone.
8. INTERNATIONAL JOB MARKET
The global digital forensics market is projected to grow from $10.12 billion in 2023 to $26.15 billion by 2030, a 15.1% CAGR [11], which points to sustained demand across borders. Yet the ISC² workforce study [8] records digital forensics and incident response as a declining specific skill priority, down three percentage points year-on-year to 22% relative to broader cybersecurity roles. So, while the market is growing financially, forensic specialists increasingly compete within a wider, generalist cybersecurity talent pool.

	Aspect
	UK (National)
	International

	Market driver
	Regulatory compliance, financial services, government
	Overall cybersecurity market growth (15.1% CAGR)

	Experience demand
	Entry-level share falling; 63% mid-level (2-6 yrs)
	Digital forensics/IR share of skill demand declining vs. broader cyber

	Key hubs/regions
	London, Manchester/Leeds, Cheltenham/Bristol
	North America leads regional market share

	Competitive position
	Specialist niche within cyber security sector
	Increasingly absorbed into generalist cybersecurity roles


Table 4: UK vs international job market comparison [10], [9], [11], [8].
9. TASK 1 CONCLUSION
Digital forensics has matured into a sophisticated, increasingly automated discipline now inseparable from cybersecurity practice, though encryption, jurisdictional complexity and workforce shortages still hold it back. Tool choice needs to match the evidence type rather than default to one platform. Employability remains strong nationally and internationally but increasingly favours people who combine specialist forensic skill with broader cybersecurity competence.
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PART B — TASK 2: DIGITAL FORENSIC INVESTIGATION REPORT
1. BROAD SUMMARY
Quantum Tech's IT security team detected unauthorised access to its proprietary patent database, specifically the AI chip design patent QT-AI-2025. The primary suspect, referred to as “Emma,” allegedly tried to sell the design to NexGen Circuits through an intermediary, “Joe.” “Norman” and NexGen's R&D Director “Vanessa” are suspected buyers. The matter was reported to law enforcement, and four Android devices were seized under continuity-of-evidence protocols for forensic examination.
The assigned examiner: Hiral Jitubhai Jasoliya, Location: UWTSD-London, Date: August 2026 examined all four exhibits using Cellebrite Physical Analyzer v7.73.0.11 and Cellebrite UFED 7.76.0.24. This report sets out the evidence recovered from those examinations, keeps directly observed evidence separate from interpretation, and reaches a defensible, evidence-led conclusion in line with established digital forensic practice [1].
2. INVESTIGATION SCOPE AND OBJECTIVES
The objectives of this examination were to:
1. Identify relevant digital artefacts across the four seized devices.
1. Preserve evidential integrity throughout acquisition and examination.
1. Examine communications for evidence of data exfiltration and negotiation.
1. Reconstruct relevant activity through a cross-device timeline.
1. Correlate independent artefacts to test device-to-person attribution.
1. Produce an evidence-based, defensible forensic conclusion.
3. EVIDENCE INVENTORY
Four Android exhibits were seized and examined. Attribution evidence and suspected roles are summarised below. Roles remain suspected pending corroboration and are examined critically in Sections 10 and 11.
	Exhibit
	Device
	OS
	Attribution Evidence
	Suspected Role

	EX-01
	Huawei POT-LX1 P Smart
	Android 10
	Google account: peter_dover / dovp59@gmail.com
	Perpetrator

	EX-02
	Nokia C2 2nd Edition
	Android 11 (HMD Global)
	Google account “Norman”
	Buyer

	EX-03
	Samsung SM-A137F Galaxy A13
	Android 14
	SIM registration 07476538686
	Intermediary

	EX-04
	Ulefone Note 14
	Android 12
	No attributing account recovered
	Peripheral


Table 5: Evidence inventory for the four seized exhibits.
4. EVIDENCE INTEGRITY AND CHAIN OF CUSTODY
Original evidence was never examined directly. A forensic image is a bit-for-bit copy of a device's storage, captured so the source data cannot be altered by the examination process itself, in line with recognised good-practice principles for digital evidence [2], [3]. Once acquired, each image was hashed using SHA-256 and checked against its extraction record: a matching hash value confirms the image is an exact, unaltered copy of the data taken from the device. SHA-256 was used rather than older algorithms such as MD5 or SHA-1, both of which have known collision weaknesses and are no longer considered adequate for verifying evidential integrity [6].
The acquisition workflow followed the same steps for each exhibit: device identification → evidence preservation → forensic acquisition → forensic image → integrity verification (SHA-256) → examination [4]. Each extraction was confirmed as “verified” at acquisition, with no sign of alteration. The examiner named in Section 1 conducted this examination. Precise acquisition date, time and evidence-ID fields beyond the tool-level timestamps were not in the supplied material.
5. EVIDENCE ACQUISITION AND HASH VERIFICATION
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Figure 2. EXHIBIT T2-01–04: extraction summaries for all four exhibits, EX-01 to EX-04, showing verified status and hash values.
OBSERVED EVIDENCE:  Each summary shows a verified status, SHA-256 hash value, and source-tool timestamp.
INTERPRETATION:  A verified hash confirms the image matches the device data at acquisition. It does not prove custody afterwards.
CONCLUSION:  No alteration was found in any of the four device images. This supports the reliability of the evidence in Sections 6 to 9.
Acquisition Workflow Demonstration
Figure 3 shows the acquisition workflow demonstrated on the examiner's own device (Detected Model CPH2213, Android 13) using Cellebrite UFED 7.76.0.24, from device detection through to a completed, itemised extraction, following recognised mobile device forensics guidance [6]. This demonstration is procedural; it does not form part of the case evidence against EX-01 to EX-04.
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Figure 3. Acquisition workflow demonstrated on the examiner's own device.
6. COMMUNICATION ANALYSIS
Two communication threads recovered from EX-01 (Huawei) form the core of the negotiation evidence: a WhatsApp exchange on 21 August 2024 and a Facebook Messenger exchange on 31 January 2025. Both are unedited tool exports, retaining the Cellebrite window, source tabs and the Windows system clock as a timestamp reference.
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Figure 4. EXHIBIT T2-05: EX-01, WhatsApp messages, 21 Aug 2024, showing the initial offer.
OBSERVED EVIDENCE:  The device owner offers to sell “AI based Neuro product” information. The counterpart (saved contact “Top-up”) addresses the sender as “Emma” and proposes a hotel meeting.
INTERPRETATION:  The counterpart's direct use of “Emma” carries more weight than other names in the thread, since it is the counterpart, not the device owner, applying it.
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Figure 5. EXHIBIT T2-06: EX-01, Facebook Messenger messages, 31 Jan 2025, showing the payment terms.
OBSERVED EVIDENCE:  The thread contains confirmed payment terms (“5M offshore”) and a 48-hour deadline.
CONCLUSION:  Content moves from an initial offer in August 2024 to confirmed payment terms in January 2025, consistent with a completed negotiation. Names in the message text (“Emma,” “Joe”) are conversational, not device-assigned labels, and are treated with caution.
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Figure 6. EXHIBIT T2-07: EX-01, contacts list showing the saved contact “Joe Marsh.”
This contact entry underpins the device-to-device correlation in Section 8, where the same number is found registered to EX-03 (Samsung).
7. CHRONOLOGICAL TIMELINE
The table below sets out the chronological reconstruction of relevant activity across the exhibits. Only dates and times directly shown in the evidence are used; gaps are not filled with assumptions.
	Date / Time
	Source
	Event
	Evidential Status

	2–19 Aug 2024
	EX-01 · Call Log
	Repeated unanswered call attempts to “SA No.” before the WhatsApp approach (Table 7, C-3).
	Directly Observed

	21 Aug 2024, 09:58–10:36
	EX-01 · WhatsApp
	Initial approach and offer to sell “Neuro product” information; hotel meeting proposed.
	Directly Observed

	Aug–Nov 2024
	Case record
	Reported period of ongoing buyer-side coordination (per investigative brief).
	Inferred

	31 Jan 2025, 12:47–12:53
	EX-01 · Facebook Messenger
	Peter Dover / Norman Smith confirm deal terms (“5M offshore”) and a 48-hour deadline.
	Directly Observed


Table 6: Chronological timeline of relevant activity.
EX-02 records an image capture on 17 August 2024 at 15:35, with coordinates -21.207139 / 27.548097. EX-03 carries a lower-confidence location entry from 1 February 2024, discussed further in Section 9.
8. CALL LOG AND EMAIL CORRELATION
EX-01's contacts list provides the number match at C-1, and its call log provides the timing correlation at C-3 (Table 7 below).
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Figure 7. EXHIBIT T2-15: EX-01, call log, 15 entries between 2 and 19 August 2024.
OBSERVED EVIDENCE:  12 of 15 calls are to “SA No.” (07917162891), all unanswered except one missed call. The other 3 calls, on 10 and 19 August, go to an unnamed number, also unanswered.
INTERPRETATION:  No call to “SA No.” shows a connected duration, so the log evidence repeated attempts to make contact rather than a completed conversation. The unnamed number's relevance is not established in the supplied material.
An email artefact from EX-01, referencing SIM account details, is shown below (EXHIBIT T2-11). It provides supplementary context but does not alter the findings of Sections 6 and 11.
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Figure 8. EXHIBIT T2-11: EX-01, email referencing SIM account details.
Correlation Summary (C-1 to C-3)
	Ref
	Evidence A
	Evidence B
	Significance
	Weight
	Limitation

	C-1
	EX-01 contacts: “Joe Marsh,” 00447476538686
	EX-03 SIM registration: 07476538686
	Indicates EX-03 is linked to the “Joe” persona in the WhatsApp negotiation.
	Corroborating
	Confirms a device/number association only; does not establish who held the handset.

	C-2
	EX-01 WhatsApp: counterpart replies, “That's serious stuff Emma…” (21 Aug 2024)
	EX-01 registration: account holder Peter Dover, dovp59@gmail.com
	Supports an identity link between the registered Huawei account and the “Emma” persona referenced in the case brief.
	Corroborating
	Conversational third-party use of a name is corroborating, not conclusive.

	C-3
	EX-01 contacts: saved contact “SA No.”
	EX-01 call log: 12 call attempts to “SA No.” between 2–19 Aug 2024, all unanswered or missed (EXHIBIT T2-15)
	Shows repeated attempts to reach “SA No.” before the written offer.
	Circumstantial
	No call shows a connected duration; evidence of attempted contact only.


Table 7: Correlation of independent artefacts (C-1 to C-3). C-1 and C-2 are corroborating; C-3 is circumstantial.


9. FILE AND METADATA ANALYSIS
Location and media artefacts were examined across all four exhibits. The most evidentially significant is a Gmail-sourced location on EX-01, which ties the account dovp59@gmail.com to a physical address.
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Figure 9. EXHIBIT T2-08: EX-01, location data, Menlo Park CA, sourced from Gmail.
OBSERVED EVIDENCE:  A Gmail-sourced location record for account dovp59@gmail.com resolves to 1601 Willow Road, Menlo Park, CA.
INTERPRETATION:  This supports the account-holder identity (Peter Dover) already shown by device registration, though it does not prove physical possession at the time.
[image: ]
Figure 10. EXHIBIT T2-09: EX-03, location entry, 1 February 2024, confidence score 70.
OBSERVED EVIDENCE:  The location entry has a confidence score of only 70, from a third-party app file rather than a native OS log; the exact basis is not detailed in the material.
INTERPRETATION:  This is treated as lower-reliability corroboration and is not relied upon as primary evidence of location or possession.
Location and media artefacts recovered from EX-02 and EX-04 provide additional, lower-weight corroboration (EXHIBITS T2-10, T2-12, T2-13, T2-14). No further metadata beyond what is visible in these captures was present in the supplied material.
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Figure 11. EXHIBIT T2-10, T2-12–14: supplementary location/media artefacts, EX-02–EX-04.
None of this supplementary location and media material independently changes the attribution findings in Section 10.
10. SUSPECT ANALYSIS
The table below summarises device attribution and suspected role for each exhibit. The subsections that follow analyse each named individual separately, weighing up the supporting evidence against its limitations.
	Exhibit
	Evidence Indicates
	Supporting Evidence
	Limitation

	EX-01 Huawei POT-LX1 (Perpetrator – suspected)
	Peter Dover
	WhatsApp offer; Facebook Messenger deal confirmation; addressed as “Emma” by counterpart.
	Relies on conversational address plus device registration, not a device-side profile name.

	EX-03 Samsung SM-A137F (Intermediary – suspected)
	Unidentified — number consistent with “Joe”
	SIM registration number matches the “Joe Marsh” contact saved on EX-01.
	Matching number does not independently confirm who held the device.

	EX-02 Nokia C2 2nd Edition (Buyer – suspected)
	Google account “Norman”
	Device-registered account name consistent with the “Norman” role in the case brief.
	No direct communication confirms this account holder as an active participant.

	EX-04 Ulefone Note 14 (Peripheral device)
	Not established
	Location and media artefacts only; no attributing account recovered.
	Evidential contribution to the negotiation itself is not established.


Table 8: Device attribution and suspected role for each exhibit.
Emma (device owner, EX-01 — suspected Perpetrator)
The WhatsApp, Facebook Messenger and Gmail-location artefacts in Table 8 all trace to the same account, strengthening the identity link, but none independently place Peter Dover in physical possession of the handset. The finding rests on account registration and a third party's conversational use of “Emma,” which is corroborating rather than conclusive.
Joe (suspected Intermediary, linked to EX-03)
Joe is linked to EX-03 via the number match at C-1 (Table 7) alone; no communications, calls or emails naming “Joe” were recovered from EX-03 itself, so who held the device cannot be reliably established.
Norman (suspected Buyer, linked to EX-02)
Norman's link to EX-02 rests on the device-registered account name alone (Table 8); no communication content from EX-02 confirms active participation, so his active role cannot be reliably established.
EX-04 (Ulefone Note 14 — peripheral device)
EX-04 was seized in the same sweep as EX-01 to EX-03, but no attributing account or communication was recovered; its contribution is limited to the artefacts in Section 9. Its inclusion reflects the scope of the seizure rather than a demonstrated role: an unexamined device cannot be ruled out as readily as an examined one.
NexGen Circuits' R&D Director “Vanessa” is referenced in the case brief but is not evidenced within the four exhibits, so is not analysed separately above. This absence of evidence is not evidence of absence: no device attributable to Vanessa was seized, so the material offers no basis to assess her involvement either way.
11. CRITICAL EVALUATION OF FINDINGS
Table 7 sets out the three correlations underlying this attribution; none is individually conclusive, and the strongest — the cross-device number match at C-1 — still does not confirm possession of the handset.
Together, these three weak indicators reinforce each other because they all point the same way: EX-01 and EX-03 are linked through the same negotiation. This convergence is the strongest basis for Section 13’s findings.
12. EVIDENCE LIMITATIONS
1. Content of voice calls is not recoverable — the correlation to “SA No.” is timing-based only.
1. Location confidence on EX-03 is comparatively low (70); no attributing account was recovered for EX-04.
1. Physical possession or custody of each device at the time of use is not established by digital artefacts alone.
13. CONCLUSION
The examined artefacts establish that exhibit EX-01 (Huawei) was used to negotiate the sale of proprietary AI product information, with the account holder addressed directly as “Emma” by the counterpart. A recovered contact number of links EX-01 to EX-03, consistent with Joe’s intermediary role. EX-02, EX-04, Norman and Vanessa are named in the case record but not confirmed by the digital evidence here.
Overall confidence in the EX-01/EX-03 link is moderate-to-high: it rests on three independent lines of evidence (Section 11) that all point the same way, even though each one is contestable alone. Confidence in EX-02's active role and in Vanessa's involvement is low, since both rest on account-naming or the case brief alone, with no supporting communication content in the digital artefacts.
14. RECOMMENDATIONS
1. Preserve full chain-of-custody documentation for all four exhibits pending any evidentiary hearing.
1. Extend examination to email and cloud-linked accounts associated with dovp59@gmail.com and df2025class@gmail.com.
1. Apply access controls and data-loss-prevention monitoring to Quantum Tech's patent database (QT-AI-2025).
1. Refer the EX-01/EX-03 findings to the investigating law enforcement unit for consideration of offences under the Computer Misuse Act 1990, sections 1 and 3 (unauthorised access and unauthorised acts impairing operation), the Fraud Act 2006, section 4 (fraud by abuse of position), and the Trade Secrets (Enforcement, etc.) Regulations 2018, alongside further identity verification of “Joe,” “Norman” and “Vanessa.”
15. REFLECTION
This examination mixed routine tasks, like verifying hashes, with judgement calls about how much weight each artefact could carry. The clearest skill developed was ranking evidence by strength: a number match across two devices (EXHIBIT T2-07) is stronger than a call-log timing pattern. The report works best where that’s stated plainly.
The main difficulty was resisting over-interpretation. It was tempting to treat the WhatsApp counterpart's use of “Emma” as settling the identity question. Separating that from the account-registration evidence, and calling it corroborating rather than conclusive, took a deliberate second look.
Doing this again, more time would go into what the material did not show, such as the basis for Cellebrite's confidence scores. That is the core of DFIR practice: acquisition is mostly mechanical, but evidential value depends on correlating sources and being honest about what remains unresolved.
TASK 2 REFERENCES
[1] E. Casey, Digital Evidence and Computer Crime: Forensic Science, Computers and the Internet, 3rd ed. Waltham, MA: Academic Press, 2011.
[2] Association of Chief Police Officers (ACPO), Good Practice Guide for Digital Evidence, 2012.
[3] International Organization for Standardization, ISO/IEC 27037:2012 — Information technology — Security techniques — Guidelines for identification, collection, acquisition and preservation of digital evidence. Geneva: ISO, 2012.
[4] M. Reith, C. Carr, and G. Gunsch, "An examination of digital forensic models," International Journal of Digital Evidence, vol. 1, no. 3, pp. 1–12, 2002.
[5] Cellebrite DI Ltd, Physical Analyzer User Guide. Petah Tikva: Cellebrite DI Ltd, 2024.
[6] National Institute of Standards and Technology, Guidelines on Mobile Device Forensics, NIST Special Publication 800-101, Rev. 1. Gaithersburg, MD: NIST, 2014.
ACCA7031 | Digital Forensics Analysis	1
image3.png
EX-01 — Huawei POT-LX1 P Smart EX-02 — Nokia C2 2nd Edition

0l ®. = a s ®. = ]

EX-03 — Samsung SM-A137F Galaxy Al13 EX-04 — Ulefone Note 14





image4.png
Choosing the extraction action Case details entry Device detection





image5.png
Huawei_POT-LX1 P Smart

Analyzed Data

© W Genie:Chats(12) (302 messages)
0 Gonle:comuawet haith (grouped by table () (47 messages)
0 Genie: Facobook (grouped by Thread Key) (1) (8 message

® Genie: Messages (grouped by Conversation ) 8) (51 messages)

® Genie: Snapchat grouped by Cllent Conversation ) () (3 messages)
® Genie: WhatsApp (rouped by table) () (273 messages)
Genie: Contacts 424)
© Genie: Facebook (353)
Geni: nstagram 25)
Genie: Messages )
Genie: Snapehat G)
Genie: WhatsApp (34)
Genie: Passwords 31)
Genie:User Accounts @)
Media (14344)
Audio 61
Images (4150) (156 known i)
Videos (133)
Messages 75)
chats () (1) (34 messages)
e
¥ ® dowpso@gmailcom 71
= inbos. ersonal ()
Inbos. promos 6)
Inbo Sodal 31
Inbo, Updates 27)

sent3)

® Chat (Genie: Whatsipp (gron

Tips & Tk

X O peter.dover 73)

s

O Contacts (13)

5 x|~ ) adanced [0

O Locatons @19 « O Calllog (1) « O Dice Usars @)« O UserAccounts (12
* »@chat
®
~ - SoectDeets
. Q
« suntime « | taana

081062023 092231UTCHD)  3V0V20:





image6.png
@ Cellevrite Physical Analyzes 7.73.0.11 - o

vor (R x1°) sdamet [y
omne POT-LX1P St Bl 0 chotGonieFacabook (grov.. x O Cloud @)« O Gene:Facsbook (59« O Genie:Smapehat 3) « O dovpSS@omacom (7)< O Timeine (1599
* »@chat
Analyzed Data e
U ® & @ oot~
9 Natwere
= ~ - SoectDeets
9 smpctatcn - 210 Egort~ . a
[T —— E SEE
= 2 z L0 e —v|s T XK P O QE Participants v L start Time v LastActh
= st OataColecton 675
5 ! 0 62| s e ooerlowe) | 3VOVRDRS RATIOUTC0) | 310V
o chts (2 (302 messge) 1303265191 N i o
8 Gk com huawshsth Grouped by able () (47 messags) %
8 i acebook (grouped by T Koy (1) (8 mssage) -
™ Genie: ages (grouped by Conversation Id) (8) (51 messages) L =
® Genie: Snapchat grouped by Client Conversation ) ) (3 messages) Just the
[ —

Genle: Contacts (424)
Geni:Facabook (353)

o

0 Gene:

O Genie:snapehat 3)
pr———

Genle: Passwords 31)

Genle: User Accounts 8)

Media (4344)

Audio 61

Images (14150) (156 known i)
Videos 139

Messages (75)

chats (@) (1) (34 messages)
emais 1)

= dovpss@gmatcom (1)

Inbo Personal ()





image7.png
Huawel_POT-LX1 P Smart ® Conats(3) x O Locations@19) * O Galllog(15) » O DevicoUsers@) * O UsarAccounts(12) * O Knownfles(1s6) « O Cloud 23)

» Contact

Analyzed Data

Applcation 109)
25 nstalled Applicatons (109 S EEE hers+ Actons » a ] [
v ks
© TNeme v Ineraction s Organicsions . Phones - s * Other Enties vl Timesc
el ) Name JoaMarh
¢ Natve(s) Aiercser Bl G paricpunt ek Devic descrption:
remame. ik
€ Unknown(1s) Source
g e Check o
€ Notanswered 1) e Check b N s
v 0 comactst) Modted:
JoeMarsh onasraresaes Lt tme comaced
O Natve 0
“© Mol 00447. Times contactes
v supaat) Euacton: e Spem
UsertD bz, oot

O poter dover3)
P gl sermaros

Devices & Networks (1) Usemame. mysi

% WirdessNetworks 1) Ao aarn
Mobie -

¥ 9 Loction Relsted 419)

* 9 Device Locations (419)

9 Locations (419 2385
9 Facebook(1 Mobie .
i Interaction Statuses
Gl 20) el st
= armame te
‘Additional info
R——,
‘Google play senvices 3) ssee Details
Istagram Mobe 3588
oosraresasses

r— .
Native178) -
Snapehat(y ‘Organizations

Specch Recogrition and Synthess from Google 3)





image8.png
e CallLog (5 x O Chat (Genie: Facebook (grou. Installed Applictions (109) Extraction Summary 1) Timelne (1593) » O gmenetzjpg O .nomedia x O _manfest
o = s » call Log Goto +
f— Po—
Analyzed Data Outn:
vt ougong
Appkation (109 s Notanaveea
~ Dbconnecton s
cales) - (0 bpon~ Fiers+ . a framosd
Netwarkcode:
i () B0 b —v ¢ X R 0 poies ~ | L imestamp + [owaton  + | sutis + | tcomection Rason

< Natver1s) Network Nare:

[ ' @ o oosrrsorazsses [s— Devie dsctpton
o— Souce
[ 2 @ o oosrrsoreesses Notsnavered Accoun:
Devices & Networks (1) e
[ s < e Notsnanered ot
Location Relsted 419) Exacton: Fiespem
[ s < [y— Soure e
‘Manual Data ollcton (360)
[ s < Notnawered
Genie: chats () (8 messages)
® Genie: Facobook (grouped by Th LI L < Mt sers o
Genle: Contacts (353) [ 7 € o orsimiezss Notswered
Te 07917162891
Genl: Passwords 5) ] 3 € T amimes: 4 65730 Mot mwered
i s Accounts () [ @ e sato 172024 052034UTC f—
Media (4344)
[ € fom s sate Tme024 056220 Mied
Messages 75 2
. [ v @ San f—
Search & Web (157 =
=n [ » @ f—
Socia Media (73 =
2 I T @ o ousrrson ouss 3 fs—
e Aceourte 8 Detae 257) [ u @ T oremieess 872024 203924UTC Notanswered
Data files [l 1 € e owimiezs 2024 2038330TC-0) [s—

Applcaions 2509)

Archives (1451)
Configurations 24)

Databases (995)





image9.png
Coud Edract  Python Plugins  Report  Help

ookies s bcations saraction Summan insaled Applications (109 Unkoown (15 etercover 73) % ® doupSI@gmailcom T x
Hhaawei POT-LXI P Smart Cookies 2) Installed Applications 72) « O Extracton Summary () « O Installed Applicatons (109) O a9 < O p p590g
» Email Goto -
PO ——
Analyzed Data .
s, nbo pdtes
o ——
pe—
! o Timestamp: 19/11/2024 1628:57(UTC+0)
[mp—— [ R = o
cas Sowce. Gt
N 1 e - X K &% L Timestamp - suiea e
ot - S Extraction: il System
it ' . W 2812202 BISTUICRD) Lo shthe g v s e
96 ) ' ® PR S ——
& Missed (1) 1] 2 ¢ You have 1 unread message. From
M ' 2 « [T — e o s
Contacts (1) N @ s for. To
Pr—— . » « s P —————
9 Location Rebted 41) . u lora P =
Ofaisit (1339 ' & 2711204 22090401c-0
® Mesages 75) B 2 ¢ sTUTC-0 sec
Y r— . v
i @ < oareeo Attachments
LT —
i [ ¢ S0 You hv e P supsions g T
st 1) — oo | smouig o o st Coment Body 3]« [l e
© @ domssegmaicom I ¢ AUTCA0) e piaing u Trms e Commarty
nbox. ersoal (4 ' & AUTCA0) Yo e nw age ipsions g
nbox. promos ) B E ¢ ST 0 st
DL L] & 131172024 17:5951(UTC Blseny maes/ Portmesd /Cadle mill Penplas In
nbox. Updates 27
a n [T ——
Sent (3) . “ ha
e p— ' » ¢ vt Mo, Byt and e
© & o) ' B o ety s Ko Commiy o 7 ot

& cvome()

v # Cookiesi22)





image10.png
@ Cellevrite Physical Analyzes 7.73.0.11 L - 0 X

e RS B totom@9) x O Comacts(® « O petardovr) « O Notfications enter(§) < O Natve(10) < O Unknown 15) Instaled Applcaions () O nstalld Applictons (05)
» Location oo -
e
Analyzed Data Ducrpor 1601 Wi s, o P CA
i
e
pue—
g
< ks - & % E| epon~ a Timestamp: 2570172025 171409UTCH0)
e
v ¢ calllog (15) :I = Position:
© nawecrs) Aagrguedioctions
+
epr—— o RUSSIA op Addrss
i
Conacs ) fren
Natve 0 " i
‘Snapchat (3) - £ A o Ca Category:
O peter dover () 2 el SRR ¥ ccount; Gorpss@gmaicom
‘Devices & Networks (11) 26 W, MONGOUA -7 Address:
L 1 i prs—
Locton Relste (61) il 2 Gt ie e
e T e oy s
9 toatonsm A R St
Medi 14348 g
Messages 79 7
2 P 5800 ARATA p P ;
Seach st 157 Fored W T %
Gl o

s i

Acounts & etas 257 2 Gl ol 9 Gl . Aot dovB@gacom
soopet
B0 W -Vt T X K Q onign ~ Timestamp v End time * Posiion v Aoy Folder: Inbox, Socil
St You v e s
a ¥ asvas e
e—— 0| Timestamp: 25/01/2025 TH1409UTC-0)
* I * [E——— oty
pr—— Soume: Goud
IR * Pr——
T rscion:  FleSstem
. LI EN p .

Soure e

Databases (995)





image11.png
O Locations (419)

) . B
1 s »
1 4 ?
1 ”
1 s ?
1 ’ ”
18 s ?
1 o ?

Tot 312 s

@ tocatons

2u2r0es 20008

oaz0es 233611

oaznes vass

202 a5

orour0es 25045

151042024 192629

245008

(s1ase7s3,0000000)

(51697681, 0000000

(51313326 000000

(51546452 acone0n)

(51380500, 0000000)

(51843429, 0000000)

(51621087, a000000)

® Timeline (1546) x O Locations (1465) * O 000000.sms backup * O Chat (Genie: WhatsApp (grou. O peterdover 73) * O Contacts (13)
+

e L e 1
Timeine setngs 5+ Export+ Fiters v Actons » a
X K &GP 9 e * 1 Timestamp. v paty ~ Descrption Source * | & Source e ins

dotunivas

daunivas

minsicon

mangEacon

sunitie:

mingEicon

O calltog (15)

»@ Alocation Goto -

Name:
Descrption:

Type:

g

Timestang: ooz 103148
poston: (51561756 0000000
Aogregaed ocatons:

Prckion:

Confdence: n

Caegory:
Souce

e sptem

Monuoly decoded: Fase
Sounce e Samiing GSMLSH.ATITE Galny

Postion: (51561756 0000000





image12.png
EX-02 — Location/Media Overview (Nokia) EX-03 — Location/Media Overview (Samsung)

a ®. = m @ i Do 03 a ®. = m @





image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David





image2.png
Strengthens future prevention

Digital Forensics and Cybersecurity Relationship

CYBERSECURITY

Prevention

DIGITAL FORENSICS

Evidence Preservation

Detection

Incident
triggers

Examination & Analysis

Incident Response

forensics

Reconstruction / Attribution

Lessons Learned
(feeds back into Prevention)





