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Seven hands on activities were completed for the Digital Forensic (DF) module. Three of these activities were selected and delivered as part of a 15-minute presentation.
This report contains screenshots of the step-by-step processes that were used for the purposes of acquiring and analysing metadata and DF evidence in support of the presentation delivered.
In addition to the hands-on activities, further research and evidence can be found in the appendices.
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[bookmark: _Toc187867430]Figure 1: FTK Imager - Creating a Disk Image
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[bookmark: _Toc187867431]Figure 2: Creating a Physical Forensic Image
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[bookmark: _Toc187867432]Figure 3: Selecting the USB pendrive
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[bookmark: _Toc187867433]Figure 4: Selecting the image type (DD)
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[bookmark: _Toc187867434]Figure 5: Entering Evidence Information
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[bookmark: _Toc187867435]Figure 6: Image creation process
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[bookmark: _Toc187867436]Figure 7: Hash values displayed (MD5 & SHA1)
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[bookmark: _Toc187867437]Figure 8: Image creation log-1
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[bookmark: _Toc187867438]Figure 9: Image creation log-2
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[bookmark: _Toc187839416][bookmark: _Toc187867439]Figure 10: TryHackMe.com webpage - Intro to Digital Forensics
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[bookmark: _Toc187839419][bookmark: _Toc187867442]Figure 13: TryHackMe.com IntroDigitalForensics folder
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[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc187839424][bookmark: _Toc187867447]Figure 18: Lens type identified from metadata

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc187839425][bookmark: _Toc187867448]Figure 19: Raw filename discovered
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[bookmark: _Toc187839426][bookmark: _Toc187867449]Figure 20: Metadata document history, and Adobe Photoshop modifications
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[bookmark: _Toc187839427][bookmark: _Toc187867450]Figure 21:  Camera GPS location when picture taken
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[bookmark: _Toc187839428][bookmark: _Toc187867451]Figure 22: Entering GPS coordinates into Google Maps – Location: Milk St, London, UK.
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[bookmark: _Toc187839429][bookmark: _Toc187867452]Figure 23: Listing the Rooms in the HTB environment and contents of intro to digital forensics folder
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[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc187839434][bookmark: _Toc187867457]Figure 28: ExifTool metadata analysis-4
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[bookmark: _Toc187839438][bookmark: _Toc187867461]Figure 32: TryHackme.com activity completed
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[bookmark: _Toc187867559]Table 1: Acvitivity-1 Evidence 
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[bookmark: _Toc187867386]Activity-3-Data Analysis

[bookmark: _Toc183362877][bookmark: _Toc187867387]Task-1-Analysing Partitions
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[bookmark: _Toc187839439][bookmark: _Toc187867462]Figure 33: The Sleuth Kit (TSK) fsstat tool to find initial details of both output.dd and Task04.dd  images
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[bookmark: _Toc187839440][bookmark: _Toc187867463]Figure 34: Analysing Sector Zero of Bootable USB Pen drive (Contains an ISO of Windows Server 2019)
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[bookmark: _Toc187839441][bookmark: _Toc187867464]Figure 35: Analysing the Master Partition Table – The last 64 Bytes
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[bookmark: _Toc187839443][bookmark: _Toc187867465]Figure 36: Identifying the 4 Portions of the Table and the Boot Record Signature (55 AA)
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[bookmark: _Toc187867560]Table 2: Analysing MBR Partition table
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[bookmark: _Toc187867389]Analysing the File Signatures
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[bookmark: _Toc187867468]Figure 39: Comparing File Signature - to File Signature Table
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[bookmark: _Toc187867469]Figure 40: Accessing File1.pptx
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[bookmark: _Toc187867470]Figure 41: Exiftool metadata Analysis of File1.pptx
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[bookmark: _Toc187867471]Figure 42: Accessing File2.xlsx
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[bookmark: _Toc187867472]Figure 43: Exiftool metadata Analysis of File2.xlsx
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[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc187867473]Figure 44: Accessing File3.docx
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[bookmark: _Toc187867474]Figure 45: Exiftool metadata analysis of File3.docx
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[bookmark: _Toc187867475]Figure 46: Signature Analysis of File1.info
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[bookmark: _Toc187867476]Figure 47: Accessing File1.info



[bookmark: _Toc183362884][bookmark: _Toc187867395]T3.2 File2 (PDF – Password Protected/Encrypted)
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[bookmark: _Toc187867477]Figure 48: Analysing File header of File2.pdf
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[bookmark: _Toc187867478]Figure 49: Unlocking encrypted pdf via ilovepdf.com
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[bookmark: _Toc187867479]Figure 50: Accessing File2.pdf
[bookmark: _Toc183362885][bookmark: _Toc187867396]T3.3 File3 (HTML)
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[bookmark: _Toc187867480]Figure 51: Accessing File3.html
[bookmark: _Toc183362886][bookmark: _Toc187867397]T3.4 File4 (Decrypted) (XLSX)–Password-pin
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[bookmark: _Toc187867481]Figure 52: File signature analysis of File4.xlsx
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[bookmark: _Toc187839446][bookmark: _Toc187867482]Figure 53: File 4 passware kit forensic (PKF).
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[bookmark: _Toc187839447][bookmark: _Toc187867483]Figure 54: File4 decrypted and accessed as a spreadsheet
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[bookmark: _Toc187867484]Figure 55: Accessing File5.doc


[bookmark: _Toc183362888][bookmark: _Toc187867399]T3.6 File6 (RVT)
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[bookmark: _Toc187839448][bookmark: _Toc187867485]Figure 56: Viewing the HEX values of File6 in HxD
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[bookmark: _Toc187839449][bookmark: _Toc187867486]Figure 57: Opened File6 as a .bin file to view the binaries
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[bookmark: _Toc187839450][bookmark: _Toc187867487]Figure 58: Opened File6 in Notepad++ as .pdb file
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[bookmark: _Toc187867488]Figure 59: AutoDesk Free viewer online – Processing failed
[bookmark: _Toc183362889][bookmark: _Toc187867400]T3.7 File7 (EML)
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[bookmark: _Toc187867489]Figure 60: Accessing File7.eml
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[bookmark: _Toc187839452][bookmark: _Toc187867491]Figure 62: Accessing File8.doc (decrypted)


[bookmark: _Toc183362891][bookmark: _Toc187867402]T3.9 File9 (Decrypted) (TBC)-Password-ant
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[bookmark: _Toc187839453][bookmark: _Toc187867492]Figure 63: PKF File9 decryption process
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[bookmark: _Toc187867493]Figure 64: Password for File9 discovered (ant), but could not open file
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[bookmark: _Toc187867561]Table 3: File Signature Analysis Task2
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[bookmark: _Toc187867562]Table 4: File Signature Analysis Task3
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[bookmark: _Toc187867404]Task 4 –The Sleuth Kit (TSK)metadata analysis

[bookmark: _Toc187867563]Table 5: TSK Tools details
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[bookmark: _Toc187839457][bookmark: _Toc187867495]Figure 66: the istat tool to analyse the image viewing the metadata structure
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[bookmark: _Toc187839458][bookmark: _Toc187867496]Figure 67: istat tool being used to display MFT Mirr File Overview
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[bookmark: _Toc187839459][bookmark: _Toc187867497]Figure 68: istat displaying the F$Volume overview
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[bookmark: _Toc187839460][bookmark: _Toc187867498]Figure 69: istat displaying the $AttrDef File Overview
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[bookmark: _Toc187839462][bookmark: _Toc187867499]Figure 70: istat displaying the $Bitmap File Overview
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[bookmark: _Toc187867501]Figure 72: istat - BadClus Overview
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[bookmark: _Toc187839465][bookmark: _Toc187867502]Figure 73: istat - Secure File Overview
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[bookmark: _Toc187839466][bookmark: _Toc187867503]Figure 74: fls (-f ntfs) displaying files and directories | (-d) displaying deleted files only
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[bookmark: _Toc187867565]Table 7: FLS Address Explanation
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[bookmark: _Toc187839467][bookmark: _Toc187867504]Figure 75: img_stat displaying the statistics of the image





[bookmark: _Toc187867405]Activity-3 Tasks 4 Evidence

[bookmark: _Toc187867566]Table 8: Evidence from TSK
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[bookmark: _Toc183362893][bookmark: _Toc187867406]Task 5 – Using Autopsy to analyse raw image
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[bookmark: _Toc187839468][bookmark: _Toc187867505]Figure 76: Autopsy being used to analyse hoa3_ddimage.dd
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[bookmark: _Toc187839469][bookmark: _Toc187867506]Figure 77: Viewing the TSK istat tool from Autopsy.  Provides the same MFTMirr details as TSK Fig.67
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[bookmark: _Toc187839470][bookmark: _Toc187867507]Figure 78: Encrypted RAR Archive files found
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[bookmark: _Toc187839471][bookmark: _Toc187867508]Figure 79: Deleted files accessible, but metadata deleted
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[bookmark: _Toc187839473][bookmark: _Toc187867510]Figure 81: Email address associated with Mona Lisa Bitmap image
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[bookmark: _Toc187839474][bookmark: _Toc187867511]Figure 82: An Autopsy Report was generated showing an overview of the artifacts
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[bookmark: _Toc187839475][bookmark: _Toc187867512]Figure 83: Autopsy report showing the encrypted RAR files
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[bookmark: _Toc183879502][bookmark: _Toc187867409]Task-2: Working on Cellebrite Unified Forensic Extraction Device (UFED): Screenshots of Configuration
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[bookmark: _Toc187867513]Figure 84: UFED Configuration-1
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[bookmark: _Toc187867514]Figure 85: UFED Configuration-2
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[bookmark: _Toc187867515]Figure 86: UFED Configuration-3
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[bookmark: _Toc187867516]Figure 87: UFED Configuration-4
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[bookmark: _Toc187867517]Figure 88: UFED Configuration-5
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[bookmark: _Toc187867518]Figure 89: UFED Configuration-6
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[bookmark: _Toc187867519]Figure 90: UFED Configuration-7
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[bookmark: _Toc187867520]Figure 91: UFED Configuration-9
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[bookmark: _Toc187867521]Figure 92: UFED Configuration-10




[bookmark: _Toc183879503][bookmark: _Toc187867410]Task-3: Extract with UFED: Extraction Initiation 
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[bookmark: _Toc187867523]Figure 94:UFED Extraction process



[bookmark: _Toc183879504][bookmark: _Toc187867411]Task-4: Extract with UFED: Extraction in Process
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[bookmark: _Toc187867524]Figure 95: UFED Extraction-1
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[bookmark: _Toc187867525]Figure 96: UFED Extraction-2
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[bookmark: _Toc187867526]Figure 97: UFED Extraction-3
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[bookmark: _Toc187867527]Figure 98: UFED Extraction-3
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[bookmark: _Toc187867528]Figure 99: UFED Extraction-4
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[bookmark: _Toc187867529]Figure 100: UFED Extraction-5
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[bookmark: _Toc187867530]Figure 101: UFED Extraction-7
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[bookmark: _Toc187867531]Figure 102: UFED Extraction-8
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[bookmark: _Toc187867532]Figure 103: UFED Extraction-9
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[bookmark: _Toc187867533]Figure 104: UFED Extraction-10
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[bookmark: _Toc187867534]Figure 105: UFED Extraction-11
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[bookmark: _Toc187867535]Figure 106: UFED Extraction-12
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[bookmark: _Toc187867536]Figure 107: UFED Extraction-13






[bookmark: _Toc183879505][bookmark: _Toc187867412]Task-5: Ensuring Integrity: Hash Values
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[bookmark: _Toc187867537]Figure 108: Hash Analysis-1
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[bookmark: _Toc187867538]Figure 109: Hash Analysis-2
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[bookmark: _Toc187867539]Figure 110:SIM Extraction-1
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[bookmark: _Toc187867540]Figure 111:SIM Extraction-2
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[bookmark: _Toc187867541]Figure 112:SIM Extraction-3
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[bookmark: _Toc187867542]Figure 113:SIM Extraction-4
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[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc187867543]Figure 114:SIM Clone-1
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[bookmark: _Toc187867547]Figure 118: Cellebrite Report
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[bookmark: _Toc187867548]Figure 119: Summary of Mobile Phone Extraction
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[bookmark: _Toc187867568]Table 10: Evidence from Mobile-1
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[bookmark: _Toc187867569]Table 11: Evidence from Mobile-2
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[bookmark: _Toc187867418]Appendices
[bookmark: _Toc187867419]Appendix 1: 
[bookmark: _Toc187867420]A1.1Audit Trail 

[bookmark: _Toc187867570]Table 12: Example of an Audit Trail for Activity-1
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[bookmark: _Toc187839476][bookmark: _Toc187867549]Figure 120: Example of Continuity of Evidence form for Activity-1 [1]



[bookmark: _Toc187867422]Appendix 2 
[bookmark: _Toc187867423]A2.1MFT Research
The Master File Table (MFT) – This is the most important file in NFTS file system.  It keeps track of all the files on the volume.  Locations, logical location in folders physical locations on the HDD and metadata about files.  The first 16 MFT Entries are for system files.
The MFT Mirror is a partial backup of the MFT.  
It backs up the first 4 NFTS system files:
$MFT, $MFT Mirror, $Log, $Volume
MFT Mirror is designed for error handling and can allow for recovery of deleted/wiped partitions.
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[bookmark: _Toc187867550]Figure 121: MFT Diagram [1]

[bookmark: _Toc187867571]Table 13: MFT Details
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$AttrDef contains 15 attribute values, see Fig.87 below:
Each Attribute is a 160 Byte record.  Each attribute has its name, numeric ID and Byte values.
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[bookmark: _Toc187839461][bookmark: _Toc187867551]Figure 122: $AttrDef Attribute Values [2]



[bookmark: _Toc187867424]A2.2 Changing Environmental Variables to allow TSK to be opened from any location.  Not restricted to opening in the TSK folder.

By default, the user must be in the TSK folder to use the TSK tools.  To resolve this problem, a change was made to the Windows Environment Variables to allow use of all the TSK tools from any location. 
System Properties > Advanced> Environment Variables
Double click on “Path” and enter the location of the TSK bin folder.
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[bookmark: _Toc187839455][bookmark: _Toc187867552]Figure 123: Changing the Environment Variable to allow TSK to be opened in any file location
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[bookmark: _Toc187867426]A3.1 Mobile Phone Acronyms
[bookmark: _Toc187867572]Table 14: Mobile Acronym Descriptions
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[bookmark: _Toc187867427]A3.2 Mobile Phone Identification
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[bookmark: _Toc187867553]Figure 124: Mobile phone details of Samsung S21 [2]
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[bookmark: _Toc187867554]Figure 125: Mobile phone details of Ulefone Note 14 [3]
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[bookmark: _Toc187867555]Figure 126: Identification of phone via its International Mobile Equipment Identity (IMEI) number [6]
[bookmark: _Toc187867573]Table 15: Comparison of Samsung and Ulefone mobile phones
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[bookmark: _Toc187867428]A3.3 Documentation of Mobile Phone
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[bookmark: _Toc187867556]Figure 127: Ulefone 14 - Mobile used during Cellebrite extractions
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[bookmark: _Toc187867557]Figure 128: SIM card used during Cellebrite extractions
[bookmark: _Toc187867429]A3.4 Faraday Pouch for Mobile Phone
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[bookmark: _Toc187867558]Figure 129: Faraday pouch used to maintain the integrity of the mobile phone
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1/ 17/10/2024] UsB Pendrive seized by Officer H Jones at: 918 Heol y Brenin / King St, Caerfyrddin / Carmarthen
2[17/10/2024] |continuity of Evidence (CoE) / Chain of Custody Form (Coc) Tracking Form - Details entered
3] 17/10/2024] UsB pendrive Evidence #1 Received by Digital Investigator S Rees
4[17/10/2024] UsB pendrive Evidence #1 placed in evidence safe by Digital Investigator s Rees
17/10/2024] lusB pendrive Evidence #1 collected from evidence safe, brought to digital forensics lab by Digital Investigator s Rees
5[ 17/10/2024] |configure Fright protect on Digital Forensic laptop
6 17/10/2024] [Confirm Write Protect working
7[17/10/2024] Initiate Acquisition of data using FTK Imager utilising Raw (dd) format
[Created By AccessData® FTK® Imager 4.7.1.2
|case Information:
|Acquired using: ADI4.7.1.2
|case Number: 18102024
Evidence Number: 001
Unique description: 26 USB Pendrive
Examiner: Mr Rees
8] 17/10/2024) Enter details into FTK Imager relating to case INotes: USB Pendrive acquisition for case
5[ 17/10/2024] [FTK Imager runs verification on Forensic image
Image Verification Results:
Verification finished: Thu Oct 17 20:36:25 2024
MDS checksum:  804b067eec344cabbf77e348f17366f7 : verified
10| 17/10/2024 Hash values generated by FTK Imager SHA1 checksum:_782dd0771807928411d0482ffcd576d63a0fe0f : verified
10[ 17/10/2024] USB Pendrive Evidence #1 placed in evidence safe by Digital Investigator s Rees
11[18/10/2024] iated on Forensic Copy of ransom-lettter2 downloaded from TryHackMe.com #2 Ihttps://tryhackme.com/r/room/introdigitalforensics
12[18/10/2024)] lated on Forensic Copy of ransom-lettter2 downloaded from TryHackMe.com #2 [Analysis of files using Autopsy - using files downloaded from tryhackme.com
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0| [smft___|stores information on files and folders on an NTFS volume.
1 |wFT2 [Smiftvirr |Mirror of the first four records in the MFT.
2_[Logfile [StogFile [Transaction log that can be used for file recovery.
[Stores information about the volume, including its label and version
3 |Volume [svolume
information.
4_|Attribute definitions_|SAttrDef |Table of names, numbers, and descriptions of attributes used in NTFS.
5_|Root filename index_[$ Root folder.
6_|Cluster bitmap [$Bitmap_|Representation of which clusters are used on the volume.
[Stores information needed to mount the volume. If the volume is
7 [Bootclusterfile 9899t | ootable, it also contains bootstrap loader code.
5 _|Bad cluster file [S8adClus [Stores information on bad clusters on a volume.
5 [security file [Secure _[Stores unique security descriptors of files.
[Stores information used to convert lowercase characters to uppercase
10 |VUpcasetable P2 | Unicode characters.
11 |NTeS extension file |sextena |PLO7eS Information for aptional extensions, such as quotas and abject
identifiers.
12-15 |Unused/reserved for future use
16 |User files/ directories | [Reserved for end user data files and directories.
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S$AttrDef Attribute Value:
SSTANDARD_INFORMATION (16) Size: 48-72 Flags: Resident
SATTRIBUTE_LIST (32) Size: No Limit Flags: Non-resident

SFILE NAME (48) Size: 68-578 Flags: Resident,Index

SOBJECT_ID (64) Size: 0-256 Flags: Resident
SSECURITY_DESCRIPTOR (30) Size: No Limit Flags: Non-resident
SVOLUME_NAME (96) Size: 2-256 Flags: Resident
'SVOLUME_INFORMATION (112) Size: 12-12 Flags: Resident

SDATA (128) Size: No Limit Flags

SINDEX_ROOT (144) Size: No Limit Flags: Resident
SINDEX_ALLOCATION (160) Size: No Limit Flags: Non-resident
SBITMAP (176) Size: No Limit Flags: Non-resident
SREPARSE_POINT (192) Size: 0-16384 Flags: Non-resident
SEA_INFORMATION (208) Size: 3-8 Flags: Resident

SEA (224) Size: 0-65536 Flags

$LOGGED_UTILITY_STREAM (256) Size: 065536 Flags: Non-resident
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IMEI International Mobile  |Mobile phone  |Handset Burned in address of Phone Found on phone or by dialling *#06%
Equipment Identity handset Identification. Embedded within call records, Registered with GSMA.
] International Mobile _ |Mobile phone _|User subscription _|Stored on SIM - Links SIM to a subscription profile.
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Activity-1-2Gig-UsB-Pendrive.0014 X+

File  Edit  View o)

Created By AccessData® FTK® Imager 4.7.1.2

Case Information:

Acquired using: ADI4.7.1.2

Case Number: 18102024

Evidence Number: €01

Unique description: 26 USB Pendrive
Examiner: Mr Rees

Notes: USB Pendrive acquisition for case
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Activity-1-2Gig-USB-Pendrive 0011 X+
File  Edit  View &
| Segment list:

. C:\Users\Student\OneDrive - University of Wales Trinity Saint David
\Desktop\DF - Module\Activity-1-2Gig-USB-Pendrive.001

C:\Users\Student\OneDrive - University of Wales Trinity Saint David
\Desktop\DF - Module\Activity-1-2Gig-USB-Pendrive.002

Inage Verification Results:

Verification started: Thu Oct 17 20:36:14 2024

Verification finished: Thu Oct 17 20:36:25 2024
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>
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Terminal -0

File Edit View Search Terminal Help
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1. Pentesting any target that is not deployed by you on TryHackMe is prohibited.
2. You are solely responsible for your actions.

3. This machine expires. Check TryHackMe to ensure you still have time left.

4. Once this machine is terminated, all data will be lost

5. If you are a subscriber, this machine is exposed to the internet and maybe au
tomatically scanned. While the machine is secure, do not store sensitive fil“

Usage Instructions:

1. Tools are located in /root/Desktop/Tools & /opt/

2. Webshells are located in /usr/share/webshells

3. Wordlists are located in /usr/share/wordlists

4. READMEs are located in /root/Instructions

5. To use Empire & Starkiller, read the following file: /root/Instructions/d]
e-starkiller.txt

Do you think something's missing? Let us know! support@tryhackme.con

Press ENTER key to close. ll

> ¥

THM AttackBox 56min 365
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root@ip-10-10-29-125:~/Rooms/introdigitaltorensics# Ls
letter-image.jpg ransom-letter.doc ransom-letter.pdf ransom-lettter-2.zip
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root@ip-10-10-29-125:~/Rooms/introdigitalforensics# pdfinfo ransom-letter.pdf
Title: Pay NOW

Subject: We Have Gato
Author : Ann Gree Shepherd
Creator Microsofte Word 2016

Produces Microsofte Word 2016
CreationDate: Wed Feb 23 ©9:10:36 2022 GMT
ModDate: Wed Feb 23 09:10:36 2022 GHT
Tagged: yes
UserProperties: no
Suspects: no
Form: none
Davascript: no
1

8 no
Fhge size 595.44 x 842.04 pts (A4)
Page ro °
File size 71371 bytes

optimized
PDF version:
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Document ID H photoshop:de96cdf3-afbf-664d-9d4c-d5c1dofdbdel
Instance ID : xmp.iid:b80f5656-424a-4d4d-9cde-5a36706d26d6

original Document ID : D3825C53382EED70DB7435BOCCF756F5

Preserved File Name 5LOA2971.CR3

Already Applied True

[Auto Lateral CA 1

W+ O — @ THMAtadksox 17min 195
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Derived From Document ID : xmp.did:c3flef49-6aa6-4441-8800-6afa19131d22
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(Linux)
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ro0t@ip-10-10-29-125: ~/Rooms/introdigitalforensics

File Edit View Search Terminal Help

root@ip-10-10-29-125:~# cd /root/Rooms/
root@ip-10-10-29-125:~/Roons# 1s

ADEnumeration Compiled introdigitalforensics
A0C2023 cryptographyintro introloganalysis
AoC3 ctf-event-2022 JohnTheRipper
BPVolatility CVE2022-26134 loganalysis
BreachingAD CVE2022-26923 Tlogs

caldera cyberready2024 monikerlink
Capstonechallenge ExploitingAD OhSINT

cauldron Follina-MSDT ParrotPost

root@ip-10-10-29-125:~/Roons# cd introdigitalforensics/
root@ip-10-10-29-125:~/Roons/introdigitalforensics# ls

securityfootage
sigma

solar
splunkBasic
springashell
TryHack3M
TryPwnMeOne
Wireshark1e1

letter-image.jpg ransom-letter.doc ransom-letter.pdf ranson-lettter-2.zip

root@ip-10-10-29-125:~/Roons/introdigitalforensics#

@ | THMAttackBox
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root@ip-10-10-29-125: ~/Rooms/introdigitalforensics - 0

File Edit View Search Terminal Help
<root@ip-10-10-29-125:~# cd /root/Roons/

root@ip-10-16-29-125:~/Roons# 1s
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root@ip-10-16-29-125:~/Rooms# cd introdigitalforensics/

root@ip-10-16-29-125:~/Rooms /introdigitalforensics# ls

letter-image.jpg ransom-letter.doc ransom-letter.pdf ransom-lettter-2.zip
root@ip-10-16-29-125:~/Rooms /introdigitalforensics# pdfinfo ranson-letter.pdf
Title: Pay NOW

subject We Have Gato
Author: Ann Gree Shepherd
Creator: Microsofte Word 2016

Producer: Microsofte Word 2016
CreationDate: Wed Feb 23 09:10:36 2022 GMT

ModDate: Wed Feb 23 09:10:36 2022 GHT
Tagged: yes

UserProperties: no

Suspects: no

Form: none

Javascript: no

Pages: 1

Encrypted: no

Page size 595.44 x 842.04 pts (A4)
Page rot °

File size: 71371 bytes

optinized no

PDF version: 1.7

root@ip-10-10-29-125:~/Roons/introdigitalforensics# Il

@ | THMAttackBox
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root@ip-10-10-29-125:

File Edit View Search Terminal Help

DF version: 1.7

00t@lp-10-10-29-125:~/Rooms /introdigitalforensics# exiftool letter-inage. jpg
{fTool Version Number 10.80

le Name letter-image. jpg

)irectory

size

Modification Date/Time
Access Date/Time

Inode Change Date/Time

./Rooms/introdigitalforensics - 0

124 kB

2022:02:23 08:53:33+00:00
2022:02:23 09:12:00+00:00
2022:03:04 12:15:19+00:00

Pernissions rWXT-Xr-X
Type IPEG
Type Extension jpg
Type image/jpeg
Version 1.01
Byte Order Little-endian (Intel, II)
“ompression JPEG (old-style)
lake Canon
amera Model Name Canon EOS R6
rientation Horizontal (normal)
( Resolution 300
4 Resolution 300
solution Unit inches
ftware GIMP 2.10.28
1odify Date 2022:02:15 17:23:40
-xposure Time 1/200
Number 2.8
:xposure Program Manual
(SO 640
sensitivity Type Recommended Exposure Index
econmended Exposure Index 640
if Version 0231

2022:02:25 13:37:33
2022:02:25 13:37:33

ate/Time Original
‘reate Date

)ffset Time +01:00
)ffset Time Original +03:00
)ffset Time Digitized +03:00
hutter Speed Value 1/200
\perture Value 2.8

posure Compensation 0
lax Aperture Value 1.8
letering Mode Multi-segment

ash No Flash
ocal Length 50.0 mn
Jser Comment THM{238956}
ub Sec Time Original 42
ub Sec Time Digitized 42

lor Space SRGB

f Image Width 7900

if Image Height 5267

cal Plane X Resolution 1520

ocal Plane Y Resolution 1520
a1 Plane DacaTutinn finit  « cm D

W+ O — @ THMAtadksox 46min 415
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File Edit View Search Terminal Help
Exif Image Height : 5267
Focal Plane X Resolution 1520
Focal Plane Y Resolution 1520
Focal Plane Resolution Unit cn
Custon Rendered Normal
Exposure Mode Manual
white Balance Auto
Scene Capture Type standard
Serial Number 083021002010
Lens Info semn /2
Lens Model EFS0mm £/1.8 STM
Lens Serial Number 000029720b
GPS Latitude Ref North
GPS Longitude Ref West
GPS Time Stamp 13:37:33
subfile Type Reduced-resolution image
Photometric Interpretation veber
samples Per Pixel 3
Thumbnail Offset 1214
Thumbnail Length 4941

1P Toolkit XMP Core 4.4.0-Exiv2

1 2.0

atforn Linux
Time Stamp 1644938627130718
Approximate Focus Distance 1 0.79
Distortion Correction Already Applied: True
Firmware 1 1.2.0
Flash Compensation 0
Image Number )
Lateral Chromatic Aberration Correction Already Applied: True
Lens. : EFSemm /1.8 STM
Vignette Correction Already Applied: True
Color Mode : RGB

ICC Profile Name Adobe RGB (1998)

Creator Tool GIMP 2.10
Metadata Date 2621:12:02 13:32:48+01:00
Rating 2

Document ID
Instance ID

original Document ID
Preserved File Name

adobe:docid:photoshop:de96cdf3-afbf-664d-9dac-d5cidefdbael
xmp.11d:b8OF5656-424a-4d4d-9cdo-5a36706d26d6
D3825C53382EED70DB7435B0CCF756F5

5LOA2971.CR3

Already Applied True
Auto Lateral CA 1
Blacks 2012 0
Blue Hue ]
Blue Saturation °

Adobe standard
441F68BD6BC3369B59256B103CE2CDSC

Camera Profile
Camera Profile Digest

Clarity 2012 0
Color Grade Blending 50
Color Grade Global Hue ) Y

W+ O — @ THMAtadksox 45min 135





image28.png
Applications Places System &) = [ Fri180ct, 11:08 AttackBox P:10.10.29.125
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File Edit View Search Terminal Help
Grade Blending
Grade Global Hue
Grade Global Lum
Grade Global Sat
Grade Highlight Lum
Grade Midtone Hue
Grade Midtone Lum
Grade Midtone Sat
Grade Shadow Lum
Noise Reduction
Noise Reduction Detail
Noise Reduction Smoothness
ontrast 2012
Angle
Botton
Constrain To Warp
Left
Right
Top
efringe Green Amount
fringe Green Hue Hi
fringe Green Hue Lo
i-fringe Purple Amount

8

85

8

8

eggeercorcoguNoceo0000Y

efringe Purple Hue Hi 70
efringe Purple Hue Lo 30
ehaze °
2012 -0.40
ain Amount °
]
een Saturation 0
las Crop False
las Settings True
iighlights 2012 -32
ue Adjustment Aqua °
ue Adjustment Blue ]
ue Adjustment Green ]
ue Adjustment Magenta ]
ue Adjustment Orange ]
ue Adjustment Purple ]
ue Adjustment Red ]
ue Adjustment Yellow ]
ens Manual Distortion Amount 0

ens Profile Digest
ens Profile Distortion Scale
ens Profile Enable

ens Profile Filename

ens Profile Is Embedded

ens Profile Name

B23331240701D3828825846A4802290C

100

1

Canon E0S-1Ds Mark IIT (Canon EF 50mm f1.8 STM) - RAW.lcp
False

Adobe (Canon EF 5emm f/1.8 STM)

ens Profile Setup LensDefaults
ens Profile Vignetting Scale 160
uminance Adjustment Aqua 0

"+ O - @ | THMAtackBox
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uninance Adjustment Aqua 8
uninance Adjustment Blue
uninance Adjustment Green
uninance Adjustment Magenta
_uninance Adjustment Orange
_uninance Adjustment Purple
uninance Adjustment Red
_uninance Adjustment Yellow
_uninance Smoothing

verride Look Vignette
arametric Darks

arametric Highlight split
arametric Highlights
arametric Lights

arametric Midtone Split
arametric Shadow Split
arametric Shadows
erspective Aspect
erspective Horizontal
erspective Rotate

rspective Scale

rspective Upright
rspective Vertical
erspective X

erspective Y

ost Crop Vignette Amount
Process Version

aw File Name

ed Hue

ed Saturation

saturation

Saturation Adjustment Aqua
Saturation Adjustment Blue
saturation Adjustment Green
saturation Adjustment Magenta
Saturation Adjustment Orange
Saturation Adjustment Purple
saturation Adjustment Red
saturation Adjustment Yellow
shadow Tint

shadows 2012

sharpen Detail

sharpen Edge Masking

sharpen Radius

Sharpness

5plit Toning Balance

5plit Toning Highlight Hue
5plit Toning Highlight Saturatio
5plit Toning Shadow Hue
5plit Toning Shadow Saturation
lor Temperature

alse

bl

0

o0
88

I
°

LoA2971.dng

0
0
0
0
0
0
0
0
0
F
0
7
0
0
5
2
0
0
0
0
1
0
0
0
0
0
1
H
0
0
0
0
0
0
0
0
0
0
0
0
0
2
6
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Color Temperature
Texture

Tint

Tone Curve Name 2012
Tone Curve PV2012

Tone Curve PV2012 Blue
Tone Curve PV2612 Green
Tone Curve PV2012 Red
version

vibrance

Vignette Amount

ihites 2012

Format

Document Ancestors
2-bafa-cae8ob62a8cs
erived From Document ID xmp.did:c3f1ef49-6aa6-4441-8800-6afa19131d22

erived From Instance ID xmp.11d: fd37b6b6-4a37-d44a-89e0-3710c289a8db

Derived From Original Document ID: D3825C53382EED70DB7435BOCCF7SGFS

History Action : derived, saved, saved, saved, derived, saved, converted, saved, saved
onverted, derived, saved, saved

story Parameters. : converted from image/x-canon-cr3 to image/dng, saved to new location, c
verted from image/dng to image/vnd.adobe.photoshop, saved to new location, from image/vnd.adobe.photosh
» to application/vnd.adobe.photoshop, from application/vnd.adobe.photoshop to image/jpeg, converted from
application/vnd.adobe.photoshop to image/jpeg

History Changed : /, [metadata, /metadata, /, /, [, /[, /
History Instance ID : xmp.iid:68afaabs-00f8-4a17-880d-04362acf7f59, xmp.iid:ad15f146-19e3-dda
f-a523-2a91fd837241, xmp.iid:a732c1b4-c918-d649-91df-a08fd30a3b28, xmp.iid:c3flef49-6aa6-4441-8800-6afal9
131d22, xmp.1iid:e03136da-36b8-4a4f-a00f-4e953a46cb21, xmp.iid:fd37b6b6-4a37-d44a-89e0-3710c289a8db, xmp. i
1d:bedfac61-4499-6b47-bo61-c79f9c8868d9, xmp.iid:defcafod-ab7b-4648-b9od4-1dagf1aasbfo

History Software Agent : Adobe Photoshop Lightroom Classic 10.2 (Macintosh), Adobe Photoshop Cam
era Raw 14.0, Adobe Photoshop Camera Raw 14.6.1 (Windows), Adobe Photoshop Camera Raw 14.6.1 (Windows), A
dobe Photoshop 22.4 (Windows), Adobe Photoshop 22.4 (Windows), Adobe Photoshop 22.4 (Windows), Gimp 2.10
(Linux)

History When : 2021:11:15 15:5
12+01:00, 2021:12:02 10:19:47+01:00, 2021:12:02 1.
32:48+01:00, 2022:02:15 17:23:47+02:00

255
255
255
255

image/jpeg
xmp.did:2ecibla6-ffae-0a44-90f9-3b6998456cdf, xmp.did:780a63d9-6024-e94

1+03:00, 2021:12:01 11:25:22+01:00, 2021:12:01 12:34:
:12+401:00, 2021:12:02 13:32:48+01:00, 2021:12:02 13

Look Amount g4

Look Copyright : © 2018 Adobe Systems, Inc
Look Group : lang="x-default" Profiles
Look Name Adobe Color

Look Supports Amount false

Look Supports Monochrome false

Look Supports Output Referred false

Look Uuid B952C231111CDBEOECCF14B86BAATOT7
Look Parameters Camera Profile : Adobe Standard

Look Parameters Convert To Grayscale: False

Look Parameters Look Table : E1095149FDB39D7A057BAB208837E2E1

Look Parameters Process Version : 11.0

Look Parameters Tone Curve PV2012: 0, ©, 22, 16, 40, 35, 127, 127, 224, 230, 240, 246, 255, 255

Look Parameters Tone Curve PV2012 Blue: 0, 0, 255, 255

Look Parameters Tone Curve PV2012 Green: 0, 0, 255, 255 D

W+ O — @ THMAtadksox 41min 385
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Look Parameters Tone Curve PV2012: 0, ©, 22, 16, 40, 35, 127, 127, 224, 230, 240, 246, 255, 255
Look Parameters Tone Curve PV2012 Blue: 0, 0, 255, 255

Look Parameters Tone Curve PV2012 Green: ©, 0, 255, 255

Look Parameters Tone Curve PV2012 Red: 0, 0, 255, 255

Look Parameters Version :14.0.1

Profile CMM Type : Unknown (lcns)

Profile Version 4.3.0

Profile Class pisplay Device Profile
Color Space Data RGB

Profile Connection Space XYz

profile Date Time 2022:02:15 14:5! 9
profile File Signature acsp

Primary Platform

CMM Flags

Device Manufacturer

Device Model

evice Attributes

Rendering Intent

Connection Space Illuminant
Profile Creator

ofile 1D

ofile Description

ofile Copyright

Hedia White Point

Chromatic Adaptation

168

Red Matrix Column

Blue Matrix Column

Green Matrix Column

Red Tone Reproduction Curve
Green Tone Reproduction Curve
Blue Tone Reproduction Curve

Apple Computer Inc.
Not Embedded, Independent

Reflective, Glossy, Positive, Color
Perceptual

0.9642 1 0.82491

unknown (lcns)

o

GIMP built-in sRGB

Public Domain

0.9642 1 0.82491

1.04788 0.02292 -0.05022 0.02959 0.99048 -0.01707 -0.00925 0.01508 0.75

: 0.43604 0.22249 0.01392

0.14305 0.06061 0.71393
0.38512 0.7169 0.09706

(Binary data 32 bytes, use -b option to extract)
(Binary data 32 bytes, use -b option to extract)
(Binary data 32 bytes, use -b option to extract)

Chromaticity Channels 3

Chromaticity Colorant Unknown (@)

Chromaticity Channel 1 0.64 0.33002

Chromaticity Channel 2 0.3 0.60001

Chromaticity Channel 3 0.15001 0.06

Device Mfg Desc GIMP

Device Model Desc SRGB

Current IPTC Digest b417d6571f8abas7a1e64afbdedafbdb
Coded Character Set UTF8

Envelope Record Version 4

Date Created 2022:02:15

Digital Creation Date 2021:11:05

Digital Creation Time 14:06:13+03:00

application Record Version 4

Time Created 17:23:40-17:23

Image Width 1200

Image Height 800

Encoding Process Progressive DCT, Huffman coding
Bits Per Sample 18 =

W+ O — @ THMAtadksox 39min 155
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tedia White Point
Chromatic Adaptation
168

Red Matrix Column
3lue Matrix Column
Green Matrix Column
Red Tone Reproduction Curve
Green Tone Reproduction Curve
5lue Tone Reproduction Curve
Chromaticity Channels
Chromaticity Colorant
Chromaticity Channel 1
Chromaticity Channel 2
chromaticity Channel 3

evice Mfg Desc

evice Model Desc

Current IPTC Digest

Coded Character Set

Envelope Record Version

Date Created

gital Creation Date

gital Creation Time
plication Record Version
Tine Created

Image Width

Image Height

Encoding Process

5its Per Sample

Color Components.

Y b Cr Ssub Sampling

perture

ate/Time Created

igital Creation Date/Time

GPS Latitude

GPS Longi tude

GPS Position

Image Size

Megapixels

scale Factor To 35 mm Equivalent
shutter Speed

Create Date

Date/Time Original

Modify Date

Thumbnail Image

circle Of Confusion

Field OF View

Focal Length

iyperfocal Distance

Lens TD

Light Value 8
r00t@ip-10-10-29-125

+ G (6]

-~

THM AttackBox

=| & Fri18oct, 11:14

ro0t@ip-10-10-29-125: ~/Rooms/introdigitalforensics °
Help

: 0.43604

/Rooms /introdigitalforensics# |

AttackBox P:10.10.29.125

0.9642 1 0.82491
1.04788 0.02292 -0.05022 0.02959 0.99048 -0.01707 -0.00925 0.01508 0.75

0.22249 0.01392

0.06061 0.71393

0.7169 0.69706

data 32 bytes, use -b option to extract)

data 32 bytes, use -b option to extract)
data 32 bytes, use -b option to extract)

3

RO
©.64 0.33002
0.3 0.60001
©0.15601 ©.06
GINP

SRGB
b417d6571f8abag7ale64afbdedafbdb
UTF8

4

2022:02:15

2021:11:05

14:06:13+03:00

a

17:23:40-17:23

1200

800

Progressive DCT, Huffman coding
8

3
yebera:
2.8
2022:02:15 17:23:40-1

0.14305
0.38512
(Binary
(Binary
(Binary

14 (11)

51 deg 30' 51.90" N
0 deg 5' 38.73" W
51 deg 30" 51.90" N, © deg 5' 38.73" W
1200x800

0.960

0.7

1/200

2022:02:25 13:37:33.42+0,

2022:02:15 17:23:40+01:00
(Binary data 4941 bytes, use -b option to extract)
0.043 mn

54.9 deg

50.0 mm (35 mn equivalent: 34.6 mm)

20.58 n

Canon EF 56mm f/1.8 STH

7.9
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B oo ® 10.1029.125 (e} 10 @ root@ip-10-10-29-125: ~/Rooms/introdigitalforensics - 0

File Edit View Search Terminal Help
Chromatic Adaptation 1 1.04788 0.02292 -0.05022 0.02959 0.99048 -0.01707 -0.00925 0.01508 0.75
168
Introduction to Cyber Security > Introduction to Defensive Security > Red Matrix Column 0.43604 0.22249 0.01392
Blue Matrix Column ©0.14305 0.06061 0.71393
. . [Green Matrix Column ©.38512 0.7169 0.09706
Intro to Digital Forensics Red Tone Reproduction Curve (Binary data 32 bytes, use -b option to extract)
Green Tone Reproduction Curve (Binary data 32 bytes, use -b option to extract)
Blue Tone Reproduction Curve (Binary data 32 bytes, use -b option to extract)
Chromaticity Channels 3
Chromaticity Colorant Unknown (@)
Chromaticity Channel 1 0.64 0.33002

Learn about digital forensics and related processes and experiment with a practical example.

.1l Easy © 90 min

chromaticity Channel 2 0.3 0.60001
chromaticity Channel 3 0.15001 0.606
Help v W SaveRoom 1 4491 & @ Options . P Device Mfg Desc GIMP
Device Model Desc SRGB
Current IPTC Digest b417d6571f8abag7ale64afbdedafbdb

Coded Character Set UTF8
Room completed ( 100% ) Envelope Record Version 4
[BamEnc reated 2022:02:15
il Creation Date 2021:11:05
S 3 creation Time 14:06:13+03:00
Task1 @ Introduction To Digital Forensics

1 ation Record Version 4
{ [eated 17:23:40-17:23

[IRagS Width 1200

ioi i o &l Height 800
ber sample 8
g@» Components 3

Aperture 2.8

Date/Time Created 2022:02:15 17:23:40-17:23
pigital creation Date/Time
Everything we do on our digital devices, from smartphones to computers, leav e cps Latitude 51 deg 36' 51.9
how we can use this in the subsequent investigation. GPS Longitude © deg 5 38.73" W
GPS Position 9
Image Size 1200x800
[Megapixels 0.960

have converted the document to PDF format and extracted the image from the MS Word file for your convenience. scale Factor To 35 mm Equivalent:
shutter Speed

Create Date

pate/Tine original
the AttackBox. To follow along, open the terminal on the AttackBox, then go to thedwsclory lodify Date

I TR RO tY s shown below. In the following terminal output, we changed to the directory containing the case files. fliElnel ege (inery G A e, w0 - epim D eiizE)
¢ Circle Of Confusion 0.043 nn
Field of view 54.9 deg
Terminal Focal Length 50.0 mm (35 mn equivalent: 34.6 mm)
Hyper focal Distance 20.58 n
Lens 1D Canon EF 5omm £/1.8 STH
Light value 7.9
root# cd introdigitalforensics root@ip-10-10-29-125:~/Rooms/introdigitalforensics# AC
root# 1s root@ip-16-10-29-125:~/Rooms/introdigitalforensics# i

Our cat, Gado, has been kidnapped. The kidnapper has sent us a document with their requests in MS Word Document format. We

You can download the attached file to your local machine for inspection; however, for your convenience we have added the files to

root# cd /root/Rooms

ransom-letter.doc

letter-image.jpg ransom-letter.pdf ransom-lettter-2.zip

¥+ O - @ THMAtackBox
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‘Author of Ransom Letter |Ann Gree Shepherd

Camera Make [Canon

Camera Model [EOS R

Camera Lens EF 50mm f/1.8 STM
Doc D, Creation Date, Modification Date,

Document Details History of Doc: Conversions of document,
|data and times of conversions

GPS Coordinates [51deg30'51.90°N, 0 deg5'38.73" W
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& Command Prompt

E:\DF Images>fsstat -i raw output.dd
FILE SYSTEM INFORMATION

OEM Name: MSDOSS.®
Volume ID: ©x307c0170

Volume Label (Boot Sector): NO NAME
Volume Label (Root Directory):

File System Type Label: FAT16

Sectors before file system: 8064

File System Layout (in sectors)
Total Range: © - 3958911

* Reserved: © - 3

** Boot Sector: @

* FAT 0: 4 - 245

* FAT 1: 246 - 487

* Data Area: 488 - 3958911

** Root Directory: 488 - 519

** Cluster Area: 520 - 3958855

** Non-clustered: 3958856 - 3958911

METADATA INFORMATION

Range: 2 - 63334790
Root Directory: 2

CONTENT INFORMATION
Sector Size: 512

Cluster Size: 32768

Total Cluster Range: 2 - 61850

FAT CONTENTS (in sectors)
520-711 (192) -> EOF
712-775 (64) -> EOF
776-839 (64) -> EOF
840-903 (64) -> EOF

E:\DF Images>

B Q search S O & ¢

E:\Activity 2 - MALWARE FILES>fsstat -i ewf taskes.Ee1
FILE SYSTEM INFORMATION

File System Type: NTFS

Volume Serial Number: SCD233B1D2338E70

OEM Name: NTFS

Version: Windows XP

METADATA INFORMATION

M 2
1624 bytes

Size of Index Records: 4896 bytes

Range: © - 512

Root Directory: 5

CONTENT INFORMATION

Cluster Size: 4096
Total Cluster Range: @ - 486654
Total Sector Range: @ - 3893246

$AttrDef Attribute Values:

$STANDARD_INFORMATION (16) Size: 48-72 Flags: Resident
$ATTRIBUTE_LIST (32) Size: No Limit Flags: Non-resident
$FILE_NAME (48) Size: 68-578 Flags: Resident,Index
$OBJECT_ID (64) Size: @-256 Flags: Resident
$SECURITY_DESCRIPTOR (80) Size: No Limit Flags: Non-resident
$VOLUME_NAME (96) Size: 2-256 Flags: Resident
$VOLUME_INFORMATION (112) Size: 12-12 Flags: Resident

$DATA (128) Size: No Limit Flags

$INDEX_ROOT (144) Size: No Limit Flags: Resident
$INDEX_ALLOCATION (160) Size: No Limit Flags: Non-resident
$BITMAP (176) Size: No Limit Flags: Non-resident
$REPARSE_POINT (192) Size: ©-16384 Flags: Non-resident
$EA_INFORMATION (208) Size: 8-8 Flags: Resident

$EA (224) Size: ©-65536 Flags

$LOGGED_UTILITY_STREAM (256) Size: @-65536 Flags: Non-resident

E:\Activity 2 - MALWARE FILES>

1318 =)
05/11/2024 4
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1|5468697320697320 | INFO UNIX GNU Info Reader File None INFO [This is just a testfile:5__| |Plain text INFO file
[This s confidential
Information:
25504245 |Contact Number:
123456789
Price: 789128
|Adobe Portable Document Format, Forms |Quoted By: M/s xvz Password Protected File - Password Unlocked with
2| POF, FDF, Al Document Format, ilustrator Graphics Files __|0D 0A 25 25 45 47 46 0D 0A |PDF |company pvt Ltd ilovepdf.com - unlock feature
[Website: Forensic
3lsc [ AOLHTML mail file None HTML Magazine plain text website for a Forensic Magazine
Hex analysis of the file shows that this is an encrypted file
Millions of §'s against Decrypted using Password Kit Forensic (PKF).
4|DOCF11E0A1BIIAEL _|DOC, DOT, PPS, PPT, XLA, XLS, WIZ |XLS Spreadsheet None xL5X people’s names password = pin
D33356C7F868820864302C | [Analysis of the tile (Content Type) .xmi - xml did not allow
5|DOCF11E0A1BI1AEL _|DOC, DOT, PPS, PPT, XLA, XLS, WIZ |Word Document (Plain text) None boc las728FEATD [the file to be read.
| Will open with any programme that can read text documents|
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Palmpilot Database/Document File, NULL file - 254 bytesof | |Attempted to open as both Palmpilot document and Revit
6/000000 PDB, RV Revit Project File Subheader, None PoB&RVT _|zeros project. But neither would open.
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fsstat

Displays metadata details associated to a
file system.

05, File System (e.g. NTFS), Volume Name,
|Volume Serial Number, Some MFT Details

istat

Displays Master File Table (MFT) Entries,
changing the number displays a different
MET entry. This number is known as an
inode (indexed node) in UNIX. Istat can
Jalso display the structure of metadata.

Logophile Seq number, Security ID (SID),
(creation, Modification and Accessed dates,
lserial link number.

s

Lists files and directories of an image.
Using -d will display deleted files.

[Allfiles and directories on an image.

img_stat

Displays details associated to an image file.

Image type (e.g. raw), size in bytes, sector size.





image70.png
E:\HoA\HoA3>fsstat -f ntfs "hoa3_ddimage.dd"
FILE SYSTEM INFORMATION

File System Type: NTFS
Volume Serial Number: A2A4F4DDA4F4BABF
OEM Name: NTFS

Volume Name: Drive

Version: Windows XP

METADATA INFORMATION

First Cluster of MFT: 87381

First Cluster of MFT Mirror: 131671
Size of MFT Entries: 1024 bytes
Size of Index Records: 4096 bytes
Range: © - 128

Root Directory: 5

CONTENT INFORMATION
Sector Size: 512

Cluster Size: 4096

Total Cluster Range: @ - 262142
Total Sector Range: © - 2097150

$AttrDef Attribute Values:

$STANDARD_INFORMATION (16) Size: 48-72 Flags: Resident
$ATTRIBUTE_LIST (32) Size: No Limit Flags: Non-resident
$FILE_NAME (48) Size: 68-578 Flags: Resident,Index
$OBJECT_ID (64) Size: ©-256 Flags: Resident
$SECURITY_DESCRIPTOR (80) Size: No Limit Flags: Non-resident
$VOLUME_NAME (96) Size: 2-256 Flags: Resident
$VOLUME_INFORMATION (112) Size: 12-12 Flags: Resident

$DATA (128) Size: No Limit |lags:

$INDEX_ROOT (144) Size: No Limit Flags: Resident
$INDEX_ALLOCATION (16@) Size: No Limit Flags: Non-resident
$BITMAP (176) Size: No Limit Flags: Non-resident
$REPARSE_POINT (192) Size: ©-16384 Flags: Non-resident
$EA_INFORMATION (208) Size: 8-8 Flags: Resident

$EA (224) Size: 0-65536 Flags:

$LOGGED_UTILITY_STREAM (256) Size: @-65536 Flags: Non-resident

E:\HoA\HoA3>
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E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" @

MFT Entry Header Values:

Entry:

() Sequence: 1

$LogFile Sequence Number: 2121493
Allocated File

Links:

1

$STANDARD_INFORMATION Attribute Values:

Flags:
Owner

Hidden, System
ID: e

Security ID: 256 (S-1-5-18)
Created: 2011-09-28 10:28:17.758000000 (GMT
File Modified: 2011-09-28 10:28:17.758000000 (GMT

Summer
Summer
Summer
Summer

Summer
Summer
Summer
Summer

Time)
Time)
Time)
Time)

Time)
Time)
Time)
Time)

siz

size: 4104

MFT Modified: 2011-09-28 10:28:17.758R00000 (GMT
Accessed: 2011-09-28 10:28:17.758¢%0000 (GMT
$FILE_NAME Attribute Values:

Flags: Hidden, System

Name: $MFT

Parent MFT Entry: 5 Sequence: 5

Allocated Size: 16384 Actual Size: 16384
Created: 2011-09-28 10:28:17.758000000 (GMT

File Modified: 2011-09-28 10:28:17.758000000 (GMT

MFT Modified: 2011-09-28 10:28:17.758000000 (GMT
Accessed: 2011-09-28 10:28:17.758000000 (GMT
Attributes:

Type: $STANDARD_INFORMATION (16-@) Name: N/A  Resident
Type: $FILE_NAME (48-3) Name: N/A Resident size: 74
Type: $DATA (128-1) Name: N/A  Non-Resident size: 131072
87381 87382 87383 87384 87385 87386 87387 87388

87389 87390 87391 87392 87393 87394 87395 87396

87397 87398 87399 87400 87401 87402 87403 87404

87405 87406 87407 87408 87409 87410 87411 87412

Type: $BITMAP (176-5) Name: N/A  Non-Resident

87380 128479

E:\HOA\HOA3>.

e: 72

init_size: 131072

init_size: 4104
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E:\HoA\HoA3>
E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 1
MFT Entry Header Values:
Entry: 1 Sequence: 1
$LogFile Sequence Number: 2181459
Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:

Flags: Hidden, System

Ouner ID: ©

Security ID: 256 (S-1-5-18)

Created: 2011-89-28 10:28:17.758000000 (GMT Summer Time)
File Modified: 2011-89-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-89-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-89-28 10:28:17.758000000 (GMT Summer Time)

$FILE_NAME Attribute Values:
Flags: Hidden, System
LELH $MFTMikr‘

Parent MFT Entry: 5 Sequence: 5
Allocated Size: 4096  Actual Size: 4096
Created: 2011-89-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-89-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

Attributes:

Type: $STANDARD_INFORMATION (16-@) Name: N/A Resident size: 72

Type: $FILE_NAME (48-2) Name: N/A Resident size: 82

Type: $DATA (128-1) Name: N/A  Non-Resident size: 4096 init_size: 4096
131071

E:\HOA\HoA3>
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ommand Prompt

E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 3
MFT Entry Header Values:

Entry: 3 Sequence: 3

$LogFile Sequence Number: 2162601

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Hidden, System

Ouner ID: ©
Security ID: @ ()
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

$FILE_NAME Attribute Values:
Flags: Hidden, System
Name: $Volume

Parent MFT Entry: 5 Sequence: 5
Allocated Size: @ Actual Size: @
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

Attributes:

Type: $STANDARD_INFORMATION (16-8) Name: N/A Resident size: 48
Type: $FILE_NAME (48-1) Name: N/A Resident size: 80

Type: $SECURITY_DESCRIPTOR (86-2) Name: N/A Resident size: 160
Type: $VOLUME_NAME (96-4) Name: N/A Resident size: 10

Type: $VOLUME_INFORMATION (112-5) Name: N/A Resident size: 12
Type: $DATA (128-3) Name: N/A Resident size: @

E:\HOA\HoA3>
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ommand Prompt

Type: $DATA (128-3) Name: N/A Resident size: @
E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 4

MFT Entry Header Values:

Entry: 4 Sequence: 4

$LogFile Sequence Number: 2102571

Allocated File R

Links: 1

$STANDARD_INFORMATION Attribute Values:

Flags: Hidden, System

Owner ID: ©

Security ID: @ ()

Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
$FILE_NAME Attribute Values:

Flags: Hidden, System

Name: $AttrDef

Parent MFT Entry: 5 Sequence: 5

Allocated Size: 36864 Actual Size: 36000

Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Attributes:

Type: $STANDARD_INFORMATION (16-0) Name: N/A LGS size: 48
Type: $FILE_NAME (48-2) Name: N/A Resident size: 82

Type: $SECURITY_DESCRIPTOR (88-3) Name: N/A Resident size: 100
Type: $DATA (128-4) Name: N/A  Non-Resident size: 2560

120225

E:\HOA\HoA3>

init_size: 2560
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ommand Prompt

Type: $DATA (128-4)
120225

Name: N/A  Non-Resident size: 2560 init_size: 2560

E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 6
MFT Entry Header Values:

Entry: 6 Sequence: 6

$LogFile Sequence Number: 2161599

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Hidden, System

Ouner ID: ©
Security ID: 256 (S-1-5-18)
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: ) 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified:  2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

$FILE_NAME Attribute Values:
Flags: Hidden, System
Name: $Bitmap

Parent MFT Entry: S Sequence: S
Allocated Size: 32768 Actual Size: 32768
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

Attributes:

Type: $STANDARD_INFORMATION (16-8) Name: N/A Resident size: 72

Type: $FILE_NAME (48-2) Name: N/A Resident size: 80

Type: $DATA (128-1) Name: N/A Non-Resident size: 32768 init_size: 32768
131682 131683 131084 131085 131086 131087 131088 131089

E:\HOA\HOA3>.
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nd Prompt

131082 131083 131084 131085 131086 131087 131088 131089

E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 7
MFT Entry Header Values:

Entry: 7 Sequence: 7

$LogFile Sequence Number: ©

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Hidden, System

Owner ID: ©
security ID: ok ()
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

$FILE_NAME Attribute Values:
Flags: Hidden, System
Name: $Boot

Parent MFT Entry: S Sequence: 5
Allocated Size: 8192 Actual Size: 8192
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

Attributes:

Type: $STANDARD_INFORMATION (16-8) Name: N/A Resident size: 48

Type: $FILE_NAME (48-2) Name: N/A Resident size: 76

Type: $SECURITY_DESCRIPTOR (80-3) Name: N/A Resident size: 160

Type: $DATA (128-1) Name: N/A  Non-Resident size: 8192 init_size: 8192
01

E:\HOA\HoA3>




image77.png
ommand Prompt

Type: $DATA (128-1)
01

Name: N/A  Non-Resident size: 8192 init_size: 8192

E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 8
MFT Entry Header Values:

Entry: 8 Sequence: 8

$LogFile Sequence Number: 2161669

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Hidden, System

Ouner ID: ©
Security ID: 256 (S-1-5-18)
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

$FILE_NAME Attribute Values:
Flags: Hidden, System
Name: $BadClus

Parent MFT Entry: S Sequence: S
Allocated Size: © Actual Size: ©
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

Attributes:

Type: $STANDARD_INFORMATION (16-8) Name: N/A Resident size: 72

Type: $FILE_NAME (48-3) Name: N/A Resident size: 82

Type: $DATA (128-2) Name: N/A Resident size:

Type: $DATA (128-1) Name: $Bad Non-Resident size: 1673737728 init_size: @

E:\HOA\HOA3>.
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E:\HoA\HoA3>istat -f ntfs "hoa3_ddimage.dd" 9
MFT Entry Header Values:

Entry: 9 Sequence: 9

$LogFile Sequence Number: 2109402

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Hidden, System

Ouner ID: ©
Security ID: 257 (S-1-5-18)
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-69-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

$FILE_NAME Attribute Values:
Flags: Hidden, System, Index View
Name: $Secure 3

Parent MFT Entry: 5 Sequence: 5
Allocated Size: @ Actual Size: @
Created: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

File Modified: 2011-89-28 10:28:17.758000000 (GMT Summer Time)
MFT Modified: 2011-09-28 10:28:17.758000000 (GMT Summer Time)
Accessed: 2011-09-28 10:28:17.758000000 (GMT Summer Time)

Attributes:

Type: $STANDARD_INFORMATION (16-@) Name: N/A Resident size: 72

Type: $FILE_NAME (48-7) Name: N/A Resident size: 80

Type: $DATA (128-8) Name: $SDS  Non-Resident size: 263832 init_size: 263832
120160 120161 120162 120163 120164 120165 120166 120167

120168 120169 120176 120171 120172 120173 120174 120175

120176 120177 120178 120179 120180 120181 120182 120183

120184 120185 120186 120187 120188 120189 120190 120191

120192 120193 120194 120195 120196 120197 120198 120199

120200 120201 120202 120203 120204 120205 120206 120207

120208 120209 120210 120211 120212 120213 120214 120215

120216 120217 120218 120219 120220 120221 120222 120223

120224

Type: $INDEX_ROOT (144-11) Name: $SDH Resident size: 56

Type: $INDEX_ROOT (144-14) Name: $SII Resident size: 56

Type: SINDEX_ALLOCATION (160-9) Name: $SDH Non-Resident size: 4096 init_size: 4096
125619

Type: SINDEX_ALLOCATION (160-12) Name: $SII  Non-Resident size: 4096 init_size: 4096
131072

Type: $BITMAP (176-16) Name: $SDH Resident size: 8

Type: $BITMAP (176-13) Name: $SII  Resident size: 8

E:\HOA\HOA3>.
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E:\HOA\HoA3>fls -f ntfs "hoa3_ddimage.dd"

r/r 4-128-4 $AttrDef

r/r 8-128-2 $BadClus

r/r 8-128-1:  $BadClus:$Bad
r/r 6-128-1 $Bitmap

r/r 7-128-1:  $Boot

d/d 11-144-4:  $Extend

r/r 2-128-1 $LogFile

r/r 8-128-1 SMFT

r/r 1-128-1 $MFTMirr

d/d 35-144-1:  $RECYCLE.BIN
r/r 9-128-8 $Secure:$SDS

r/r 9-144-11:  $Secure:$SDH

r/r 9-144-14:  $Secure:$SII

r/r 16-128-1:  $UpCase

r/r 3-128-3 $Volume

d/d 38-144-6:  RAR Files

d/d 45-144-6:  Set of Images updated
d/d 67-144-5:  Songs

d/d 95-144-6:  Video Files

-/d * 160-144-1: MSIO7247.tmp
V/V 128: $OrphanFiles

E:\HoA\HoA3>
E:\HoA\HoA3>
E:\HOA\HoA3>fls -d "hoa3_ddimage.dd"
-/d * 100-144-1: MSI97a47.tmp

E:\HoA\HoA3>
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MFT Mirr File Overview
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Logfile Seq No:2101459,
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(Created/Modified, Accessed:
|28/09/20211. File sizes.

istat -f ntfs “hoa3_ddimage.dd” 3

File Volume
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Logfile Seq No:2102601,
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|AttrDef File Overview
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Logfile Seq No:2102571,
|security ID (SID) (5-1-5-18)
(Created/Modified, Accessed:
|28/09/20211. File sizes.

istat -f ntfs “hoa3_ddimage.dd” 6

Bitmap File Overview

Displays which clusters are used for the volume

Logfile Seq No:2101599,
|security ID (SID) (5-1-5-18)
(Created/Modified, Accessed:
|28/09/20211. File sizes.

istat -f ntfs “hoa3_ddimage.dd” 7

Boot File Overview

“Displays the system file used to boot the system.
“Used to mount the volume.
“If volume is bootable, it contains the bootstrap loader.

Logfile Seq No:0,
|security ID (s1D) 0 ()
(Created/Modified, Accessed:
|28/09/20211. File sizes.

istat -f ntfs “hoa3_ddimage.dd” 8

BadClus Overview
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Logfile Seq No:2101669,
|security ID (SID) (5-1-5-18)
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Filename
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fls-d “hoa3_ddimage.dd”

img_stat “hoa3_ddimage.dd”

Only displays Deleted entries

Details of the image

= Only displays deleted files/directories for an MFT entry/root
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RAW Image
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