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Abstract- In the field of data security physical security measures are essential because even the most sophisticated cybersecurity defences can be rendered useless if a malicious actor gains physical access to sensitive data. This paper explores the key aspects of physical security within ICT infrastructure and how implementation of such is of key importance to a modern institution handling sensitive data. 
I. INTRODUCTION
A. Physical Security
Physical security encompasses the protection of objects from damage, destruction, loss, or misuse, as well as the protection of sensitive areas of estate from trespass and unauthorized access. 
Physical security is often seen as the simplest way to protect sensitive data and as such is overlooked in favour of more complex, often costlier solutions to data security. However, it is often argued that the easiest way to obtain data is to have physical access to it. The Information Commissioner’s Office of the United Kingdom shows that in 2022 the third most common data breach incident reported was down to “Unauthorised access” at 13% of reported incidents.[1] Physical security is therefore as important, if not more so than logical security when data is involved. 
With the growth of de-centralised business models and working from home (showing a rise to 12.38% of work in the European Union as of 2020 [2]), physical security is becoming a much more complex operation with data being held in many multifaceted locations, each requiring their own tailored plan for physical security. The increase in data storage locations brings with it a significant increase in the risk of environmental damage to data caused by extreme temperature, gases, liquids, living organisms, projectiles, movement, and energetic anomalies [[3].
II. PROTECTION
A. Access Control
Access to sensitive infrastructure is only a small part of access control and much consideration should be given to how access is controlled from a ground up perspective. It is no longer acceptable that sensitive data is held in a locked filing cabinet in the corner of an office as it may have been in the past. Access control is now a crucial aspect of an effective data security practise and should be regarded with the same reverence as any other aspect [4]. 
Properly designed and implemented access control systems provide an effective way to protect sensitive data ensuring the confidentiality, integrity and availability of the data is maintained. Examples of access control could include:
1) Biometric scanning can be used to read biometric indicators of a person to ensure that the person is authorised to access either the physical area the data is stored or the data itself. Examples of this would be facial recognition cameras to flag any unknown agents to security or a fingerprint scanner on a device used to unlock or unencrypt the data to be viewed. Biometrics are often seen as the most secure form of identification as most are unique to an individual other than rare circumstances. However, technology such as facial recognition is still in its infancy and poses issues in terms of reliability.
2) Personal Identity Numbers (PIN) and Radio Frequency Identification (RFID) cards are two methods that can be used to provide a way of restricting access to a location without using a traditional lock which could easily be picked. PIN technology works by each authorised user having a unique code assigned to them that is entered for access. RFID works along the same lines however the data is stored on an access card which is swiped to provide the information. The advantage of both technologies is that a log of who has entered and exited is easily generated. Disadvantages however come in the form of codes being easily shared, cards being easily lost and if access is granted to a malicious agent via an authorised agent the logs would only show authorised access.
B. Deterrents
	In addition to access control, physical deterrents can be an effect form of physical security to supplement the physical security of sensitive data, however deterrents themselves should not solely be relied upon as NIST explains.[5] 
Signage is one example of a physical deterrent that can be used to provide physical security to infrastructure.  Signs can be used to indicate the presence of security measures such as video surveillance, access control systems, or guard dogs. These signs serve as a visual reminder to individuals that they are entering a secure location and that unauthorized access is prohibited.
The deployment of video monitoring systems is another physical deterrent for data security. These technologies can be used to monitor and record any attempted breaches or security incidents as well as to help prevent unauthorised access. Additionally, the physical design of a data centre or server room can act as a physical deterrent by limiting access to sensitive areas with secure cages, barriers or even a “man trap” system whereby two doors with different access control systems are used to trap an intruder who does not hold both access credentials. 
A trained guard dog can also help to provide deterrence for unauthorised persons from attempting to enter a data centre or server room. Guard dogs can also be trained to apprehend an individual and hold them until a security guard can attend, however this would be dependent on local laws and regulations allowing for this. 

III. DETECTION
A. Closed Circuit Television
	CCTV (closed-circuit television) is a type of video surveillance that is commonly used in public and private spaces. It involves the use of cameras that are connected to a closed circuit, meaning that the footage can only be viewed by authorised members of staff. CCTV can be used to monitor activity in areas where sensitive data is stored or transmitted, such as server rooms, data centres, and offices where confidential meetings are held.
By using CCTV, businesses can deter potential intruders from attempting to gain unauthorized access to these areas. In the event of a breach, CCTV footage can also provide valuable evidence for investigations and prosecutions. For example, in a high-profile case in the UK, CCTV footage was instrumental in convicting a group of individuals who attempted to steal £200m worth of jewellery from the Hatton Garden Safe Deposit Company[6].
B. Alarm Systems
	Alarm systems are another useful technique for detecting physical data intrusions. These systems can be configured to detect unauthorised access to restricted locations, such as server rooms or storage spaces for confidential data. When an alarm is activated, security officers are promptly notified, allowing them to respond quickly and prevent further harm.
Other sorts of physical risks to data security, such as fire or floods, can also be detected using alarm systems. Businesses can minimise harm and maintain the security of sensitive data by spotting these breaches and incidents early. The American National Fire Protection Association found  that businesses with properly functioning fire alarm systems had a substantially reduced rate of data loss[7].
IV. REACTION
A. Physical Recovery
	Physical data recovery is an essential component of a physical security  strategy. In the event of data loss, it ensures that lost or damaged data is recovered and that company operations can resume quickly. With the growing threat of cyberattacks, physical data recovery is becoming increasingly important in reducing the impact of such attacks within an ICT infrastructure. 
Physical recovery of data refers to the process of retrieving lost or damaged data from physical devices such as hard drives, servers, and backup tapes. It is essential to have a comprehensive data recovery plan that addresses both logical and physical recovery to mitigate the impact of a data breach or disaster.[8]
 Physical recovery of data is critical because it ensures that businesses can recover from data loss or damage caused by natural disasters, human error, or cyberattacks. In many cases, physical recovery of data is the only way to retrieve lost or damaged information. For example, if a hard drive is physically damaged, logical recovery methods such as software-based recovery may not be possible. In such cases, the only option is to perform physical recovery by repairing or replacing the damaged components.
The importance of physical recovery of data is further highlighted by the increasing threat of cyberattacks. According to a report by Accenture, the average cost of a cyberattack for a US based business is around $13 million, with recovery and disruption of the day to day running making up over 60% of the cost[9]. Physical recovery of data is therefore crucial in reducing the downtime and minimising the impact of a data security incident.
B. Data Breach Procedures
Data breaches are a serious concern for businesses that store sensitive information on their information and can lead to the loss or compromise of confidential information, which can result in financial losses (possible through fines) and reputational damage. Therefore, it is crucial for businesses to have effective data breach procedures in place to provide physical security in a reactionary capacity. 
Data breach procedures are the set of guidelines that organizations follow when a data breach occurs. The procedures typically include steps such as notification of affected parties, containment of the breach, investigation of the breach, and patching said breach. The procedures should  also include steps to prevent future breaches, such as implementing new security measures and training employees on data security best practices, as well as keeping a lessons learned document outlining the steps taken and how to prevent future incidents occurring. 
Within the UK part 3 of the Data Protection Act 2018 also imposes a legal duty on business to report any data breaches to the Information Commissioner’s Office of the UK Government within 72 hours of the breach, as well as informing any individuals that the breach adversely affects[10].
V. SAFEGUARDING
A. Fire Safety 
	The potential risk to sensitive data caused by fire is extremely significant as most sensitive data is nowadays held in a digital form the main risk is damage to infrastructure within data centres, however, a risk is still significant when it comes to physical copies of said data, especially as paper is highly combustible.
Most data centres are frequently located in buildings that were not originally designed for such purposes, these structures may be lacking in basic fire protection equipment, such as sprinklers and fire alarms systems. In fact, according to an American National Fire Protection Association report, electrical faults are the primary cause of fires in data centres[11].
Business should therefore put in place fire safety measures to protect data in ICT infrastructure. Installing fire suppression systems that can quickly extinguish fires and minimise damage to equipment and data is one effective strategy. These systems can emit gases such as carbon dioxide or argon to control fires without causing damage to ICT equipment or the data itself. Also, fire-resistant materials can be used in the construction of walls, floors, and ceilings within newly constructed data centre or server rooms to reduce the spread and minimise damage caused within the timeframe it would take staff or the fire brigade to arrive on scene and control the fire. These materials can also be easily retro fitted to existing rooms or buildings at a reasonable price. 
B. Heating, Ventilation, and Air-conditioning Systems 
	Adequate HVAC (Heating, Ventilation, and Air Conditioning) plays a critical role in protecting data within data infrastructure. HVAC systems regulate temperature, humidity, and air quality, which are essential for maintaining the performance and reliability of ICT equipment storing sensitive data. Additionally, HVAC systems can also provide physical safeguarding to data by controlling the conditions in which equipment operates, thereby reducing the risk of damage and failure caused by environmental factors such as heat and moisture.
Temperature and humidity are two of the most important factors that affect the performance and reliability of ICT equipment. The American Society of Heating, Refrigerating and Air-Conditioning Engineers recommends maintaining the temperature of ICT equipment between 18°C and 27°C and the humidity between 40% and 60% to ensure optimal performance and longevity of the equipment[12]. Temperature and humidity levels outside these ranges can cause damage to the components, reduce equipment lifespan, and increase the risk data loss.
One example of the importance of adequate HVAC in data storage are data centres. These facilities require precise temperature and humidity control to maintain equipment performance and prevent downtime. For instance, a study conducted by the Uptime Institute found that 60% of data centre downtime is caused by environmental factors, such as HVAC failure[13]. Properly designed and maintained HVAC systems can help reduce the risk of downtime and data loss in data centres and server rooms.
VI. CONCLUSION
	Physical security is an often-overlooked aspect of data security, even though physical access to data is the highest form of access available. Whilst costlier options for data security are generally implemented more it is often the case that a simple, physical solution can give greater security.
The four main pillars of physical security of prevention, protection, reaction, and safeguarding are often widely branching, and each hold a plethora of  implementations, positives and negatives. Businesses can implement physical security to harden their data security standards and provide an overall safer storage environment, leading to more business uptime, better customer satisfaction and overall lead to enhanced profits going forward. 	
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Organisation Structure

Chief Constable
The Chief Constable shall be responsible for setting the overall tone of South Wales Police’s culture towards data security and will ensure that the force is compliant with relevant laws and regulations. The Chief Constable should be informed of any significant breaches or security incidents.
Senior Leadership – Including the Chief Information Security Officer and Data Protection Officer
Senior Leadership shall be responsible for implementing the policies and procedures and provide overall day to day oversight of data security an any incidents arising.
Management 
Management roles shall be responsible for creation and management of data security policies and procedures. Three naib data security management roles will be created which will bear the following responsibilities:
· Data Governance Manager – responsible for developing and implementing policies that govern how data is collected, stored, and used within South Wales Police.
· Data Privacy Manager – responsible for ensuring that South Wales Police is compliant with applicable data privacy regulations such as GDPR, DPA.
· Data Security Officer - Responsible for ensuring that South Wales Police data is secure from unauthorized access or data breaches. Alongside responsibility for implementation of security controls, conducting risk assessments and staff training. 
Supervisors 
Supervisors are responsible for ensuring that their team members are aware of data security policies and procedures and are following them. They should also report any security incidents to their management team.
Staff / Constables 
Staff are responsible for following data security policies and procedures and reporting any security incidents to their supervisor. They should also be trained on security best practices on a rolling basis to ensure data security. 

Policies and Procedures 
South Wales Police will adopt the following four general data security policies:
1.Clear Desk 
Sensitive assets be managed in a way that prevents unauthorised access. This includes securing assets in appropriate locked cabinets when not in use, particularly outside normal working hours. 
Clear Screen Practice - Screens must be locked when users are away from their desks/computer terminal, to prevent unauthorised access to information or systems. 
2.Computer Access and Passwords
Staff and others working in support of South Wales Police are only permitted access to computers and systems for which they have been specifically authorised. Access permissions include the requirement to use the personal Staff ID number, as well as a unique password, known only to the user. Passwords must not be divulged to others, nor written down. In addition, the password configuration should not be comprised of obvious names or dates that could easily be associated with the user. 
3.Corporate Software
No unauthorised software must be loaded onto any South Wales Police systems, whether part of the network or a stand-alone facility. In addition, approved software loaded onto South Wales Police systems will not be downloaded or copied.
4.Oversight or Eavesdropping
When discussing or processing issues of a sensitive nature on police premises or in public, extra care must be taken to avoid oversight of mobile computing devices or eavesdropping of conversations.
Alongside the above South Wales Police will also adopt the Cloud Security Principles laid out by the National Cyber Security Centre. These are as follows:
1. Data in transit protection
User data transiting networks should be adequately protected against tampering and eavesdropping.
2. Asset protection and resilience
User data, and the assets storing or processing it, should be protected against physical tampering, loss, damage or seizure.
3. Separation between users
A malicious or compromised user of the service should not be able to affect the service or data of another.
4. Governance framework
The service provider should have a security governance framework which coordinates and directs its management of the service and information within it. Any technical controls deployed outside of this framework will be fundamentally undermined.
5. Operational security
The service needs to be operated and managed securely in order to impede, detect or prevent attacks. Good operational security should not require complex, bureaucratic, time consuming or expensive processes.
6. Personnel security
Where service provider personnel have access to your data and systems you need a high degree of confidence in their trustworthiness. Thorough screening, supported by adequate training, reduces the likelihood of accidental or malicious compromise by service provider personnel.
7. Secure development
Services should be designed and developed to identify and mitigate threats to their security. Those which aren’t may be vulnerable to security issues which could compromise your data, cause loss of service or enable other malicious activity.
8. Supply chain security
The service provider should ensure that its supply chain satisfactorily supports all of the security principles which the service claims to implement.
9. Secure user management
Your provider should make the tools available for you to securely manage your use of their service. Management interfaces and procedures are a vital part of the security barrier, preventing unauthorised access and alteration of your resources, applications and data.
10. Identity and authentication
All access to service interfaces should be constrained to authenticated and authorised individuals.
11. External interface protection
All external or less trusted interfaces of the service should be identified and appropriately defended.
12. Secure service administration
Systems used for administration of a cloud service will have highly privileged access to that service. Their compromise would have significant impact, including the means to bypass security controls and steal or manipulate large volumes of data.
13. Audit information for users
You should be provided with the audit records needed to monitor access to your service and the data held within it. The type of audit information available to you will have a direct impact on your ability to detect and respond to inappropriate or malicious activity within reasonable timescales.
14. Secure use of the service
The security of cloud services and the data held within them can be undermined if you use the service poorly. Consequently, you will have certain responsibilities when using the service for your data to be adequately protected.


Data Protection compliance 
South Wales Police must always consider the following legislation when handling personal data. 
Official Secrets Acts 1911[14]; 1920[15]; 1989[16] – require staff employed for or in support of the police service to avoid unauthorised disclosure of information
General Data Protection Regulation (GDPR)[17] and Data Protection Act 2018 [18]- requires personal data to be properly safeguarded and not disclosed unless properly authorised and justified
Computer Misuse Act 1990 [19]– renders it illegal to gain access to or use a computer without authority
Freedom of Information Act 2000 [20]- provides for disclosure of non-personal data, subject to exemptions including the prevention and detection of crime.
Criminal Procedure and Investigations Act 1996 [21]- provides disclosure rules for evidence to be presented to the courts and how data is managed during an investigation.
South Wales police should also follow the codes of practise regarding Management of Police Information laid down by the College of Policing[22]. 
South Wales Police will work with the Information Commissioner’s Office ensuring that all codes of practice are followed diligently, and any data breaches are notified to the ICO within 72 hours as mandated within the legislation above. 

Security standards
 - physical security, encryption, transport of data

Contingencies planning 
– Gold/Silver/Bronze structure
-reporting to ico
Reporting to affected parties

Governance and strategic planning.

Risk Management – Data Protection Impact assessments / Risk assessments
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