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Task 1 – Research in Data Security and Compliance 
[bookmark: _Toc218418194]Securing the Hybrid Workforce: Protecting Data Beyond the Corporate Perimeter
[bookmark: _Toc218418195]Abstract
Hybrid working has become a permanent feature of modern organisations. Employees now regularly work from a mixture of office locations, home environments, and remote sites while accessing cloud services and corporate systems via the internet. Although this working model provides flexibility and efficiency, it also introduces major cybersecurity and compliance challenges. Traditional perimeter-based security approaches, which rely on trusted internal networks, are no longer suitable for environments where users, devices, and data are widely distributed. Cybercriminals increasingly exploit identity weaknesses, insecure endpoints, and cloud misconfigurations rather than attacking network infrastructure directly.
This paper examines how organisations can build a security environment that anticipates cyber threats, protects sensitive data, detects malicious activity, and responds automatically in hybrid workforce environments. It evaluates key modern security technologies including Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), Data Loss Prevention (DLP), Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), and Security Orchestration, Automation, and Response (SOAR). In addition, the paper discusses how these technologies support regulatory and compliance requirements such as the General Data Protection Regulation (GDPR), the NIS2 Directive, and ISO/IEC 27001. The research paper concludes that a layered, identity-focused, and automated approach is essential for securing data beyond the corporate perimeter while maintaining operational resilience and compliance.
Index Terms: Hybrid workforce, zero trust, cloud security, data protection, cybersecurity compliance and automation.


[bookmark: _Toc218418196]1. Introduction
Over the past decade, advances in digital technology have transformed how organisations operate. Cloud computing, high speed connectivity, and collaboration platforms have made it possible for employees to work effectively from almost anywhere. As a result, hybrid working models, where employees split their time between office and remote locations, have become common across many various industries.
Hybrid working offers several advantages. Organisations benefit from reduced office costs and access to a wider talent pool, while employees benefit from greater flexibility and improved work life balance. However, these benefits come with significant security risks. Traditional cybersecurity models were designed for centralised environments where systems and users were located inside a protected corporate network. In these models, firewalls and internal monitoring tools formed a strong perimeter around valuable assets.
In hybrid environments, this perimeter has effectively disappeared. Employees connect to systems from personal devices, home networks, and public Wi-Fi, all of which may lack strong security controls. At the same time, organisations increasingly rely on cloud-based services rather than internal servers. These changes require a fundamental shift in how security is designed and implemented.
Cyber threats have also evolved. Modern attackers often target users directly through phishing, social engineering, and credential theft. Once valid credentials are obtained, attackers can gain access without triggering traditional network defence’s. This makes identity and access control central to modern cybersecurity strategies.
This research paper explores how organisations can adapt to these challenges by adopting modern security frameworks and technologies. It focuses on four key security goals: anticipating threats, protecting data beyond the corporate perimeter, detecting malicious activity, and responding automatically to incidents, while also meeting regulatory and compliance obligations.

[bookmark: _Toc218418197]2. Security Challenges in Hybrid Workforce Environments
[bookmark: _Toc218418198]2.1. The Breakdown of the Traditional Security Perimeter
One of the most significant changes introduced by hybrid working is the loss of a clearly defined network boundary. In traditional office environments, most users and systems were located within the same physical and logical network. Security teams could monitor traffic, enforce access controls, and detect suspicious activity relatively easily.
In hybrid environments, users connect from many different locations and networks. Home routers may be poorly configured, public networks may be shared with unknown users, and mobile connections may be insecure. This makes it difficult to apply consistent security controls.
Virtual Private Networks (VPNs) are often used to provide remote access, but they have limitations. VPNs typically grant broad access to internal networks once a connection is established. If an attacker compromises a user account, they may gain access to many systems, increasing the potential impact of a breach [1].
[bookmark: _Toc218418199]2.2. Bring Your Own Device (BYOD) and Endpoint Risks
Bring Your Own Device (BYOD) policies are widely used in hybrid environments. Allowing employees to use personal devices can reduce hardware costs and increase productivity, but it also introduces security risks. Personal devices may not be regularly updated, may lack endpoint protection software, or may be shared with other users.
Lost or stolen devices pose a particular risk if sensitive data is stored locally or if access controls are weak. Organisations also face challenges in enforcing security policies on devices they do not own or fully control [2].


2.3. Identity-Centric Threats
Identity-based attacks are one of the most common threats in hybrid work settings. Phishing emails, fake login pages, and social engineering techniques are designed to trick users into revealing credentials or authentication codes.
Once attackers gain access to valid credentials, they can often bypass many security controls. Because hybrid work relies heavily on cloud services and identity-based access, compromised accounts can lead to serious data breaches [3].
[bookmark: _Toc218418200]2.4. Data Exposure and Legal Risks
In hybrid environments, sensitive data is frequently stored and shared using cloud platforms such as email services, file-sharing tools, and collaboration applications. Without strong controls, data can be accidentally shared with unauthorised users or intentionally stolen.
From a compliance perspective, data breaches can lead to severe penalties under regulations such as GDPR. Organisations must therefore ensure that data protection measures apply consistently, regardless of where employees are located.
[bookmark: _Toc218418201]3. Anticipating Cyber Threats in Hybrid Environments
[bookmark: _Toc218418202]3.1. Risk Assessment and Security Strategy
Anticipating threats begins with understanding risk. Organisations must regularly assess how hybrid working affects their security posture. This includes identifying critical data assets, understanding who has access to them, and evaluating the security of devices and cloud services.
The NIST Cybersecurity Framework provides a widely used structure for managing cybersecurity risk. It encourages organisations to focus on identifying risks, implementing protective controls, detecting incidents, responding effectively, and recovering from disruptions [4].

[bookmark: _Toc218418203]3.2. Threat Intelligence and Awareness
Threat intelligence involves collecting and analysing information about current cyber threats, attacker techniques, and vulnerabilities. Integrating threat intelligence into security tools allows organisations to anticipate attacks and adjust controls proactively.
For example, if threat intelligence indicates an increase in phishing campaigns targeting remote workers, organisations can strengthen email security and provide targeted awareness training.
[bookmark: _Toc218418204]3.3. Policies, Governance, and Culture
Clear security policies are essential for managing hybrid environments. Policies should define acceptable use of devices, data handling rules, and access control requirements. Governance ensures that policies are enforced and aligned with business goals and regulatory obligations.
Security culture also plays an important role. Employees must understand their responsibilities and the importance of following security practices, especially when working remotely.
[bookmark: _Toc218418205]4. Protecting Data Beyond the Corporate Perimeter
[bookmark: _Toc218418206]4.1. Zero Trust Network Access (ZTNA)
Zero Trust Network Access is based on the idea that no user or device should be trusted automatically, even if they are inside the network. Every access request must be verified based on identity, device health, and contextual factors such as location and behaviour [5].
ZTNA provides access at the application level rather than granting full network access. This reduces the risk of lateral movement by attackers and limits the potential impact of compromised accounts.
ZTNA is well suited to hybrid environments because it works independently of user location. However, implementing ZTNA can be challenging, particularly when integrating older systems and managing complex identity infrastructures.
[bookmark: _Toc218418207]4.2. Secure Access Service Edge (SASE)
Secure Access Service Edge is a cloud-based architecture that combines networking and security services into a single platform. SASE typically includes secure web gateways, firewall services, cloud access security brokers, and ZTNA [6].
By delivering security controls from the cloud, SASE ensures consistent protection for users regardless of where they work. It also improves performance by allowing users to connect directly to cloud applications instead of routing traffic through centralized networks.
Despite its advantages, SASE requires careful planning and trust in cloud service providers. Misconfigurations can still lead to security gaps if not managed properly.
[bookmark: _Toc218418208]4.3. Data Loss Prevention (DLP)
Data Loss Prevention tools are designed to prevent sensitive information from being leaked, misused, or accessed by unauthorised users. DLP solutions can monitor data on endpoints, in transit, and within cloud applications.
Modern DLP tools use content inspection and contextual analysis to identify sensitive data such as personal information, financial records, or intellectual property. When a policy violation is detected, DLP can block the action, encrypt the data, or alert security teams [7].
Successful DLP implementation depends on accurate data classification and well-defined policies. Overly strict policies can disrupt legitimate work and reduce user acceptance.
[bookmark: _Toc218418209]5. Detecting Threats in a Distributed Workforce
[bookmark: _Toc218418210]5.1. Endpoint Detection and Response (EDR)
Endpoints are often the first point of attack in hybrid environments. Endpoint Detection and Response tools provide continuous monitoring of devices, collecting data on processes, files, and user behaviour.
EDR solutions use behavioural analysis to detect suspicious activity such as ransomware, unauthorised privilege escalation, or unusual network connections. This is particularly important for devices that operate outside corporate networks [8].
[bookmark: _Toc218418211]5.2. Security Information and Event Management (SIEM)
SIEM systems collect and analyse log data from multiple sources, including endpoints, cloud services, identity systems, and network devices. By correlating events, SIEM tools can identify complex attack patterns that might otherwise go unnoticed.
In hybrid environments, SIEM provides centralized visibility across distributed systems. However, SIEM systems can be complex to manage and require skilled analysts to operate effectively.
[bookmark: _Toc218418212]6. Automated Response and Incident Management
[bookmark: _Toc218418213]6.1. Security Orchestration, Automation, and Response (SOAR)
SOAR platforms automate many incident response tasks, including alert triage, containment, and remediation. When a threat is detected, SOAR can trigger predefined actions such as disabling compromised accounts, isolating endpoints, or blocking malicious traffic [9].
Automation is especially important in hybrid environments where attacks can spread quickly. Automated response reduces response time and helps security teams handle large volumes of alerts.
However, automation must be carefully designed and tested. Incorrect actions can disrupt business operations or lock out legitimate users.
[bookmark: _Toc218418214]6.2. Business Continuity and Operational Resilience
Automated security response supports Business Continuity Planning by minimizing downtime and reducing the impact of incidents. Regulations such as the Digital Operational Resilience Act (DORA) emphasize the need for organisations to maintain resilient operations, making automated response capabilities increasingly important [10].
[bookmark: _Toc218418215]7. Compliance and Regulatory Requirements
[bookmark: _Toc218418216]7.1. General Data Protection Regulation (GDPR)
GDPR requires organisations to protect personal data and implement appropriate technical and organisational measures. Technologies such as ZTNA, DLP, and encryption support GDPR principles by limiting access to personal data and preventing unauthorised disclosure [11].
GDPR also requires organisations to detect and report data breaches in a timely manner. SIEM and SOAR systems help meet these requirements by improving visibility and response speed.
[bookmark: _Toc218418217]7.2. NIS2 Directive
The NIS2 Directive expands cybersecurity obligations across many sectors, including digital services and critical infrastructure. It emphasises risk management, incident reporting, and operational resilience.
Security controls designed for hybrid workforces directly support NIS2 requirements by improving access control, monitoring, and response capabilities [12].
[bookmark: _Toc218418218]7.3. ISO/IEC 27001
ISO/IEC 27001 provides a framework for establishing an Information Security Management System. An integrated approach that includes identity management, endpoint security, and continuous monitoring supports ISO 27001 controls and demonstrates a commitment to continuous improvement [13].
[bookmark: _Toc218418219]8. Critical Evaluation of Modern Security Approaches
Although modern security technologies provide strong protection, they are not without limitations. Implementing ZTNA and SASE requires significant financial investment and organisational change. Employees may resist additional authentication steps, and IT teams may struggle with increased complexity.
Privacy is another concern. Monitoring user activity must be balanced with employee privacy rights and legal requirements. Organisations must be transparent about monitoring practices and ensure that data is handled responsibly.
Finally, technology alone cannot guarantee security. User awareness training, strong governance, and leadership support are essential for creating a secure hybrid working environment.
[bookmark: _Toc218418220]9. Conclusion
Hybrid working has permanently changed how organisations operate and how data is accessed. Traditional perimeter based security models are no longer sufficient to protect sensitive data or meet modern regulatory requirements.
This research paper has demonstrated that securing the hybrid workforce requires a layered, identity focused, and automated security approach. By combining ZTNA, SASE, DLP, EDR, SIEM, and SOAR, organisations can anticipate threats, protect data beyond the corporate perimeter, detect malicious activity, and respond quickly and effectively.
Organisations that adopt these modern security strategies will be better prepared to manage cyber risks, maintain compliance, and support flexible working in an increasingly complex digital environment.







[bookmark: _Toc218418221]Task 2 – Case Scenario
[bookmark: _Toc218418222]Aligned Security Programme for ResilientIntellect Ltd’s EU Expansion
[bookmark: _Toc218418223]Abstract
ResilientIntellect Ltd is a fast-growing cybersecurity consultancy and AI threat intelligence company that operates a fully hybrid workforce. As it expands into the European Union (EU), it must comply with the Digital Operational Resilience Act (DORA) and the Network and Information Security Directive 2 (NIS2). These regulations emphasise operational resilience, ICT risk management, incident reporting, and governance accountability.
This report proposes a Zero Trust–aligned security programme for ResilientIntellect’s new EU information security unit. The programme integrates governance, organisational structure, AI and cloud security, hybrid workforce management, supply chain protection, incident response, and modern security controls. It is mapped to the NIST Cybersecurity Framework (CSF) 2.0 and specifically addresses risks from AI model manipulation, cloud misconfigurations, hybrid access vulnerabilities, and software supply chain attacks. The programme ensures compliance, operational resilience, and secure business growth while supporting innovation and hybrid working models.
[bookmark: _Toc218418224]1. Introduction
Cybersecurity is no longer a purely technical concern; it has become a core business requirement. Organisations relying on cloud infrastructure, AI systems, and hybrid workforces face complex, dynamic threats that bypass traditional perimeter defences [1]. Threats can originate from insiders, third-party providers, software dependencies, cloud misconfigurations, or phishing attacks. The growing use of AI in security tools introduces additional challenges, including model poisoning, data leakage, and adversarial attacks [14].
ResilientIntellect Ltd develops AI-driven threat intelligence software and provides consultancy services in compliance, business continuity, data recovery, and risk management. Its clients rely on the confidentiality, integrity, and availability (CIA) of ResilientIntellect’s services. Disruptions, intellectual property theft, or data breaches can result in reputational damage, financial penalties, and regulatory consequences.
The EU expansion introduces new regulatory obligations. DORA requires ICT service providers to maintain operational resilience, risk management processes, stress testing, and oversight of critical third-party providers [10]. NIS2 mandates cybersecurity governance, incident reporting, and management accountability for essential and important entities [15]. Compliance requires integrating security into strategy, operations, and technology.
This report proposes a Zero Trust security programme, which assumes no user, device, or system is inherently trusted. Access is continuously verified, least-privilege principles are applied, and all activities are monitored and logged [1]. The programme integrates AI and cloud security, supply chain protection, hybrid workforce controls, and modern detection/response mechanisms while ensuring compliance with DORA and NIS2.
[bookmark: _Toc218418225]2. Business Context and Security Requirements
[bookmark: _Toc218418226]2.1 Company Environment
ResilientIntellect Ltd exhibits several characteristics that influence security design:
1. Cloud dependence: Core AI platforms, storage, and SaaS tools rely heavily on cloud infrastructure, increasing risk from misconfigurations, unauthorised access, and data leakage.
2. AI development: Proprietary AI models and datasets are high-value targets for theft, data poisoning, or intellectual property compromise.
3. Hybrid workforce: Employees access corporate resources from multiple locations and devices, increasing the attack surface and identity management challenges.
4. DevOps practices: Continuous software development pipelines require DevSecOps integration to prevent insecure code and manage software supply chain risks.
5. Client consultancy services: Handling sensitive client data increases regulatory exposure and reputational risk.
These factors require a Zero Trust security model that enforces identity verification, device trust, secure cloud configurations, supply chain validation, and AI integrity monitoring.
[bookmark: _Toc218418227]2.2 Regulatory Drivers
EU regulations impose strict operational and cybersecurity requirements:
· DORA: Requires organisations to implement ICT risk management, operational resilience testing, incident reporting, and third party oversight [10].
· NIS2: Mandates structured governance, technical and organisational measures, timely incident reporting, and management accountability [15].
These frameworks emphasise that cybersecurity is a strategic business enabler, not a technical afterthought. Non-compliance risks regulatory penalties, reputational harm, and EU market restrictions.
2.3 Security Objectives
The EU unit’s security objectives are:
a. Achieve regulatory compliance with DORA and NIS2.
b. Protect AI models, training datasets, and intellectual property.
c. Maintain operational resilience against cyber-attacks, ransomware, and insider threats.
d. Enable secure hybrid work with controlled access and device monitoring.
e. Increase customer trust through reliable and resilient services.
f. Secure software supply chains, including third-party dependencies.
g. Integrate security into software development using DevSecOps practices.
[bookmark: _Toc218418228]3. Zero Trust Security Design Approach
[bookmark: _Toc218418229]3.1 Principles
Zero Trust operates on the assumption that no actor, device, or system is inherently trusted [1]. Verification is continuous, access is role-specific, and monitoring is real-time.
Key principles include:
Verify explicitly: Authenticate every access request using identity, device health, location, and behavioural analysis.
Apply least privilege: Grant access strictly required for each role.
Assume breach: Design systems assuming attackers may already be inside.
Segment networks and workloads: Prevent lateral movement by isolating critical assets.
Continuous monitoring: Detect anomalies and respond automatically.
These principles align with hybrid workforces, cloud adoption, AI protection, and regulatory requirements for operational resilience.
[bookmark: _Toc218418230]3.2 High-Level Architecture
The proposed Zero Trust architecture includes multiple layers:
	Layer
	Controls

	Governance & Risk
	Policies, regulatory oversight, risk assessment aligned with NIST CSF 2.0

	Identity & Access
	Phishing-resistant MFA, Privileged Access Management (PAM), Conditional Access

	Cloud & SaaS
	Cloud Security Posture Management (CSPM), secure configuration, CASB

	Data & AI
	Encryption, DLP, AI model integrity checks, anomaly detection

	Detection & Response
	SIEM, SOAR, EDR/XDR, real-time threat intelligence


This design enforces continuous verification and monitoring, reducing reliance on network perimeter defences.
[bookmark: _Toc218418231]4. Organisational Structure
[bookmark: _Toc218418232]4.1 Proposed Structure
A matrix-based structure ensures governance, operational security, and regulatory accountability:
	Role
	Responsibilities

	CISO / Head of Security
	Strategy, regulatory compliance, board reporting

	Cloud Security Architect
	Secure cloud design, Zero Trust implementation, CSPM oversight

	DevSecOps Lead
	Secure CI/CD pipelines, supply chain risk mitigation, IaC validation

	GRC Manager
	DORA & NIS2 compliance, risk management, audits

	SOC Manager
	Monitoring, threat detection, incident response

	AI Security Specialist
	AI model integrity, training data protection, poisoning prevention


[bookmark: _Toc218418233]4.2 Justification
Cloud Security Architect ensures secure cloud design, CSPM monitoring, and regulatory alignment.
DevSecOps Lead integrates security into software pipelines, mitigating supply chain risks.
Separation of governance (GRC) and operations (SOC/DevSecOps) ensures accountability and regulatory compliance [15].
AI Security Specialist addresses emerging threats from model manipulation or data leakage.
[bookmark: _Toc218418234]5. Policies and Procedures
[bookmark: _Toc218418235]5.1 AI Usage Policy
AI systems are high-value assets requiring strict policies [14]:
Only approved datasets and models are used.
Training environments must be access-controlled, logged, and monitored.
Models undergo integrity checks before deployment.
External or third-party models require risk assessment.
Continuous monitoring for abnormal AI behaviour.
Ethical AI usage and data minimisation must be applied.
Example: A workflow for model deployment includes automated validation of training data, code signing of AI models, and anomaly detection for model outputs.
[bookmark: _Toc218418236]5.2 Secure SaaS Configuration Policy
SaaS applications can be misconfigured, leading to breaches:
Maintain a central SaaS inventory.
Apply secure baseline configurations and least-privilege access.
Conduct weekly configuration audits.
Monitor SaaS activity and integrate alerts with SOC.
Use CASB or CSPM tools for continuous oversight.
Example: CSPM automatically detects public exposure of storage buckets or weak IAM roles and remediates them without manual intervention.
[bookmark: _Toc218418237]5.3 BYOD Policy for Hybrid Workforce
Hybrid work introduces device and access risks:
Only registered and compliant devices may connect.
Mandatory endpoint protection, disk encryption, and patching.
Separation of corporate and personal data using containerisation.
Conditional access based on device health and geolocation.
Regular user awareness training for phishing, credential theft, and malware.
Example: Employees connecting from unregistered devices are automatically denied access until compliance checks pass.
[bookmark: _Toc218418238]6. Compliance with DORA and NIS2 
[bookmark: _Toc218418239]6.1 DORA Implementation
The Digital Operational Resilience Act (DORA) requires financial and ICT service providers to maintain operational resilience and manage ICT-related risks. ResilientIntellect’s EU unit must implement the following measures [10]:
	DORA Requirement
	Implementation Approach

	ICT Risk Management
	Maintain a risk register; perform quarterly ICT audits; integrate risk findings into board reporting.

	Operational Resilience
	Conduct annual stress tests on AI systems and cloud services; implement simulation exercises to evaluate system recovery under attacks or service disruptions.

	Incident Handling
	SOC team monitors all systems with SIEM and SOAR; establish an Incident Response (IR) playbook; mandatory post-incident reporting and root-cause analysis.

	Third-Party Oversight
	Conduct vendor questionnaires; review SLAs and contractual security clauses; continuous monitoring of critical suppliers using automated alerts for configuration or compliance deviations.


Example: An AI cloud service failure is simulated quarterly to test redundancy, failover mechanisms, and the team’s response, ensuring that recovery objectives align with DORA requirements.
[bookmark: _Toc218418240]6.2 NIS2 Implementation
NIS2 Directive enhances cybersecurity obligations for essential and important entities. Compliance measures include [15]:
	NIS2 Obligation
	Implementation Example

	Risk Management Measures
	Implement Zero Trust IAM, CSPM, and endpoint protection; conduct annual penetration tests and vulnerability assessments.

	Incident Reporting
	SOC ensures incidents are classified and reported within 24–72 hours depending on severity.

	Management Accountability
	The CISO and GRC Manager report directly to the board; implement KPIs to monitor compliance performance.

	Supply Chain Security
	Conduct Software Bill of Materials (SBOM) reviews; validate third-party dependencies for vulnerabilities; integrate automated Software Composition Analysis (SCA) tools in CI/CD pipelines.


Justification: By integrating DORA and NIS2 requirements into daily operations, ResilientIntellect ensures regulatory alignment, reduces legal exposure, and strengthens operational resilience.
[bookmark: _Toc218418241]7. Governance and Strategy Using NIST CSF 2.0
[bookmark: _Toc218418242]7.1 NIST CSF 2.0 Alignment
The NIST Cybersecurity Framework (CSF) 2.0 provides structured functions that map cybersecurity practices to business objectives [1]:
	Function
	Implementation in EU Unit
	Example

	Govern
	Policies, board oversight, regulatory strategy
	Board-approved AI security and cloud governance policy; monthly governance meetings

	Identify
	Asset and risk identification
	Maintain inventory of AI models, cloud resources, and endpoints; classify data sensitivity

	Protect
	Preventive controls
	MFA, encryption, CSPM, least-privilege access, endpoint protection

	Detect
	Threat detection
	SIEM, SOAR, AI-driven anomaly detection; continuous monitoring of hybrid workforce access

	Respond
	Response planning
	IR playbooks, automated containment using SOAR; ransomware playbooks integrated with SOC

	Recover
	Recovery planning
	Offline immutable backups; disaster recovery exercises; validation of AI model integrity post-attack


Justification: Linking CSF functions to business goals ensures cybersecurity initiatives support EU expansion, operational resilience, and client trust.
[bookmark: _Toc218418243]7.2 Governance & Strategy
A risk-based governance model integrates NIST CSF with regulatory compliance:
Board oversight: Regular reporting on risk posture, incident trends, and resilience metrics.
Policy enforcement: Policies for AI usage, SaaS configuration, BYOD, and supply chain security.
Audit and review: Continuous internal audits and external compliance checks aligned with DORA and NIS2.
Continuous improvement: Lessons learned from incidents feed back into governance, refining policies, controls, and staff training.
Example: Monthly governance review evaluates SOC metrics, CSPM alerts, and DevSecOps security metrics to update risk registers and mitigation strategies.

[bookmark: _Toc218418244]8. Risk Management
Risk management addresses threats to AI, cloud, supply chains, and hybrid workforce environments. A high-level assessment follows a likelihood-impact model [16]:
	Risk
	Likelihood
	Impact
	Mitigation

	AI data poisoning
	Medium
	High
	Model validation, anomaly detection, data provenance verification

	Vulnerable dependencies
	High
	High
	SBOM, SCA, secure CI/CD pipelines, automated vulnerability scanning

	Cloud misconfiguration
	High
	Medium
	CSPM, automated remediation, access logging, CASB

	Insider threats
	Medium
	High
	Least privilege, access reviews, behavioural monitoring, conditional access

	Hybrid access compromise
	Medium
	Medium
	Phishing-resistant MFA, endpoint compliance checks, VPN alternatives


Reason: This approach ensures proactive and detective controls address both likelihood and impact, reducing potential operational disruptions.
Example: A weekly CI/CD scan identifies an outdated dependency in an AI microservice, triggering automatic patching and SOC notification.
[bookmark: _Toc218418245]9. Contingency Planning – Ransomware Scenario
[bookmark: _Toc218418246]9.1 Scenario Description
A ransomware attack encrypts AI datasets and source code, halting development and client services. Such attacks are increasing in sophistication, targeting intellectual property and cloud backups [14].





[bookmark: _Toc218418247]9.2 Disaster Recovery Plan
Key Steps and Responsibilities:
	Step
	Responsible Role
	Details

	Isolation
	SOC Manager
	Quarantine infected systems, block network propagation

	Notification
	GRC Manager
	Notify regulators per NIS2 timelines; inform internal teams

	Investigation
	SOC & AI Security Specialist
	Identify attack vector, validate model integrity

	Recovery
	Cloud Security Architect & DevSecOps Lead
	Restore AI datasets and source code from immutable backups; validate functionality

	Communication
	CISO
	Inform clients of service restoration, provide transparency

	Post-Incident Review
	All stakeholders
	Root-cause analysis, lessons learned, update policies and playbooks


Recovery Objectives:
RTO (Recovery Time Objective): 24 hours
RPO (Recovery Point Objective): 12 hours
Reason: Detailed roles, workflows, and immutable backups ensure operational resilience while aligning with DORA’s requirement for continuity and recovery planning [10].




[bookmark: _Toc218418248]10. Protection Mechanisms 
Modern security controls are essential for Zero Trust implementation:
	Control
	Purpose
	Example

	CSPM
	Detect cloud misconfigurations
	Auto-remediation of exposed storage buckets

	SIEM + SOAR
	Centralised monitoring & automated response
	SOC monitors events and executes automated playbooks for suspicious activity

	EDR/XDR
	Endpoint and workload protection
	Real-time detection of malware and lateral movement

	Phishing-resistant MFA
	Identity verification
	FIDO2 security keys or mobile authenticator apps

	SBOM & SCA
	Supply chain protection
	Detect vulnerable dependencies or compromised packages


For example: A phishing-resistant MFA system blocks a compromised employee login attempt, triggering SOC alert and temporary account lockdown.
Reason: These mechanisms enforce continuous verification, monitoring, and automated response, reducing reliance on perimeter security and supporting a hybrid workforce.
[bookmark: _Toc218418249]11. Conclusion
ResilientIntellect Ltd’s EU expansion requires a strategic, Zero Trust–aligned security programme. This report presents an integrated design covering:
Governance, policies, and regulatory compliance (DORA and NIS2)
Organisational structure with specialised roles (Cloud Security Architect, DevSecOps Lead, AI Security Specialist)
Hybrid workforce security and SaaS configuration management
AI and cloud protection, including anomaly detection and immutable backups
Risk management and contingency planning for ransomware and supply chain attacks
Modern protection mechanisms (CSPM, SIEM, SOAR, EDR/XDR, phishing-resistant MFA)
The proposed programme aligns with NIST CSF 2.0, ensuring cybersecurity initiatives support business objectives, operational resilience, and regulatory compliance. It protects AI and cloud assets, mitigates supply chain risks, secures hybrid work, and enhances customer trust.
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