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1. [bookmark: _Toc225461951]Introduction

One of the biggest challenges for modern organisations has become cybersecurity [1]. This is especially the case for those handling sensitive information like healthcare data. HealthPlus Analytics (HPA) is a data-based healthcare technology company that stores and processes confidential patient data and information for hospitals and clinics across the UK. This then makes the company a high value target for cybercriminals. 

HPA has recently experienced serious security incidents, this included unauthorised access to patient data and ransomware attack on the company’s analytics system. These attacks/incidents show weaknesses in the company’s existing security measures, and it also raises concern about the agreement with legal requirements such as the UK general Data Protection Regulation (UK GDPR) and NHS digital security standers. 

This assignment aims to develop a understandable data security and governance framework for HPA. Key threats will be identified, and security policies will be proposed. It will also outline mitigation strategies, describe monitoring, incident response process and recommend staff training and awareness programme. The main goal is to better and strengthen HPA`s security, protect patient data and build a system of cybersecurity awareness. 


[bookmark: _Toc225461952]2. Identification of Threats
HPA faces a range of cybersecurity threats, which can be divided into Internal and external risks.

[bookmark: _Toc225461953]Internal Threats 
Internal Threats existence begins from within the organisation; they are usually caused due to human error or lack of training in practices [2]. One of the most common issues is the use of weak passwords, which may have been reused. This makes it easier for attackers to access the system and its data. Another issue is that employers may unintentionally share sensitive information through email or other cloud platforms, due to lack of training and awareness.
Another key risk is when employees are allowed to use their personal devices for work this is known as Bring Your Own Device (BYOD) [3]. Although BYOD allows flexibility, it can lead to data leakage and cyber-attacks. This is because the employers’ devices may not have the same security as company managed devices or may lack antivirus or regular updates. Employers can also fall victim to phishing attacks, where they can be tricked into clicking and following links or even providing login details. Cybersecurity awareness decreases the likelihood of these incidents. In some cases, even when cybersecurity awareness is up to date, there may be insider threats, where employees intentionally misuse data

[bookmark: _Toc225461954]External Threats
External threats in cybersecurity are carried out by individuals or groups outside an organisation through malicious activities in aim to target vulnerable systems, software or networks and gain unauthorised access to steal data or pause operations [4]. There are many types of malwares, one of them being ransomware, this is when attackers deny access to devices and data that are available in these devices. The individuals or groups attackers encrypt company data then require a ransom to be paid in order to allow access through decryption [5].  Another common threat is phishing. This is where attackers send out emails in disguise as a trusted organisation, these emails are created to steal log in information or to install malware into devices that can affect systems and organisations [6]. HPA is at risk of malware infection, which can steal confidential information, damage their system or allow access to attackers because they use cloud services, this allows unauthorised access to cloud storage. Finally, employees working remotely may use public Wi-Fi, which can expose secure data if not encrypted.
[bookmark: _Toc225461955]3.Security Policies 
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The diagram above represents the security governance framework for HPA.

To address these security threats, HPA must provide and implement clear and effective security policies.

[bookmark: _Toc225461956]Password Policy 
HPA should implement a strong password policy that follows recognised standards, such as the National Institute of Standards and Technology (NIST), ISO/IEC 27001 and UK GDPR. Employees should be required to create a password of at least a minimum of 12 characters that have not been used before. Multi-factor authentication (MFA) is also should be enforced for all systems, where users are required to verify their identity through different wats such as Text message code to authorised numbers, for better security and preventing account takeover and phishing protection [7]. Other controls such as session timeouts and account lockouts will help to prevent unauthorised access. Password policy supports the CIA triad, by protecting confidentiality, safely storing data integrity while staying aligned with best practices, the CIA Triad is used to guid models in order to guide policies and strategies to protect information [8].

[bookmark: _Toc225461957]Data Protection Policy 
HPA should implement a data protection policy aligned with UK GDPR and ISO/IEC 27001, this ensures all patients data is kept safe and protected. Both UK GDPR and ISO/IEC 27001 are similar and synced in supporting each other when it comes to information security [9]. Data must be encrypted to prevent unauthorised access; this makes data accessible to authorised staff only. Data encryption is also supported by National Institute of standards and technology (NIST) guidance, NIST develops cryptographic techniques to safeguard sensitive information, making sure the privacy and integrity of data is well kept and inaccessible by unauthorised users [10].

[bookmark: _Toc225461958]BYOD Policy (Bring Your own Device) 
HPA should implement a BYOD policy to ensure personal devices meet all security requirements before accessing company systems. This is inline with ISO/IEC 27001 and UK GDPR regulations. All HPA`s personal devices should be approved by IT, have antivirus software installed, possess strong passwords and be regularly updated, HPA must also be able to wipe data if the device is ever lost or stolen to protect data and confidential information. 

[bookmark: _Toc225461959] Access Control Policy 
HPA should implement an access control policy based on role-based access control (RBAC), in line with guidance from ISO/IEC 27001 and National Institute of Standards and Technology. This ensures that employees are only able to access the data necessary for their role only. This prevents accidental leakage of data or internal security issues. User accounts should be reviewed frequently, and access must be removed when no longer needed, for example when an employee leaves or changes their role then they shouldn’t be allowed access to the system they no longer need.

[bookmark: _Toc225461960]Email and Internet policy
HPA should implement an email and internet policy to reduced human error, by following guidelines from National Cyber security Centre and National Institute of Standards and Technology [11]. Employees should be trained to be able to recognise and spot phishing emails and avoid clicking links or download attachments.  Any suspicious activity should be reported immediately to IT team.  
[bookmark: _Toc225461961]4.Mitigation Measures
In the aim to reduce risk of cyberattacks, HPA should implement both technical and organisational mitigation measures. For the technical side, all devices and servers must be up to date and should have antivirus and anti-malware software installed, along with firewalls to monitor incoming and outgoing network traffic. This means systems must also be updated regularly, following guidance such as CISA KEV list, in order to learn software weaknesses before attackers can access or exploit them. Backups should also be carried out for all critical data in case they need to be recovered in event of ransomware or accidental deletion. This ensures HPA can never loose data or access to their system. Sensitive patient information must be encrypted, in line with guidance from NIST, ISO 27001, and GDPR.
Administrative measures are just as important. HPA should upkeep strict BYOD policies, approved by IT team, contain strong passwords, antivirus installed, regular updates and the ability to wipe data remotely from lost or stolen devices. Role-based access control should limit employee access to data needed for their specific role, this reduces insider risks and data leakage. All security policies should be regularly updated and reviewed to prevent threats such as phishing, ransomware attacks etc. when combining both technical and administrative measures, HPA can create a safe achievable framework to strengthen cyber security. 


                  [image: ]

                         Figure 1: showing Mitigation Measures diagram.
[bookmark: _Toc225461962]


5. Proactive Monitoring and Incident Response
24/7 around the clock monitoring and incident response should be carried out by HPA, to detect and prevent threats. In order to recognise unusual activity, a security information and Event management system can be used to collect logs from servers, devices and cloud applications. Tools such as SOAR can programme fast responses to block unauthorised access or malware. For example, if unusual lf unusual activities are detected they will automatically be raise alert to IT security team. All incidents that accure should follow a response plan. This response ensures a rapid response, protects confidentiality and aligns with ISO 27001, NIST, and GDPR. 


           [image: ]

Figure 2: showing Proactive Monitoring and Incident Response diagram. 





[bookmark: _Toc225461963]6. Continuous Training and Awareness
When it comes to preventing cyberattacks, employers are first in line to prevent attacks. Because of this HPA should carry out ongoing training program. Employers should receive training based on their role to understand their responsibilities in protecting patient data. Training should include all types of possible attacks such as phishing emails, or using an unprotected device. This is so employees are able to recognise real threats, report and prevent them. The training program should be more that just videos and presentations. Short regular quizzes, reminders and updates on new unknown threats will provide better knowledge. Employers should also be told to report suspicious emails or activities to the IT security team immediately. Organisation 
such as NHS Trust run simulated Phishing campaigns, they show that regular training betters employee performance and reduces risk of breaches by human error [12].


[bookmark: _Toc225461964]7. Conclusion
To conclude, HealthPlus Analytics (HPA) faces a range of cybersecurity threats, both internal and external, including phishing attacks, ransomware, insider threats and misuse and risks linked to personal devices through remote working. These threats highlight the need to safeguard and protect patient data and maintain compliance with UK GDPR, ISO 27001, NIST. The implementation of clear and effective security policies is essential. Password policies, data protection rules, BYOD regulations, access controls and email and web usage policies protect the organisation. Other factors such as multi-factor authentication, encryption, antivirus software, firewalls and regular patching all combined with administrative controls such as role-based access and regulate policy reviews will strengthen HPA`s defence against cyber-attacks. Active monitoring using tools such as SIEM or SOAR will ensure that threats are detected and responded to. Incident response plans provide a clear plan. Staff training and phishing training will create a security aware workforce, giving power to employees in preventing breaches caused by human error. By combining these measures into a single framework, HPA can protect patient data, reduce all risks of breaches and maintain with patients and other health care companies. The chosen approach provides a realistic and achievable system for cybersecurity in a healthcare environment.
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Introduction

HPA processes sensitive healthcare data and has recently experienced a data
breach and ransomware attack, showing weaknesses in current security
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Key Threats

HPA faces both internal and external threats, including human error, phishing,
ransomware, and risks from personal devices and cloud systems
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Why it matters
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Security Policies
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Monitoring & Response
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tools like SIEM and structured response plans

* 24/7 monitoring
e SIEM alerts

e Fast incident response

* Detect, contain, recover. ! i I E M





Training & Awareness

Employees play a key role in security, so ongoing training and awareness are
essential to reduce human error.
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Conclusion

In conclusion, cybersecurity is essential for HealthPlus Analytics due to the
sensitive nature of patient data and the increasing number of cyber threats. The
recent incidents, including the data breach and ransomware attack, highlight the

need for a stronger and more structured approach to security.
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Strong policies & technical controls

Continuous monitoring and training

Protect data, compliance and reputation






		Slide 1

		Slide 2

		Slide 3

		Slide 4

		Slide 5

		Slide 6

		Slide 7

		Slide 8

		Slide 9

		Slide 10




image5.png
Data Security & Governance Framework

Presented by Sara Baiai





image6.svg
           Findings and recommendation for HealthPlus Analytics. Data Security & Governance Framework Presented by Sara Baia i   


image7.png
*HPA handles sensitive patient data
*HPA has experienced recent data breach
*HPA experienced Ransomware attack

*HPA Need stronger security




image8.svg
            • HPA h andles sensitive patient data • HPA has experienced r ecent data breach • HPA experienced Ransomware attack • HPA Need stronger security     Introduction HPA processes sensitive healthcare data and has recently experienced a data breach and ransomware attack, showing weaknesses in current security


image9.png
HPA faces Phishing risks
Weak passwords

BYOD risks

Ransomware & malware

Cloud vulnerabilities





image10.svg
           Key Threats HPA faces both internal and external threats, including human error, phishing, ransomware, and risks from personal devices and cloud systems • HPA faces Phishing risks • Weak passwords • BYOD risks • Ransomware & malware • Cloud vulnerabilities   


image11.png
e Data Breach Risk

* Legal issues (UK GDPR)

* Reputation Damage

o

* Financial loss GDPR

General Data
Protection Regulation




image12.svg
           Why it matters These risks that HPA are facing can lead to legal penalties, financial losses, and serious damage to the company’s reputation • Data Breach Risk • Legal issues (UK GDPR) • Financial loss • Reputation Damage   


image13.png
Strong passwords + MFA
Data encryption

BYOD controls

Access control (RBAC)

Email security





image14.svg
           Security Policies These risks that HPA are facing can lead to legal penalties, financial losses, and serious damage to the company’s reputation • Strong passwords + MFA • Data encryption • BYOD controls • Access control (RBAC) • Email security   


image15.png
Monitoring & Response

HPA should monitor systems continuously and respond quickly to threats using
tools like SIEM and structured response plans

* 24/7 monitoring v

e SIEM alerts

* Fastincident response

* Detect, contain, recover.





image16.svg
           Monitoring & Response HPA should monitor systems continuously and respond quickly to threats using tools like SIEM and structured response plans • 24/7 monitoring • SIEM alerts • Fast incident response • Detect, contain, recover.   


image17.png
Staff training
Phishing simulations
Report threats

Security culture





image18.svg
           Training & Awareness Employees play a key role in security, so ongoing training and awareness are essential to reduce human error. • Staff training • Phishing simulations • Report threats • Security culture   


image19.png
Antivirus & Firewalls
Encryption

Backup ( Ransomware protection)

Regular updates

Device security ANT'V'RUS
FIREWALL





image20.svg
           Mitigation Measures These technical measures help prevent attacks and ensure data can be recovered if an incident occurs • Antivirus & Firewalls • Encryption • Backup ( Ransomware protection) • Regular updates • Device security   


image21.png
Benefits

This framework improves security, ensures legal compliance, and builds trust
with clients and patients.

Patient Data
* Protects patient data
* Reduces cyberattacks
* Ensures compliance ‘
x B
* Builds trust U \_/




image22.svg
           Benefits This framework improves security, ensures legal compliance, and builds trust with clients and patients. • Protects patient data • Reduces cyberattacks • Ensures compliance • Builds trust   


image23.png
Cybersecurity is essential for HPA
Strong policies & technical controls
Continuous monitoring and training

Protect data, compliance and reputation





image24.svg
             Conclusion In conclusion, cybersecurity is essential for HealthPlus Analytics due to the sensitive nature of patient data and the increasing number of cyber threats. The recent incidents, including the data breach and ransomware attack, highlight the need for a stronger and more structured approach to security. • Cybersecurity is essential for HPA • Strong policies & technical controls • Continuous monitoring and training • Protect data, compliance and reputation   


