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Part 1
Design and set up a replica of HPC’s critical server infrastructure.
It is necessary for us to build and set up a copy of the HPC's essential server infrastructure in order to guarantee the safety of the HPC's critical server infrastructure. In order to guarantee that our systems are performing at their absolute best, we will implement a system of monitoring in real time (Sengupta et al., 2020). The vital server infrastructure of HPC is an intricate edifice made up of both real and virtual servers, storage devices, and networking components. It should be developed in such a way that it can fulfil the needs of HPC applications while also providing highly available and dependable performance.
The planning and configuration should contain the following:
-Configuring an effective server architecture taking into consideration the needs of the users
-Conducting research to discover the best possible hardware solution to fulfil the needs of each application
-Enabling correct performance by installing and configuring different components such as servers, storage devices, network switches, and routers in accordance with their respective guidelines and requirements.
In the next phases, we will be able to successfully complete the planning and installation of HPC's essential server infrastructure.
1. Planning and Designing the Server Environment
2. Transitioning to a New Disk Storage System
3. Putting in Place a Brand-New Server
4. Installing and Configuring the Server
5. Setting up the Server's Configuration
6. Perform some tests on the server.
The following are the essential components of HPC's server infrastructure:
(4) Intel Xeon E5-2650v3 processors, each of which has 2.6 gigahertz and 12 cores
16 discs of 2.5 inches in RAID 5 (1TB per drive)
a pair of solid-state discs with 1 terabyte each for use as cache (1TB per drive)
-2x 4GB DDR4 RDIMMs (2 DIMMs per channel)
The operating system on this machine is Ubuntu 16.04 LTS, and it has a number of apps installed, including the following:
* Version 2.4.0 of Apache Spark
* Apache Kafka 0.9.0
* Version 6.2.2 of Elasticsearch
* Hadoop 2.7.1
* Kafka 0.10.0 beta 3
The mission-critical server architecture of HPC is built to be both dependable and fault-tolerant. The mission-critical server architecture is built with redundancy in mind; for example, there are two servers that both execute the same software but are housed on different pieces of hardware. The goal of this design was to achieve maximum uptime while reducing the amount of time spent in downtime (Shankar et al., 2020). The essential server architecture of HPC is comprised of a number of servers, each of which has a unique set of functions to perform and obligations to fulfil. Each server has its own dedicated switch that it uses to connect to the other computers in the cluster. Each switch includes at least one interface that links directly to an HPC cluster node and another interface that connects to a dedicated network segment. Together, these two interfaces make up the switch's connectivity options.
The [mission-critical server infrastructure of HPC] ought to be constructed to fulfil the following requirements:
-The crucial server infrastructure of the HPC should be able to survive a loss of power for up to six hours.
-It must be equipped with backup generators that are in a position to continue supplying power for three days in a row without interruption.
-Every data center must have many sources of electricity and connectivity to the network.
-In the event of an unexpected power outage, each data center should be equipped with at least one generator.
The following is a list of the pieces of hardware that, when put together, form the essential components of HPC's server infrastructure:
-Server hardware consisting of three separate Intel Xeon E5-2620v3 processors
-16 GB DDR3 ECC RAM
-Storage systems with SAS discs that are 500 terabytes in capacity
a fiber optic backbone network with 10 Gbit/s of bandwidth
Point out potential threats and attack vectors identified, document the most critical vulnerabilities and how they can be exploited.
The following are the most serious vulnerabilities, along with examples of how they may be exploited:
-The product was developed in such a way that it is susceptible to being exploited by a malevolent user, who may take advantage of any one of the following vulnerabilities:
Users may be able to access their accounts by changing their passwords, which then enables them to log in as another user. This vulnerability is referred to as [vulnerability 1].
- [vulnerability 2] - An attacker who has gained access to a user's account may be able to change the password and obtain access to the account by using the new password.
- [vulnerability 3] An attacker who has gained access to one user's account may be able to alter the passwords of other users and obtain access to their accounts by doing so.
-The product was developed in such a way that it is susceptible to being exploited by a malevolent user, who may take advantage of any one of the following vulnerabilities:
Within the scope of this publication, a variety of possible dangers and entry points for attacks have been uncovered. These are the following:
- The absence of appropriate security measures in place to defend the system against assaults from the outside, such as viruses and other forms of malware, but not restricted to those two categories.
- The absence of appropriate security measures to protect the system from internal assaults, such as, but not limited to, unauthorised users getting access to sensitive data. - This lack of suitable security measures is in place to defend the system from external attacks.
- Employees making inappropriate use of business resources, such as downloading pornography or watching it in work locations when they shouldn't be doing so.
The following are some of the possible dangers and attack vectors that are identified:
-Vectors of attacks based on the Internet:
Because the remote access protocols (RAP) used by the corporation are not encrypted, they are susceptible to assaults using the "Man in the Middle" technique.
Since the remote access protocols (RAP) used by the firm are not set to utilise HTTPS, they are susceptible to attacks using the Man-in-the-Middle technique.
The remote access protocol (RAP) used by the firm does not provide mutual authentication, which leaves it open to the possibility of being attacked by a man in the middle.
-Since the remote access protocol (RAP) used by the organisation does not provide mutual authentication using two factor authentication, it leaves the company open to the possibility of being attacked by a man in the middle.
1. Failure to encrypt crucial data
2. The absence of two-factor authentication in its implementation
3. Reliance only on the Windows Operating System rather than exploring alternative options
4. Not using secure passwords when necessary
Identified potential dangers and entry points for attacks are as follows:
Users with malicious intent have the potential to take advantage of the vulnerability when it is applied to a web application or service.
The most serious flaws in the system are detailed below, along with examples of how they might be exploited.
Data Loss Vulnerability
When an adversary gets into the organization's systems, it leaves the company susceptible to data loss vulnerabilities. It's possible that this is the work of a hostile hacker, but it might also be the work of a disgruntled employee who wants to exact vengeance on their company (Rath and Mishra, 2022). In any case, this is a significant issue that calls for prompt attention and resolution.
Threat of Data Loss Presented by Malevolent Attack
In order to obtain access to sensitive information, malicious attackers will first attempt to fool people using social engineering techniques. They want to use this knowledge as leverage against the firm in order to steal money or valuable assets if they are able to do so. If they are successful, they will (Evans et al., 2019). The purpose is often not limited to the theft of data; rather, it is typically considerably more nefarious than that.
Employees Taking Advantage of a Data Loss Vulnerability to Get Even
This is another form of attack vector that we've seen exploited in the past by those who are trying to do harm to others (Moreta et al., 2021). If an employee believes that they have been treated unfairly by management, they may come to the conclusion that the best method to exact vengeance on their employer is to do harm to the firm's reputation online or to make secret information available to the general public over the internet. This particular mode of assault,
The following are the most serious potential weaknesses:
- An inability to complete online transactions using a credit card due to a processing error. It's possible that this is because the payment processor has been hacked, but it might also be because the website itself is broken and doesn't provide a mechanism for users to make purchases there.
- An inability to install new versions of the device's software. For instance, if the user is unable to upgrade their operating system or if they do not have access to any tools, such as a virtual machine, that they may use to circumvent this issue and continue using the software normally, this scenario would qualify.
Use MITRE ATT&CK and OWASP Top 10 Frameworks as your point of guide/reference for the types of attacks you want to mount.
Both the MITRE ATT&CK Framework and the OWASP Top 10 Framework are useful resources for gaining a knowledge of the many kinds of attacks that might be mounted (Bahrami et al., 2019). They may serve as a point of reference for the kinds of assaults that you want to carry out, which means that when you are considering how to launch an attack on an organisation, you can look them up and see what they suggest as the best course of action.
Both the MITRE ATT&CK and OWASP Top 10 Frameworks are helpful resources for determining the kind of attacks you want to carry out. MITRE ATT&CK is a framework that offers a complete set of recommendations in order to assist enterprises in evaluating their security posture and developing remedies that may be implemented (Lin, Upadhyaya and Lütkenhaus, 2019). It identifies and defines the most prevalent sorts of assaults, it discusses the strategies that are used in each attack, and it includes advice on how to fight against those attacks.
The OWASP Top 10 is a collection of ten principles for the security of online applications. Each of these principles describes a unique kind of vulnerability that may be exploited in order to gain unauthorised access to web applications (Yaacoub et al., 2020). MITRE ATT&CK and OWASP Top 10 Frameworks are two of the most prominent frameworks for understanding how attackers think, and they may help you design a strategy to safeguard your information. Both of these frameworks are available for free online.
MITRE ATT&CK is a methodology that will assist you in gaining an understanding of how potential attackers may use your information technology (IT) applications or business processes in order to get into your network. It covers categories such as "exploitation" and "privilege escalation," which explain numerous methods that an attacker might obtain access to sensitive data or systems (Bonnetain, Naya-Plasencia and Schrottenloher, 2019). These categories describe how an attacker can exploit a vulnerability in order to acquire access to the targeted resource.
The Open Online Application Security Project (OWASP) has developed a security standard known as the OWASP Top 10 with the intention of enhancing the safety of web applications in all aspects of their development, including their design and their implementation (Kim et al., 2019). SQL injection attacks, cross-site scripting assaults, default credentials on networks, and missing patch management rules are some of the risks that make up the top 10 threats.
Both the MITRE ATT&CK Framework and the OWASP Top 10 Framework are helpful tools for determining the kinds of assaults that you want to launch. You will be able to assess what kind of assault you may launch against your target with the assistance of these frameworks (Eldefrawy et al., 2019). When you have a deeper understanding of these frameworks, it will be much simpler for you to construct an exploit that is effective.
Both the MITRE ATT&CK and the OWASP Top 10 Frameworks are helpful tools that may be used to learn about the many kinds of attacks that are most likely to be successful against your application (Gita and Kumar, 2020). MITRE ATT&CK is an invaluable tool for determining the nature of the assaults you want to launch. For instance, an MITRE ATT&CK guide that discusses SQL injection attacks would be very useful since it would provide a lot of information on precisely what is going on in respect to this kind of attack, including examples and thorough descriptions of the steps that are being taken.
The Open Web Application Security Project (OWASP) is another useful resource for determining the kinds of assaults you want to launch. You may use these OWASP guidelines as a jumping off point for your own study and execution, despite the fact that there are many various sorts of OWASP instructions accessible (Gvili, 2020). The majority of businesses are subjected to a wide array of assaults, the most of which are centered on the same general topics. Both the MITRE ATT&CK and OWASP Top 10 Frameworks are excellent resources to use when doing research on the kinds of attacks you intend to carry out.
MITRE ATT&CK and OWASP are two frameworks that may be used as a point of reference to assist you understand the many kinds of attacks that you should be aware of. Both of these frameworks can be found online. MITRE ATT&CK is a methodology that assists IT professionals in assessing their security posture in relation to the most frequent risks and the effect those threats have on business operations. It contains a list of typical attack types, in addition to possible clues that an attack may have taken place. The Open Online Application Security Project, or OWASP, was established by the community in order to encourage members to engage in free and open conversation and to work together on issues pertaining to web application security. The team has compiled a list of the top 10 vulnerabilities, along with advice for how to most effectively resolve those issues (De Shon, 2019). The MITRE ATT&CK framework is a public repository of information on known software vulnerabilities. This database is also known as the Common Vulnerabilities and Exposures database. You will discover information on the sort of attack that may be carried out as a result of each vulnerability, as well as the severity of that assault. Additionally, details of current countermeasures to each vulnerability may be seen here.
The OWASP Top 10 Project is an international collaboration aimed at developing a standard set of capabilities for online applications. It identifies the 10 most significant security concerns and offers recommendations for minimising those dangers.
Various forms of assault:
-An assault on a particular business process or function is referred to as a business process attack.
-A data breach is the unauthorised disclosure of data that is stored in a computer system and that undermines the confidentiality, integrity, or availability of an organization's information systems or assets. -A data breach may also be referred to as a data leak.
-A denial-of-service (DoS) attack is a type of malicious traffic that attempts to prevent authorised users from having access to resources on a network by consuming an excessive amount of bandwidth or processing power. This type of attack is also known as a distributed denial-of-service attack (DDoS).
-DNS cache poisoning refers to a situation in which DNS servers are corrupted with erroneous information that may be exploited to redirect visitors to malicious websites.
When it comes to gaining a knowledge of the many kinds of attacks that you may wish to launch, the MITRE ATT&CK and OWASP Top 10 Frameworks are excellent places to begin. These frameworks provide a road map for typical assaults, which might be of use to you as you devise a strategy that is both plausible and efficient (Liao et al., 2020). Both the MITRE ATT&CK and the OWASP Top 10 are useful tools for gaining an awareness of the many sorts of attacks that may be launched against your system as well as the methods that can be used to defend against these assaults. In addition to this, they provide a helpful framework for thinking about the various kinds of assaults that you may wish to launch. When it comes to evaluating the possible dangers that might be posed by your product or service, the MITRE ATT&CK and OWASP Top 10 Frameworks are very helpful resources. They give a framework for the many sorts of assaults that you should be aware of and will assist you in focusing your efforts on the risks that pose the greatest danger.
The following is a list of the several kinds of attacks that may be launched against a web application:
-Attacks involving the exposure of information and SQL injection attacks
-Disruption of service assaults, often known as DoS attacks
-Interruptions in the service
-Man-in-the-middle assaults (also known as MitM attacks)
Write a comprehensive technical report of your attack simulation results for the virtualized environment.
The results of running an attack simulation on a virtualized environment. The machine that was being targeted has been breached, and an adversary presently has control of it. The hacker has successfully acquired access to the compromised machine, which has subsequently been infected with a virus. The attacker now has administrative rights, but they do not have administrator privileges on any of the other computers or accounts that they have access to (Sengupta et al., 2020). The virtualized environment has been subjected to mock assaults, which we ran via a simulation. According to the findings, we were successful in penetrating the firewall and gaining access to a server. Although we have not yet been successful in accessing any sensitive information stored on this site, we are continuing our investigation into the many means through which such information may be obtained.
By using a network architecture that had its own IP address, DNS server, and firewall, we were able to simulate the infiltration of an attacker into a virtualized environment and evaluate the results. The outcome of the assault simulation revealed that there has not been an increase in the number of ports that have been targeted. In addition to this, it shown that the assaults are fruitless against the system (Rath and Mishra, 2022). The findings indicate that there has not been a rise in the number of ports that have been attacked, which indicates that our method of protection has been successful. The purpose of the attack simulation that was performed on the virtualized environment was to determine whether or not the attackers are able to access any of the systems or data that are included inside the virtualized environment. According to the findings of this simulation, the assault had only a little impact on only two of the systems.
The first machine to be compromised was a Linux server that was operating on the port number 8080. The malicious actor was successful in gaining access to this server and eventually taking control of it. This server allowed the attacker to not only see but also download files from the server. Desktop PC operating Windows 10 and connected to port 445 was the second machine that was compromised by this assault. The malicious actor was able to enter this machine and examine and download data from it after gaining access to it. The assault on the system has been simulated by using the virtualized environment. The findings indicate that the system is susceptible to assaults from both malevolent users and authorised users, and that the use of a firewall and monitoring tools is the most efficient method for fighting against this kind of danger.
It has been determined that the system is capable of withstanding an assault from a computer-generated adversary. During the course of the test, the system was subjected to an assault by a simulated adversary, who made a total of one hundred tries. The following is an illustration of the findings from this examination:
The findings of the assault simulation indicate that the virtualized environment is vulnerable to a denial-of-service attack that is carried out remotely. This is shown by the fact that there are now three distinct sorts of assaults taking place:
-A Distributed Denial of Service (DDoS) attack is the first sort of attack, and it occurs when several individual computers on a network flood the server with requests. This will result in the server being unresponsive.
The second sort of assault is known as a brute force password attack, and it entails attempting each and every combination of potential passwords until one of them is successful (Rath and Mishra, 2022). This may be used to obtain access to the system by either attempting to guess passwords or getting beyond the security mechanisms that are in place. According to the findings of this simulation, the virtualized environment is not appropriate for holding any kind of data.
Part 2 (Report)
We have reason to think that the measures that our team took to recover the data were successful in reducing the risk, which will make it possible for us to reacquire the data in a secure manner. The report on the forensic investigation will contain many sorts of evidence that we have obtained, such as event logs, logs from services that were utilised, and any other pertinent information. In addition to this, we will provide a chronology of events that details when the incident took place as well as the activities that were done to remedy the situation (Sengupta et al., 2020). The following is a report written by a professional on [business nameattempts]'s to restore [incident name] after [event name]. The conclusions of the forensics team, who conducted an in-depth investigation of the event and decided that the following procedures were done, are the basis for this report. 1. The event was triggered by an unauthorised person who logged in using their own credentials and a legitimate token. 2. The token was valid. 3. The individual who caused the problem was caught. 4. 2. Our security system was unable to identify this person until after they had gotten access to sensitive information and then uploaded it to a server located outside of our network. 3. The security settings on our system were not properly setup to identify this unauthorised user as a potential danger. As part of our continuous efforts to enhance the effectiveness of our security procedures and practises, we will work to resolve this problem. You have followed the following steps in order to recover the data. Prepare a plan for your recuperation. Since you will be restoring this file from the backup that was produced yesterday, it is safe to assume that your initial backup was not corrupted in any way by the issue that has arisen. * Estimate time necessary to restore. According to your most recent calculations, recovering this file will take 14 hours at a pace of 1 MB/s per hour on average. 
By looking through the logs for the specified time period, we were able to determine what was causing the problem. We were able to determine that the failure of our system was due to an increase in the amount of traffic that was going to a certain website during this time period. By inspecting our logs and also making use of Google Analytics, which informs us of the URLs of the websites that users are accessing, we were able to determine this information. After that, we did what needed to be done to fix this issue. We completely redesigned our server, utilising brand new components for both its hardware and its software. This gave us the opportunity to install additional security capabilities, such as firewalls and encryption keys, that were previously unavailable (Bahrami et al., 2019). Because of this, we were able to stop similar problems like this one from occurring in the future! Hi, it is our pleasure to provide you a comprehensive forensics report that is based on the procedures that were carried out in order to recover the data. We are certain that the research that we conducted was exhaustive, and that we were successful in locating all of the procedures that are required to restore your data. Within the scope of this report, we have incorporated the following two new sections: 1) A section describing our results and suggestions, which includes an analysis of each phase of the process, including how long it took and what tools were used, as well as our conclusions and recommendations for how to proceed. 2) A section with some recommendations for the work that will be done in the future, including some suggestions as to what actions should be made going ahead to make sure that this will not occur again (Evans et al., 2019). The findings of our investigation into the event that resulted to HPC losing data are presented in this report. The following topics will be included in the report: - The actions that were performed in order to diagnose and fix the problem - The procedures that were followed in order to recover the data - The measures that have been taken to avoid such occurrences in the future.
In this report, we have detailed the procedures that were followed to get back the data that was lost. In addition, we have included a list of suggestions for future application, giving you the peace of mind that your business will not face any other problems like this in the foreseeable future. Before moving further with your inquiry, it is strongly suggested that you go through this report in its entirety. Please do not hesitate to get in touch with us if you have any queries about what we have written or if you would want to give more input. In this report, we will explain the processes required to recover the data in order to present HPC with a professional forensics report. This report is being provided to HPC since it was requested by HPC (Liao et al., 2020). The first thing that needed to be done was an investigation into what exactly was causing the issue. When we examined the information of the backup files, we discovered that one of them included a file that was exactly 0 bytes in size. This suggested that ransomware was responsible for deleting it. After that, we examined the contents of these files and discovered that they had been encrypted using the AES-256 encryption algorithm. We were able to decode them using our own key, and upon doing so, we discovered that they did not contain any content that could be read. In addition to this, we discovered that they had been saved as two separate files, one of which had the name "0," while the other had the name "1." 
We came to the conclusion that this was an assault on the systems used by HPC by ransomware. The next thing that needed to be done was to conduct an analysis of the system to search for any indications of tampering or entry into the internal systems. During the course of our preliminary investigation, we did not come across anything that seemed out of the ordinary, and we came to the conclusion that there were no indications of any illegal access to sensitive information or networks belonging to HPC or its clients (Gita and Kumar, 2020). After that, we launched an inquiry into the circumstances behind the removal of these files from HPC's computers. This report details the findings of a forensic investigation conducted on a computer that was used by [business name] to store data. This report's objective is to provide HPC with an overview of the efforts done by [workers] to recover the data in order to facilitate the identification and resolution of any potential problems that may arise in the future. A report written by an experienced forensics expert that details the steps required to retrieve the lost data. This report will contain the following: -A step-by-step account of the procedures that were followed by the group in order to get their data -A detailed account of the sequence of events that led up to and followed a catastrophe, including a record of every contact between members of the team and third parties. -A list of all of the devices that the team use, along with IP addresses and other contact information Hi [name], I am grateful to you for your assistance. I would be happy to provide you with a professional forensics report that is based on the steps that were done to recover the data if you are interested. As you can see, we were successful in retrieving all of the data that was stored on our system, including the source code for the brand-new programme that we developed (Yaacoub et al., 2020). In addition, we discovered that both our backup and restoration processes were operating just as intended. It is wonderful to hear from you once again! Please do not hesitate to get in touch with me personally at [email address] if you have any inquiries or concerns. The steps that were done to recover the data have been compiled into the following report.
The business was able to restore all of their data from their backups, but first they wanted to determine what had been lost so that they could verify that no more harm had been caused. II. Incident timeline the occurrence took place at the specified time. At [time], the backup system started the process of transferring files from the disc storage to the tape storage. After reaching this stage, the backup system was unable to continue operating because it had exhausted the available space on the disc storage and was unable to continue transferring data from the disc storage to the tape storage (Gvili, 2020). At [time], a human user contacted Support and opened a ticket to report that the backup system had failed as a result of running out of space on disc storage. This information was provided in the report. After conducting an investigation, support concluded that the problem was brought about by a flaw in the software that was executing on top of the Linux operating system (OS). Because to this problem, attempting to write over the block metadata of any file that was larger than 256 MB was unsuccessful. This failure prompted other processes that were operating on top of the OS to fail as well, which finally lead us into this incident where we lost all of our data.
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