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Abstract –  The aim of this report is to give a general overview of modern digital forensics investigators/incident handlers, the tools that are currently used, the digital forensics methodology that is followed and the strict laws that pertain to today’s digital forensics professionals.
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Introduction to Digital Forensics
In the world we are currently living in, digital data is integrated into our lives increasingly every day. Modern computing and the Internet has enhanced society significantly; from how people communicate, run businesses, bank, shop, store and access information. Within all aspects of innovation throughout the ages, where great technological advances have been developed to aid humanity for good, unfortunately history records that evidently a minority of people will find a way to exploit these innovations for their own needs and agendas which inevitably leads to criminal activity, this is also true for computing and the Internet. [1][2]

The average criminal’s awareness and knowledge of digital data, how it is stored and transmitted across a network has increased substantially over the last decade, with information readily available on the Internet and pre-made tools easily accessible to help assist criminals to commit digital crimes and disguise their behaviour. Therefore, the field of digital forensics and the sophisticated techniques that are used to locate, recover and analyse criminal digital evidence that may have been encrypted, deleted, altered and/or obscured is required to identify unlawful behaviour and bring criminals to justice. [3][4]
Digital Forensics Tools
There are many tools widely available within the field of digital forensics, each can be categorised to perform specific operations within different aspects of a digital investigation, shown in figure 1.
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Figure 1: Digital Forensics Categories [5][6]
· Disk forensics: This category of digital forensics focuses on the preservation, recovery and analysis of data from non-volatile storage devices i.e. Hard Disc Drive (HDD), Solid State Drive (SSD), Universal Serial Bus-port (USB) flash drive etc.[7] [8]

· Network Forensics: This category of digital forensics focuses on discovering and analysing log files of end devices and internetworking devices located in a Local Area Networks (LAN) and Wide Area Networks (WAN) to determine how a network has been breached and who may be responsible. Wireless enabled devices are also a specialised sub-category within network forensics.[9][10]

· Malware Forensics: This category of digital forensics focuses on analysing malware i.e. Viruses, Worms, Trojans 
found within end devices/servers to determine their implications and origins i.e. author, country etc. [11]

· Mobile Forensics: This category of digital forensics focuses on recovering and analysing digital data from mobile/cell devices and there OS’s i.e. Apple IOS, Android etc. [12]

· E-mail Forensics: This category of digital forensics focuses on extracting and analysing E-mail messages and contacts from E-Mail applications and servers i.e. G-Mail, Outlook etc to determine their content and origins i.e. author, originating country etc. [13]

· [bookmark: _Hlk509327321]Memory Forensics: This category of digital forensics focuses on recovering and analysing raw data stored within volatile Random-Access Memory (RAM) and Read Only Memory (ROM). [14]

· Website, Web Application and Cloud Forensics: This category of digital forensics focuses on retrieving and analysing end user digital information stored on cloud servers and/or websites. [15]

· Database Forensics: This category of digital forensics focuses on recovering, filtering and analysing data stored in various database application or servers i.e. MS Access, Structured Query Language (SQL) etc.[16]

Forensic tools are regularly updated and developed to keep up to date with different technology’s being utilised by end users i.e. device architectures, Operating Systems (OS), data storage.  

Frameworks and OS’s have been developed to aid investigators within the digital forensics field, they encompass many tools into one framework or OS for digital investigators to utilise more efficiently. [17][18] [19]

Therefore, digital forensic professionals constantly need to research and keep up to date with tools that have depreciated and tools/techniques that are currently being used. A table containing a variety of the most frequently used tools (research conducted Jan 2018) and a brief overview of these tools can be found in Appendix-A of this report.
INCIDENT HANDLER VS FORENSICS INVESTIGATOR
Digital evidence can be examined by both an incident handler or a forensics investigator, the primary difference between the two is that an incident handler [20] may not have the experience and/or the formal qualifications to examine physical/digital evidence that will be used in a court of law so will typically carry out civil cases for clients. Whereas a digital forensic investigator is considered highly skilled, has formal qualifications and professional certifications such as; Certified Forensic Computer Examiner (CFCE) [21], Computer Hacking Forensic Investigator (CHFI), [22] he/she will also have knowledge of the law pertaining to digital forensics and is also trained to examine criminal evidence to be used in a court of law in which they are qualified to be an expert witness within a criminal case if needed. [23][24]
Laws and Legislation
There are many laws and legislations that must be adhered to within a criminal digital forensics investigation, if a countries laws and legislations are not followed within a criminal case, evidence within an investigation may be deemed inadmissible in a court of law and the investigator could be prosecuted or sued themselves whilst the criminal could potentially go free. [25]

Before an incident handler can work on a case, they must first get written permission from a CEO or manager of a company that’s precuring there services [26]. Within a criminal case a warrant must be obtained by the police or security services before a forensic investigator can examine the evidence [27]. If a warrant has not been procured within a criminal matter and written permission has not been acquired from the owner/company of the digital evidence by an incident handler within a civil case, they themselves could be subject to criminal proceedings for breaking the Data Protection Act 1998 (DPA 1998), UK [28] and the Computer Misuse Act 1990 (CMA 1990), UK [29] or similar laws within other countries.

Laws and Legislation vary from one country to the next so it’s important for a forensic investigator to be aware of all digital laws within the country a case pertains to before proceeding. Even though digital forensics criminal laws may vary within different countries, the methodology often stays the same and a model called: ‘The Four Principles of Digital Evidence’ can be followed, developed by the Association of Chief Police Officers (ACPO) in the UK who are currently called the  National Police Chiefs' Council (NPCC) as of 2015, they are the governing body of digital forensics within the UK and there principles state;[30] [31]
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Figure 2: ACPO Digital Evidence Handling Guide [30]

Principle 1: Digital evidence gathered by law enforcement persons or related agencies that may be relied on in a court of law must not be changed/modified by the digital forensics investigator or any other persons handling the evidence.

Principle 2: In the event an investigator must access the original data to obtain evidence, that person must be qualified and proficient to do so. They must also be able to give evidence in a court of law to explain and defend their actions.

Principle 3: A meticulous chain of custody log and audit trail of processes applied to evidence by an investigator or multiple investigators must be kept throughout the processing of all evidence by the person or persons handling the evidence from start to finish. Also, a 3rd party should be able to examine the evidence and achieve the same results.

Principle 4: The overall responsibility of the preservation and handling of the evidence lies solely on the chief investigator or senior person in charge of the case.

As briefly discussed in this section of the report, a digital forensics investigator must adhere to the digital law pertaining to the country in which the case originates and they must keep meticulous records and be prepared to defend and explain the actions that were taken during the investigation in layman’s terms to non-technological professionals i.e. Judge, Jury etc. within court as an expert witness. The ‘four principles’ model can also be followed as a generic guide if the digital law is unclear in a country the evidence pertains to. [32]
Chain of Custody Document 
In a case where evidence gathered will be presented in a court of law, chain of custody records is of fundamental importance. If there are incomplete evidence custody records, evidence could be deemed inadmissible in court as discussed earlier in the report. [33] 

Example of a ‘Chain of Custody’ document shown in figure 3.
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Figure 3: Chain of Custody document example [34]
A ‘Chain of Custody’ document can be broken down into six key questions that an investigator must answer whilst maintaining a ‘Chain of Custody’ document;

· Who?  Who handled the digital evidence? 
· What? What type of digital evidence has been retrieved? And what’s the physical condition of the evidence at the time it was received?
· When? When was the digital evidence acquired and/or handed over to another investigator?
· Where? Where was the digital evidence collected from and stored during the investigation?
· How? How was the digital and/or physical evidence retrieved and stored after it was acquired?
· Why? For what purpose was the digital evidence acquired?
The ‘Chain of Custody’ document must be updated every time the physical or digital evidence is handled, transported and/or stored. [35] [36]

Methodology of a Digital Forensics Investigation
The methodology of a digital investigation can be broken down into four stages that encompass the ‘four principles’ of digital law previously discussed in the report shown in figure 4.
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Figure 4: Digital Forensics Methodology [37]
Each stage is just as significant as the next and must be meticulously planned before proceeding with the investigation. Each stage must also be accurately logged within an audit trail document/notebook that chronicles the processes tools used at each stage of the investigation for the investigator to later incorporate into his/her report. These stages are:

Evidence Assessment: At this stage of the investigation an investigator needs to determine the facts about the hardware; i.e. laptop, tablet, computer, camera etc and the Operating System (OS) in use i.e. Windows, Apple IOS, Linux  and where the data is stored i.e. HDD, SSD, USB these factors will determine the set of tools that will need to be utilised to acquire the data.

Determining what key data to target is also an important factor within this stage of the investigation i.e. network/system log files, video, E-mail, images, spreadsheets, documents etc this information is usually provided by the client or security services. The nature of the crime i.e. financial, terrorism etc that has been committed will also be a factor within targeting and locating specific data.

The plan formulated from this stage will provide a guided approach to the investigation and govern the tools that will be utilised to preserve, retrieve, sift through, filter and analyse thousands of files to locate the identified target data. 

Also, if an investigator is to harness the evidence themselves a physical assessment of the evidence will also be required to determine if the physical evidence has been boobytrapped by the suspect in an attempt to destroy the evidence before it can be investigated. [38] [39]

Evidence Preservation and Acquisition: Data preservation is a very crucial and sensitive step within the acquisition of digital evidence. Operating Systems often write data to disk within background tasks without the user knowing, this could lead to the investigator accidently tainting the evidence if the correct process/tool is not used whilst acquiring the digital evidence.

Therefore, original evidence must not be changed/modified or directly analysed in any way as discussed earlier in the report. Hence, an investigator needs to acquire the data whilst maintaining its integrity by making an accurate image of the entire HDD without writing anything to the disk themselves whilst still creating a 100% accurate copy of the digital evidence.[38] [40] [39]

Also, at this stage it is good practice to make an additional copy of the evidence for future analysis in the event the original copy became corrupt during analysis. [41] [42]

Evidence Analysis: An investigator must be impartial at this stage of the investigation and only scientifically analyse the evidence not form any opinions or make assumptions about data recovered during this stage of the investigation. The content of the data analysed at this stage must only be briefly described in an unbiased context and accompanied with its file name, file path and metadata analysis to be included in the report. [38] [39]

Metadata is data that describes data in which the metadata pertains to i.e. date/time created, size of file, author, most recent date/time accessed etc this information is very important for digital forensics investigators because it reveals hidden information about files that most computer users are unaware of. [43]

An investigator must be aware of and subsequently determine if any data has been concealed within certain files by cyber criminals using steganography techniques at this stage of the investigation. Steganography is a form of cryptography that is sometimes used by criminals to hide data in plain sight within seamlessly innocent files that are most commonly images. The correct tools need to be utilised at this point so that no data is missed. [44]

Also, at this stage an investigator may determine certain evidence recovered that needs to be examined is outside his/her skillset and may have to pass it over to a specialist within the area that pertains to that piece of evidence for analysis [45].The ‘Chain of Custody’ document should be updated depicting the handover of evidence between investigators in this scenario.

Evidence Reporting: Throughout the entire investigation a ‘Chain of Custody’ document and audit trail notes; that contain the name of the investigator(s); processes/software used on the evidence, digital data retrieved and date/time of examination, all need to be recorded as discussed in the ‘Chain of Custody’ section of this report. [46]

Using the ‘Chain of Custody’ document and audit trail notes along with all the digital data recovered from the physical evidence, a formal report will then be created to handover to the client or policing authorities of the case. If it’s a criminal case it is possible the report will be used in court where the investigator may be called as an expert witness to give evidence about his/her findings. [38] [39]

Case Study –  An Attempted Terrorist Attack at Mason International Airport
There has been an attempted terrorist attack at Mason International Airport in Fiji, a known terrorist organisation was planning to detonate a bomb at the airport. Fortunately, British security services managed to foil the attack at Heathrow Airport – London, UK before it could take place. The suspected male terrorist; whom matched a list of known terrorists was attempting to board a flight to Fiji. Whilst the security services were apprehending the suspect, he tried to flee and was shot down to prevent him escaping and/or causing harm to civilians at the airport. [42]

A laptop briefcase was retrieved from the suspect that contained a laptop that the suspects fingerprints were subsequently found on. Chief Inspector Mr Mark Wales who is investigating the case contacted ‘John’ an experienced digital forensics investigator and asked him to retrieve digital evidence from the laptop. Mr Wales also provided crime scene photos depicting the laptop briefcase in possession of the suspect to prove the authenticity of the evidence and a warrant to examine the evidence under the Police and Criminal Evidence Act 1984 (UK) [47] so that John can legally investigate the case.

This is a criminal case that involves national security and the attempted murder of innocent civilians. Even though the suspect was shot and may or may not die, the evidence gathered could be used to prosecute other conspirators within the terrorist cell as well as the suspect if he were to live. Therefore, a digital forensics investigator would need to be assigned to the case, any digital evidence retrieved from the laptop would need to be presented in a court of law if the suspect or suspects stand trial for the crime, in this event expert testimony may need to be given by the digital forensics investigator at court.

John, the digital forensics investigator will need to follow the digital forensics laws and methodology discussed earlier in the report whilst investigating this criminal case.

i. Evidence Assessment
John prepares a ‘Chain of Custody’ document for the evidence (Laptop), he notes the date/time in which he took custody of the laptop from Mr Wales and the condition of the laptop on delivery from Mr Wales. John notes the laptop was undamaged during delivery because the trained police investigators wrapped it in bubble wrap before transportation, he takes a timestamped [48] photo depicting the physical condition of the laptop using a ‘Cannon Digital Camera’. John and Mr Wales both sign the chain of custody document confirming the evidence handover into Johns possession at the precise date/time, which is then logged within the ‘Chain of Custody’ document.

On first inspection of the physical evidence John notes that the manufacturer and model of the Laptop is ‘Dell – Latitude D630’[49], and the OS installed was Microsoft Windows XP: Service Pack 2 [50] from the display layout of the screen which John was familiar with from his experience, the OS was also observed to be in ‘Standby Mode’ [51] with ‘no logon’ password. John takes a timestamped photo of the laptop screen depicting this, to be used as documentation to prove the logical state the laptop was in when it came into his possession, shown in figure 52. 
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Figure 5: Dell Latitude D630 Physical Evidence [52]

Further research is also carried out by John regarding the default hardware/software architecture used within the Dell laptop model. [49][50] 

John then proceeds to carefully remove the casing of the Laptop that houses the HDD to gain access so that he can inspect if the HDD had been physically boobytrapped [53]. After further physical inspection of the HDD it was determined not to be boobytrapped. John also records this with his digital camera shown in figure 54. 
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Figure 6: Physical Dell Laptop HDD Evidence Inspection [54]
John also notes from his research into the ‘Dell’ laptop the Seagate HDD’s read speed that was 128MB/s Disk capacity of the HDD was 60GB and the size of the Intel DDR-2 RAM in GB was 6GB for the data acquisition stage of the investigation. The casing of the laptop is then reattached and all of Johns physical analysis up to this point are recorded within the ‘Chain of Custody’ document and audit notes.

ii. Evidence Acquisition and Preservation
Using the information gathered at the evidence assessment stage of the investigation, John now needs to create an image of the physical evidence whilst also maintaining the HDD’s data integrity. To accomplish this John uses a hardware ‘Write blocker’ [55] tool.

A hardware write blocker is a small device that sits in between the digital evidence HDD and the laboratory workstation, it operates by blocking any write commands to the digital evidence (HDD) from the laboratory workstation whilst only allowing read commands to be sent to the physical HDD.

Using this tool and method allows Johns laboratory workstation to create an image of the laptops HDD whilst also guaranteeing that data will only be read from the laptops HDD and nothing will be written to it. This is crucial in order to maintain data integrity within a digital forensics investigation as discussed earlier in the report.

John must now remove the HDD from the Laptop in order to extract the data from its HDD. Before John proceeds with this he recalls  the OS was in standby mode from the evidence assessment stage of the investigation, he recognises that whilst the OS is in ‘standby’ mode power to the HDD has been temporarily suspended, but there may be important data stored within the volatile RAM [56] which still contains data whilst in this state, if the device was powered off (shutdown) at this point all data stored in the RAM would be lost. Knowing this John maintains power to the laptop.

RAM data is important because this data gives an insight into the actions being performed by the suspect directly before the evidence was obtained. Data in RAM is also stored in plain text and could contain passwords, encryption keys etc which would be useful in the data analysis stage of the investigation if certain files/directories were heavily encrypted within the HDD that the investigator couldn’t crack, therefore John will also need to create a secure RAM data dump image after the HDD has been securely imaged. [57][6]

To securely retrieve the HDD data and create an image of the drive John carefully removes the HDD from the laptop whilst maintaining power to the motherboard so not to lose the data stored in RAM. Once the HDD has been retrieved, John attaches a the HDD  using a Serial Attachment (SATA) [58] cable connection on one side of the write blocker and then connects his forensics workstation (high performance computer) to the other side of the device using a USB-3 [59] connection cable shown in figure 60. 
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Figure 7Hardware Write-blocker Connected to Lab Workstation [60]
This physical extraction method is the industry standard as it also ensures 100% of the data is captured using file carving techniques [61] as opposed to logical extraction which only copies the primary OS; logical extraction can miss partition storage space, duel boot OS’s and slack space [62] stored within a drive that could contain important digital evidence [63].

John then configures the write-blocker for the correct read/write speeds of the HDD noted at the evidence assessment stage of the investigation so that data is not lost, or the HDD does not break due to running the HDD above its manufacturers recommended read speeds during this delicate stage of the investigation [64].

Once the evidence has been securely connected to John’s workstation containing a Windows OS he starts to configure the Forensics Tool Kit (FTK) imager [65] to create a copy of the drive shown in figure 65.
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Figure 8: FTK Disk Imaging Software [65]
He first configures the tool to store the drive image in Advanced Forensics Format (AFF) for later analysis. AFF image file format is an open file format within digital forensics, it allows a broad spectrum of tools to read and analyse digital disk images. [66]

John then configures the software to copy the HDD’s data using a methodical bit-by-bit parity [67]cloning method so not to miss any data contained on the drive and/or slack space. This method is the industry standard for maintaining evidence data integrity whilst imaging a physical drive. 

John then proceeds to clone the drive after checking his configuration settings are correct. John documents the process took 4.5 hours so that it can be added to his audit notes at the end of this stage of the investigation.

Now that the HDD has been securely imaged John now needs to retrieve and create a secure RAM data dump image [68]. To accomplish this John uses a specialised tool called ‘Helix: Live Response’ [69] that is stored on an 8GB USB flash drive that has enough memory to store all data retrieved from the RAM using the information gathered at the evidence assessment stage of the investigation. Helix is programmed to read raw ‘live’ data stored in the RAM and then create/store an image of this data on the USB storage device for later analysis shown in figure 69.
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Figure 9: Heli RAM Live Data Acquisition Software [69]
The RAM data retrieval was performed after the HDD was removed to ensure the HDD’s data integrity, even though this process could lose the data stored within the RAM if power was to be lost to the motherboard [70], this decision was taken by John because digital forensics RAM retrieval software is still in its infancy and can sometimes write data to the HDD if it was connected to the device which would destroy the integrity of the digital evidence in the eyes of the law [71]. The HDD is the primary evidence and needs to be protected at all costs, any data retrieved from the RAM would be a bonus. Fortunately, with Johns skills and experience he was successful in retrieving the data from the RAM using the Helix software tool.

Now that the data has been securely retrieved from the laptops HDD and RAM John first makes Message Digest 5 (MD5) hashes [72] of both images to prove their authenticity and integrity in the event another forensic investigator or defence attorney wanted to challenge Johns findings, this process will be discussed in further detail later on in the report.

John notes the hashes to be: 

60GB Seagate HDD: 
d75f009cd091398830c67147121267e3

6GBIntelDDR-2RAM: d5f80d08e0114687b44fe53e9b71a9c0

John then proceeds to make several clones of the copied HDD and RAM images in the event that during the evidence analysis stage of the investigation the images are corrupted by a tool and/or process used at this point in the investigation. He accomplishes this by using a tool called OSFClone [73] to copy the image files whilst maintaining their integrity shown in figure 73. 
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Figure 10: OSF HDD Image Cloning Software [73]
To validate the copied images John uses a Windows OS tool called ‘Hash-My-Files’ [74] to hash the clone of the HDD and the newly created copy, this tool was the same tool used to hash the original RAM and HDD images retrieved from the laptop.
Hashing tools work by creating a mathematically generated alpha-numeric hash value for each file that is referred to as a ‘Check-sum’ which John compares against the original cloned images to mathematically prove the integrity of these logical copies. Both values must be identical if both files are an exact copy of each other, John confirms this to be the case [75].

John then powers off the laptop, reattaches the HDD and locks the physical evidence in a ‘safe’ within a secure location at his laboratory to be returned with the report to Mr. Wales [76].

The ‘Chain of Custody’ document and audit notes are also updated depicting the data/time the evidence was secured and the tools/processes used during this stage of the investigation.

iii. Evidence Analysis
When Mr Wales asked John to retrieve and analyse the evidence he stipulated what data he was particularly interested in John discovering and analysing:

· [bookmark: _Hlk510039299]MS Word and PDF documents.

· MS Excel spreadsheets.

· Images files (jpeg, giff, bmp, tiff).

· Video files (avi, mpeg, dat, mov).

· Audio files (mp3, wav and rm).

· MS Outlook contacts and E-mail messages.

· Messenger chat history.

· Temporary Internet files.

Clients often stipulate what files to retrieve and analyse within a digital investigation to reduce the workload and the subsequent cost of the investigation. Each item investigated, the hours spent on each file by the investigator, reporting and tools used are all logged and billed to the client which can cost upwards of £10,000 [77] this is why a client stipulates what information the investigator should target to stay within their allocated budget for the investigation. [78] 

John mounts the HDD and RAM images procured from the evidence acquisition stage of the investigation into a professional approved Windows OS framework tool (software) called FTK [79] that is installed on his laboratory computer.

John configures the FTK data discovery process for a targeted approach to discover and analyse the data types that MR Wales requested to be investigated shown in figures 11-12.
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Figure 11: Evidence HDD Image Analysis FTK [80]
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Figure 12: Evidence Refinement Feature FTK [80]
After John runs the FTK evidence refinement search he discovers the file types that Mr. Wales asked him to investigate. The results are shown in figure 13.
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Figure 13: Targeted Files Discovery [80]

John also looked for any deleted files pertaining to the targeted data requested by Mr Wales. No deleted files of this type were found. 

John then proceeds to analyse each category of the targeted files discovered within the FTK framework shown in figures 14-19.
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Figure 14: Images Recovered From Evidence [80]
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Figure 15: Audio Recovered From Evidence [80]
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Figure 16: E-mail Contacts and Messages Recovered From the Evidence [80]
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Figure 17: Web History Recovered from the Evidence [80]
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Figure 18: RAM Image Analysis - Instant Messenger Chats Recovered [80]
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Figure 19: Video Files Recovered from the Evidence [80]
Two file types recovered (MS Word and MS Excel documents) were found to be encrypted shown in figures 20-21.
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Figure 20: MS Word Documents Retrieved from the Evidence that are Encrypted [80]
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Figure 21: MS Excel Spreadsheets Retrieved from Evidence was Encrypted [80]
John then used a tool called ‘HashCat’ [81] to crack the encrypted files using a dictionary attack method. This password cracking method is accomplished by autonomously trying multiple passwords contained within a .txt file of commonly known passwords used by end users. The crack was successful, and the passwords retrieved for all files were ‘Charley’ shown in figure 22.
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Figure 22: Hash-Cat Linux Password Cracking tool Utilised to Crack Encrypted Recovered Documents [81]
John also looks for hidden data that the suspect may have imbedded within the metadata of the images using a technique called steganography discussed earlier in the report, using the steganography detection feature included within FTK. 

After scanning the images using the steganography detection feature John does not find any hidden data obscured using steganography techniques. [82]

Now that all the digital evidence Mr Wales wanted John to investigate has been located and the secure files have been decrypted, John now views and analyses the data recovered in further detail, which includes; the metadata of the digital evidence and an unbiased neutral description of each recovered files contents that will be incorporated within his report to Mr Wales under the ‘Evidence Analysis’ section.

All tools/processes used within this stage of the investigation are documented within John audit notes to be used within his report.

A. [bookmark: _Hlk510042216]Video Analysis
[bookmark: _Hlk508798647]During the analysis of the video files, John briefly described the content of each video file that was recovered that included:

· 9/11 Bombings.

· Terrorists practicing at a terror camp.

· Killing of kidnapped hostages.

· Motivational speeches by leaders of various terrorist outfits.

· A 30-minute video of the Heathrow International Airport and Mason International airport at Fiji.

· A Video taken in a hotel room along with 6 other people talking around a table.

The timestamps and dates that these files were created were noted from the files metadata and Windows event logs along with the length of each video. The Windows account user that created and/or accessed these files was also logged.

MD5 hashes were also created of these files to proves their integrity that can be found in the Johns  report to Mr Wales.

B. Image Analysis
During the analysis of the image files, John briefly described the content of each image that was recovered that included:

· Detailed photographs of Heathrow Airport, London and Mason International Airport, Fiji, that included the layout of corridors, external buildings etc.

· Multiple logos of a well-known terrorist group.

· Images of the suspect and his family having a picnic on an area of grass.

The timestamps and dates that these files were created were noted from the metadata and Windows event logs along with the Windows account user that created and/or accessed these files.

MD5 hashes were also created of these files to proves their integrity that can be found in the Johns report to Mr Wales.

C. Document Analyses
During the analysis of the previously encrypted MS word documents material was found and its contents were briefly described that included:

· How to make a chemical bomb

· How to prepare for Jihad

· How to be a suicide bomber

The timestamps and dates that these files were created were noted from the metadata and Windows event logs along with the Windows account user that created and/or accessed these files.

MD5 hashes were also created of these files to proves their integrity that can be found in the Johns report to Mr Wales.

D. E-Mail Analysis
During the E-Mail contact and message analysis. John noted an E-mail contact retrieved was a name that was also found within an earlier analysed document. 

The timestamps and dates that these E-Mails were received/sent were noted from the metadata, Windows event logs and temporary internet files along with the Windows account user, network information i.e. Internet Protocol version 4 (IPv4) Address, mail server used etc, the name depicted in both documents and E-mail account owner.

MD5 hashes were also created of these files to proves their integrity that can be found in the Johns report to Mr Wales.



E. Spreadsheet Analysis
During the analysis of the previously encrypted MS Excel spreadsheet, bank account names and the inflow of a large amount of funds were listed in detail, John notes this.

The timestamps and dates that these files were created were noted from the metadata and Windows event logs along with the Windows account user that created and/or accessed these files.

MD5 hashes were also created of these files to proves their integrity that can be found in the Johns  report to Mr Wales.
[bookmark: _GoBack]

F. Laptop Briefcase Analysis
Whilst removing the laptop from the briefcase, John found documents and immigration visas that were missed by Mr Wales and his team. John photographed this evidence, detailed his findings along with the date/time and securely stored it with the laptop to be given to Mr Wales.

Johns update his audit notes, depicting the processes/tools used to analyse the digital evidence, the file names/format, metadata and date/time that each piece of data was examined to include within his report.

As a digital forensics investigator John will only note the filenames and briefly give an unbiased neutral description of the content/material he has found along with the processes/tools he used to recover and analyse the evidence/metadata within his report to Mr Wales.  

All digital evidence retrieved from the laptop will be provided to Mr Wales for criminal analysis because a digital forensics investigator is not qualified in criminal law and is considered an unbiased neutral party who only analyses the evidence scientifically, John must maintain his professional ethics whilst investigating a case with no prejudice or opinion on the content of the files recovered. So, it will be the job of Mr Wales and his team who are qualified detectives to fully analyse and investigate all the data retrieved by John from a criminologists perspective to conclude if the digital evidence contains criminal content or not.[83]

iv. Evidence Reporting
Now that John has scientifically analysed the evidence from a digital forensics investigators point of view he must now formulate a technical report of his findings to give to Mr Wales containing all the methods/tools used from the start of the investigation until the end.

Professionally approved forensic framework tools such as FTK have a technical reporting function that formats and exports all data recovered and analysed during the investigation, John uses this function to create his technical report. [79]

John creates two reports using FTK;
 
· Portable Document Format (PDF). [84]

· Hyper Text Mark-up Language (HTML). [85]

He creates the first report in a PDF document because it is considered the most secure form of document since it encompasses a feature in which the author can lock the content within the document then digitally sign  it with Adobe sign [86]so that it can only be read and not edited after it has been published, there is also a secure PDF document integrity checker available as a freeware plugin with Adobe Acrobat PDF viewer, [84] these features are important in order to maintain a digital forensic report integrity. 

Once John has created the PDF document he digitally signs it, password protects it due to the reports confidential nature and finally E-mails a digital copy to Mr Wales’s government E-mail address from his secure lab E-Mail server. 

He creates a second report in Hypertext Mark-up Language (HTML) format so that he can publish it on his secure lab web server so that it can be highly available and conveniently accessed by Mr Wales and his team over the Internet via a secure Virtual Private Network (VPN) [87]. 

A copy of all digital evidence retrieved from the laptops HDD is also made available on John’s secure webserver. A full copy of these report formats and log files can be found in Appendix-D of this report.

Johns report in a real-world investigation would contain a table of contents and report structure similar to the real-world digital forensics example report shown in figure 23.

[image: ]
Figure 23: Digital  Forensic Report Structure Example [88]
If the case is tried in a court of law, a copy of John’s report and all evidence retrieved during the investigation will be handed to the public prosecutor and defence barrister of the accused to be presented and/or challenged in court.

A copy of all digital evidence recovered during the investigation is returned to Mr Wales by John along with the chain of custody document, audit notes, a printed copy of the PDF report, log files and the physical evidence.

The chain of custody document is then updated by John for the final time depicting the return of the physical and digital evidence to Mr Wales in which they both sign.

John also keeps a digital copy of the evidence, log files, chain of custody document, audit notes and report for his own records in the event he has to give expert testimony in court and/or if the suspect(s) were convicted of the crime and appealed the conviction. Digital evidence recovered during the investigation may be challenged at a later date, so John would need to re-evaluate the report/evidence in this event to defend the actions he took during the investigation. A full copy of Johns technical report can be found in Appendix-B of this report.

v. Case Conclusion
 Now that the digital evidence has been extracted and analysed from the laptop, Mr Wales and his team will methodically assess all the digital evidence retrieved and also use the report formulated by John as a guide; that highlights key areas of the digital investigation i.e. encryption used, hidden files found, deleted files retrieved, metadata analysis of requested file formats, E-mail contacts etc in further detail to determine if the suspect will be prosecuted and/or to identify co-conspirators within the suspected terrorist cell who planned the attack to bring them to justice and prevent further attacks.

John also creates and delivers an invoice for his services to Mr Wales in the form of a MS Excel spreadsheet so that Mr Wales can proceed with Johns payment which can be found in Appendix-C of this report.

Conclusions 
Modern day digital forensics is a game of ‘Cat and Mouse’, average criminals are becoming more knowledgeable of their digital footprint and the tools/techniques used by digital investigators to identify criminal activity within the cyber landscape. [89] [4]

Therefore, the skills required by a digital forensics investigator span multiple core computer science disciplines i.e. networking, systems architecture, software engineering, web development etc in order to stay ahead of the criminals to identify and reverse engineer the tools/techniques that they implement to evade prosecution.[90] 

These skills are highly sought after within today’s climate by security services and corporations across the globe to identify and prevent criminals costing companies/governments millions in revenue and/or intellectual property. [91] [92]

Due to the highly skilled, multi-disciplined natured role of a digital forensics investigator there is a world-wide skills shortage in this field of computer science in which there is currently a high demand and is very lucrative for experienced investigators.[93]

Digital forensics has grown into a cornerstone of modern law and policing within computer science and the information age we live in today, it has become a highly specialised field that is currently in its infancy.[94]

After reflecting on the case study within this report and digital forensics as an industry, future consideration would be to emulate a real-world investigation by working on evidence from a genuine criminal investigation and applying several forensic analysis tools/techniques to each piece of data obtained from multiple physical devices i.e. Laptop, Mobile Phone, Servers etc to establish if all data could be securely retrieved and analysed to solve the case.
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Appendix – A: Frequently Used Tools
	Tool Name /Type
	Category
	Manufacturer
	Version and Price

	SAFE Block
(Windows Software)
	Storage – Write blocker
	ForensicSoft
	Windows 10 and below $549

	ForensicPC (Hardware)
	Storage - HDD Write blocker
	ForensicPC
	Ultimate 
$1,749.00

	Helix
(USB -Software)
	Memory - (RAM)
Live Capture
	E-fense Ltd
	Windows Live Response
$500.00

	EnCase
(Windows Software)
	Forensics Framework
	GuidanceSoftware
	V8, $3,594.00

	FTK
(Windows Software)
	Forensics Framework
	AccessData
	V6.2, $3,995.00

	XWF
(Windows Software)
	Forensics Framework
	X-Ways
	V19.5 £1,789

	Oxygen: Analyst
(Windows Software)
	Mobile Devices
	Oxygen Forensics, Inc
	V10.0.3, $2,499

	C.A.I.N.E.
(Linux Software)
	Forensics OS
	Nanni Bassetti et al
	V9.0, Freeware

	Nmap
(Linux Software)
	Network
	Gordon Lyon
	V7.60, Freeware

	Xplico
(Linux Software)
	Network
	Gianluca Costa et al
	V1.2.1 Freeware

	HashMyFiles
(Windows Software)
	Cryptography
	Nirsoft
	V2.25 Freeware

	MailXaminer
(Windows Software)
	E-Mail
	SysTools
	V4.8.5 $1600


Table 1: Frequently used tools within digital forensics their versions and prices 

SAFE Block: Safe block is software that is used to disable write privileges to drives connected to a computer, this method is called ‘Write-blocking’ a write blocker only allows a laboratory terminal to read commands from a storage device that contains the digital evidence, but blocks write ensuring data integrity. This tool can be used in the evidence acquisition stage of the forensic investigation methodology.

EnCase, FTK and XWF: These tools are classed as frameworks because they are software that utilise many forensic tools and techniques within one professional package that can be used for most categories of forensic analysis and OS’s, they are widely used by digital forensics investigators around the world, they have comparative features and primarily aim to do the same job, using one or the other would come down to personal preference (familiarity) and/or budget. EnCase is the most popular of the forensic frameworks and is considered the gold standard within the digital forensic suite of tools. These tools were developed to be used within a Windows OS environment, they can be used in all stages of the digital forensic investigation methodology.[95] [82] [96]

Ultimate Hardware Write Blocker Kit (Forensic-PC): This professional forensic kit contains a small computer device with multiple cables attachments that is portable for write blocking HDD, SSD and USB-3 storage devices so that the storage devices can be forensically imaged. [97]

Helix: Live Response USB: This software product comes pre-installed on a USB-3 flash drive, it is used within the forensics industry to forensically live imaging memory i.e. RAM, ROM. It is the most popular and reportedly forensically  reliable live forensics tool currently on the market. [69]

Oxygen: Analyst: Oxygen: analyst is a tool that specialises in digital forensics secure data retrieval and analysis of Mobile devices i.e. Smartphones, tablets and mobile OS’s i.e. Android, IOS. This tool can be used in the evidence acquisition and analysis stage of the digital forensics investigation methodology. [98]

C.A.I.N.E.: Caine is a Debian based Linux OS environment customised for digital forensics professionals packed with pre-installed popular opensource digital forensic tools that can be used within a Virtual Machine (VM) or as a live USB boot. This OS can be used in all stages of the digital forensic investigation methodology which will be discussed later in the report. [99]

Nmap: Nmap is a Linux Command Line Interface (CLI) network analysis tool. It is used to discover layer-3 devices within a Local Area Network (LAN) and information pertaining to the associated device i.e. open ports, OS’s etc. This tool can be used in the evidence assessment and analysis stage of the digital forensic investigation methodology which will be discussed later in the report. [100]

Xplico: Xplico is a Linux tool for live network auditing, it is utilised by listening to the LAN using a MITM attack, the data is then relayed back to the user via an apache webserver that autoconfigures during installation. Xplico can view browser history, Secure Socket Layer (SSL) credentials, live capture emails, browser activity, FTP sessions, SSH sessions and much more. This tool is useful to investigate a suspect whilst he/she is at their workstation connected to the same LAN as the investigator. This tool can be used in the evidence analysis stage of the digital forensic investigation methodology. [101]

HashMyFiles: is a cryptographic hashing tool for Windows OS used to analyse the integrity of files and directories within a system using MD5 and SHA-256 h[101]ashing algorithms. Sha-256 is most frequently used over the deprecated md5 hash algorithm as it is now deemed unsecure by security professionals who have broken the algorithm. This tool can be used in the evidence analysis stage of the digital forensic investigation methodology. [74]

MailXaminer: MailXaminer is a tool used for examining and quickly filtering vast amounts of E-mails, preserving integrity of attachments (files) found within an E-mail inbox for criminal investigations. It supports all popular file formats i.e. Outlook, Gmail, Yahoo. This tool can be used in the evidence analysis stage of the digital forensic investigation methodology. [102]

Appendix-B – Case Study Digital Forensics Report
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APPENDIX-C – DIGITAL FORENSIC INVOICE
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Figure 24: Case Study - Digital Forensics Invoice [103]
Appendix-D – FTK Techincal Reports (HTML, PDF and FTK Log Files)
The reports are missing large amounts of data because within this case study no evidence was provided to carry out a real-world investigation, the reports provided are actual report formats generated by FTK with small amounts of irrelevant data as an example of the reporting function the software provides.

a. HTML version of report by FTK
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Figure 25: FTK HTML Report Index page within Web Browser [80]
[image: ]
Figure 26: FTK HTML Report Case Information page [80]
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Figure 27: FTK HTML Report File-Discovery Page [80]
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Figure 28: FTK HTML Report Evidence List Page [80]

b. PDF Document Generated by FTK

The formatting from the original PDF document is not displayed correctly here. The information contained within the original FTK PDF report is still correct.[80]

Case Information
12/03/2018
Time zone for display: GMT Standard Time
Version: AccessData Forensic Toolkit Version: 6.4.0.70
Case Owner:John Doe
Case Name:Heathrow Attempted Terrorist Attack
Case Reference	012345
Case Description	Suspected Terrorism
Report Created	12/03/2018 13:03:48

Agency/Company
Investigator's Name: John Doe
Address:1, Forensics Ave.
Phone: 0779999999
Fax: 01792-123999
Email	johndoe@forensicslabs.co.uk
Comments
File Overview
12/03/2018
Evidence Groups
Ungrouped: 4431

Case Summary
Case Information	0
File Overview	0
Evidence List	0
Bookmarks
Graphics
Videos
File Paths
File Properties
Selected Registry Types
Screen Captures

Case Summary
12/03/2018
Time zone for display: GMT Standard Time


File Items
Evidence Items: 7
Checked Items: 0
Unchecked Items: 4431

File Category
Archives: 14
Databases: 1
Documents: 995
Email: 103
Executable: 2
Folders: 21
Graphics: 3185
Internet/Chat Files: 2
Mobile Phone: 0
Multimedia: 81
OS/File System Files: 0
Other Encryption Files: 0
Other Known Types: 7
Presentations: 0
Slack/Free Space: 0
Spreadsheets: 5
Unknown Types: 15
User Types: 0

File Status
Bad Extensions: 459
Data Carved Files: 0
Decrypted Files: 0
Deleted Files: 25
Duplicate Items: 0
Email Attachments: 12
Email Related Items (From Email): 118
Encrypted Files: 8
Flagged Ignore: 0
Flagged Privileged: 0
From Recycle Bin: 0
KFF Alert Files: 0
KFF Ignorable: 0
OCR Graphics: 0
OLE Subitems: 0
Project VIC Matches: 0
User-Decrypted Files: 0

Labels

Email Status
Email Attachments: 12
Email Related Items (From Email): 118
Email Reply: 0
Forwarded Email: 0
Evidence List
12/03/2018
Display Name: TestRawImage.dd [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\5a595bff-1bd2-4aba-bc49-22bccc8f89f1.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London

Display Name: Excel Files [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\bf641851-9ca9-464b-8647-946df7a4fe13.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London

Display Name: Outlook Files [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\44e326f5-0050-4686-898f-cac9d8fec0fd.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London

Display Name: Image Files [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\7d86483b-02fb-4742-ba60-946133ce407b.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London

Display Name: Documents [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\773a4d10-d69c-4325-bc0b-68ec9ef2ad82.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London

Display Name: Web History [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\6d1e83a3-ed4a-4eb6-862d-9c9dd8d2f1a0.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London

Display Name: Audio Files [AD1]
Evidence Path: C:\Users\p152216\Desktop\TEST\test\images\469916ab-6e7b-4710-bb39-0b5811ea85a0.ad1
ID Number/Name:
Evidence Type: Archive
Description:
Time Zone: Europe/London
 
 
Graphics
12/03/2018


 
Videos
12/03/2018
Time zone for display: GMT Standard Time
 
File Paths
12/03/2018
Time zone for display: GMT Standard Time
 
File Properties
12/03/2018
Time zone for display: GMT Standard Time
 
Selected Registry Entries:
12/03/2018
 
Screen Captures
12/03/2018
 
Bookmarks, 0-0
Case Information, 0-0
Address, 0
Agency/Company, 0
Case Description, 0
Case Name, 0
Case Owner, 0
Case Reference, 0
Comments, 0
Email, 0
Fax, 0
Investigator's Name, 0
Phone, 0
Report Created, 0
Version, 0
File Overview, 0-0
Email Status, 0
Email Attachments, 0
Email Related Items (From Email), 0
Email Reply, 0
Forwarded Email, 0
Evidence Groups, 0
Ungrouped, 0
File Category, 0
Archives, 0
Databases, 0
Documents, 0
Email, 0
Executable, 0
Folders, 0
Graphics, 0
Internet/Chat Files, 0
Mobile Phone, 0
Multimedia, 0
OS/File System Files, 0
Other Encryption Files, 0
Other Known Types, 0
Presentations, 0
Slack/Free Space, 0
Spreadsheets, 0
Unknown Types, 0
User Types, 0
File Items, 0
Evidence Items, 0
Checked Items, 0
Unchecked Items, 0
File Status, 0
Bad Extensions, 0
Data Carved Files, 0
Decrypted Files, 0
Deleted Files, 0
Duplicate Items, 0
Email Attachments, 0
Email Related Items (From Email), 0
Encrypted Files, 0
Flagged Ignore, 0
Flagged Privileged, 0
From Recycle Bin, 0
KFF Alert Files, 0
KFF Ignorable, 0
OCR Graphics, 0
OLE Subitems, 0
Project VIC Matches, 0
User-Decrypted Files, 0
Labels, 0
Evidence List, 0-0
TestRawImage.dd [AD1], 0
Excel Files [AD1], 0
Outlook Files [AD1], 0
Image Files [AD1], 0
Documents [AD1], 0
Web History [AD1], 0
Audio Files [AD1], 0
File Paths, 0-0
File Properties, 0-0
Graphics, 0-0
Selected Registry Types, 0-0
Screen Captures, 0-0
Videos, 0-0

c. FTK – Log Files
The FTK log files were generated using a small amount of example data used within this report. [80]

[12/03/2018 11:40] -
--------------------Starting Batched Jobs--------------------
[12/03/2018 11:40] -
Processing Manager Version: 10.18.0.49
Starting Job: f1d9f876c6e74d399989aef9c81dc8de
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\5a595bff-1bd2-4aba-bc49-22bccc8f89f1.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 11:40] - Case 2 has changed to CaseProcessing
[12/03/2018 11:40] - Using engine localhost
[12/03/2018 11:40] - Database preparation started
[12/03/2018 11:40] - Database preparation finished
[12/03/2018 11:40] - Processing started
[12/03/2018 11:40] - Processing started (1 of 1)
[12/03/2018 11:40] - Indexing started
[12/03/2018 11:40] - Processing finished
[12/03/2018 11:40] - Processing finished (1 of 1)
[12/03/2018 11:40] - Case 2 has changed to CasePostProcessing
[12/03/2018 11:40] - Database optimization started
[12/03/2018 11:40] - Database optimization finished
[12/03/2018 11:41] - Indexing finished
[12/03/2018 11:41] - Job finished
[12/03/2018 11:41] -
f1d9f876c6e74d399989aef9c81dc8de - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 2
Processed: 2
Indexed: 2
Job time:       00:01:42 = 12/03/2018 11:40:11 to 12/03/2018 11:41:54
Processing:     00:00:13 = 12/03/2018 11:40:12 to 12/03/2018 11:40:25
Postprocessing: 00:00:07 = 12/03/2018 11:40:25 to 12/03/2018 11:40:33
Indexing time:  00:01:37 = 12/03/2018 11:40:16 to 12/03/2018 11:41:54
[12/03/2018 11:41] - Jobs in this batch: 1
Enumerated: 2
Processed: 2
Indexed: 2
Batch time:     00:01:44 = 12/03/2018 11:40:09 to 12/03/2018 11:41:54
Processing:     00:00:13 = 12/03/2018 11:40:12 to 12/03/2018 11:40:25
Postprocessing: 00:00:07 = 12/03/2018 11:40:25 to 12/03/2018 11:40:33
Indexing time:  00:01:37 = 12/03/2018 11:40:16 to 12/03/2018 11:41:54
--------------------Finished Batched Jobs--------------------
[12/03/2018 11:41] - Case 2 has changed to CaseCleared
[12/03/2018 12:13] -
--------------------Starting Batched Jobs--------------------
[12/03/2018 12:13] -
Processing Manager Version: 10.18.0.49
Starting Job: 5884d0225aa246fdb2c1a605771f9168
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\bf641851-9ca9-464b-8647-946df7a4fe13.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 12:13] - Case 2 has changed to CaseProcessing
[12/03/2018 12:13] -
Processing Manager Version: 10.18.0.49
Starting Job: 278a6b8a252e4392a3c03e29dc4e76e8
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\44e326f5-0050-4686-898f-cac9d8fec0fd.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 12:13] - Using engine localhost
[12/03/2018 12:13] - Database preparation started
[12/03/2018 12:13] - Database preparation finished
[12/03/2018 12:13] - Processing started
[12/03/2018 12:13] - Processing started (1 of 2)
[12/03/2018 12:13] - Processing started (2 of 2)
[12/03/2018 12:13] - Processing finished
[12/03/2018 12:13] - Processing finished (1 of 2)
[12/03/2018 12:13] - Indexing started
[12/03/2018 12:13] - Processing finished (2 of 2)
[12/03/2018 12:13] - Case 2 has changed to CasePostProcessing
[12/03/2018 12:13] - Indexing finished
[12/03/2018 12:13] - Database optimization started
[12/03/2018 12:13] - Database optimization finished
[12/03/2018 12:13] - Job finished
[12/03/2018 12:13] -
5884d0225aa246fdb2c1a605771f9168 - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 6
Processed: 6
Indexed: 6
Job time:       00:00:30 = 12/03/2018 12:13:09 to 12/03/2018 12:13:39
Processing:     00:00:14 = 12/03/2018 12:13:15 to 12/03/2018 12:13:29
Postprocessing: 00:00:09 = 12/03/2018 12:13:29 to 12/03/2018 12:13:39
Indexing time:  00:00:09 = 12/03/2018 12:13:20 to 12/03/2018 12:13:29
[12/03/2018 12:13] -
278a6b8a252e4392a3c03e29dc4e76e8 - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 122
Processed: 122
Indexed: 122
Job time:       00:00:29 = 12/03/2018 12:13:11 to 12/03/2018 12:13:40
Processing:     00:00:13 = 12/03/2018 12:13:15 to 12/03/2018 12:13:28
Postprocessing: 00:00:10 = 12/03/2018 12:13:29 to 12/03/2018 12:13:40
Indexing time:  00:00:08 = 12/03/2018 12:13:23 to 12/03/2018 12:13:32
[12/03/2018 12:13] - Jobs in this batch: 2
Enumerated: 128
Processed: 128
Indexed: 128
Batch time:     00:00:33 = 12/03/2018 12:13:06 to 12/03/2018 12:13:40
Processing:     00:00:13 = 12/03/2018 12:13:15 to 12/03/2018 12:13:28
Postprocessing: 00:00:10 = 12/03/2018 12:13:29 to 12/03/2018 12:13:40
Indexing time:  00:00:12 = 12/03/2018 12:13:20 to 12/03/2018 12:13:32
--------------------Finished Batched Jobs--------------------
[12/03/2018 12:13] - Case 2 has changed to CaseCleared
[12/03/2018 12:13] - Case 2 has changed to CaseProcessing
[12/03/2018 12:18] -
--------------------Starting Batched Jobs--------------------
[12/03/2018 12:18] -
Processing Manager Version: 10.18.0.49
Starting Job: bbc3a0f4309245afbffa06c7db72c2c1
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\7d86483b-02fb-4742-ba60-946133ce407b.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 12:18] - Using engine localhost
[12/03/2018 12:18] - Database preparation started
[12/03/2018 12:18] - Database preparation finished
[12/03/2018 12:18] - Processing started
[12/03/2018 12:18] - Processing started (1 of 1)
[12/03/2018 12:18] - Processing finished
[12/03/2018 12:18] - Processing finished (1 of 1)
[12/03/2018 12:18] - Case 2 has changed to CasePostProcessing
[12/03/2018 12:18] - Indexing started
[12/03/2018 12:18] - Database optimization started
[12/03/2018 12:18] - Indexing finished
[12/03/2018 12:18] - Database optimization finished
[12/03/2018 12:18] - Job finished
[12/03/2018 12:18] -
bbc3a0f4309245afbffa06c7db72c2c1 - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 32
Processed: 32
Indexed: 32
Job time:       00:00:23 = 12/03/2018 12:18:03 to 12/03/2018 12:18:26
Processing:     00:00:07 = 12/03/2018 12:18:09 to 12/03/2018 12:18:16
Postprocessing: 00:00:09 = 12/03/2018 12:18:17 to 12/03/2018 12:18:26
Indexing time:  00:00:03 = 12/03/2018 12:18:17 to 12/03/2018 12:18:21
[12/03/2018 12:18] - Jobs in this batch: 1
Enumerated: 32
Processed: 32
Indexed: 32
Batch time:     00:00:25 = 12/03/2018 12:18:01 to 12/03/2018 12:18:26
Processing:     00:00:07 = 12/03/2018 12:18:09 to 12/03/2018 12:18:17
Postprocessing: 00:00:09 = 12/03/2018 12:18:17 to 12/03/2018 12:18:26
Indexing time:  00:00:03 = 12/03/2018 12:18:17 to 12/03/2018 12:18:21
--------------------Finished Batched Jobs--------------------
[12/03/2018 12:18] - Case 2 has changed to CaseCleared
[12/03/2018 12:18] - Case 2 has changed to CaseProcessing
[12/03/2018 12:24] -
--------------------Starting Batched Jobs--------------------
[12/03/2018 12:24] -
Processing Manager Version: 10.18.0.49
Starting Job: 2517011ab5fa4b8fad3e18345166fe50
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\773a4d10-d69c-4325-bc0b-68ec9ef2ad82.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 12:24] - Using engine localhost
[12/03/2018 12:24] - Database preparation started
[12/03/2018 12:24] - Database preparation finished
[12/03/2018 12:24] - Processing started
[12/03/2018 12:24] - Processing started (1 of 1)
[12/03/2018 12:24] - Processing finished
[12/03/2018 12:24] - Processing finished (1 of 1)
[12/03/2018 12:24] - Case 2 has changed to CasePostProcessing
[12/03/2018 12:24] - Indexing started
[12/03/2018 12:24] - Database optimization started
[12/03/2018 12:24] - Indexing finished
[12/03/2018 12:24] - Database optimization finished
[12/03/2018 12:24] - Job finished
[12/03/2018 12:24] -
2517011ab5fa4b8fad3e18345166fe50 - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 3
Processed: 3
Indexed: 3
Job time:       00:00:15 = 12/03/2018 12:24:35 to 12/03/2018 12:24:50
Processing:     00:00:04 = 12/03/2018 12:24:39 to 12/03/2018 12:24:44
Postprocessing: 00:00:06 = 12/03/2018 12:24:44 to 12/03/2018 12:24:50
Indexing time:  00:00:03 = 12/03/2018 12:24:44 to 12/03/2018 12:24:48
[12/03/2018 12:24] - Jobs in this batch: 1
Enumerated: 3
Processed: 3
Indexed: 3
Batch time:     00:00:17 = 12/03/2018 12:24:33 to 12/03/2018 12:24:50
Processing:     00:00:04 = 12/03/2018 12:24:39 to 12/03/2018 12:24:44
Postprocessing: 00:00:06 = 12/03/2018 12:24:44 to 12/03/2018 12:24:50
Indexing time:  00:00:03 = 12/03/2018 12:24:44 to 12/03/2018 12:24:48
--------------------Finished Batched Jobs--------------------
[12/03/2018 12:24] - Case 2 has changed to CaseCleared
[12/03/2018 12:24] - Case 2 has changed to CaseProcessing
[12/03/2018 12:29] -
--------------------Starting Batched Jobs--------------------
[12/03/2018 12:29] -
Processing Manager Version: 10.18.0.49
Starting Job: 09201f73fbb14a6483bba2b2b0173d2e
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\6d1e83a3-ed4a-4eb6-862d-9c9dd8d2f1a0.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 12:29] -
Processing Manager Version: 10.18.0.49
Starting Job: 52e4e7c4a3e44be3b8a192372f6d7b7f
Started by SOAC\p152216 on SC-MH509-07
Processing manager: SC-MH509-07
CaseID: 2
CasePath: C:\Users\p152216\Desktop\TEST\test
JobType: AddEvidence
DB System Postgres, Username ADG6x4, Host SC-MH509-07, Port 5432, SID ADG, IntSec False
FTK Username: cisco
Evidence path: C:\Users\p152216\Desktop\TEST\test\images\469916ab-6e7b-4710-bb39-0b5811ea85a0.ad1
Evidence type: DiskImage
Evidence codepage: 1252

[12/03/2018 12:29] - Using engine localhost
[12/03/2018 12:29] - Database preparation started
[12/03/2018 12:29] - Database preparation finished
[12/03/2018 12:29] - Processing started
[12/03/2018 12:29] - Processing started (1 of 2)
[12/03/2018 12:30] - Processing started (2 of 2)
[12/03/2018 12:30] - Processing finished
[12/03/2018 12:30] - Processing finished (1 of 2)
[12/03/2018 12:30] - Indexing started
[12/03/2018 12:30] - Indexing finished
[12/03/2018 12:30] - Processing finished (2 of 2)
[12/03/2018 12:30] - Case 2 has changed to CasePostProcessing
[12/03/2018 12:30] - Database optimization started
[12/03/2018 12:30] - Database optimization finished
[12/03/2018 12:30] - Job finished
[12/03/2018 12:30] -
09201f73fbb14a6483bba2b2b0173d2e - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 4257
Processed: 4257
Indexed: 4257
Job time:       00:00:48 = 12/03/2018 12:29:59 to 12/03/2018 12:30:47
Processing:     00:00:35 = 12/03/2018 12:29:59 to 12/03/2018 12:30:34
Postprocessing: 00:00:12 = 12/03/2018 12:30:35 to 12/03/2018 12:30:47
Indexing time:  00:00:28 = 12/03/2018 12:30:13 to 12/03/2018 12:30:41
[12/03/2018 12:30] -
52e4e7c4a3e44be3b8a192372f6d7b7f - AddEvidence job finished with state Finished
Job had 0 failed items
Enumerated: 9
Processed: 9
Indexed: 9
Job time:       00:00:47 = 12/03/2018 12:30:01 to 12/03/2018 12:30:49
Processing:     00:00:21 = 12/03/2018 12:30:01 to 12/03/2018 12:30:22
Postprocessing: 00:00:13 = 12/03/2018 12:30:35 to 12/03/2018 12:30:49
Indexing time:  00:00:08 = 12/03/2018 12:30:12 to 12/03/2018 12:30:20
[12/03/2018 12:30] - Jobs in this batch: 2
Enumerated: 4266
Processed: 4266
Indexed: 4266
Batch time:     00:00:52 = 12/03/2018 12:29:56 to 12/03/2018 12:30:49
Processing:     00:00:35 = 12/03/2018 12:29:59 to 12/03/2018 12:30:34
Postprocessing: 00:00:13 = 12/03/2018 12:30:35 to 12/03/2018 12:30:49
Indexing time:  00:00:29 = 12/03/2018 12:30:12 to 12/03/2018 12:30:41
--------------------Finished Batched Jobs--------------------
[12/03/2018 12:30] - Case 2 has changed to CaseCleared
[12/03/2018 12:30] - Case 2 has changed to CaseProcessing
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Most forensic reports, follow the general guideline below for a table of contents:

1. Brief summary of information
2. Tools used in the investigation process, including their purpose and any underlying
assumptions associated with the tool
3. Repository #1 (For example A’s work computer)
a. Summary of evidence found on Employee A’s work computer
b. Analysis of relevant portions of Employee A’s work computer
i. Email history
ii. Internet search history
iii. USB registry analysis
iv. Etc.
c. Repetition of above steps for other evidence items (which may include other
computers and mobile devices, etc.)

4. Recommendations and next steps for counsel to continue or cease investigation based
on the findings in the reports.
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Heathrow Airport Suspected Terrorism   Digital Forensics  Investigation   Case #  22369   Forensic Investigator:  Mr J . Doe   Client:  Chief Inspector Mark Wales ,  London   UK S ecurity  services   Overview/Case Summary   On the 23/03/2018 Chief Inspector  M ark   Wales   from Heathrow, London , UK  s ecurity service   deliver ed a  ‘ Dell   Latitude D630 ’   L aptop   to   my  laboratory   that had been   recovered   from a suspect ed  terror   suspec t   who was shot down at Heathrow International  airport .   On delivery Mr Wales  presented me with a  warrant   so that  I could legally  forensically   examine the  physical evide nce .    Mr Wales asked me to perfo rm a  forensics   in vestigation on the   physica l/digital   evidence, he  stipulated the file types that I was to re cover and analys e   whi ch were:      MS Word   and PDF documents .        MS  Excel   spreadsheets .        Images files (jpeg, giff, bmp, tiff) .        V ideo files (avi, mpeg, dat, mov ).        A udio files (mp3, w av and rm) .        MS Outlook contacts   and E - mail messages .        M essenger chat history .        Temporary Internet files .       I then presented Mr. Wales with a  ‘ C hain of  C ustod y ’   document   that I prepared for the evid ence.  Myself and Mr Wales both signed the document confirming the handover of the evidence.   Evidence Assessment   23/03/2018 :    On first inspection of the Laptop it was in a n   undamaged   state   from t ransit ,  partly  because   it had  been wrapped in a  protective   ‘ bubble - wrap ’   to prevent damage.   The power was still on and  it was   


image25.emf
in a  ‘ Standby ’   mode   w ith no  ‘ Logon ’   passwo rd,   I took a  timestamped  photo  depicting   this with my  ‘ Cannon ’   d igita l   c amera.   I was able to  determine from the layout of the screen   through   my experience   that  the Operating  System (OS)   running was   ‘Windows - XP Professional: Service Pack 2 Operating System (OS) . I  then proceeded to   carefully   remove the casing to  take   a look at the Hard Disk Drive (HDD) to  determine if  any   anti - fo rensic mea sures had been physically installed i.e.  Booby - traps . No booby - traps were found. I also noted the HDD disk speed to be 128MB/s   HDD disk  capacity   to be 60GB   and the  Random - Access   Memory   (RAM)   size   to be 6GB.    I noted all steps taken at this point  in my notebook.   Evide nce  Acquisition   and Preservation   23/03/2018 :   At this stage of the investigation I Proceeded to  remove the HDD from the Motherboard of the  Laptop  and connect ed   it with a Serial  Attachment   (SATA) cable   to my Hardware write - blocker   which I in turn connected my  laboratory   workstation to the other side  of the write  blocker  using a  Universal  Serial   Bus port   3  ( USB - 3)   cab le.     I performed these steps to   create a forensic image of the HDD to   maintain  its   integrity   to prevent  any data getting written to the  digital  evidence   which would deem it   inadmissible   in   court . I then  configured the write - blocker to match the correct  recommended   manufacturers read speed which  w as 128 MB/s   to prevent the mechanical device breaking.     I then  used a tool called FTK Imager t o create  an   Advanced   Forensic   Format   (AFF) image using  a bit - by - bit parity copying method . This method was used so that  all data and partition space was  exactly copied onto the image  so that no data was lost. The process  was  successful   and took 4.5  hours   to copy the 60GB  of  H DD   data .   The next step  I t ook was to create an image from the RAM   which still contained  ‘ live ’   data because  the   OS was in standby mode . I achieved this by   using a Memory forensics tool called  ‘Helix -   Live  Acquisition ’ . The process took   5 hours   and  2GB of data was  retrieved .   Once both  images were successfully  acquired   I created a mathematical   hash of the two images   using  the  Message Digest ( MD5 )   hashing  algorithm   using a tool called  ‘HashMy Files ’   to p r ove the  integrity and  authenticity   of the images.    The hashes were:   60GB Seagate HDD:  MD 5:   d75f009cd091398 830c67147121267e3   6GB Intel   DDR - 2   RAM : MD5 :  d5f80d08e0114687b44fe53e9b71a9c0   Once the  MD5 hashes had been created I then proceeded to   make   a  copy  of the  images  using  OSFclone   which is an industry standard  forensically   approved tool for cloning images.   This process  took   3   hours for   both images, I then  hashed the copies to  determine   their   integrity using   the MD 5  hashing  algorithm   with the  ‘ HashMyFiles ’ tool. The hashes were identical confirming the  integrity   o f  the copies.  
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After all digital data had been  acquired   from the physical evide nce I proceede d to lock it in my safe  within my laboratory in which I am the sol e owner of the combination. I updated the  ‘Chain of  Custody ’  document   depicting this.   Evide nce  Analys is   26/03/2018   After a  3 - day   absence from the case due to court obligations , I continued the  investigation by  firstly   starting  to   loca te   and   then later   analys ing  the requested files  that   Mr .   Wales requested   using  an  industry   forensically   approved   tool called   FTK.   I  mounted   both the HDD   and  RAM   . AFF   images  into   the tool and  configured   FTK t o perform a   refined   search of the target file formats.     The  formats  recovered   and then  analysed were as foll o ws:   A.   Video  Analysis   During the analysis of the video files   and metadata ,   the following files were  recovered :   1.   F ile  name: towers.MP4    Location: C: \ windows \ user \ bob \ desktop \ videos   File size:  80MB   V ideo Length:  9 minutes   33 seconds   Description of conte nt: Planes   flying into tower s   that resemble the  9/11 Bombing .   Date /Time created:    10/11/2017     2.   File   name:  training.mp4   File size:  2.5GB   L ocation :  C: \ windows \ user \ bob \ desktop \ videos     Video Length: 80 minutes 20 seconds   Description of content:  25  me n   aged between  20 - 30  military   training  in a  desert .   Date /Time created:    1 5 /11/2017     3.   File name: hostage.avi   File size:  1 .5GB   L ocati on :  C: \ windows \ user \ bob \ desktop \ videos     Video Length: 45 mi nutes and 10 secon ds   D e scription  of content: Men  shotting other men that   were bound and  gagged.   Date /Time created:    1 /1 2 /2017     4.   File name:   speache s.mp4   File size:  4GB   L ocation:   C: \ windows \ user \ bob \ desktop \ videos   Vi deo  Length:  120  minutes   37 secon ds   Description   of content :  Mo tivational speeches by  different  religious   leaders .   Date /Time created:    1 /1 /201 8       5.   File name:   reconnaissance .mp4   File size:  4 00mb   Location:   C: \ windows \ user \ bob \ desktop \ videos   Vi deo  Length:    25 minutes 55   secon ds   Description   of content :  home footage of various parts of  Heathrow Airport , UK   and Mason  International   Airport in , F iji.   Date /Time created:    2 / 2 /201 8     6.   File name:   plan .mp4  
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Location:   C: \ windows \ user \ bob \ desktop \ videos   Vi deo  Length:    15   minutes 5 1   secon ds   Description   of content :   A  home v ideo   taken in a hotel room along with 6 other  men between the ages of  2 0 - 40   talking   around   a ta ble .   Date /Time created:    30 / 1 /201 8     The timestamps and dates tha t these files were created were noted  from the   files   metadata  and  Windows event logs .  T he Windows account user that created and/or accessed these files was  also  logged   which was  ‘Bob ’.   A.   Image  Analysis     During the analysis of the  image   files   and metadata ,   the following files were  recovered :     1.   File name:   heath row_ airpo rt . jpg   File size:  2MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Photo of an airport  hanger   Date /Time created:    20 / 2 /201 8     2.   File name:   heath row_ airpo rt 2 . jpg   File size:  2MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Photo of an airport  departure lounge   corri dor   Date /Time created:    20 / 2 /201 8     3.   File name:   Mason _ airpo rt . jpg   File size:  2MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Photo of an airport  arriva ls lounge   corridor   Date /Time created:    20 / 2 /201 8     4.   File name:   Mason _ airpo rt 2 . jpg   File size:  2MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Photo of an airport  hanger   Date /Time created:    20 / 2 /201 8     5.   File name:   hesbula.gif   File size:  1MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Logo   of  a  white  skull and  black  bones flag   Date /Time created:    20 / 1 /201 8     6.   File name:   ISIS.gif   File size:  2MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Logo  of white   Arabic   writing and a sword with a black background   Date /Time created:    20 / 2 /201 8     7.   File name:   family_picnic . jpg   File size:  2MB   Location:   C: \ windows \ user \ bob \ desktop \ images   Description   of content :   Photo of  a man in his early 30 ’ s   smiling with a women in her late 20 ’ s   and a  small child on an area of grass having a picnic   Date /Time created:    20 / 6 /201 7    
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The timestamps and dates tha t these files were created were noted  from the   files   metadata  and  Windows event logs .  T he Windows account user that created and/or accessed these files was  also  logged   which was  ‘Bob ’.   A.   Document  Analyses   The   three   MSword  document s   were   encrypted   using  a  Data Encryption Standard (DES)   encryption. I   man aged to crack the  passwords   on the files using a dictionary attack  with a Linux  tool called  ‘HashCat ’.   The p asswords were  ‘Charlie ’.   During the analysis of the previously encrypted   MS word   documents ,   the following files were  recovered :    1.   File name:   chemical_bomb.doc   File size:  6 MB   Location:   C: \ windows \ user \ bob \ desktop \ documents   Description   of content :   Material outlining a  step by step  recipe   and  ingredients   for  different   chemicals  to  create a chemical bomb   written   by a  pers on   calle d   ‘ Siad ’ .   Date /Time created:    20 / 2 /201 8     2.   File name:   marter.doc   File size:  500K b   Location:   C: \ windows \ user \ bob \ desktop \ documents   Description   of content :   A step   by step manual on how to  mentally  pre pare  yourself  for suicide   written   by  a  pers on   calle d   ‘ Siad ’ .   Date /Time created:    20 / 11 /201 7     3.   File name:   su_bomb .doc x   File size:  8 00K b   Location:   C: \ windows \ user \ bob \ desktop \ docu ments   Description   of content :   A step   by step manual on how to   create a n explosive jacket   written   by a  pers on   calle d   ‘ Siad ’ .   Date /Time created:    20 / 11 /201 7     The timestamps and dates tha t these files were created were noted  from the   files   metadata  and  Windows event logs .  T he Windows account user that created and/or accessed these files was  also  logged   which was  ‘Bob ’.   B.   E - Mail  Analysis   During the E - Mail  contact   and m essage  analysis .  One  E - mail  contact   was  retrieved   fro m a  Microsoft Outlook Mai l box  called  ‘Siad Hamser ’  from the deleted  E - Mails that appeared in  1 , 234  E - Mails  from the dates 12/01/2015  –   01/ 03/201 8 . The   name   of the  contact  that   was  also  found  within an earlier  analysed   document.     File  Location:   C: \ windows \ user \ bob \ E - Mail \ Siad   Directory   Created:  10/01/2015   1 ,234 E - mail   were recover ed that   had a com bine d size of 10 GB .   Full listing of all E - Mails and dates can be found in the  accompanying   document .   The timestamps and dates tha t these files were created were noted  from the   files   metadata  and  Windows event logs .  T he Windows account user that created and/or accessed these files was  also  logged   which was  ‘Bob ’.  
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A.   Spreadsheet Analysis   One MS   Excel Spreadsheet was  recovered   tha t  was   encrypted   using  a  Data Encryption Standard  (DES)   encryption. I   crack ed   the  passwords   on the   .xml   files using a dictionary attack  with a Linux  tool called  ‘HashCat ’.   The p assword   w as   ‘Charlie ’.   During the analysis of the previo usly encrypted   MS Excel spreadsheet   called   funds.xml   that was  120Kb in size that was c reated  1/11/2016 it  contained   a  bank account :   Account  name :  M r.  B. Terry   A ccount number 27348495     Sort Code 20 - 34 - 65     An  inflow of  £50,00   of funds  were listed  from the dates  2/ 11 /201 6   –   01/ 0 1 /201 8   from an other bank  account:   Account  name :  M r.  S.Hamser   A ccount number 2 3569776     Sort Code  1 0 - 5 4 - 6 9     The timestamps and dates that these files were created were noted from the metadata   and  Windows event logs   along with   the Windows account user   that created and/or accessed these  files .   No Other file ty pes that Mr Wales requested were found on the HDD or within the RAM   Evide nce  Return   and Rep ort   Finally after  analysing   al l the requested data  for   Mr Wales   I created this report on the 28/03/2018   in PDF format  and locked the content, digitally signed it and  Securely   E - Mailed it  to  m.wales@londonpolice.com . I  also publishe d all digital data  recovered   on my secure web ser ver  for Mr Wales and his team to access   via a Virtual Private  Network   (VPN)  via the internet .   I then contacted Mr Wales on the 2 3/03/2018 and asked him to  retrieve the  physical   evidence   and  report in printed form. When Mr Wales collected the items later that day , I updat ed the  ‘Chain of  Custody ’ do cument depicting the  return of the evidence to Mr   Wales. We both then signed the  document,   and each  kept a copy for our records.    
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John Doe Forensics Investigations
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23/03/2018 Digital Evidence Assessment N/A N/A £20000 A £20000
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Document Analysis. £25000 4 N/A N/A £1,00000
Spreadsheet Analysis £25000 25 N/A N/A £625.00
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