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Digital Evidence Identification & Case Documentation
Acme Inc. recently detected suspicious activity within its internal network. Preliminary investigation suggests that an employee workstation may have been compromised, allowing an attacker to move laterally and access a critical internal server.
The affected server has been isolated from the network to prevent further damage. You have been assigned as a digital forensic investigator to examine the server and determine whether unauthorized access or data tampering occurred.
Note: Employees usually access the server while being connected to the company’s LAN through the IP 172.16.10.20
Your Role
You are a forensic investigator with authorized access to the server image. Your task is to identify digital evidence, analyze file metadata and system event logs, and document your findings.
Instructions for the Lab Exercise
1. Import and power on the provided VM (LAB01.ova)
2. Do not install new software
3. Do not modify or delete evidence
4. Use built-in tools:
a. Event Viewer
b. File Properties
c. Command line tools
5. Document everything
Deliverables
Case report with the following sections, indicating a complete chronological timeline of events:
1. Evidence Identified
2. Findings
3. Interpretation
4. Limitations
5. Conclusion


Using the FTK 8.2 software in room 205 (cisco lab)
Creating and Configuring New Cases
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a document

AI-generated content may be incorrect.]


Using https://tryhackme.com/ website

1. Once you have signup go to learn and do one of the Forensics free lab

[image: ]

2. Choosing any of the Hands-on activities by going into the Learn menu and search for a Forensics lab of your choice. 

3. To select a free walk through task, select 
a. Go to Walkthroughs as shown below

[image: ]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Choose any of the free walkthrough exercises and give it a go. If you have not done the “Intro to Digital Forensics”, start with that one.

There are many other similar sites.  If you are using a different one, please share it with the class.  Do any of the free walkthrough exercise but the option is yours if you want to subscribe (pay).


Module Leader: Assoc. Professor Carlene Campbell
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To start a new case:

1. Open the Case Manager.

2. Click Case > New. The New Case Options dialog opens.
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Enter a name for the case in the Case Name field.
(Optional) Enter any specific reference information in the Reference field.
(Optional) Enter a short description of the case in the Description field.
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You can use the Description File option to attach a file to the case. For example, you can use this

field to attach a work request document or a warrant to the case.

In the Case Folder Directory field specify where to store the case files. If you wish to specify a
different location for the case, click the Browse button.

[0 Note: if the case folder directory is not shared, an error occurs during case creation
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8. (Optional) In the Database Directory field you can specify a location for where to store database
directory files. You can check the In the case folder option to save the database directory in the case
folder. If you do not specify these options, the database directory is saved to the default location of
the database.

Note: The location that you specify for Database Directory is relative to your database
-1 computer. If you intend to specify a location that is on a different computer than your
database, for example in a multi-box scenario, then you must enter a network path.

Important: If using a UNC path for the case folder, and selecting the In the case folder option for the
database directory, and if the database process isn't running as a network user, it will not be able to access
the UNC path and wil therefore fail to create the database files.

9. Select the required Date Format.

10. Configure the default processing options for the case by either using a processing profile or using
custom settings.

1. If you wish to open the case as soon as it is created, mark Open the case.

12. Click OK to create the new case.

When you configure Detailed Options for a case, there are options for doing the following:

« Configuring Default Processing Options for a Case.
« Configuring Evidence Refinement (Advanced) Options.
o Selecting Index Refinement (Advanced) Options.
 Selecting Lab/eDiscovery Options.

« Managing Custom Identifiers.
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