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[bookmark: _Toc45831102]Introduction to A Smart Home
A “Smart Home” is becoming a more frequently used term in day to day life which involves controlling lighting, heating and other electronic devices at home remotely via a smart phone or computer. The idea is to control or automate day to day procedures with a click of a button, a voice command or detection from a sensor in order to complete tasks seamlessly.

This report looks at the key aspects of home automation and smart devices, analysing the current technologies available, the setup of routines, the advantages/disadvantages and the security risks and solutions.

These are some definitions of key phrases used throughout the report which will help gain a better understanding:
· Zigbee – Low data rate network using IEEE 802.15.4, designed for low power sensors so battery life is longer. [1]
· Z-Wave – Used in smart homes to provide communication between device and home control network[2]
· IoT- Internet of Things – A network of internet connected devices able to collect and exchange data[3]

[bookmark: _Toc45831103]Smart Home Technologies
[bookmark: _Toc45831104]Smart Speakers
Nowadays there are thousands of different products on the market to enable a person to create a smart home. One of the most common purchases to start off is a smart speaker. Amazon Echo, Google Play and Apple Home are just three of the products available that offer this type of smart technology.

The main feature advertised for these devices is its ability to understand voice commands and complete tasks.[4] The user starts speaking to the device using an unique keyword such as ‘Alexa’ for the Amazon Echo and the device comes to life and starts listening to the command. The user can get the device to set up alarms and reminders, play music through linked streaming sites and provide news or weather updates all from a simple sentence. These devices have the ability to speak back to the user with confirmation of what is commanded and completes the task. These devices also come with a app which allows the user to control the device.

These devices can be used in more advanced ways to create a smart home by linking up with other smart devices. The user can create routines through the app or voice commands which will start off a sequence of events involving the other devices. An example of this is in the Alexa app, the command “Alexa, start my day” will start a series of tasks. 
1. Turn the light on.
2. Local weather.
3. Appointments in calendar.
4. Play music from Spotify.
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Figure 1.0 – Alexa Routine


[bookmark: _Toc45831105]Smart Lighting
Smart bulbs eliminates the need to control lighting manually via a switch on the wall. The technology used allows the bulb to be controlled through a mobile devices or a device such as a smart speaker instead and allows the user to control brightness and colour of the bulb without lifting anything more than a finger. [5]

There are 3 different methods to connect smart bulbs up to a network:
· Smart Hub – Uses Zigbee or Z-Wave technology to connect to bulbs.
· Directly to Router – Uses Wi-Fi technology to connect to bulbs.
· Bluetooth [5]

A Smart Hub is a useful gadget which is used as a central device connected to the router which is used to connect Internet of Things devices. The hub can use Zigbee or Z-wave to create a network which allows devices to communicate with each other and with the users smart phone. [6] The main advantages of using a hub is the ability to connect more devices than connecting to a router [7] and it also provides a more reliable performance than connecting to a router. [5]

[bookmark: _Toc45831106]Smart Heating
Implementing a smart heating thermostat improves efficiency of heating a home. The ability to control a heating system through a smart device enables the user to turn the heating on/off at the times when they’re not in the house. [8]

The biggest attraction to these sort of devices is its capability to reduce domestic bills, users can manually control the heating systems but these thermostats now have the ability to be programmed with routines. For Example – Turning the heating on 7am every weekday for an hour. The thermostat will remember these commands and automate the service.

Some thermostats even have the ability to memorise your routines and control themselves. They can also provide data of usage and analysis, all of these features are again promoted to help the buyer to save money on heating bills.[8]

Just like the majority of smart devices on the market today, the thermostat connects to the home Wi-Fi in order for its features to be made accessible on the go.

[bookmark: _Toc45831107]Smart Appliances
Smart appliances are another technology created to make day to day routines automated or more convenient. One example of a smart appliance would be the iKettle.[9] The iKettle is another device that can be activated through an app or by integration with smart speaker devices.

The smart kettle gives the user freedom to boil the kettle remotely, full temperature control and set routines. The iKettle has implemented technology to boil the kettle at different temperatures to make the perfect drink, some options are ‘Quick Boil 100oC’, ‘Coffee 95oC ’ and ‘Green Tea 8oC’. The iKettle also has the ability for families to set the temperature of the kettle through the app, to work around night time formula routines for new-born babies.[9]
Another appliance on the expensive side of smart homes are smart fridge freezers. An extremely innovative device which centralises all food management. Take the Samsung Smart Fridge Freezer for example. The features on this fridge are game changing, it has the ability to monitor and order groceries, cut food waste by tagging expiry dates and even discovers recipes to use up food that’s in the fridge which will be displayed on the fridges inbuilt screen. The screen even allows the user to listen to music or watch TV while cooking. [10]
The technology implemented makes everything food related so much more convenient and helps reduce food waste which can help save money and also help the planet by reducing methane emissions from food waste at landfills. [11]

There are loads of other smart appliances available but they all have the same aim, to improve convenience and potentially save money. Some other examples include:
· Ovens
· Dishwashers
· Coffee Makers
· Microwaves
· Toasters [12]

[bookmark: _Toc45831108]Smart Security
Smart Security is the idea of a network of integrated electronic devices working together to help protect a home from intruders and prevent criminal activity.[13]  These devices can include cameras, sensors, alarms and locks, they work together to provide the home owner with information such as video footage or alert the user by sensors triggering alarms.

Home security systems work on a simple concept of connecting sensors to communicate to a central control panel.
The control panel is the main computer that arms and disarms the security systems, it obtains the data from the sensors which triggers the alarm if the criteria’s are met. [13]
The sensors can vary depending on the implementation on the systems. 

[bookmark: _Toc45831109]IFTTT Technology
“If This Then That” technology is designed to connect all your devices together[14] It’s taken from the programming conditional statement and it allows automation by triggering actions by other actions.[15]

The idea is to get more devices and apps talking together so an example of this working would be:

If you add a new task to you Amazon Alexa to-dos, then it will also be added to your iOS reminders app as well[15]
It works via applets, which are like macros that connect multiple apps to achieve automated tasks. They can be set up using the IFTTT website[14] or the app on a smart phone.[15]
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As mentioned throughout the report, the main advantage of setting up a smart home is the convenience of being able to control the smart devices through a click of a button, using your voice or even doing nothing at all with the automation routines that can be set up. The thought of getting up in the morning and the kettle is already boiled, Alexa has given a brief on what to expect today and advised what the weather is like give the user a good stead to start the day.

[bookmark: _Toc45831112]Accessibility
Creating a smart home helps to achieve accessibility. This is extremely helpful for people with disabilities. Smart speakers, smart locks, smart thermostat make their homes accessible and give them the opportunity to live life as they choose.[16]
It also makes devices more accessible for everyone else, if someone has limited time in the morning, they no longer need to choose between a shower and a coffee as they can set the coffee machine to go while they’re getting ready for work then take the coffee on the go.

[bookmark: _Toc45831113]Other Advantages
The ability to customise routines and tasks is another advantage of a smart home which links into both convenience and accessibility.
The last advantage as mentioned until Smart Heating is the ability to make everything more energy efficient, heating systems can be turned on only when required and anything that may have been left on can be turned off through an app on the users phone.
[bookmark: _Toc45831114]Disadvantages
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Cost is one of the biggest factors to consider when creating a smart home. Appendix A shows a table of examples of devices and prices to what to expect when creating a smart home. Although there are some cheaper alternatives created by third party companies, sometimes these devices have security flaws so it is worth looking into the product thoroughly before purchasing. (Broadband speeds + Cost) 

[bookmark: _Toc45831116]Security Risks
Security Risks are factor to consider with any form of technology, with criminals benefiting in many ways from using unlawful techniques to obtain personal/sensitive data or cause damage. Smart Devices are no different, in fact some devices are made so quickly for market that there are likely to be more security flaws to be exploited, in fact a recent study has found that 
80% of people interviewed regarding disadvantages responded with privacy, security and hacking as a worry about implementing a smart home. [17]

[bookmark: _Toc45831117]Device Hijacking
This is where the perpetrator will use exploits to assume control of a device. It’s a technique which can be very difficult to detect. [17]

[bookmark: _Toc45831118]DDoS (Distributed Denial of Service)
DDos attacks are used a lot in the technology industry, it is the act of rendering a machine or network resource unavailable to disrupt services. [17]

[bookmark: _Toc45831119]Privacy, Data and Identity Theft
These attacks have been around for years and have evolved due to the shear amount of data stored on computers.[17]
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[bookmark: _Toc45831121]Conclusion

Weighing up the benefits and vulnerabilities is vital for starting up a smart home. Although the cost can be high for some devices, there are plenty of entry level devices to get the consumer started. The start of automating day to day task can save a lot of time in all aspects of life, whether it be starting the day or deciding what to have to eat or feeling secure in your own home. In this day in ages, time is valued more precious than money so if the user is able to save time automating a task to spend with loved ones or in other area then it’s always going to be lucrative. 

Smart home is also an ever expanding market so as time goes on more devices are created, with the addition to IFTTT it is possible to achieve automation in the majority of day to day tasks or tasks that are often forgotten about. After all, the aim of implementing a smart home is help provide a better quality of life. [18]
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	Name
	What’s Included
	Price

	Amazon Echo Dot[19]
	1 Smart Speaker
	£39.99

	Google Home[20]
	1 Smart Speaker
	£89

	Apple Home[21]
	1 Smart Speaker
	£279

	Philips Hue Starter Kit[22]
	3 Light Bulbs + Bridge
	£139.99

	Hive[23]
	2 Light Bulbs + Hub
	£54

	Moko Smart Bulb[24]
	1 Bulb
	£11.99

	Hive Heating & Hot Water Thermostat [25]
	1 Smart Thermostat
	£149.99

	Google Nest Smart Thermostat [26]
	1 Smart Thermostat
	£164.99

	Original iKettle[9]
	Smart Kettle
	£99

	Samsung Smart Fridge[27]
	American Style Fridge Freezer w/ Ice and Water
	£1975

	LG Smart Fridge Freezer[28]
	American Style Fridge Freezer
	£1499

	Yale IA-320 Sync Smart Home Alarm[29]
	1 Hub, 2 Motion Detectors, 1 Keypad, 1 Door Window Contact Sensor, 1 Siren
	£260.64

	Ring Alarm 5 Piece Kit with Ring Indoor Cam[30]
	1 Hub, 1 Keypad, 1 Motion Detector, 1 Contact Sensor, 1 Range Extender
	£179.99




image4.png
Autosave @7 A H O S s B Downstairs — Saved to my Mac a 3

Home Insert Draw Design Layout References Mailings  Review View Tell me & Share [ Comments
2 )
Iy TimesNew... v 12~ © 9EY R Aasbcepate || nasbccosee [l AaBbCcD [l aasbceodell A B b (W #eoceode: Wl acsbceoace [l aabecodee [l aasbccodse [ nabecndse [l asbccodee | angaccooee [l ansaccooee [N
paste . C2vA. . . o spacing Jl wenangs [l esdng 2 suviie Wsunuecnon [l enpross [ iersecro Jl suong Gt Sue roer. [l niense rrer JRESTN
< v A oy = Pane
Icons @ Format Text Effects

Utility Room ight

Search results for "light"
Smart Devices
2x Doors
Light Bulbs
Ix Washing Machine Kitchen
1x Coffee Machine
Ix Kettle
Ix Fridge
1xCCTV
Ix Thermostat
IXTV
Ix Smart Speaker
Ix Hub
Ix Router
Ix Garage Door

Living Room

Cancel -

Page20f2 68words [  English (United Kingdom) €3 Focus B = = - o + 130%




image5.png
1% Floor Bedroom 3

Smart Devices
3x Blinds 3
3xTVs i
3x Lights Y
2x Speaker :

1x Door Lock
1x Lamp

Bathroom I%I ..%

KemjjeH

O

i

Bedroom 2

O

i |

Bedroom 1 B .t
E e m





image1.png




image2.png




image3.png
14217 i 4G -

< EDIT ROUTINE

Enabled [ o]

Enter routine name

WHEN:

Alexa, start my day

Edit

ALEXA,

Add action )

Cory’s Room
Power: On; Brightness: 100%

Report weather =

Play "Travis Scott" on Spotify for.

)
()
@ Read today's calendar =
)
-





