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Task 1: Pre-requisite tasks
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d
| General
Th  ‘You can get IP settings assigned automatically if your network supports
—  this capahility. Otherwise, you need to ask your network administrator
r the appropria settings.
b forth iate IP setti
[§
C () Obtain an IP address automatically
E (@) Use the following IF address:
i IP address: | 192.168 . 100 . 1 |
B Subnet mask: | 255 .255.255. 0 |
<
] Default gateway: | . . . |
[ Cbtain DNS server address automatically
(@) Uze the following DNS server addresses:
Preferred DMS server: | . . . |
Alternate DMS server; | . . . |
[ ] validate settings upon exit "
z

I QK Cancel I

This screenshot showcases that the IP address is set as a static IP address, and that
there is no DNS server setup.

ﬂ Windows Defender Firewall
= v R« Systemn and Security » Windows Defender Firewall v O Search Control Panel

Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature PC through the Internet or a network.

through Windows Defender

Firewall
Update your Firewall settings
Change notification settings
i Windows Defender Firewall is not using the
Turn Windows Defender recommended settings to protect your
Firewall on or off computer.

E;'Use recommended settings

Restore defaults ; o
What are the recommended settings?

Advanced settings

Troubleshoot my network . e Private networks Mot connected

. e Guest or public networks Connected

Metworks in public places such as airperts or coffee shops

Windows Defender Firewall state: Off

Inceming connections: Block all connections to apps that are not on the
list of allowed apps

Active public networks: = Unidentified netwark

Metification state: Do not notify me when Windows Defender
See also Firewall blocks a new app
Security and Maintenance

Metwork and Sharing Center




This screenshot showcases the Windows Defender Firewall current status and
proves it is disabled on Serveri.

You can change the name and the membership of this computer
computer. Changes might affect access to network resources.
L

Computer name:

DCI-NWT | o
Full computer name: [
DCI1-NWT

More... lange... |
Member of
() Domain;
[{
(®) Workgroup:
|w0H|{GHOUP
[t
oK Cancel
m
(0] Cancel Apply pt
Workaroum:

The computer was renamed to DC1-NWT

i
Microsoft Windows pod
You must restart your computer to apply these
changes

Pl
Before restarting, save any open files and close all programs.

be

| Restart Mow I Restart Later at

A prompt appeared requesting to restart the PC, Restart Now was selected.
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The Virtual Machine restarted successfully.

Computer narme, domain, and workgroup settings

Computer name: DCT-NWT
Full computer name: DCT-NWT
Computer description:

Workgroup: WORKGROUP

Evidence of the successful rename from the This PC properties window.

Task 2: Deploying Active Directory as arole or
feature based installation
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WELCOME TO SERVER MANAGER

QUICK START

WHAT'S NEW

LEARMN MORE

o Configure this local server

' 2 Add roles and features
3 Add other servers to manage
4 Create a server group
5 Connect this server to cloud services

Hide

The author opened Windows Server Manager, and proceeded to select the Add roles
and features option on the dashboard.

Fﬁ Add Roles and Features Wizard

It Before you begin

ng Before You Begin
Installation Type

Server Selection

DESTIMATION SERVER
DC1-NWT

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, ar
hasting a website.

To remove rales, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Metwaork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Next > Install Cancel

All the pre-requisites on the “Before you begin” screen have been ensured.
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Fﬁ Add Roles and Features Wizard

— | =
- - DESTINATION SERVER
Select installation type pcr
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

. (® Role-based or feature-based installation
Server Selection i . . .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Mext > | Install

I I

Role-based or feature-based installation was selected.

Mame IP Address Operating System

192.1628.1.100... Microsoft Windows Server 2019 Eszentials

The DC1-NWT server was selected as the server.



'|'E M Add Roles and Features Wizard >

Add features that are required for Active Directory
Domain Services?

pti
You cannot install Active Directery Domain Services unless the Di
I following role services or features are also installed. )t
(=
4 Remote Server Administration Tools or
4 Role Administration Tools v
4 AD DS and AD LDS Tools +y

Active Directory module for Windows PowerShell k

4 AD DS Tools e

[Tools] Active Directory Administrative Center h

[Tools] AD DS Snap-Ins and Command-Line Tools

Include management toels (if applicable)

Add Features Cancel

The author checked Active Directory Domain Services and this window appeared.

Is (if applicable) K

Add Features Cancel

The Add Features option was selected.

Active Directory Domain Senvices

[ Artive Nirartane Fadaratinn Sanirar

‘ || Active Lhrectorny Certificate services

And thus, the Active Directory Domain Services item was checked on the features
list.



F’a Add Roles and Features Wizard

Ma  Select features

Lo

Al Before You Begin Select one or more features to install on the selected server,
Fils Installation Type Features

Server Selection

[l MET Framework 3.5 Features -

| [m] .NET Framewaork 4.7 Features (2 of 7 installed)
] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Metwark Unleck

«' BranchCache (Installed)

[] Client for NFS

[] Data Center Bridging

(] Direct Play

[] Enhanced Storage

+/| Group Policy Management (Installed)

[ 1/O Quality of Service

] 115 Hostable Web Core

[] Internet Printing Client

[ Ip Address Management (IPAM) Server

[] isNS Server service

] LPR Port Monitor

[] Management OData IS Extension

[ Media Foundation

Server Roles

Features

AD D5

Confirmation

DESTINATION SERVER
DC1-NWT

Description

MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to madel a range of
business processes.

| < Previous | | Mext =

Install

Cancel

[ Sandiroac

I Sanarac |

The default features were left selected.

= Add Roles and Features Wizard

% Confirm installation selections

Al Before You Begin

‘ilg Installation Typs [ | Restart the destination server automatically if required

Server Selaction
Server Roles their check boxes.
Features
AD DS Active Directory Domain Services

Remote Server Administration Tools

Confirmation

Rale Adrministration Tools
AD DS and AD LDS Tools
Active Directory madule for Windows PowerShell

AD DS Toals
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tocls

Export configuration settings
Specify an alternate source path

To install the following roles, role services, or features on selected server, click Install.

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these opticnal features, click Previous to clear

DESTIMATION SERVER
DC1-NWT

Mext > | Install | | Cancel
I R [ TN conicae I

A confirmation screen appeared, and the Install option was selected.



B Add Roles and Features Wizard - O

DESTIMATION SERVER

Installation progress Bt T

1] View installation progress

Ig o Feature installation

Installation started on DCT1-NWT

Active Directory Domain Services
Remote Server Administration Tools
Role Administration Tools

2 v Diectory mo
REsUlts Active Directory module for Windows PowerShell

AD DS Tools
Active Directery Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext > Install Cancel
I i T - |
The install process began.
8 L
Post-deployment Configuration
NAGI
S—— Configuration required for Active Directory Domain S
Services at DCT-MWT
' C' Promote this server to a domain controller
o Feature installation

The notification prompt was opened, and the Promote this server to a domain
controller option was selected.

Select the deployment cperation

) Add a domain controller to an existing domain

) Add a new domain to an existing forest

® Add a new forest

As we are adding a new forest, add a new forest was checked under “Select the
deployment operation”.

Specify the domain information for this operation

Root domain name: nwtraders.msft




The root domain name was specified as the root domain name instructed by the
brief.

Select functional level of the new forest and root domain

Farest functional level: Windows Server 2016 =

Ciomain functional level: Windows Server 2016 =

Windows Server 2016 was selected as the Forest functional level and Domain
functional level.

Specify domain controller capabilities

Domain Mame System (DNS) server
+/| Global Catalog (GC)
Read only domain controller (RODC)

The options specified by the brief were checked by default.

Type the Directory Services Restore Mode (DSEM) password

Password: ssasene

Confirm password: |||i-||-| |

The password N3tw0rk was set as the Directory Services Restore Mode password as
instructed by the brief.

Specify the location of the AD D5 database, log files, and 5Y5VOL

Database folder: CAWindows\MNTDS III
Log files folder: C:\Windows\NTDS ]
SYSVOL folder: CAWindows\SYSVOL -]



+ X

Database Folder:
CAWindows\NTDS

Log Files Folder:
CAWindows\NTDS

SYSVOL Folder:
C:\Windows\SYSVOL

B 7/ U &b

P~

As required by the brief, the author made a note of the folder directories on a sticky
note on the host system.

‘ g All prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show more b4 |

The prerequisite check passed successfully.

You're about to be signed out

The computer is being restarted because Active Directory Domain Services was installed or

removed.

Active Directory was install successfully - The system restarted automatically.



NWTRADERS
\Administrator

EE -

The default password (Pessw0rd) was entered.




The desktop appeared successfully.

Task 3: Creating user account objects using Active
Directory Users and Computers snap-in console

] Active Directory Users and Computers
File  A&ction  Wiew Help

| Tz HE| 2t TaE%

: Active Directory Users and Com|| plame Type Description

| Saved Queries [ Saved Queries Folder to store your favo..,

& rowtraders.msft Zarwtraders.m.., Domain

T CETTaYyITIETIC Al o ST T ITZE TTvES Lrate FrdaTTeEcl TI/UE LU 0T
A Type: Shortout Size: 113 KB
32iterns 1 item selected 1.13 KB

Active Directory Users and Computers from the Administrator Tools was opened by
the author as required by the brief.

oadWEL UETIES
v 3 nwtraders.msft
1 Builtin
| Computers
2| Damain Contrallers
| ForeignsecurityPrincipal;
| Managed Service Accour
1 Users

the nwtraders.msft domain was expanded
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] Active Directory Users and Camputers

File  Action  View Help

o 1FE /BIXEL HBHEL R

] Active Directary Users and Com || Mame Type Site Description

] Saved Queries IEIDCI-NWT  Computer Default-First-Si..
w G mwtraders.msft

| Builtin

| Computers

| Domain Caontrollers

| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

Crate T
Size: 113 KB

32items  1item selected 1.13 KB

Here you can see DC1-NWT is listed as a domain controller.



File  Action  View Help

o= nE 4Bl
= G |
I Active Directary Users and C eneral  tembers Member Of  Managed By Description

| Sawved Queries q)?
w i rwtraders.esft By,

| Builtin

| Computers

Dornain Admins Properties

Diamain Adrming min Local  kembers in this gr
= min Local  kembers of this gr
min Local  kembers in this gr

Group name [pre-windows 2000]: L' omain Admins min Local  DMS Administrator

2| Domain Cantrollers

ForsignSecuritPrinc min Local  Servers in this grou
| FareigniecurityPrinci Description: |Designated adminigtrators of the domain Members of this gr

DME clients who ar
Designated admini
Group scope Group type Allweorkstations an

| Managed Service &c
| Users E-mail: |

Drarnain local Security All dormain contral

Global Distribution Al domain quests

Univerzal All dormain users

Mermbers in this gr

Motes: Mernbers of this gr

Members of this gr
Members of this gt
Designated admini

Members of this gr
Members of this gr

Caiec] Designated admini ¥

)”( >

S LEITAYITISTIL al i Wi iies CTives LIATE FAOaImIedy T2FWE EUTE WL
A Type: Shorteut Size: 113 KB
32items  1item selected 1.13 KB

The domain admins property window was launched.



File  Action  View Help

&= | HE 4 8
= Memb
[ Active Directory Users and C General Members  Member Of  Managed By Description
| Sawved Queries Members:
v Ed mwtraders.msft
*| Builtin

| Computers

Dornain Admins Properties

min Local  kembers in this gr

Active Directory Domain Services Folder min Local  Members of this gr
min Local  kembers in this gr
min Local - DMS Adrministrator

min Local  Servers in this grou

| Darmain Contrallers

| ForeignSecurityPrinci
Members of this gr

DME clients who ar

Designated admini

| Managed Service Ac
| Users

Allworkstations an
All dormain contral

All dornain quests

All dornain users
Mermbers in this gr
Members of this gr

Members of this gr

. Members of this gt
EMove Designated admini
Members of this gr

Members of this gr

Caiec] Designated admini ¥

)”( >

S LEITAYITISTIL al i Wi iies CTives LIATE FAOaImIedy T2FWE EUTE WL
A Type: Shorteut Size: 113 KB
32items  1item selected 1.13 KB

Mo new notifications
16:56

ﬁ:‘@ﬁz},_ i |

The author switched to the Members tab. The author was instructed to create an
additional account as a fail safe if the default Administrator Account was hacked or
access complications arise.



1 Mew Object - User

J . Create in:  rwwtraders. msft/Users
L Type Description

Security Group - Domain Local  Mermbers in this gr

First name: | Iitials: | Security Group - Domain Local  Mermbers of this gr

Security Group - Domain Local  Mermbers in this gr
Security Group - Domain Local  DMS Administrator
Full name: Security Group - Domain Local  Servers in this grou
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Global

Last name:

Members of this gr
DME clients who ar

Designated admini

User logon name:

| | @nwiraders. msft

Allworkstations an
User logon name [pre-windows 2000]):

|NWTRADEF|S\ | |

All dorain control

All domain guests

All domain users
Members in this gr

< Back Mext > Members of this gr

Members of this gr

%Read-only Dornain Controllers Members of this gr

%Enterprise Admins
%Enterprise Key &dmins

%Enterprise Read-only Domain Controllers

%Schema Admins
£

Security Group - Universal
Security Group - Universal
Security Group - Universal
Security Group - Universal

Designated admini
Members of this gt
Members of this gt

Designated admini v
>

- LAETTayrTieT o A W T TiEas TIvES

A Type: Shortout

32items  1item selected 1.13 KB

The author will create a new user.

LrEte Froareds 37U ZUTa UgiTe

Size: 113 KB




First name:
Last name:

Full name:

Mew Object - User

Create in:

User logon name:

rwtraders. msft/U sers

|T0mosJoseph | Initials: |TJ|-

|Legge&

| Tomos Jozeph Leggett

| Nw/T-TIU

| @nwiraders. maft

Uszer logon name [pre-windows 2000);

|NWTF|ADEF|S\

| |NWT-TJL

< Back Cancel

1% Administrative Tools

%Read-only Damain Controllers
%Enterprise Admins

%Enterprise Key Admins

%Enterprise Read-only Domain Contrallers

%Schema Admins
£

Type

Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Universal
Secutity Group - Universal
Secutity Group - Universal
Secutity Group - Universal

Description
kembers in this gr
Members of this gr
kembers in this gr
DMS Adrninistrator
Servers in this grou
Members of this gr
DMS clients who ar
Designated admini
All workstations an
All domain control
All dornain quests
All dornain users
Mermbers in this gr
Members of this gr
Members of this gr
Members of this gt
Designated admini
Members of this gr
Members of this gr

Designated admini ¥
>

S LTITAayInISiIe anid SR UTTIES LTITvEs

A Type: Shorteut
ed 1.13KE

LraTe FrodiTied: T27USFEUTE UaTE

Size: 113 KB

The author has set the username as NWT-TJL@nwtraders.msft




1 Mew Object - User

Create in:  nwhraders. maft/U sers

Password: |uuuu

Canfirm password: |oooooooo

[ User must change password at next lagan
[ User cannat change password
[J Account is disabled

< Back Cancel

%Read-only Damain Controllers
%Enterprise Admins

%Enterprise Key Admins

%Enterprise Read-only Domain Contrallers

%Schema Admins
£

Type

Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Domain Local
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Universal
Secutity Group - Universal
Secutity Group - Universal
Secutity Group - Universal

Description
kembers in this gr
Members of this gr
kembers in this gr
DMS Adrninistrator
Servers in this grou
Members of this gr
DMS clients who ar
Designated admini
All workstations an
All domain control
All dornain quests
All dornain users
Mermbers in this gr
Members of this gr
Members of this gr
Members of this gt
Designated admini
Members of this gr
Members of this gr

Designated admini ¥
>

S LTITAayInISiIe anid SR UTTIES LTITvEs

A Type: Shorteut
32items  1item selected 1.13 KB

The password was set to TRLEM6E9@.

The password was set to never expire and “User must change password at next

logon” was unchecked.

LraTe FrodiTied: T27USFEUTE UaTE

Size: 113 KB




File  Action  View Help

o= HE 4 8

] Active Directary Users and C
| Sawved Queries

w i rwtraders.esft
*| Builtin
| Computers
| Domain Controllers
| ForeignSecurityPrinci
| Managed Service Ac
| Users

Dornain Admins Properties

General Members  Member OF  Managed By

Members:

Active Directory Domain Services Folder

;J- Tomos Joseph Leggett  rwtraders. msft/Users

Remave

Cancel

Description

min Local  Servers in this grou
Members of this gr
DME clients who ar
Designated admini
Allworkstations an
All dornain control
All dornain quests
All dormain users
kembers in this gr
Mernbers of this gr
Members of this gr
Members of this gr
Designated admini
Members of this gr
Members of this gr
Designated admini
Built-in account fo
Built-in account fo

)”(

s LTITaYimicrie ariu W UTTIEAS LATTvEs
A Type: Shorteut

32items  1item selected 1.13 KB

Under the Domain Admin Group, My user account (Tomos Joseph Leggett) was

added to the group.

LIaTE FAOOITIED! T3/ U £UTE UdiTE
Size: 113 KB

Task 4: Object attributes of interest
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Mew Object - User

Create in:  nwhraders. maft/U sers

First name: | Rick. | Initials: | Ra

Last name: |Ast|ey

Full name: | Riick Astley

User logon name:

| Rick_dstliey | @nwtraders. mzft

Uszer logon name [pre-windows 2000);
| [Pick_astiey

|NWTF|ADEF|S\

< Back Cancel

%Schema Admins
&Administrator

¥ Guest
&Tomos]oseph Leggett

<

Type

Secutity Group - Domain Local

Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Global
Secutity Group - Universal
Secutity Group - Universal
Secutity Group - Universal
Secutity Group - Universal
User

User

User

Description
Servers in this grou
Members of this gr
DME clients who ar
Designated admini
Allworkstations an
All dornain control
All dornain quests
All dormain users
kembers in this gr
Mernbers of this gr
Members of this gr
Members of this gr
Designated admini
Members of this gr
Members of this gr
Designated admini
Built-in account fo
Built-in account fo

S LTITAayInISiIe anid SR UTTIES LTITvEs

A Type: Shorteut
32items  1item selected 1.13 KB

A new user named Rick Astley was created.

The password was set as @NgGyU'!

LraTe FrodiTied: T27USFEUTE UaTE

Size: 113 KB




File  Action  View Help

o HE 4 B3

] Active Directary Users and C
| Sawved Queries

Dornain Users Properties

General Members  Member OF  Managed By

Members:

w i rwtraders.esft
| Builtin
| Computers

Active Directory Domain Services Folder

- . : rwitraders. maft/U sers
2| Domain Cantrollers 2o
*, Rick Astley

;J- Tomos Joseph Leggett  rwtraders. msft/Users

| ForeignSecurityPrinci rwtraders. msft/U sers

| Managed Service &c
| Users

Remave

Cancel

Description
Members of this gr
DME clients who ar
Designated admini
Allworkstations an
All dornain control
All dornain quests
All domain users
kembers in this gr
Members of this gr
Mermbers of this gr
Members of this gr
Designated admini
Mermbers of this g
Members of this gr
Designated admini
Built-in account fo
Built-in account fo

)”(

s LTITaYimicrie ariu W UTTIEAS LATTvEs
A Type: Shorteut

32items  1item selected 1.13 KB

Rick Astley appeared in the Domain Users Members.

LIaTE FAOOITIED! T3/ U £UTE UdiTE
Size: 113 KB

| FHICE, sy | AT AaEer s, mErt il Ll gy
I
jF Logon Howrs for Rick Sstley e
¥
i
c _ _
L < 4 | ok | ic
n-2-4-6-8-10-12-14-16-18- 20 22+
Al Cancel i
i
Monday IRRRRRnn -
e || ||| ]]] "
i q
Wednesday II I I (®) Logon Permitted -
sy | RERRERREANA Otemnened
Friday 4
t_
Saturday g
Sunday
kanday fram 0700 ko 03:00

Rick Astley’s Logon times were set between Monday 8am and Thursday 5pm, as

instructed by the brief.



|Rick_Astley | | @rwtraders. msft e All gy

al

i Logon Hours for Rick Sstley X
¥
q
4 = . =
e 4 # | ok | !
o0-2-4-6-8-10-12-14-16-18-20-22- 0
Al Cancel "

s AEAER] NRRRRIND T
e (AVNENERENND NNNHANARD r
oo ANTNNANANANNY  NONNNERER B O |
v INREANANANEN Suontes |

Friday

Saturday

Sunday B

Sunday from 23:00 to 00:00

The user was also restricted from log-on access between 1pm and 2pm everyday.

Account optiong:

] Uszer must change pazsword at next logaon i
IJzer cannot change password

Pazzwiord never expires

[ Stare password using reversible encryption ¥

Account expires

Rick was restricted from changing their password as well.

Task 5: Adjoining the domain and testing user
logins
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: Active Directory Users and Computers
File  Action  View Help
e 2E BIXEBoz B aETE%

| Builtin

| Users

] Active Directory Users and Com || pame Type
| Saved Queries
v F3 rwwtraders,mstt

| Computers

2| Damain Contrallers

| ForeignSecurityPrincipal;
| Managed Service Accour

There are no iterns to show in this view,

Description

Verification that there are no client computers connected, as requested by the brief.

T TAETTACITTTENT ANCT VDT S TATTES

P S TS e | i S IS

Eoal er

Mewe Object - Cormputer

i !L' Createin:  rwtraders.msftComputers

Compuker name:
| WS LT T]

Compuker name (pre-YWindows 2000):
| WSL-NT

The Following user or group can join this computer ba a domain,

User ar group:

| Default: Dorain Admins Change...

|:| Assign this computer account as a pre-Windows 2000 computer

Cancel Help

Pt

A new computer was created, named WS1-NWT.

Mate roodifred TRAATTR T




| itk

Renarme your PC

Rename your PC

You can use a combination of letters, hyphens and numbers.

Current PC name: DESKTOP-C7AMSSI

On Client 1, the computer was renamed to WS1-NWT.

Cornputer Mame/Damain Changes >l

You can change the name and the memberzhip of thiz I
computer. Changes might affect access to netwaork, resources.

Computer name;

Full computer name:
WS T-WWT  ritraders. meft

More... i
tember of
(®) Damain; -
| rustraders, maft ik
() wiorkgroup:
k. Cancel

The client was set to connect to the nwtraders.msft domain.
A domain confirmation appeared and the device restarted.

The brief required the author to attempt a log-in to the secondary non-admin
account added to the server.

The author signed in as “Rick_ Astley”.



e m e e e s

| @8 Client1 [Running] - Oracle VM VirtualBox — O d

@

Recycle Ein
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Rick Astley was connected successfully.

The sign-in method yeu're trying-to-use isn't allowed. For more info,
contact your network administrator.

The brief also requested a log-in attempt to the same account from the Server.

An error message appeared, as appropriate.

Task 6: Observational Tasks

What is DNS?

Whatis it?


af://n229
af://n230
af://n231

Most end users visit websites via a URL with a domain name (such as
example.com). However, most browsers load web pages using the IP address of the
server. DNS works much like a phone book but for computer domains, registering a
domain to an IP address of a server to make it easier for the end user to access (so
they don’t have to type in/remember a long number). [1]

How does it work?

When you type a URL into your browser, that request is sent to a server called the
Recursive Resolver which is usually operated by your internet service provider such
as Virgin or BT. This resolver knows what other DNS servers to ask to retrieve the
domain name/IP address for the URL you requested.

| want to visit "www.twitter.com" | know what DNS server can help you with that

2 Fle

You Recursive Resolver

The Recursive Resolver then talks to is the Root Server. Root Servers run around the
globe and house information about top level domains such as .com, .net etc. These
Root Servers are usually housed where the most internet activity occurs in a certain
region. There are 600 DNS root servers around the world, and these servers are
controlled by the National Telecommunications and Information Administration
(NTIA) of the US Department of Commerce. [2]

Search "Twitter.com" | know who manages .com domains!

Recursive Resolver Root Server

The Recursive Resolver then asks the Top Level Domain server to verify the address
of the second level domain of the query, for this example, the Top Level Domain of
Twitter is “.com”. These servers house the address of another server that houses
the IP address of the second-level domain (in this case, twitter.com (twitter)). The
Top Level Domain server will respond with another address, which will link to the
second-level domain and continue the query to load that specific website from that
specific domain. Top Level Domains usually have either an organisational
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hierarchy (such as .com, .edu, .gov, .net.) or Geographical Hierarchy (including
.co.uk, .co.nz, etc.) [3]

Search "Twitter.com" Yes, | know where that is!

Root Server Top Level Domain Server
(The one for .com domains)

Finally, the The Recursive Resolver sends the query to the domain’s name server,
which then translates it into an IP address for the web browser to connect to, and
deliver the user experience to the user appropriately, and thus, ends the cycle that
takes a mere tenth of a second (if that). [4]

Bring up "Twitter.com" Sure, the IP address is X00XXX.XXX. XXX
Top Level Domain Server Twitter's DNS server

(The one for .com domains)

Thanks! Now | can load the page!:) E

Web Browser

And so, the journey is complete.

Other critical roles in an Enterprise Network
Group Policy

Along with active directory, Group Policy is vital in an enterprise network as it sets
the grounds for policies regarding what various users can and cannot do. Based on a
user’s membership in the domain, a set of policies will be applied on boot or on
sign in using WinLogon. These policies dictate what the user has permission to do,
such as whether or not they can install software, access certain files and/or folders
or change the desktop wallpaper etc.
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Some group policies are vital for ensuring absolute protection to prevent security
breaches, for example, it is recommended that prohibiting access to the control
panel in order to prevent users from changing inappropriate settings for malicious
intent or by accident.

Preventing access to other applications like the command prompt is also vital for
security as policies and settings can be changed using the command prompt.

Setting minimum password lengths for all accounts also ensures that safe, secure
passwords are set, and setting a short expiry date. [4]

Firewalls & Security
What is a firewall?

Firewalls are a security method developed to ensure that all established internet
traffic follows certain security regulations to filter unsafe or malicious connections
establishing a connection with your device. Firewalls usually check packet headers
for information such as the address of the packet, where it’s been sent from and
where it’s intended on going, and checks if it matches a security rule set. If it
doesn’t, the packet gets denied access and destroyed. [5]

Why would a business need one?

Without a firewall, your business is extremely susceptible to a cyber attack, which
could lead to private information being exposed, viruses and/or malware destroying
important data or breaking computers and servers, damaging the network and
lowering company efficiency, productivity and even in some cases harming sales.

“Did you know, 60% of small businesses close within 6 months of a cyber-attack.”
Netstar.co.uk

A properly configured firewall that is both maintained and monitored properly can
protect important data along with your devices and business network. [6] As of
lately, especially due to the affects of covid-19, remote workers and businesses
have seen a major increase in cyber attacks in 2020 and 2021, and the average cost
of these cyber attacks are expensive, with malware attacks costing businesses $2.6
million (£1.86 million). These cyber attacks can be greatly reduced with an
enterprise enforced firewall (perhaps enforced by group policy), as:

“95% of cybersecurity breaches are caused by human error.”
varonis.com

[7]


af://n284
af://n310
af://n317
af://n287

Why it’s important to have different levels of access/roles within the
‘Built in’ Network User Account groups

it’s extremely important to have different levels of access or roles within a domain
for security reasons. Different levels of access are vital for ensuring that malicious
intent by employees isn’t executed on a business network, such as changing
settings or adjusting/reading/sending restricted corporate files. User access levels
also moderate what settings a user can change, and what commands or programs a
user can execute, in both the front end and the back end of the system. [8]

Author’s opinions on Microsoft’s recommendations on AGDLP and
ADUDLP

Whatis it?

AGDLP stands for Accounts, Global groups, Domain Local groups and Permissions
and is a network feature that is configured and designed to simplify the process of
managing permission and group memberships. With AGDLP you have the
advantages of assigning local resource access to user accounts in other domains,
you can remove users from a group, and it’ll immediately remove their access from
a resource and finally, when you create a new user account on the domain, the only
thing you’ll need to do is add them to an appropriate group, and their permissions
will be configured instantly. [9]

What is the author’s opinion on it?

ADUDLP as a concept is extremely useful for sysadmins as it cuts out the workload
and makes work as a sysadmin much easier, in both a physical sense and a
metaphorical sense, as with AGDLP/ADUDLP, the sysadmin can ensure that they
aren’t delivering the wrong regulations to the wrong user accounts, as the system
generally makes the process more mainstream and easier.

Another added advantage of ADUDLP is the security luxury of being able to remove
access to resources by simply removing a user from a group, or re-configuring the
group policies entirely. As time is an extremely important factor, removing access
from those resources within mere hours or even minutes is far safer on your
company'’s resources than having those access rights removed within days or
weeks, so the security aspect is a major luxury for sysadmins as well.
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