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Review complex types of internet-dependent crimes (2000 words)

 
Internet, or cyber-dependent crimes, are those which are committed through use of some form of Information and Communication Technology (ICT). They can be classed as two major groups; one which depends solely on the use of ICT known as cyber-dependent crimes, such as hacking or developing malware, which is both the means and the target of the crime. The second group, ‘cyber-enabled crimes’ is based on traditional crimes, including fraud and data theft, but the use of computers and their networks can increase the scale of the activity (CPS, 2019). The use of ICT is increasing and has also enabled crimes such as child abuse, harassment and drug dealings to be committed on a different platform, where identities can be hidden. Moreover, the increased use of technology in committing crime also enables criminals who are based overseas to target nationally making it a threat on a global scale. It is, of course, a world-wide issue meaning that international collaboration is essential to be able to solve the crimes, adding a further layer of complexity to cases (National Crime Agency, n.d.).
 
Cybercrime has greatly increased during the last twenty years (Maimon and Louderback, 2019). Technological advancement has provided a new, and developing avenue for criminals to carry out their activities. Cyber-dependent crime such as attacking computers or networks, can also have a range of secondary, criminal outcomes, such as using gathering email or banking information from a hack to commit fraud (McGuire and Dowling, 2013). One path to gain access to personal data is through spreading malware that compromises the computer’s operation. Malware can be in the form of a virus, which changes the way the computer operates by attaching itself to a program or data. It can remain on the computer without effect until that specific program is run by the owner of the device, but once run, can also affect any other computers on the same network. It can also spread via shared social files, humorous attachments, audio or video files. This is a primary way to gain access to passwords, data files and even taking over the computer (Norton, n.d.).

Computer worms are also spread across networks, self-replicating without the need for human action, taking advantage of weaknesses in an operating system. They can be spread via email files, computer websites with poor security as well as instant messaging. Once infected they can be difficult to detect (Bedell, Loshin, and Hanna, 2021). Trojans are also described as malware, which can appear to be legitimate programs but once opened, infect the computer by installing malware on the device. They can also infect mobile devices, often in form of an app pertaining to be a genuine program downloaded from an unofficial app store. These apps can steal data as well as sending premium rate messages to generate income. Criminals spreading the Trojans can also redirect traffic on other devices on the Wi-fi, to commit other crimes (Johansen, 2020). Similarly is website-spoofing, whereby a website is created to mimic a genuine website, using their logos, fonts and even domain name. However, when accessed, can drop malware on to the device. Website spoofing has resulted in $1.3 billion in losses last year according to the 2019 Thales Access Management Index (BlueVoyant, n.d.). 
 
Attackers can also install spyware without informed consent, on a device through apps, websites or file attachments to gather data and send it to the attacker to use or sell to others. It can track browsing activities, purchases as well as collect confidential information such as login credentials, banking card numbers and account PINs, and use key-logging software (Kaspersky, n.d.). A case noted in 2010, saw a hacker install password capturing software on university computers, as well as key-logging software to access student accounts, then further to access their bank details. Many of these students were then identified as victims of fraud, thereby underlining the traditional crimes aided by cyber methods (McGuire and Dowling, 2013).  
 
One of the top five cybercrime in 2020 was phishing scams. Statistics report that “One in every 3,722 emails in the UK is a phishing attempt” (Swinhoe, 2020). The scams tap in to curiosity or fear on the part of the recipient, to either divulge personal information, or to download a file which spreads malware on the system. These attacks are launched daily and can target a far-reaching audience, thereby making them complex to trace and prevent immediately (BlueVoyant, n.d.). The most common types of phishing emails report to be from a mobile phone company offering an upgrade; or requesting an advance fee and bank account details to release funds due to the addressee; or mimicking a well-known internet-based company claiming there to be an immediate need to access the account via the provided link or the account will cease. All methods provide access to personal information which allows criminals to then access accounts and proceed with further criminal activity (Woods, n.d.). Romance fraud, where people are duped in to a relationship, gaining the trust of the victim and then issuing an emotive plea for financial assistance is also enabled by online connections via there emails, dating websites as well as social media platforms (Action Fraud, n.d.). However, phishing crimes, or scams, are generally well-documented and shared across media platforms, resulting in greater public awareness.  
 
Webcams also pose a threat to individuals, as hackers can use means such as Trojans to take over the camera on the device. This can result in footage being distributed illegally. 

“Victims of webcam hacks have seen images and videos of themselves – regularly in states of undress or in compromising situations – uploaded to voyerism websites. On top of this, there have been multiple instances of hackers using these unlawful techniques to spy on people they know.”(Johnson, 2019). 

This adds the complexity of detecting this crime as often, the victim is unaware of the criminal activity taking place. 
 
The digital environment has provided criminals with opportunities to reach an increasing number of potential victims. Crimes such as sexual grooming are now faceless crimes which happen behind various guises in chatrooms, social media sites and online video game chats. Abusers, often posing as a similar aged child, gain trust and use this to begin inappropriate conversations, obtain photographs and potentially meet up with the children they target (Thorn, 2020). The last three years have seen an increase of 70% in cases of online grooming, with Instagram being the most popular site for this type of activity. Over 10,000 online child sex offences were recorded in 2019/2020 alone, undoubtedly increased by the Covid-19 pandemic, when children and adults’ use of the internet increased (NSPCC, 2021).
 
Electronic communication can also be used for bullying purposes, through the medium of comments on social networking sites, emails or creating accounts with the deliberate intention of humiliating or belittling another person. According to statistics, 56% of people under 25 had witnessed others being bullied online. Greater potential for bullying occurs as there is a larger audience and the abuser doesn’t witness the reaction, and therefore can be further emotionally detached from the situation. Despite the lack of law against cyber-bullying, it can be covered by law such as the Protection from Harassment Act 1997; the Malicious Communications Act 1988 and the Public Order Act 1986, to name but a few. However, cyberbullying isn’t reserved for children and can be a means of workplace bullying resulting in absence and increased cases of stress (Local Solicitors, 2021). 
 
The cases mentioned thus far are crimes that affect the general internet user. However, the deep or dark web - a platform which requires a specialist browser to access its hidden sites - is a means for further, sometimes more serious, illegal activity.
  
“The deep web rests below the surface and accounts for approximately 90% of all websites. This would be the part of an iceberg beneath the water, much larger than the surface web. In fact, this hidden web is so large that it's impossible to discover exactly how many pages or websites are active at any one time” (Kaspersky, n.d.).

The deep web is where password accessed sites or corporate intranet sites lie, rendering many of the sites harmless enough but exist to protect the privacy of users. However, a portion of this deep web, known as the dark web can allow users to bypass certain regulations, e.g. access television services that are not available in the user area. To access the dark web requires a ‘Tor’ browser, which makes IP addresses “unidentifiable and untraceable” (Guccione, 2021). This in itself increases the complexity of tracing cyber-criminal activity and bringing those responsible to account.
 
As well as the dark web being a place to buy and sell private data gathered from various online means; it is also a platform to share further, more traditional means of criminal activity in a cyber space, “such as accessing illegal drugs, prohibited firearms and indecent images including child pornography and extreme pornography.” (Jdspicer, 2021). Despite the technological anonymity provided by the dark web, there are a variety of means of policing the activities and identifying those responsible, including OSINT (Open Source Intelligence). This information is obtained from resources which are publicly available. Criminals who collaborate and profit on the dark web must balance retaining anonymity with creating a brand name for themselves which is recognisable to clients, but also becomes notorious with police investigations, providing further tracking and tracing opportunities. Data from the dark web can also be seized, leading to identification, as well as tracking transactions. In addition, undercover policing of the dark web is also a means of detecting criminal activity. They can infiltrate chat groups or forums, learning to mimic the styles and patterns of those involved. 

 “Agents enter forums posing as offenders requesting images from others, or they enter groups posing as children to lure out the paedophiles in the group”. (Davies, 2020). 

However, criminals are alert to the possibility of undercover infiltration and can sometimes pose challenges to members to engage in criminal activity, such as 

“provide details of 100 compromised credit cards, which would then be tested by two reviewers who would report on whether the individual should be trusted to join the organisation” (Davies, 2020). 

As officers cannot perform illegal acts, this can provide a warning to criminals that undercover work is being undertaken, thereby breaking trust and hampering investigations, increasing the complexities involved in identifying the perpetrators.
 
However, cybercrime not only target individuals, but businesses and large organisations can also fall victim to this type of faceless crime, with the economic cost being around £1.1 billion a year, or £550 per incident (HMICFRS, 2019). Malware in the form of ransomware is one of the greatest threats to businesses. It can bring organisations to a standstill, withholding data until a ransom is paid, in form of a decryption key which is bought with Bitcoin. This is a cyber-version of the traditional crime of extortion and has grown 11% between 2018-2019 (BlueVoyant, n.d.). Leaked personal data has left victims vulnerable to fraud and also put lives at risk with attacks on organisations including the NHS.
 
As some ‘traditional’ crimes such as robbery and theft decreased during lockdown in 2020 (Casciani and butcher, 2021), it did, however, provide an ideal opportunity for hackers to take advantage of the Covid-19 restrictions and attack businesses.  When employees were asked to work remotely, from home, came a surge in cyber-attacks, which continued for the remaining lockdown period (Afifi-Sabet, 2021).
 
Tactics continue to develop; both by criminals and by businesses to protect their data but it is an ever-changing technologically complex competition. A further layer of complexity to the nature of these crimes is that “off the shelf” tools are now assisting everyday criminals to become online criminals. UK cyber-crime techniques are also becoming more refined, in addition to the international, Russian-speaking groups which have been threatening online security in the UK. Cases are also under-reported, making it altogether a more challenging criminal activity to trace and prevent (National Crime Agency, n.d.)

“Cyber-dependent crime is massively under-reported and, as a result, the true scale of it is unknown. This is a significant problem for law enforcement agencies.”(HMICFRS, 2019). 

However, the National Cyber Security Centre was established in 2016 to tackle cyber security incidents, and along with the National Cyber Crime Unit and Regional organised crime units, partnerships are developed to respond to and tackle cybercrime (HMICFRS, 2019).  
 
Undoubtedly, criminal tactics will continue to develop in an ever-changing online environment, as mirrored by real world developments in traditional crimes over the years, decades and centuries. Cyber-dependent crimes will continue to have high elements of complexity due to its world-wide ability to search for and reach potential victims and ability anonymise the perpetrator. The technology involved, the multiple criminals involved – often using guises on specialist browsers, and the regular requirement for international collaboration ensures that enforcement will also continue developing rapidly to be able to manage the complexities and bring to justice the criminals operating in the cyber space.
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Assess the role of community policing in fostering and maintaining community cohesion (2000 words)

[bookmark: _GoBack]This essay will assess the role of community policing in maintaining community cohesion, paying particular attention to Neighbourhood Policing Teams (NPT) and their role and methods of engagement. Moreover, the essay will outline the relationship between diversity and community cohesion. The essay will also refer to failings by the police and how this impacts upon community cohesion.

“Building community cohesion involves building better relationships between people with different personal characteristics including those from new and settled communities” (National Policing Improvement Agency, n.d.). A community is deemed cohesive when members get on together, and have a sense of belonging to their community which in turn increases feelings of safety and quality of life. There is no universal form of measuring community cohesion, however it can be measured both subjectively and objectively (Local Government Association, 2014). Subjective measures include the community’s member’s perceptions of community relations which can be obtained by surveys or simply through engagement with community policing teams. On the other hand, objective measures such as unemployment records can be taken into account (Local Government Association, 2014). The literature demonstrates that a cohesive community is less likely to result in violent extremism (National Policing Improvement Agency, n.d.). Thus, it is extremely important for local police teams to understand their communities in order to reduce crime and the fear of crime.

Community policing is central to effective policing and developing and maintaining community cohesion which is a key priority set out in the Policing Vision 2025 (National Police Chiefs’ council, n.d.). Numerous definitions of ‘community policing’ exist, however two common features include police-community partnerships and a problem solving approach (Somerville, 2009). Crime rates have been decreasing since 1995, however the majority of the public believe they have increased (ONS, 2017). Community policing is key in reducing the fear of crime and reducing the demand on the police service which is continuing to escalate (College of Policing, 2017). Community policing focuses on reducing crime through developing relationships with the community. This cooperative relationship and joint working allows the police to identify and solve problems, make communities a safer place and reduce crime (UKEssays, 2018). Community policing practices are grounded in the ‘policing by consent’ principles (Myhill, 2012). These principles, put forward by Peel (1829) recognise that the effectiveness of the police is determined by public approval. This approval is achieved through gaining the trust and respect of the public, highlighting the importance of community policing in achieving a cohesive community.

In order to effectively foster community cohesion, community policing teams firstly aim to understand who is living in the community. This might involve mapping the socio, economic and demographic factors, known as community mapping (Local Government Association, 2014). It is also important to be aware of their situations and experiences (community profiling) (Eadson et al, 2011). This is essential in knowing the most appropriate ways to engage, such as being aware if there are language barriers where more informal approaches or the use of technology might be more appropriate. Moreover, it allows the police and partner agencies to target activity and services accordingly. For example, there may be higher education or housing needs in one particular community in comparison to others.

A team that focuses on community policing adopted by the UK are NPT’s. NPT’s are comprised of police officers and police community support officers (PCSO’S) who work closely with the community to identify concerns and needs through effectively engaging with the community. Engagement should be clear and transparent and also both informal and formal (College of Policing, 2017). For example, informal engagement might involve community activity days or joining in a game of football with the local children. Effective engagement builds up a rapport with the community where they are more likely to share information and intelligence with the police enabling them to take a proactive approach to crime and problem solving (College of Policing, 2017). The collection of information and intelligence, which is often gathered from the community is integral to informing policing priorities and resources (College of Policing, 2020). If engagement between the police and the community is poor and information and intelligence is not gathered and acted upon, this could cause the community members to feel as though they are not being listened to and trust in the police could reduce. This in turn may lead to conflict within the community and the reduction of community cohesion if the intelligence is not acted upon. Moreover, the trust and confidence in the police may diminish resulting in information regarding relatively minor concerns being missed which might have been part of a bigger issue. For instance, community members might report to their local officers, instances of youths smoking cannabis on the streets which may have been part of a larger issue of county lines.

A successful method in developing community engagement which is undertaken by the NPT’s are targeted foot patrols which increase the visibility of the community policing teams and significantly increases confidence in the police (College of Policing, 2013). The effective engagement with the community and identification of local needs and concerns enables the police force to target activity making effective use of resources. Community policing teams dedicate their time to building relationships with communities to identifying their needs and concerns, which reduces the demand place on frontline response officers. PCSO’s can also act as a point of contact for their local community members, which can be helpful for those who might not deem their concern as urgent enough to call 999, or not feel confident in speaking with the police. Effective engagement gives the community a voice and empowers them to identify concerns and solutions which in turn maintains community cohesion. The success of PCSO’s in increasing the communities confidence in the police and feelings of safety is well recognised and has resulted in recent additional funding for one hundred new PCSO’s (Welsh Government, 2021). Moreover, the literature has largely demonstrated the effectiveness of neighbourhood policing teams in increasing trust and confidence in the police and reducing the communities’ perception of crime (Colover and Quinton, 2018).

Communities are continuing to become more diverse which has been noted as a barrier to community cohesion with studies demonstrating lower intra-community cohesion (Putnam, 2007).  Diversity can be defined as ‘people, who do not share the same race, culture, ethnicity, beliefs, practices, ‘race, tradition, et cetera, to ‘come together’ and form a community (IPL, n.d.). Many theories have attempted to explain this association. For instance, theories have suggested that there is lower community cohesion between diverse communities due to a greater perceived threat (Putnam, 2007). The recognition of the differing needs between diverse communities has been recognised by the Crime Commissioner and remains a priority along with strengthening the role of community support officers into order to develop a better understanding of the impact of diverse communities on community cohesion (Michael, n.d.). Priorities have also included developing other forms of contacting the police such as online to be more accessible all members of diverse communities. Engagement between NPT’s and the community are tailored to the needs of diverse communities who are encouraged to participate in planning engagement approaches (College of Policing, 2013). NPT’s also identify and work collaboratively with key individual networks within the communities who represent specific ‘protected characteristic’ groups and work closely with community policing to identify concerns and advising in targeting policing activity accordingly (West Yorkshire Police, 2021).

Community cohesion must be delivered locally through creating strong community networks which are achieved through partnership working. Partnership working enables the police and other key partners to understand any concerns or anxieties community members have in all areas of life and as such is a key contributor to fostering and maintaining community cohesion (Local Government Association, 2004). This partnership working allows the police to take a problem-orientated policing (POP) approach towards crime and disorder by identifying and analysing the problems which incidents arise from in order to develop a collaborative and tailored response (Sidebottom et al, 2020). Community policing teams play a core role in working with other partners such as education, the local authority and housing by sharing information allowing services to take a holistic approach to assessing threat and risk and provide the necessary support (Waddell and Malloy, 2015). An example of partnership working are Partnerships and communities together (PACT) meetings which provide the community with an opportunity to raise any issues to their NPT and partnership agencies such as the council and neighbourhood watch allowing them to be accountable and play a role in keeping their communities safe and develop a strong and cohesive community. PACT meetings will also allow community members to form relationships with partner agencies and other key individual networks who they can also liaise with in order to resolve their concerns, reducing the demand placed on the police.

The importance of engaging with the community to identify and manage concerns is crucial in fostering and maintaining community cohesion. Failings in this area have highlighted this. For instance, thirty-eight-year-old Fiona Pilkington killed herself and her daughter in 2007 following being abused and bullied by local teenagers for over a decade. Fiona had made numerous reports to the police detailing the abuse, however the police had failed to list Fiona as a vulnerable and a repeat victim. Therefore, no steps were taken to support Fiona. This tragic case also had a negative impact on the community who are still suffering from instances of Anti-Social Behaviour. One community member stated that neighbours felt fearful of potential reprisals from the gangs if they got involved (Davies, 2017). This demonstrates how failings to effectively engage and identify concerns in the community also has a detrimental impact on the wider community which impacts upon community cohesion.

In conclusion, community policing teams play an integral role in the effectiveness of policing as a whole. Community policing teams such as NPT’s work aim to build a rapport with their community members through effective engagement in order to identify concerns, and collaboratively devise a problem solving approach. This close working relationship fosters and maintains community cohesion by managing the concerns which are affecting the community members which in turn encourages trust and confidence in the police. This enables community members to feel safe in their communities and reduces any fear of crime. Despite this, there remains barriers which impact upon the maintenance of community cohesion such as the diversity of communities. Nevertheless, achieving an equal society where all individuals feel safe, and all human rights are respected remains the force’s, its partner agencies and the crime commissioner’s priority and steps are being taken to engage with the diverse communities to ensure all communities needs are understood. It is evident that actively engaging with the community and the effectiveness of the police in identifying concerns and responding efficiently can impact upon community cohesion which in turn could lead to further disorder.
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