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[bookmark: _Toc243651128]Introduction
This paper studies the technologies required for establishing an enterprise network for NOSS2027, a multinational company which has branches in Swansea and London. The information obtained here will help to design and set up a virtual network in Component 2, which will include Windows Server, Debian Linux server to be managed from the command line interface, and Windows client machines.
The report will discuss the current networking needs of the organisation and how they may develop in future. It will make comparisons of Windows Server 2025 and Debian Linux as regards administration, cost-effectiveness, security and support issues. The study will discuss network services including such services as DHCP, DNS, directory service, file transfer and remote access in order to show how they can help the organisation.
Some basic security measures will be discussed as well. The report will conclude with a summary of practical building recommendation based on the suitability, pros and cons of the technologies studied. 














[bookmark: _Toc243651129]Enterprise network requirements and future growth
The organisation, NOSS2027, will require an IT network that will support the work of its staff from its offices in Swansea and London. The company staff would require access to the authorised company resources, and the technicians would have to manage accounts, devices, and services consistently. Nevertheless, the briefing does not provide information on the number of staff members, bandwidth, and budget.
[bookmark: _Toc243651130]Current requirements
Centralised account management is one of the most important requirements for such a system. Microsoft explains that Active Directory Domain Services stores information about users, computers and shared resources, and supports authentication and access control [1]. For NOSS2027, this would allow for account management by technicians, who could then organise access using security groups. This would help to make the management of separate accounts on separate machines easier. However, centralised account management makes directory availability very important.
The two offices would also need reliable connectivity. Microsoft identifies site, subnet and domain controller placement as important parts of directing authentication and replication traffic efficiently [2]. Connectivity for both offices was equally vital as well. Therefore, NOSS2027 needs to first assess connectivity between London and Swansea before making decisions about where services will be offered. Having all services located in one office is less complicated but will definitely rely heavily on connectivity since the other office will have to be reliant on one location.
[bookmark: _Toc243651131]Future growth
The network should be able to cater for the addition of more personnel, equipment, and services. It is advisable to have an addressing scheme that will allow for future expansion, together with frequent checks on the memory, processing capability, and storage of servers. These checks should be based on demand and not estimated personnel figures. The virtual build in Component 2 will show the configuration but a simple simulation cannot prove its capability to handle a full enterprise load.
With the expansion of NOSS2027, it might become necessary for the personnel to use the files and services of the organisation from home. A study of university VPN systems found security weaknesses caused by problems with their setup and maintenance [3]. This can be done by making use of a virtual private network, which however needs to be configured and maintained appropriately. While the case study dealt with universities, similar issues might arise at NOSS2027.
[bookmark: _Toc243651132]Resilience and maintainability
I would also suggest that they use backup procedures, test recoveries, monitor their systems and document the system configurations. They could consider using other servers which would enhance availability of services; however, these would raise cost of maintenance. Finally, the architecture will be more beneficial when it prioritises the critical services that will fail to operate with greater impact.





















[bookmark: _Toc243651133]Server Operating systems comparison
Windows Server 2025 and Debian Linux may both be suitable for NOSS2027’s network however, they have different methods of administration, licensing and service delivery which will depend on the services offered and the skills that the IT staff have. In order to make a comparison, Debian 13 will be considered the latest version of Debian Linux.
[bookmark: _Toc243651134]Administration and automation
The Windows Server allows two different installation choices which are Server Core and Desktop Experience. Server Core does not include the standard desktop interface and can be managed through PowerShell, SConfig and remote administration tools [4]. The use of Windows therefore should not be seen as an operation system which requires GUI applications alone. For the NOSS2027, the PowerShell can assist the technicians to perform repetitive functions consistently while Desktop Experience will assist the staff.
The new Debian server will be controlled using the command line. Debian provides tools for managing software, services, users and network settings, alongside facilities for remote administration and scripting [5]. This will make it possible for technicians to automate repetitive processes. However, control of configuration files and troubleshooting using commands will require adequate Linux skills. Therefore, in analysing the benefits of Debian, NOSS2027 should take into consideration staff training.
[bookmark: _Toc243651135]Licencing and costs
Windows Server 2025 Standard and Datacenter use core-based licensing, and access generally requires appropriate Client Access Licences, subject to Microsoft’s licensing rules [6]. This would mean that NOSS2027 has to take into consideration both its hardware configuration and the users/devices using the system. 
Debian is free software and does not require an operating system licence fee [5]. This would help minimise the cost of software procurement when more servers are installed. Nevertheless, it would need maintenance and training. Hence, it cannot be said that Debian does not involve cost. Cost analysis for the systems must consider all the costs involved, including the man-hours put in by technicians.
[bookmark: _Toc243651136]Updates and Support
Debian uses APT tools to install and update software from configured repositories [5]. Debian 13 has a planned five-year lifecycle, consisting of three years of full support followed by two years of Long Term Support, with reduced architecture coverage during the latter period [7]. NOSS2027 would need to plan upgrades before the relevant support ends.
An automated update procedure is not sufficient to maintain the system. A systematic review of 72 studies identified both technical and organisational challenges in security patch management, including testing, coordination and deployment difficulties [8]. While no direct comparison is made between Windows Server 2025 and Debian 13 in this research, it highlights the reason why NOSS2027 will require patch management in either case. This involves testing of updates and their successful installation.
[bookmark: _Toc243651137]Hardware requirements
Microsoft states that Windows Server requires at least a 1.4 GHz x64 processor and 32 GB of system partition space, although actual requirements depend on the installed roles and workload [9]. Debian can be installed without a desktop environment, allowing the proposed server to avoid unnecessary graphical components [5]. Nevertheless, it is not evidence that Debian will outperform the other operating system for all services. Both virtual servers' resources should be allocated based on their load and then optimised after testing.
[bookmark: _Toc243651138]Security and suitability
Windows Server’s Active Directory services support centralised authentication and access control, making it suitable for managing NOSS2027’s Windows clients [1]. Debian offers Linux permissions, administrative privilege controls and firewall facilities, but these also require correct configuration [5]. Neither operating system can be deemed safe just because it is installed.
In Component 2, I would advise using Windows Server for domain administration and Windows client administration, along with Debian for some Linux services. Debian can provide web services and Windows-compatible file sharing through software such as Apache and Samba [5]. Such a combination would satisfy the requirement for both operating systems in the brief, although managing both would demand knowledge of different tools.
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[bookmark: _Toc243651139]Figure 1: Windows Server 2025 and Debian Linux comparison, based on [1], [4]–[6].



[bookmark: _Toc243651140]Network services and roles
In order for NOSS2027 to be able to communicate between their offices, manage their users and have access to organisational resources, some of the required services will include coordination among themselves, and duties clearly assigned to prevent conflicting configurations.
[bookmark: _Toc243651141]DHCP
The Dynamic Host Configuration Protocol (DHCP) will automatically provide network configurations to the devices, such as IP addresses and DNS server configurations [5].In case of NOSS2027, this will avoid manual configuration of each staff computer. Different address pools need to be set up for the Swansea and London networks. Nevertheless, depletion of the address pool or non-availability of the DHCP server can result in inability of the new clients to get the required configurations. The servers need to have predetermined IP addresses by setting up the appropriate static configurations or reservations.
[bookmark: _Toc243651142]DNS
The Domain Name System (DNS) resolves computer names to IP addresses. Active Directory also depends on DNS to help clients locate domain controllers [10]. This would enable the NOSS2027 staff to access resources by names instead of IP addresses. In my opinion, I would suggest using Windows DNS together with the suggested Active Directory domain. Nevertheless, in case of incorrect DNS records and client configurations, the connection might be disrupted even though the destination server is available.
[bookmark: _Toc243651143]Directory and Domain services
Active Directory Domain Services stores information about users, computers and resources, and supports authentication and access control [1]. NOSS2027 would be able to use this to organise users and access control through security groups. This would make it easier to change accounts for new employees or those changing department or leaving the organisation. The directory would become a vital service that would require protection and back-up planning. The Debian operating system can also deliver directory services, but using Windows Active Directory for Windows clients is the obvious choice to start from.
[bookmark: _Toc243651144]File sharing
File sharing would allow authorised personnel to access common files. Samba supports the SMB protocol on Linux, allowing Windows clients to access shares hosted on Debian [5].NOSS2027 could thus conduct a comparison between Windows file sharing and the Samba file share in Debian. Common storage would lead to reduced duplicity of files, though faulty permissions could result in the leak of confidential information. Permissions would be set according to the proper groups and be tested under various user accounts.
[bookmark: _Toc243651145]Web services including IIS
Web Services may include an internal website with information about the personnel of the organisation or instructions from the management. Internet Information Services (IIS) has a modular architecture, allowing administrators to install required components and remove unused features [11]. It will assist NOSS2027 in cutting down unnecessary functionalities. Debian might offer an alternative through Apache [5].IIS will work for Windows-based applications, whereas Apache will be used for Linux web administration. The decision can depend on application support and proficiency of technicians.
[bookmark: _Toc243651146]Remote access and RDS
The Remote Desktop Services (RDS) offer Windows desktops or single applications through central servers. It also introduces additional RDS Client Access Licence requirements [12].The NOSS2027 might consider using RDS where employees need access to centrally managed Windows applications. Nevertheless, performance will largely be dependent on the quality of connection and server capacity. RDS needs to be differentiated from a virtual private network (VPN) while RDS offers desktop/application session, a VPN is essentially a secure network connection.
[bookmark: _Toc243651147]Routing and VPN
Routing will enable the traffic to flow between the Swansea and London subnets. In the simulation, I suggest the use of separate virtual networks which will be joined using routing devices or servers. The routing configuration and firewall policies need to enable the necessary traffic but block any unnecessary ones.

Site to site VPN can be used to secure the traffic from the office locations across an insecure network. However, research into university VPN systems identified implementation and maintenance weaknesses [3]. This suggests that the security of the VPN needs to be tested and kept updated.
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[bookmark: _Toc243651148]Figure 2: Proposed NOSS2027 network connecting Swansea and London.
[bookmark: _Toc243651149]Certificates
Digital certificates provide server identification for TLS sessions in an attempt to assist the client in establishing an encrypted HTTPS session with the intended server. Research describing Let’s Encrypt explains how automated certificate management can reduce manual effort and configuration errors [13]. The NOSS2027 needs to plan the issuance, trust, and renewal of certificates accordingly. In the internal simulation, a laboratory certificate authority might illustrate this concept, assuming the clients trust it. Trustworthy certificates would need to undergo proper domain validation. These would secure connections without fixing issues in the hosted application.
[bookmark: _Toc243651150]Logging and monitoring
Logging logs events, whereas monitoring assists the technician in pinpointing service failures and changes in resource consumption. Debian’s rsyslog can collect and organise messages from services and the operating system [5]. NOSS2027 needs to audit authentication failures, service failures and resource consumption on both platforms. Centralised logging would simplify the process of investigation; however, logs will need to be stored in a secure manner with restrictions on storage duration and periodic review. Gathering of large volumes of data without its audit will have little value.






















[bookmark: _Toc243651151]Basic information security considerations
However, NOSS2027 needs to ensure the security of company information but still allow employees to access the resources necessary for their work. Security must therefore be considered when configuring Windows and Debian servers.
[bookmark: _Toc243651152]Authentication and authorisation
Authentication validates a user's identity, authorisation determines his or her access rights. NIST explains that users and devices should not be trusted simply because they are connected to an organisation’s internal network [14].In NOSS2027, each employee should have their own account, whose access permissions would depend on the scope of responsibilities of that employee. Ordinary employees should not be granted permissions by default, for example, to configure server parameters.
[bookmark: _Toc243651153]Secure passwords and least privilege
The National Cyber Security Centre recommends using three random words to create memorable passwords and avoiding predictable personal information [15]. NOSS2027 should promote strong unique passwords and prohibit employees to share accounts. Multi-factor authentication should also be used for remote access and administrative services where this is possible.
Least privilege principle refers to assigning the minimum set of permissions that are needed to perform specific functions. I suggest that technicians used standard accounts for daily work and special administrative accounts for server configuration.
[bookmark: _Toc243651154]Firewall Rules
I would suggest firewall rules which permit the use of necessary services but prevent other connections. For instance, an internal web site must be accessible by the targeted users, but the server administration can only be done using authorised devices. The firewall rules must be tested well in order to avoid too restrictive rules which may hinder normal services or too wide rules which expose unneccessary connections.
[bookmark: _Toc243651155]Patching and safe operation
Research reviewing 72 studies identified technical and organisational difficulties in security patch management [8].NOSS2027 must ensure that there is allocation of responsibilities, testing of significant changes and successful installation of updates. Both the two operating systems will require maintenance.



In order to test the Component 2, I would suggest isolated virtual networks, test accounts and sample data. Changes must be noted during the configuration process and the back-up data should be available before carrying out any significant change.


























[bookmark: _Toc243651156]Conclusion  
As a network for NOSS2027, I would suggest a hybrid network with Windows Server 2025, Debian Linux operating through the command line interface and Windows clients. Windows Server will have Active Directory and DNS in order to manage accounts centrally and provide domain services. Debian will have some of the services, such as Apache web hosting and Samba file services to show how Linux can support the company together with Windows.

Component 2 build will depict Swansea and London using different virtual subnets linked with routing. Testing will involve checking addresses, name resolution, user authentication and access to shared services. Security will include proper permissions, firewall settings, strong passwords and regular updates.

Such an approach will satisfy the brief and allow the evaluation of the advantages and disadvantages of both systems. But still, the simulation will not be able to demonstrate the performance and reliability of the system on the enterprise level. For the real implementation, more information is required.
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