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1. Introduction
Ransomware will be the stage that a user's computer will be usually protected by encryption as the user will be blocked or stopped from accessing their device. Most ransomware will strike the screen of the device, while others will strike the device data. The hacker instead threatens the user by asking for an instalment to be returned to their documents and access to the computer, there's less of a chance that they wouldn't be provided instalment within a set time, some hackers would understand to dispose more of their own subtleties towards the general public. [1]
1.1 Example of Ransomware
A ransomware situation was the May 2017 wannacry attack, several private-owned PC devices and open organisations targeted across the world. This attacked most of the PCs and asked them to make an advanced payment in order to safely return control. The ransomware would have infected over 74 countries in a short period of time, including: Germany, Vietnam, Turkey, the Philippines, and Russia as this was spreading five million messages an hour. There have been cases of medical treatments from hospitals and doctors within the UK were forced to withdraw patients, cancel services as the incident has affected the NHS. This virus used Windows OS as it basically centred on Microsoft. The virus managed to leave two records for the user of each device as they are rules and manipulation in what to do immediately or exposing their fine details. The instalment demanded by the wannacry assault hackers was $300 per computer in bitcoin. The further the hackers go unnoticed the higher the cost of expanding to more devices will be. [1]
This will explain later in this report on how to prevent this type of ransomware.  
“An example of a Ransomware Link:
http://www.bbc.co.uk/news/technology-41753022 “ [1]
[image: https://miro.medium.com/max/1736/1*UQdwwMR4A6JMibwiGj_U_g.png]
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2. What is a Virus?
Getting viruses or malware, for instance, is not really safe if the user host or administers their own website, it’s because when the dangerous program reaches the computer of the user it could possibly destroys many more files, applications and backups that the user would need for their website because such viruses and malware that can really attack the computer may have a big impact on their website. Furthermore, unless the user has never had details or data relevant to the website on the device, hijackers would still be able to retrieve private passwords for logging into the website, but whichever way the user's website may be affected in several ways. [2]
2.1. Preventing a Virus
Companies will have to spend more money on providing reliable and stable anti-virus programs to prevent viruses or malware from harming the device throughout the first place to counter such particular attack. Daily backups will also be a good idea to make sure that almost all data and information are encrypted whether the code on the user device would be lost. Customers would also need to monitor through phishing too as this may well happen from their inbox, which they may get spam emails claiming to be from the website they're usually going to and then it will be across a dangerous person whom only needs personal and private data such as phone numbers, bank details and sometimes passwords. Spyware will be the most powerful threat between customers and companies as it was designed to remotely receive the user's data from their PC's and send them all back towards the host even with the user not knowing about this. [2]
[image: http://secureservercdn.net/184.168.47.225/825.b24.myftpupload.com/wp-content/uploads/2016/04/computer-virus.jpg]
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3. What is a Trojan?
In what seems to be a standard file, “Trojan Horse hides malware” [3]. On the Internet, there will be a range of Trojan viruses that may do different tasks that can harm the PC. Most trojans will aim to take full control of a PC that is being used by a user, steal data, and add more malware into the PC of the user. 
This list contains the most common trojans that can happen to a user, stated by Norton:
· “Backdoor Trojan - These Trojans can create a “backdoor” on a users’ computer, allowing the attacker access to the machine in order to control it, upload stolen data and even download more malware onto the computer.
· Downloader Trojan - The main purpose of these Trojans are to download additional content onto the infected computer, such as additional pieces of malware.
· Infostealer Trojan - This Trojan’s main objective is to steal data from the infected computer.
· Remote Access Trojan - This Trojan is designed to give the attacker full control over the computer.
· Distributed Denial of Service (DDoS) Attack Trojan - This Trojan performs DDoS attacks, which are designed to take down a network by flooding it with traffic.” [3] 
This shows that these types of trojans can happen to a user’s PC if a user goes on website or downloads a file from an unsafe source which can heavily harm the PC or the user network.





4. What is a Worm?
A Computer Worm would be an auto-replacing computer software because it will have the objective of spreading a malware while it penetrates an operating system. [4]
The Worms will use the networks which enable versions of the original program to be sent towards other computers since it will affect users as they will take up the bandwidth and might possibly remove user documents or transfer user documents through email. [4]
This would enter an operating system then use an unsafe software to target the network of users by deleting data, copying files, trying to overtake or destroying the network. [4]
4.1. Preventing a Worm
Control of Ukraine's power brace was captured in 2015, as a large number of homes where their energy was reduced. This attack had been a warning widely believed by a Russian head honcho for power plants. The third most extremely bad worm strike on Stuxnet took place in 2015, 10,000 Indian PCs infected with the worm. 15 PCs was located at the baseline offices, such as the associated Haryana and Gujarat power sheets, as well as the ONGC oil equipment. In order to prevent similar possible attacks, the administration is trying to identify item clever technical details and instructions which would ensure the lattice's supply of hardware. Cyber security had been a highly in demand-after concern created by the legislature to support the purpose. [4] 

“Link of Worm Example:
https://economictimes.indiatimes.com/tech/internet/critical-infrastructure-on-target-a-cyber-attack-that-could-be-worse-than-war/articleshow/61508816.cms “ [4]
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5. The Advantages of Ransomware Protection
Other than the protection it provides, there have been a lot of advantages the user could gain from receiving a software for ransomware protection. [5]
Security of the System
Current ransomware varieties continue to innovate and update. Most likely, when the user uses a typical ransomware security software, the user would not be able to identify current ransomware varieties. This is because typical programs will use a signature-based identification though ransomware's new varieties change its actions. It makes it easier to find it difficult. Unless the user has the latest software for ransomware security such as Comodo Advanced Endpoint Protection, there will be no problem. The security software will use an actions-based identification which will ensure that perhaps the user is monitored for every varieties of ransomware. [5] 
Built-in Tool for Backup
Most of the security tools for ransomware will include a ready-made recovery tool which could be used to prepare and manage backups. The user will be guaranteed that the backup will be safe and that the information will be reliable. Creating a backup would be a good direction to fight against ransomware. Users often check that they have multiple copies of backup when they do their backup. There is one in the backup of the local network, while the other is in the backup of the cloud or data storage. [5]
Cleaning Utility
[image: Ransomware Protection Software]The ability to wipe any infected files on the user computer would be another useful feature of a ransomware security software. Occasionally infections won't be avoided. And even with the support of such a software, the user can effectively wipe any computer that is infected and prevent spreading the infection to many other computers within the network. [5]
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5.1. How to Prevent Ransomware
This report mentions earlier an example of ransomware attack which will be mention again here.
 A ransomware situation was the May 2017 wannacry attack, several private-owned PC devices and open organisations targeted across the world. This attacked most of the PCs and asked them to make an advanced payment in order to safely return control. The ransomware would have infected over 74 countries in a short period of time, including: Germany, Vietnam, Turkey, the Philippines, and Russia as this was spreading five million messages an hour. There have been cases of medical treatments from hospitals and doctors within the UK were forced to withdraw patients, cancel services as the incident has affected the NHS. This virus used Windows OS as it basically centred on Microsoft. The virus managed to leave two records for the user of each device as they are rules and manipulation in what to do immediately or exposing their fine details. The instalment demanded by the wannacry assault hackers was $300 per computer in bitcoin. The further the hackers go unnoticed the higher the cost of expanding to more devices will be. [1]
Now the report will show what could prevent this type of ransomware attack.
Research shows that even the WannaCry ransomware software first reached NHS systems across an outdated Windows XP operating system security vulnerability, something that Microsoft officially ended support in the year of 2014. This indicates which computers either running on Windows XP or earlier operating systems of the Windows Server won't be receiving the latest update provided for current operating systems that might have avoided the widespread outbreak. [6]
[image: ]Since then, Microsoft had taken action to prevent the virus from spreading by introducing a patch to versions of windows it may have already removed, like Windows XP, that once was famous. That's why this weakness acts as the main access point for the malware, showing that, would have the networks were regularly updated and have the appropriate security protocols in position, the attack might have been stopped. [6]
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6. The Cryptowall Trojan
CryptoWall will be one of the most valuable and far-reaching projects for ransomware which users are seeing currently. Ransomware is nothing more than a malware which encrypts the data of a user and then requests for ransom in exchange for the password which can decrypt certain files. This could threaten important data on the user computer once ransomware will be first installed on the user device. Such data that involve different kinds of information, like important financial details, databases, business records, and personal data which can also have special value for the user, including pictures and personal videos. [7]
When the data is detected, they would be encrypted by a malware which use a password accessible only to the attackers. To have this password to decrypt the data, the user will have to pay the attackers a ransom, even in the form of digital currency, including bitcoin. The data will not likely to be recovered when a user doesn't have any backup of this data and decides to not pay the ransom. Ransomware is known to increase severe damage to users as well as big businesses. [7]
[image: http://www.symantec.com/content/en/us/global/images/threat_writeups/2014-061923-2824-99.2.png]
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6.1. Methods of Infection
In order to spread CyptoWall and infect devices, there will be various techniques. [8]
Phishing Email
Commonly, CryptoWall has been enabled by the user through a phishing email. Phishing emails are trying to trick users to click a link to download viruses to the device. [8]
[image: https://www.mailguard.com.au/hubfs/Netflix%20Mastercard%20Social%20Image.jpg]
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Exploit Kits
Being aspect of an exploit kit, perhaps the most popular attack element will be to take full advantage of security problems and install malware necessary to implement the threat. Common bugs could be found throughout the operating system, software which the user is using, or websites that the user uses, such as WordPress. [8]
[image: exploit kit]
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Malicious Ads
Cyber criminals may be buying or hacking internet ads which will produce malware via the user internet browser. Phished ads will sometimes start running JavaScript into the user internet browser without the user knowing they are downloading the malware. [8]
[image: https://i0.wp.com/wattsupwiththat.com/wp-content/uploads/2018/11/malicious-ads.png?resize=700%2C476&ssl=1]
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CryptoWall inserts a new code within explorer.exe (depending on the latest version of Windows) and reboots explorer.exe while it is on the user computer. The explorer.exe's special edition downloads ransomware, removes versions of the volume shadow, disables windows utilities, and starts a new svchost.exe system with more packages inserted. [8]
To start the ransomware attack, CryptoWall will need to respond via a Command and Control Server(C&C). The C&C provides the code to encrypt the user data to CryptoWall. CryptoWall will also operates throughout all user data, whether locally or on any networks that is connected, and encrypts most or all of the user's private files, such as documents, videos, music, and photos. [8]
The encryption will lock user files content, with the encryption key, this is the only way to get the data back. [8]






[image: https://blogvaronis2.wpengine.com/wp-content/uploads/2018/05/filetypes-vulnerable-to-cryptowall-encryption-745x1024.png]This is an image from Varonis showing what types of files can be affected from the Crytowall malware.
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6.2. How to Prevent The Cryptowall Trojan?
This will be unlikely the user would have the files restored, protection is safer instead of a cure in many situations of ransomware. [8]
Keep the computer patched and updated
For moving into new computers ransomware will use recognised bugs in programs. When the user leaves some bugs unpatched, the user will basically allow the cyber criminals with an open door to access. the user will have a greater opportunity to avoid malware infections when the user has the OS and all of the software updated to the latest versions. [8]
Using an Anti-Virus 
Anti-virus tools will prevent the user from multiple types of ransomware threats if patched regularly. Current malicious software is infected and prevented from being removed. [8]
Using a Firewall
A firewall, like the Command and Control server, will protect the user from certain connections which malware uses. In general, the CryptoWall ransomware is likely to rely on a homebased connection to proceed the attack. A firewall will avoid this connection from being made by the malware and destroy the attack. [8]
Backing up files
Do make copies of the data backup. This operates with error of a hard drive or ransomware. Online cloud storage solutions of differing levels of security and costs are available A personal SAN or USB hard drive could also be configured by the user to back up important data. [8]
An attack on ransomware could damage a company by missing productivity, possibly being released to the public, data being stolen, tools for recovery, and perhaps more. [8]




7. Conclusion
Ransomware will certainly be developing as nothing but a major threat, a concern to users, information security experts, developers with the introduction of encryption technologies and the development of the Internet of Things. According to the development of ransomware within its early stages of evolution, the report suggests few predications and similar problems ahead. Potential paths will include researching the different elements of ransomware-affected actions of personal and corporate users while being able to create improved security strategies to protect against it. [9]
CryptoWall has appeared as the major security risk to ransomware file encryption. The risk for this malware had few years of successful understanding in cyber-crime and it has shown a variety of techniques of production. Experts assume this security risk to continue to expand as an outcome. [10]
[image: Ransom notes by CryptoWall]
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