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[bookmark: _Toc197293872]Introduction 
Operating systems or OS for short are the building blocks for modern computing, it provides us with the necessary interface between the devices hardware and the user, OS will manage hardware resources, run applications and ensure secure-system operations. In this report I will explore the key functions of general-purpose OS, whilst focusing on both the graphical user interface or GUI for short, and command line interface, or CLI for short, across windows and Linux platforms. With practical demonstrations, screenshots and scripting, the report will document how users and administrators can monitor and control system resources using native commands and scripts. The report will also highlight the importance of continuous learning by providing evidence of engagement with a certified online training program related to OS and CLI usage. This report will also provide research from credible sources to support my findings and understanding of the work. 


[bookmark: _Toc197293873]Key functions of general operating systems 
General purpose OS are designed to perform a set of tasks for desktops, laptops and servers. Some of the most popular OS’s include, Microsoft windows, MacOS, and different types of Linux such as fedora or ubuntu. All these systems share several core functions that are critical to efficient and secure computing. 
[bookmark: _Toc197293874]Process management
One of the most important functions of an OS is to manage processes such as running programs, this includes scheduling, creation, termination, and resource allocation. More modern OS’s use scheduling algorithms such as first come first serve (FCFS), Shortest job next (SJN) or round robin to allocate CPU time. [1][image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197293875]Memory Management
OS’s are responsible for memory allocation and deallocation to process. OS’s use techniques such as paging, segmentation and virtual memory to ensure efficient memory utilisation and to stop memory leaks or crashes. [2]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197293876]File system management 
All general OS’s have a file management system, they are used to store, organise and access data saved onto storage devices, windows makes use of new technology file system (NTFS), while linux supports multiple different file systems such as ext4, XFS and Btrfs. [image: A screenshot of a computer

AI-generated content may be incorrect.] [3]
[bookmark: _Toc197293877]Device Management 
OS’s also manage peripheral devices such as printers, hard drives, keyboards etc. OS’s also use device drivers to help communicate with devices, windows device manager allows us to have a GUI-based overview of installed devices and drivers. [image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197293878]User interface
OS’s provides an interface for user interaction, a GUI based OS like windows and Ubuntu offer desktop environments, while a CLI allow the more advanced users to execute commands for a higher level of control. Tools like PowerShell, bash and terminal emulators play a huge roll for CLI users.  
These key functions of OS’s ensure that hardware and software resources are allocated efficiently, processes are executed reliably, and that users can interact with the system securely, it is crucial to understand this system for administration, trouble shooting and automation. 
[bookmark: _Toc197293879]Use of windows OS CLI commands 
The windows command line interface allows users to interact directly with the OS using typed out commands, and its essential for automating administrative tasks, diagnosing issues and managing system settings. In this section of the report, I will show 10 CLI commands and explain what they do. [4]
[image: A screenshot of a computer program

AI-generated content may be incorrect.] 
The command “hostname” will print the devices hostname, it is useful when identifying machines on a network. 
[image: A black screen with white text

AI-generated content may be incorrect.] 
the command “vol” will show the volume label and serial number of a drive, and allows us to identify storage devices uniquely.
[image: A screenshot of a computer program

AI-generated content may be incorrect.] 
The command “assoc” will display or modify any file extensions associations, this is helpful when managing any default applications. 
Before command: [image: A screen shot of a computer program

AI-generated content may be incorrect.]
After command: [image: A screenshot of a computer

AI-generated content may be incorrect.]
The command “cls” will simply clear everything from the command prompt and give the user a clean slate. 
[image: A screenshot of a computer

AI-generated content may be incorrect.] The command “tree /f” will show an entire structure of the users folders and files. The “/f” is what allows the command prompt to include the files. 
[image: A black background with white text

AI-generated content may be incorrect.]
The command “whoami” will display any detailed information of the user including any group memberships and privileges. 
[image: A black screen with white text

AI-generated content may be incorrect.] the command “echo %username% will display the name of the current logged in user, this command is used for basic scripting or environment checks. 
[image: A black screen with white lines

AI-generated content may be incorrect.]
The command “set” will list all the environment variables, these are useful for both user and system configurations. 
[image: A screenshot of a computer program

AI-generated content may be incorrect.] 
The command “color 02” will change the colour of the text and background, you can set it to many different colours making use of hexadecimal. This is useful for accessibility purposes or even just aesthetics. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
The command “title …” will change the name of the command prompt to whatever you chose. Useful for labelling terminals clearly. 
All these commands demonstrate the power behind CMD, it can allow us to mange files and users, customising sessions and compare data, whilst some commands are simple, they all form the essential tools for more advanced administrative tasks.  
[bookmark: _Toc197293880]Use of Linux OS CLI commands
Linux CLI provides powerful tools for interacting with the system, CLIE commands are essential for navigation, configuration, scripting and monitoring the system. In this section of the report I will show 10 Linux CLI commands [5]
[image: A close up of text

AI-generated content may be incorrect.]this command will display the kernel release version of the OS and is useful for checking compatibility or debugging. 
[image: A black background with white text

AI-generated content may be incorrect.] this command will show how long the system has been running, along with the time, current users and load averages. 
[image: A black background with white text

AI-generated content may be incorrect.] the command being used here shows all the avakiably and used memory in gigabytes, and this command is useful fior quick RAM checks.[image: A black background with white text

AI-generated content may be incorrect.] 
[image: A screenshot of a computer

AI-generated content may be incorrect.]this command is used to gain a summary of the disk usage of each item in the directory, the -s is summarising it and the -h makes it ‘human readable’.
[image: A screenshot of a computer program

AI-generated content may be incorrect.] this command is used to display the disk usage on all mounted file systems, and again is using the -h to make it ‘human readable’.
[image: ] the id command will show us the users current UID, GID, and group membership. 
[image: A screenshot of a computer code

AI-generated content may be incorrect.] the whoami command prints the current logged in username. And is useful when working with multiple user environments. 
[image: A screenshot of a computer program

AI-generated content may be incorrect.] this command prints all the environment variables set for the current user session. It is useful for debugging and configuration. 
[image: A screenshot of a computer

AI-generated content may be incorrect.] this command shows the user the manual for the ls command, it shows all usage option and some examples, it also works for any command. 
[bookmark: _Toc197293881]Use of Windows OS scripts in PowerShell 
PowerShell is a strong and versatile tool used for scripting, its designed for automation and configuration management on windows. It makes use of the .NET framework and gives users a deep access to the system internals, making it easier for administrative tasks. 
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
This script uses the built-in environment variables and the “get-ciminstance” cmdlet to show the system and user information, this script is extremely useful for diagnosing or audit scripts. 
[image: A screen shot of a computer

AI-generated content may be incorrect.]
This script will retrieve the running process, sort them by usage, and then show the top 5. This script, whilst simple, is often used by sysadmins.
[image: A screen shot of a computer screen

AI-generated content may be incorrect.] this script will build a basic folder structure, under the script demo, it is a common task for organising automated windows workflows or deployment environments.
[image: A screen shot of a computer program

AI-generated content may be incorrect.] this is a basic script to check to see if we have wifi, and if so we will be given a message saying we do and vice versa if we do not. It is a practical diagnostic that can be incorporated into a larger script. 
[image: A screen shot of a computer program

AI-generated content may be incorrect.]
As mentioned, we can use the Wi-Fi checking script for a larger script, and this is what I’ve done, I have created a full network diagnostic which will display a time-stamp, then check if an IP address is assigned, pings google, if google fails it tries Microsoft, then it will try a DNS resolution for popular websites such as google and Microsoft, then we are given success or failure messages. This script would be used by IT support technicians, system admins and even students/home users to test their devices.  
[bookmark: _Toc197293882]Use of Linux OS scripts
[image: A screenshot of a computer program

AI-generated content may be incorrect.] this script checks the date and time, then displays it alongside of the amount of users and the load average. 
[image: A screenshot of a computer program

AI-generated content may be incorrect.] this script checks how many users are logged in as well as the system load. 
[image: A screenshot of a computer

AI-generated content may be incorrect.] this script gives us a full system summary in gigabytes and also in human form making use of the -h command. 
[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.] this script checks if any packages can be upgraded and will tell the user how many can be upgraded. 
[bookmark: _Toc197293883]Conclusion 
To conclude this report, I have examined the key functions and capabilities of general-purpose OS, whilst focusing on windows and Linux platforms. Whilst exploring different commands and scripting techniques available through CLI, it has become clear to myself how important and powerful these scripts can be for system management, automation and troubleshooting. 
Some of the key functions of general OS, such as process management, memory management and file handling are crucial for efficient computing environments. Windows and Linux offer users with an interface and the tools necessary for interacting with the system, whilst windows focus’ more on a user-friendly environment, and Linux offering a more robust and versatile CLI option. 
Also, the use of CLI commands in both Linuz and Windows allows the option for automation, and more advanced system administrative tasks, the flexibility and depth that CLI can offer in these environments make them extremely crucial for IT professionals and enables them to manage more complex systems and perform tasks that would otherwise be overly time-consuming. 
Exploring scripting in windows and Linux has highlighted the importance of automation in system administration, the scripts in windows and Linux has allowed users to automate repetitive tasks, thus improving efficiency, and reducing the likelihood of human error. 
Overall, the ability to be able to navigate and manipulate an operating system through windows and Linux is an essential skill for anyone in the world of IT, and scripting is an essential skill for more modern IT professionals, as it not only enhances efficiency but also provides great control over the system operations and allows users to tailor their environment to their own specific needs and enhance their workflow. 
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Write-Host "Computer Name: $env:COMPUTERNAME"
Write-Host "Logged in User: $env:USERNAME"
Write-Host "Operating System: " (Get-CimInstance Win32_OperatingSystem).Caption
Write-Host "Architecture: " (Get-CimInstance Win32_OperatingSystem).OSArchitecture
Get-Process |
Sort-Object -Descending CPU |
Select-Object -First 5 Name, CPU
$basePath = "C:\ScriptsDemo"
$folders = "Logs", "Reports", "Configs"

foreach ($folder in $folders) {
    New-Item -Path "$basePath\$folder" -ItemType Directory -Force
}
Write-Host "Folder structure created in $basePath"
$target = "8.8.8.8"
if (Test-Connection -ComputerName $target -Count 2 -Quiet) {
    Write-Host "Internet connection is working."
} else {
    Write-Host "No internet connectivity."
}
$uptime = (Get-Date) - (Get-CimInstance Win32_OperatingSystem).LastBootUpTime
$logPath = "$env:USERPROFILE\Documents\UptimeLog.txt"
$entry = "$(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Uptime: $($uptime.Days) days, $($uptime.Hours) hours"

Add-Content -Path $logPath -Value $entry
Write-Host "Uptime logged to $logPath"
PS C:\Users\cairi> $timestamp = Get-Date -Format "yyyy-MM-dd HH:mm:ss"
PS C:\Users\cairi> Write-Host "`n==== $timestamp - Network Diagnostic ===="

==== 2025-05-04 21:58:51 - Network Diagnostic ====
PS C:\Users\cairi>
PS C:\Users\cairi> $ipconfig = ipconfig
PS C:\Users\cairi> if ($ipconfig -match "IPv4 Address") {
>>     Write-Host "Ip address assigned"
>> } else {
>>     Write-Host "no ip found!"
>> }
Ip address assigned
PS C:\Users\cairi>
PS C:\Users\cairi> if (Test-Connection -ComputerName "8.8.8.8" -Count 2 -Quiet) {
>>     Write-Host "pinged to 8.8.8.8 succesfully, you have wifi!"
>> } else {
>>     Write-Host "ping failed, try again"
>> }
pinged to 8.8.8.8 succesfully, you have wifi!
PS C:\Users\cairi>
PS C:\Users\cairi> $domains = @("www.google.com", "www.microsoft.com")
PS C:\Users\cairi> $dnsSuccess = $false
PS C:\Users\cairi>
PS C:\Users\cairi> foreach ($domain in $domains) {
>>     try {
>>         $dnsResult = Resolve-DnsName $domain -ErrorAction Stop
>>         $ips = ($dnsResult | Where-Object { $_.Type -eq "A" }).IPAddress
>>         if ($ips) {
>>             Write-Host "dns resolution succesful for $domain"
>>             Write-Host "resolved ip(s): $($ips -join ', ')"
>>             $dnsSuccess = $true
>>             break
>>         }
>>     } catch {
>>         Write-Host "dns resolution failed for $domain"
>>     }
>> }
dns resolution succesful for www.google.com
resolved ip(s): 216.58.212.228
PS C:\Users\cairi>
PS C:\Users\cairi> if (-not $dnsSuccess) {
>>     Write-Host "nodns resolution succeeded"
>> }
PS C:\Users\cairi>
PS C:\Users\cairi> Write-Host "network diagnostic done"
network diagnostic done
echo "=== System Date and Uptime ==="
echo "Date and time now:"
date
echo "------------------------"
echo "System has been running for:"
uptime

echo "=== Logged In Users & System Load ==="
echo "Users currently logged in:"
who
echo "------------------------"
user_count=$(who | wc -l)
echo "Total users logged in: $user_count"
echo "------------------------"
echo "System load average:"
uptime | awk -F'load average:' '{ print $2 }'
echo "=== logged in usrs and system load ==="
echo "users logged in right now:"
who
echo "------------------------"
user_count=$(who | wc -l)
echo "total users logged in : $user_count"
echo "------------------------"
echo "system load average:"
uptime | awk -F 'load average:' '{ print $2 }'
echo "=== System Summary ==="
echo "User: $(whoami)"
echo "Hostname: $(hostname)"
echo "Uptime: $(uptime -p)"
echo "------------------------"

echo "Memory Usage:"
free -h | grep Mem

echo "------------------------"
echo "Disk Usage (/):"
df -h / | grep /
echo "=== Checking for System Updates ==="
sudo apt update > /dev/null

upgradable=$(apt list --upgradable 2>/dev/null | grep -v "Listing" | wc -l)

echo "Packages that can be upgraded: $upgradable"

if [ "$upgradable" -gt 0 ]; then
  echo "-----------------------------"
  echo "List of upgradable packages:"
  apt list --upgradable 2>/dev/null | grep -v "Listing"
fi
echo "=== Disk Usage Report ==="
echo

threshold=80

df -h | grep "^/dev/" | while read line; do
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PS C:\Users\cairi> Write-Host "computer name: $env:COMPUTERNAME"

computer name: CAISPC

PS C:\Users\cairi> Write-Host "logged in user: $env:COMPUTERNAME"

logged in user: CAISPC

PS C:\Users\cairi> Write-Host "operating system in use: " (Get-CimInstance Win32_OperatingSystem).Capt
ion

operating system in use: Microsoft Windows 11 Home

PS C:\Users\cairi> Write-Host "architecture: " (Get-CimInstance Win32_OperatingSystem).OSArchitecture
architecture: 64-bit

P C-\lecore\cairis
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PS C:\Users\cairi> Get-Process |
>> Sort-Object -Descending CPU |
>> Select-Object —First 5 Name, CPU

Name cPu

EpicGamesLauncher 3380.453125

Taskmgr 568.125
WINWORD 495.375
explorer 312.46875
vmware-vmx 303.5625

PS C:\Users\cairi>
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PS C:\Users\cairi> $basePath
PS C:\Users\cairi> §folders
PS C:\Users\cairi>
PS C:\Users\cairi> foreach ($folder in $folders) {
>> New-Item -Path "$basePath\$folder" -ItemType Directory -Force
>

}

ScriptsDemo!
logs", "reports"

"config"

Directory: C:\ScriptsDemo

Mode LastlriteTime Length Name

04/05/2025 logs
04/05/2025 21:25 reports
04/05/2025 21:25 config

PS C:\Users\cairi> Write-Host "folder structure created in $basePath"
folder structure created in C:\ScriptsDemo
PS C:\Users\cairi>
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PS C:\Users\cairi> Write-Host "folder structure created in $basePath"

folder structure created in C:\ScriptsDemo

PS C:\Users\cairi> $target = "8.8.8.8"

PS C:\Users\cairi> if (Test-Connection —ComputerName $target —Count 2 —Quiet) {
>> Write-Host "yay wifi"

>> } else {

>> Write-Jost "no wifi:(!"

>}

yay wifi

PS C:\Users\cairi> |
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Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\cairi> $timestamp
PS C:\Users\cairi> Write-Host

Get-Date —Format "yyyy-MM-dd HH:mm:ss"
n; $timestamp — Network Diagnostic

2025-05-0U 21:58:51 — Network Diagnostic
PS C:\Users\cairi>

PS C:\Users\cairi> $ipconfig = ipconfig

PS C:\Users\cairi> if ($ipconfig -match "IPvl4 Address") {

>>  Write-Host "Ip address assigned”
>>} else {

>> Write-Host "no ip found!"

5>}

Ip address assigned
PS C:\Users\cairi>
PS C:\Users\cairi> if (Test-Connection —ComputerName "8.8.8.8" —Count 2 —Quiet) {

>>  Write-Host “pinged to 8.8.8.8 succesfully, you have wif:
>>} else {

>>  Write-Host “ping failed, try again”

5>}

pinged to 8.8.8.8 succesfully, you have wifi

PS C:\Users\cairi>

PS C:\Users\cairi> $domains = @("www.google.com’
PS C:\Users\cairi> $dnsSuccess = $false

PS C:\Users\cairi>

PS C:\Users\cairi> foreach ($domain in $domains) {

'www .microsoft.com")

> oty {
>> $dnsResult = Resolve-DnsName $domain —ErrorAction Stop
>> $ips = ($dnsResult | where-Object { $_.Type —eq }).IPAddress
o if ($ips) {
>> Write-Host "dns resolution succesful for $domain"
>> Write-Host "resolved ip(s): $($ips —join ', ')"
£ $dnsSuccess = $true
> break
> }
> } catch {
>> Write-Host "dns resolution failed for $domain”
>
}
>}

dns resolution succesful for www.google.com
resolved ip(s): 216.58.212.228
PS C:\Users\cairi>
PS C:\Users\cairi> if (-not $dnsSuccess) {
>>  Write-Host "nodns resolution succeeded"
>
}
PS C:\Users\cairi>
PS C:\Users\cairi> Write-Host "network diagnostic done"
network diagnostic done
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ol ubuntu@ubuntu: ~

ubuntu@ubuntu:-$ nano date_uptime.sh
ubuntu@ubuntu:-$ chmod +x date_uptime.sh
ubuntu@ubuntu:-$ ./date_uptime.sh

=== System Date and Uptime ===

date and time now:

Sun May 4 10:23:48 PM UTC 2025

system has been running for:

22:23:48 up 1:58, 2 users, load average: 0.00, 0.00, 0.00

ubuntu@ubuntu:-$ S
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ubuntu@ubuntu:-$ nano users_load.sh
ubuntu@ubuntu:-$ ./users_load.sh
Togged in usrs and system load
users logged in right now:

system load average:

ubuntu@ubuntu:-$ S|
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ubuntu@ubuntu:-$ ./system_summary.sh
system summary ===
user: ubuntu

hostname: ubuntu
uptime: up 2 hours, 13 minutes

Mem 7.7GL 1.4G1 258M1 99ML 6.4G1 6.3G1

disk usage: (/):

tmpfs 790M 2.4M 787M 1% /run

/dev/sr1 5.9G 5.9G 0 100% /cdrom

/cow 3.9 66M 3.8G 2% /

tmpfs 3.9G 8.8K 3.9G 1% /dev/shm

tmpfs. 5.0M 8.8K 5.0M 1% /run/lock

tmpfs. 1.0M ® 1.6M 0% /run/credentials/systemd-journald.service
tmpfs. 1.0M ® 1.6M 0% /run/credentials/systemd-resolved.service
tmpfs 3.9G 8.8K 3.9G 1% /tmp

tmpfs. 790M 152K 790M 1% /run/user/1000

ubuntu@ubuntu:-~$
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ubuntu@ubuntu:-$ ./checking_updates.sh
= checking system updates

WARNING: apt does not have a stable CLI interface. Use with caution in scripts.

Warning: Failed to fetch http://archive.ubuntu.com/ubuntu/dists/plucky/InRelease
Temporary failure resolving 'archive.ubuntu.com’

Warning: Failed to fetch http://archive.ubuntu.com/ubuntu/dists/plucky-updates/I

nRelease Temporary failure resolving 'archive.ubuntu.com'

Warning: Failed to fetch http://archive.ubuntu.com/ubuntu/dists/plucky-backports

/InRelease Temporary failure resolving 'archive.ubuntu.com'

Warning: Failed to fetch http://security.ubuntu.com/ubuntu/dists/plucky-security

/InRelease Temporary failure resolving 'security.ubuntu.com'

Warning: Some index files failed to download. They have been ignored, or old one

s used instead.

./checking_updates.sh: line 4: dev/null: No such file or directory

packages can be upgraded: @

ubuntu@ubuntu:~$ S
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C:\Users\cairi>dir
Volume in drive C has no label.
Volume Serial Number is 8084-C5C6

Directory of C:\Users\cairi

19/6u/2025 18:53  <DIR>
07/01/2025 15:04  <DIR>

20/63/2025 19:03  <DIR> .dotnet
07/11/2024 20:36  <DIR> _templateengine
08/11/2024 18:17 330 AMDRM_Install.log
01/12/2024 20:56  <DIR> ansel
07/11/2024 19:45  <DIR> Contacts
07/11/2024 19:47  <DIR> Documents
04/65/2025 17:57  <DIR> Downloads
07/11/2024 19:45  <DIR> Favorites
07/11/2024 19:45  <DIR> Links
20/63/2025 19:30  <DIR> Microsoft
07/11/2024 19:45  <DIR> Music
04/65/2025 17:35  <DIR> OneDrive
10/11/2024 20:02  <DIR> Saved Games
©7/11/2024 20:02  <DIR> Searches
07/11/2024 21:09  <DIR> source
04/05/2025 17:26  <DIR> Videos

1 File(s) 330 bytes

17 Dir(s) 583,059,353,600 bytes free

C:\Users\cairi>|




