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Abstract
Over the past couple of years there has been events unfolding which put professional people like network engineers that are normal civilian people at risk of illness or death, whether it be caused due to biological or warfare conflicts to critical infrastructure operating during very difficult times. The work in this report is a proposal for the development of a solution which implements Software Defined Networking, Software Defined Radio and Blockchain in combination with bespoke software which is to be based on certain Hardware to not only reduce the risk to human life by removing the need for them to operate on sight by allowing for remote management of controlled systems, work as a multi homed network should one form of internet connection fail there will be contingencies but to also work successfully as an independent reconnaissance solution due to its small size and having the capability to eavesdrop on radio transmissions and send them to main HQ which could provide valuable intel in conflicted zone. The proposed solution has the capability to have attack and defence features as well as further hardware adaptions such has having its own energy source and cellular network. The horrific events in Ukraine have sparked the idea of this solution due to the silence from towns taken over by the Russian forces attempting to cover their war crimes.  It is also hoped that during the development and implementation of the technologies relevant findings be found that can help with future research in the technologies and methods used throughout the project. The name of the proposed solution is Chimera which is named after the mythical creature due to the planned design of the proposed solution.
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During the past couple of years there has been unfortunate events which have shaken the world, from the Covid 19 pandemic to the current war in Ukraine where all involved have had to become more reliant on technology than ever before. What is evident from both events is the need for people to stay safe and work where possible from home and the launch of cyber-attacks from people by attacking covid 19 vaccination research centres to gain information about vaccines for personal gain to full data wiping of all computer hardware in Ukraine with use of zero-day exploit to cut Ukraine’s communications with the outside world before attempting a full invasion on Ukraine by Russia (1-4).
When past bad events have occurred the cyberattacks have unfortunately continued to the extent that Network engineers and other professionals have had to put their own lives at risk to get to the systems to fix the damages caused by the cyberattacks. It got to the point in Ukraine where Elon Musk had to get involved and provide the country with his star link satellite system just to keep Ukraine’s internet running and their drones active to fight against the Russian invasion (6-10).
By implementing a secure SDN (Software Defined Network) using Blockchain it will provide a secure way for professionals to continue their job in dangerous environments without having to put themselves at risk. The same can also be said with the implementation of SDR (Software Defined Radio) with Blockchain implemented into the SDN as this could allow for covert reconnaissance once a town of a country being invaded by decrypting and analysing radio chatter between military soldiers from afar. There is also the capability of having a multihomed network by implementing both SDN and SDR together which provides a contingency plan within itself should one network fail (11-12).
For the purpose of this project the concentration will be on the development of the software, providing the SDN and SDR can be implemented securely with the Blockchain there is no end to the capabilities that can implemented from defensive capabilities to offensive and countermeasure capabilities which will of course be dependent on the hardware which the SDN and SDR would be implemented on (13-14).
Blockchain is a well-known security system which is very difficult to exploit some even say impossible however, it does have its vulnerabilities. Providing all relevant penetration testing on the Blockchains vulnerabilities which is to be used throughout the project and are mitigated there is no reason why it should not be used. Also, if appropriate penetration testing is done throughout the development and after the implementation of Chimera onto the relevant hardware there should be no reason why the project should not be secure (15).
As time moves forward so do technology advances, by developing Chimera it allows for safer working environments with capabilities of expansion to suit bespoke needs during challenging situations (16).



1.1 [bookmark: _Toc100158122]Aims and Objectives

Aims:
· Develop a secure solution with defensive and reconnaissance capabilities for use in dangerous conflict zones to reduce risk of loss of life and/or illness.
· Solution to have all known vulnerabilities patched.
· Capability of sending local radio chatter to HQ.
· Can be accessed remotely securely.
· Successful implementation of SDN, SDR and Blockchain together.
Objectives:
· Encrypted communication.
· Local radio chatter decryption.
· Fixes basic problems on network itself.
· Alert of an intrusion/ attack or problem within the network.
· Work as a multi homed Network.
· SDN and SDR to work together along with the Blockchain.
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[bookmark: _Toc100158124]2.1 Introduction

As recent events have unfolded over the past few years which is Covid 19 so has the need for remote based work which has increased over the past couple of years to the extent there are more job advertisements for work from home roles unfortunately, along with the increased opportunities to remotely work from home so too has the cyber-attacks looking to exploit this scenario. Due to these cyberattacks the need for cyber security professionals have increased dramatically and does not seem to be easing anytime soon (1-2).
Most recently on the 24th of February 2022 Russia began an invasion of Ukraine which before sending in any troops Russia began the attack with a zero-day exploit attack on Ukraine’s IT infrastructure which wiped data from Ukrainian computers making them inoperable which in return put other countries around the world on high alert. Once the cyber-attack had commenced the Russian military began to invade Ukraine (3-4).
Whether it be War or a Pandemic when computer systems become inoperable a relevant trained professional or group of professionals is required to attend the site of the inoperable system which puts them in dangerous situations, the danger does not have to be caused by viral or warfare but can also be caused by natural disasters. Maintaining the IT infrastructure of a country is critical to its communication with the outside world.

[bookmark: _Toc100158125]2.1.1 Cyberwarfare during War

The main aims of Cyberwarfare during war are to weaken, disrupt and destroy the targeted nation or ruling powers that be. The threats to human life during cyberwarfare can be of the same level as actual warfare when the targets are of the Critical Infrastructure such as the Industrial Control Systems (ICS) and Supervisory Control and Data Acquisition (SCADA) which can include Water Distribution systems and Gas Pipelines. As the world has developed more IoT (Internet of Things) devices have been implemented to manage ICS and SCADA systems but have also created vulnerabilities (17-18).
A group of hackers that answered Ukraine call for help after Russia attacked Ukraine critical infrastructure claims that they have successfully completed reconnaissance on Russia’s ICS and SCADA systems but has stressed the importance of not escalating the war any more than needs be due to attacks on these systems being a cyber attack version of a nuclear strike on the country and that the information should only be used as a counterattack should Russia attack first. The hacking group scanned Russia and found all of Russia’s Schneider Electric based sites then compiled 366 of the sites into a list which included information such as their IP address, GPS coordinates and the name of the city they are based in. Furthermore, the hacking group has claimed that the systems in the list are susceptible to a few attacks along with a little bit of detail on how to initiate the attacks (19).
It is evident that from the ongoing events by Russia their aim of the cyber-attack was to disconnect Ukraine from the rest of the world to make the invasion seem acceptable. Cyber warfare didn’t end after the 24th of February 2022 but has continued through to this day to the extent that the President of Ukraine Volodymyr Zelenskyy has had to ask for help from hackers across the world to defend Ukraine’s critical infrastructure and to conduct spy operations on Russian positions of which many have answered due to Ukraine having no Cyber defence in place. It is believed that at present Russia and Ukraine are yet to have shown their full cyberwarfare potential but countries around the world are braced for it (3-4).
During the Russian invasion Elon Musk has had to implement his Starlink system which uses SDR (Software Defined Radio) to communicate with Ukrainian attack drones to destroy Russian vehicles which has been rather successful but there is evidence to prove ongoing cyber-attack attempts on the Starlink by Russia to stop it due to losses but have so far been unsuccessful (6-10).
In 2011 on the 25th of January protests in Egypt began against the Egyptian government which started a revolution due to the inhumane living conditions which the Government quickly responded by restricting access to certain Social Media Platforms on the 26th of January 2011 to fully cutting Egypt off from the internet altogether on the 27th of January 2011. Soon after Egypt’s internet went down the hacking group Anonymous began DDoS (Distributed Denial of Service) attacks on Egyptian government websites in protest of the government’s actions to which the Egyptian government restored Egypt’s internet. 846 lives were lost during the Egyptian uprising due to clashes between security personnel and protesters (20-22).
It is no secret that there is an ongoing dispute between Israel and Palestine but once again cyberwarfare seems to play a substantial part with the most recent attack at present with the target being Israel Governments websites in which is stated to be the biggest cyber-attack on the country to date but is unclear on who launched the attack on the 14th of March 2022 which is claimed by the Israel prime minister to have been a DoS (Denial of Service) attack (23). 
The most recent recorded cyber-attack on Palestine was reported early February 2022 which is a form of phishing attack mainly targeting Palestinian activists which is designed to provide a backdoor on infected devices allowing for a range of unique control over said device (24).

[bookmark: _Toc100158126]2.1.2 Software Defined Networking

Software Defined Networking (SDN) allows for creation of data sensitive applications. SDN is cheaper than traditional networks and with use of controllers can be very beneficial over WAN (Wide Area Networks). SDN architecture can be split into 6 parts which are (25-27):
· The Management Plane
· Northbound Interface
· Control Plane
· East-west interface Protocol
· Southbound interface
· Data Plane
Benefits of SDN:
· Cost Reduction
· Overhead Reduction
· Central Management tool allows for both Physical and Virtual Network Management
· Reduced Downtime
· Isolation and Traffic Control
· Extensibility
Although SDN provides a lot of benefits it also has its disadvantages to and is not as secure as it could be. The most common threats in SDN are as follows:
· DoS attack from forwarding devices otherwise known as a Forwarding Device Attack.
· Problems that arise from the network results in central controller failure.
· Communication channel is vulnerable to man in the middle attacks.
· Fake traffic flows from attackers or faulty devices thus causing a DoS.
· Authenticity problems.
· Open programmable API makes vulnerabilities more transparent.

In a world that is becoming more and more wireless so too are SDN these are known Software Define Wireless Networks (SDWN). Security vulnerabilities for SDWN are:
	Threat
	Vulnerability
	Affected Security
	Availability
	Confidentiality
	Integrity




	DDoS
	Control and Data

	x
	
	

	DoS
	Control and Data

	x
	
	

	Controller Hijacking
	Control, Data and Application

	x
	x
	x

	Malevolent Applications

	Application
	
	x
	x

	Man in the middle
	Control and Data (including link in between control and data)

	
	x
	x

	Black hole
	Control link between control and data

	x
	x
	

	Eavesdropping
	Application, Control and Data

	
	x
	



In February 2021 during the international conference on Cyber Warfare and Security there is conference paper which is based around moving the cyber terrain to SDN using MTD (Mobile Threat Defence) techniques as this alone adds extra layers of security which makes it harder for adversaries to perform their necessary reconnaissance.
[bookmark: _Toc100158127]2.1.3 Software Defined Radio

Software Defined Radio (SDR) as stated previously has been used in the recent conflict between Ukraine and Russia using Elon Musk’s Starlink but when it comes to conflict SDR’s are used in more ways than just this. SDR’s are becoming the standard in defence communications this is mainly because SDR’s can manage many different operations simultaneously due to having multiple radio chains. SDR can manage two different band simultaneously this includes the transmission and reception (28-31).
With the vast capabilities of SDR there have been many projects however, one that stands out must be SWiFi. Using a HackRF SWiFi outperforms or closely matches some commercial Wi-Fi cards which have the IEEE802.11 chipset. 
SDR are not new to conflict zones, in Crimea in 2014 a resident was arrested by Russian forces for using RTL-SDR to listen to the Airband. There is evidence to prove that the invading Russian forces of Ukraine are and have been using unencrypted voice over HF which can be intercepted by anyone with the technology to do so.
SDR can also be implemented as a WebSDR (Web Software Defined Radio) which is connected to the internet for anyone with access to listen to on the internet. Due to capabilities of SDR technology it is even possible to intercept, and decrypt encrypted sources.
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Over the years more money has been invested into research relevant to Blockchain than ever before. New projects are constantly being created with blockchain at the fore front of the security of the projects from all industries (32-36).
Blockchain is secured through use of strong complex encryption using encryption methods such as SHA256 and produces a tamper proof ledger of transactions but have been compromised in the past due to its vulnerabilities. The vulnerabilities of Blockchain are:
· 51% attacks.
· Blockchain endpoint vulnerabilities.
· Routing attacks.
· Phishing attacks.
· Transaction privacy leakage
There are two types of Blockchain Public and Private which both have their own advantages and disadvantages dependent on what they are being used for.
The two main types of Blockchain used in projects at the present are Bitcoin and Ethereum blockchains. Bitcoin is the most secure using SHA256 encryption and Ethereum uses KECCAK-256 and is the 2nd to Bitcoin but is more commonly used in projects.
[bookmark: _Toc100158129]2.1.5 Similar solutions

A similar solution to Chimera is the research into 5g and 6g Networks which are implementing SDR and SDN technologies together. There is also some evident research regarding SDN use along with Blockchain and SDR use with receiving Bitcoin from satellite, but no research can be found with the implementation of all three simultaneously (38-39). 
Based on projects which have been developed with the different parts of Chimera this is what was discovered, when developing SDN other people seem to be most successful when they use Python in combination Mininet environment and POX RYU Python are best for SDN controllers. Python is also recommended for SDR (37).
Regarding SDR the two most used pieces of hardware used for projects are RTL-SDR and HackerRF. Of course, one is better than the other but their major difference in cost really makes the RTL-SDR more relevant for smaller projects where as the HackerRF is best implemented in large more complex projects (28-29). 
Regarding SDN a small Raspberry PI with a Zodiac FX seems to be ideal for small projects with the use of open-source software for controller called Open Lay. By implementing these three together it allows for affordable research in relation to Software Defined Networking (40-41).

[bookmark: _Toc100158130]2.1.6 Conclusion
It is evident that the detail within this literature provides the relevant information to begin with the research and development of Chimera. There are also some vulnerabilities which have been discovered when writing the literature review to which further research needs to be sourced to see if any mitigations or patches have been discovered for them yet and if not, where is current research pointing to as possible solutions to the vulnerabilities. 
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Due to Chimera being a complex development it has been necessary to split the Methodology into two parts which are the Research and Development Methodology. Once the Research Methodology is complete there will be stage between it and the development methodology this is because the design process will need to be finalised before any development.
During the design stage test reports will made to help manage the project thoroughly throughout its development life cycle.
[bookmark: _Toc100158132]3.1 Research Methodology

	1.
	Research what is Software Defined Network

	2.
	Research what is Software Defined Radio

	3.
	Research what is Blockchain

	4.
	Has any experiments or developments been done with all three before?
	Were the past experiments/developments successful and if not why?




	5.
	Research main vulnerabilities in Software Defined Networks
	How can the vulnerabilities be fixed?




	6.
	Research main vulnerabilities in Software Defined Radio
	How can the vulnerabilities be fixed?




	7.
	Research main vulnerabilities in Blockchain
	How can the vulnerabilities be fixed?




	8.
	Research the development tools needed for Chimera
	Is it affordable and can it be done?




	9.
	Research the needed hardware for project to be successful
	Is it still viable?




	10.
	Research techniques used in similar implementations
	Were there any issues and is it still do able?




	11.
	Research vulnerabilities on intended Hardware that is to be used
	Can any vulnerabilities be fixed?




	12.
	Research compatibility issues between the Hardware used
	Can any compatibility issues be solved?




	13.
	Research how to develop Software Defined Networks

	14.
	Research how to develop Software Defined Networks

	15.
	Research how to develop Blockchain solutions

	16.
	Research testing methods
	How is Chimera going to be tested to prove it works?




	17.
	Review all results
	Are there any reoccurring patterns?




	18.
	Is project still do able?

	19.
	Begin Design and Development
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The development methodology intended to be used is the Waterfall Methodology due to the way that it is clearly structured it is undoubtedly ideal for this project (42).
Before beginning development on the SDN or SDR it is necessary to begin the main control panel which will allow for communication across both parts of Chimera. The best way to explain it is by its name Chimera, basically the SDR side of the project is going to need an antenna which like the mythical beast is the snake tail whereas the head of the Chimera is a Lion and in this case is the control plane of the device being used so in this case a Raspberry PI ports. In order to connect the two parts and allow them to communicate there is a body and this is what essentially the control panel is for.
Throughout each stage of the development phase test reports will be filled in to keep track of each part of development which will allow for easier problem solving when errors occur.
	1.
	Development of Control Panel 
	Does Control Panel detect Antenna?




	2.
	Development of SDN
	Can SDN communicate with Controller?




	3.
	Development of SDR basics
	Is it working as intended?




	4.
	Implement Blockchain connections on the SDN
	Is it all still working?




	5.
	Develop Wireless Remote log in to Chimera
	Is remote log in possible?




	6.
	Implement Blockchain connection on the SDR
	Does it all still work as intended?




	7.
	Develop web portal for SDR
	Does WSDR work and can I receive captured signals through web?




	8.
	Develop SDR decryption tool
	Can encrypted signals be decrypted?




	9.
	Implement blockchain connection on remote log in
	Does everything work as intended?




	10.
	Develop Alert System 
	If there is a problem with SDN does the SDR send alert? (Test with known Vulnerability)




	11.
	Start patching known Vulnerabilities

	12.
	Perform Penetration test
	Have any new vulnerabilities been found?




	13.
	Develop secure internet connection
	Can Chimera Connect to internet independently?




	14.
	Test Chimera functionality remotely
	Can Chimera do everything remotely?




	15.
	Maintain as needed

	16.
	Project success
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As stated previously Chimera is going to be split into three parts SDR (the tail), Control Panel (the body) and SDN (the head) each part is truly unique by themselves with the implementation of Blockchain and can be used individually as contingency plans should a certain part of the project fail. Until the actual development begins it is hard to say which will prove to cause the most problems as compared to the other, either way there is current research in all three aspects and there is no doubt that once development has started the project will adapt to problems as and if its needed (43).
If the SDR seems a more reasonable approach, then development of decryption of encrypted signals sent securely to control panel via blockchain could be used.
The Control Panel could be used as a contingency plan for remote connection of systems using Blockchain to secure the connection.
The SDN can be used as a contingency plan itself by making SDN’s more secure by patching all vulnerabilities with the implementation of Blockchain.

[bookmark: _Toc100158135]3.4 Tools to be used

It is evident that from the literature review that additional hardware and specialist software is needed rather than just a computer to implement Chimera (42-50).
Hardware:
· Laptop
· 2 Raspberry PI
· PC 
· RTL-SDR
· Zodiac FX
Other possible hardware:
· Cisco Routers
· Cisco Switches
· HackerRF
Software:
· Open Flow
· PyCharm
· Pyethapp
· Redhawk
· Metasploit
· Kali Linux
· Mininet
· Microsoft Excel
· Microsoft Project
· Microsoft Word
· Notepad++
Other possible software:
· Cisco Packet Tracer
Blockchain:
· Ethereum 
Other possible Blockchain:
· Bitcoin
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The results of the project will be determined by the individual parts of development process for example, once Control Panel has been developed can it communicate with the SDN? For the results to be documented properly Windows Excel will be used to create test forms.

[image: ]
(Fig 1. Test report example)

Like the test forms penetration testing forms will also need to be created to show the results of relevant penetration testing and how any found vulnerabilities were rectified. Penetration testing will be carried out at the end of each development stage. Kali Linux and Metasploit are intended to be used for the penetration testing however, other penetration methods may be needed to be implemented as the research and development phases progress. Separate penetration will be produced for both Software and Hardware.
The main results that are to be sought in this project is the ability to remotely manage a network through the SDN securely with the implementation of Blockchain whilst having the capability to send and receive signals securely through the SDR and at the same time send alerts from the SDR about any issues with the SDN. Providing Chimera can do the things mentioned in this paragraph and all found vulnerabilities are patched the project overall would be a full success.













[bookmark: _Toc100158137]5.0 Evaluation

It is evident that Chimera is a complex development project with a few advanced features to say the least however, given the way things are moving forward in relation to the technologies intended to be used to develop Chimera it is obvious that the project can help with future research in relations to all technologies mentioned or even the technologies only mentioned in one of the certain parts of Chimera. Just like any other project there are going to be risks to Chimera, each individual part whether it be the development of the SDN, SDR, Control Panel or the implementation of Blockchain has been proven to be difficult in other research areas and projects but providing that a strict time management is followed there should be no reasons why contributions in the stated technologies cannot be found for future research. Having done a similar project before it is understood that there will be issues during the development process which will probably be unforeseen but that is to be expected when dealing with new technologies.
From the literature review it is evident that during war cyberwar plays a beneficial part to all parties whether it be for intelligence, offensive, defensive or even for countermeasure purposes. As the events in Ukraine unfold it is only possible for the whole world to see through the people of Ukraine having the power to share the atrocities to which they are subjected to daily by Russia through use of the internet. Russia has tried to put an iron curtain over their own people’s internet in attempt not to show the evil activities going on luckily, they have failed to do so with civilian people in Russia being arrested for protesting the war. It is also recognised that when Russian troops have taken over a town it becomes extremely difficult for people outside the vicinity to find out what is going on within it, by implementing Chimera the tail function will be able to send live radio transmissions from invading forces to relevant support forces providing valuable intel. Chimera will also be able to manage and configure problems within its network meaning that there will be no need to send professionals into dangerous zones to fix any issues which can be done remotely. Essentially it provides victims within conflict zones a better chance at survival with Chimera rather than without it.
Due to Chimeras small size, it could be easily hidden as compared to the large traditional network hardware making it the perfect reconnaissance tool and cost saving network management device.

[bookmark: _Toc100158138]5.1 Costs

Without the implementation of the SDR hardware and functions it could be possible for the project to be done without cost by using University switches, routers and computers however due to the rising costs of living it works out cheaper to buy the relevant hardware rather than travel back and forth to the campus. A £700 budget has been made for the project based on calculations of the needs.
All costs are going to be paid by myself out of my own money. The costs have been split into two categories One being the necessary to make Chimera work and the other which is more expensive which will basically allow Chimera to do more and is also there as a contingency.

[bookmark: _Toc100158139]5.1.1 Necessary Costs

	Cost
	Item
	Reason

	£50
	RTL-SDR
	For Implementation of SDR (the tail)

	£50
	Raspberry PI 4
	For implementation of the Control Panel and SDN (the body and head)

	£100
	Zodiac FX
	Act as controller for SDN to manage Network



Total Cost = £200

[bookmark: _Toc100158140]5.1.2 Contingency Costs

As can be seen below should contingencies need to be implemented below the total cost that needs to put aside for this project is £696.
	Cost
	Item
	Reason

	£250
	HackerRF
	Allows for more implementation regarding the SDR than the RTL-SDR

	£60
	Cisco Switch layer 2
	Better added layers of security and allows for more implementation than Zodiac FX

	£80
	Cisco switch SF350 level 3
	Better implementation than zodiac FX and better security measures

	£40
	Cisco Router
	Allows for more complex testing within the SDN implementation

	£50
	Raspberry PI 4
	In case Zodiac FX is out of stock

	£4 x4
	Ethernet adapter from USB
	If Zodiac FX is unavailable these will be needed to use a Raspberry PI as a Zodiac FX



Total Cost = £496

[bookmark: _Toc100158141]5.2 Risk Matrix

At the present time the Risk Matrix only shows already identified risks during the research proposal so far and is to be updated throughout the projects lifespan as new risks are identified.

	Risk
ID
	Date Raised
	Risk Description
	Likelihood
Of risk
occurring
	Impact of 
Risk 
occurring
	Severity
	Mitigation Actions

	1.
	04/03/2022
	Certain development phases go over allotted time
	Medium
	High
	High
	Create contingency time for obstacles within each phase of the development 

	2.
	04/03/2022
	Compatibility issues with each part connecting to each other

	Low
	High
	High
	Relevant research has been done and a software Control Panel is to be implemented


	3.
	04/03/2022
	Development system technical issues

	Medium
	High
	Medium
	Cloud back up, removable storage devices used for back up and use of University IT labs if needed


	4.
	04/03/2022
	Problems caused by lack of programming skills

	Medium
	High
	High
	Open-source premade programs available to limit need of complex programming skills and contingency plans have been discussed


	5.
	04/03/2022
	Failure after implementation

	Medium
	Medium
	Low
	Relevant testing throughout development. Project can be split in to three entities, so a failure one side won’t affect the other parts.


	6.
	04/03/2022
	Costs of project
	Low
	Medium
	Low
	Money set aside if needed for the contingency plan in relation to costs.


	7.
	04/03/2022
	Control Panel Fails on all parts of Chimera or never finishes development

	Medium
	High
	High
	Relevant research has been done before hand and experience has been obtained in similar projects in the past.


	8.
	21/03/2022
	Problems getting the private blockchain to work with current research
	high
	high
	high
	Leave out Blockchain until another solution is found

	9.
	26/03/2022
	Hardware not in stock
	High
	High
	High
	Necessary contingencies have been discussed and money put aside to meet costs should it be needed.

	10.
	26/03/2022
	Unforeseen setbacks
	Medium
	Medium
	Medium
	Extra allocated time for setbacks will be allotted to time frame
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The below Gannt Chart shows the expected time frames to finish certain parts of the project. The Gannt Chart is V1.0 and is subject to change as the project stages commences.
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(Fig 2: Chimera Gannt Chart 1 of 2)
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(Fig 3: Chimera Gannt Chart 2 of 2)
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As stated in the literature review there is current research being undertaken with SDR and SDN in relation to 5g and 6g networks. Due to the hardware that is being used to develop Chimera it is possible to add a sim card to the Raspberry PIs which will allow for further experimentation and capabilities through the use of mobile networks so essentially giving Chimera another head which in Mythology it is believed that the mythical creature (the Chimera) had two heads,  one being the head of a lion and the other a head of the goat whilst the tail was a snake. From the research that has been concluded at the present the Raspberry PI sim add on can only currently support 2g, 3g and 4g networks but as time goes by and technology advances it is very likely that Raspberry PIs add on will be capable of 5g support in the future. Even with the implementation with sim card it will still be able to provide benefits to reaching Chimeras main aims and objectives by allowing for another access point to connect to the internet should the other implemented methods fail; however, due to the timeline of the project and the current budget the cellular adapter would not be a sensible to add at the present.
A rechargeable battery could also be added to provide a power source in combination with a solar panel should there be electric cuts so Chimera could keep working as intended.
	Cost
	Item 
	Reason

	£50
	Raspberry PI Cellular Adapter LE910-EUG
	To provide Cellular communication to the PI for further capabilities

	£60
	Huge 6v 6w solar panel for raspberry pi
	To power Raspberry PI when there are power cuts

	£50
	PI Juice Battery
	Provides 6 hours use to Raspberry PI without any other power source



The capabilities of SDR truly are powerful and is already an asset to Military operations in many ways already and due to the Raspberry PIs further evolving attachments the possibilities are endless. Using third-party hardware Chimera will have the capacity to evolve into bespoke solutions for complex problems which could prove vital to a success of a mission (51).













[bookmark: _Toc100158144]6.0 Conclusion

From the research undertaken for this project proposal it is evident that that all hardware mentioned are compatible with one another and this development is possible. There are some obvious risks however there are mitigations and contingencies in place to reduce the impact. The project without a doubt will be challenging in both the development and implementation however, as more research concludes it is becoming more evident that the most difficult task lies within the implementation of getting each part to communicate with one another.
Due to the technologies being used for the development of chimera it possible that findings might be found that could be added literature within one of the fields being used and beneficial to future projects or research whether it be academic or other.
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