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Introduction


The aim of this report is to analyse the risks and potential issues that may occur by utilising social media as means of communication and conveyance for both businesses and their customers and how to avoid them. Research for this report includes evidence from academic books, journals, statistical analysis, trusted sources and statistical charts. 



I) Businesses use of social media.

                   
a) What is social media and why it is essential to a business.

Social Media is a constantly developing means of communication for individuals and businesses. It allows for the collaboration of society and for a clear means of advertising. A presence on social media enables businesses to promote themselves to collections of individuals whom could possibly be interested in what is on offer. A digital identity can be an expert marketing tool for businesses as it allows them to interact with their customer directly (Susan Sweeney, 2011). It is down to businesses to interpret big online data and use it to their advantage in terms of business development and success.  


b) Social Media Value Chain and Social Media Zones

The social media value chain model enables a business to understand the core values of why people use the internet and also the supporting components of the internet which effect how people use it and why they use it  (Mike Friedrichsen, 2013). The value infrastructure of the social media value model reveals the core activities that the internet is used for; browsing, conversing, sharing, uploading and commenting. This enables a business to see where they need to introduce their brand and where they know it will be seen and spoken about by the people who it will interest the most. The supporting components of the internet itself are the channels of social media platforms where data is passed through and also the web 2.0 infrastructure which layers new developments of technology and concepts online. An example of this being crowdsourcing, which is an effective way to collect and generate data between individuals online that can be used to a business’ benefit. When sales were declining in 2012, PepsiCo asked its customers by crowdsourcing on Facebook online for new crisp flavor idea for their Lays product. By using this technique, it benefits the customers as they influence the market leaders using their ideas and for the company, it allows for them to generate interest online between interested parties who will comment and like their content which will ultimately promote their brand on the platform. After a lull in sales prior to crowdsourcing, PepsiCo reported an increase of 12% profits that year as a result of their ‘Do us a Flavor’ crowdsourcing campaign (W, 2018). 



c) Zones of Social Media and Exemplars

For a business to promote themselves successfully online it is essential for the business to understand where they need to aim their advertising. People who participate in these different zones have shared interests so to promote a brand in this environment there must be an understanding of what the interest is.


[image: Image result for social media zones]
(ZonesofSMM, 2018)


The social community of social media is where sharing and conversing takes place. An effective online advertising campaign in this zone will get people talking and can ultimately raise awareness to a business. By promoting business through social media platforms this can enable to gain the attention of customers who may otherwise have not known of their brand. Where there is conversation to be had, a business can promote its digital identity by communicating with its customers online in a positive way whether that be in a helpful way by resolving issues for them or to merely create a good impression on others.

[image: Image result for funny business tweet replies]




(Strategy, 2018)






d) Interruption Disruption Method

In a social community the users all have similar interests so using the interruption-disruption model, a business can promote its brand online by paying to place their adverts in the middle of videos which ‘interrupts’ the user so they cannot miss the advert and potentially further their brands online following if they like what they see. (Vipin Mayar, 2011). 

Engagement to interruption-distribution however has fallen in recent years to now 65% of social media users admitting to skipping adverts (Handley, 2017) so this method alone is not enough to promote a digital identity for a brand on social media. It is important to consider this technique alongside others to portray a strong digital identity.  



e) Social Media Influencers


                 The age of social media has generated users with large followings who have a        coercive presence online which encourages other users to trust in their opinions. Using influencers allows a business to promote its digital identity on a large scale and quickly in the environment that it wants to be identified by paying influencers a fee based on their number of followers and number of posts they would make. 




f) Risk Management 

When choosing to have an online digital identity, a business opens itself up to risk. Whether the risk be from within the business directly or from external factors. 
Choosing the correct influencers for a business can be essential to how a business is viewed. L’Oréal ended their affiliation with equal rights influencer Monroe Bergdorf after it was unearthed she spoke in a racist fashion on her social media platforms (Roderick, 2017). 
A risk that is affiliated with using social media influencers is that once they are associated with a brand anything the influencer does can be referred to the brand they are working with, which can be damaging if not managed correctly. In situations like that of L’Oréal it is essential that the business is able to eradicate the problem as quickly as possible by removing the influencer as part of their business and immediately apologise. In some cases, clauses can be written into contracts of the influencers to enable the business to remove them instantaneously. The risk with social media influencers as a mean of promotion means a risk assessment is difficult to execute as the promotion cannot be controlled as it is a person not a system or controlled advert. 


Another risk when having a digital identity online is that any advertising that is done must appeal to your whole audience. When advertising does not appeal to all of your customers or contains a controversial topic, then this can damage a brand’s identity as the advertising mishap can be shared across social media within seconds thanks to social networkers. Cosmetics company LUSH ran a controversial online advertising campaign involving alleged police undercover work in 2018 which led to a public backlash and loss of reputation for the company as the advert had gone viral within hours of it being published. This had a negative effect on the reputation of the company and has created public outrage (Bellam, 2018). A method of reducing the risk of a situation like this occurring is to keep a reliable marketing department within a business who are up to date with training procedures and know what is deemed appropriate to include in campaigns. 

Also, it is vital to have control in a business on whom is authorised to post online. A member of staff making a careless comment online is enough to tarnish the brand’s reputation. It is important in lieu of this to have stringently written policies of what and when staff are permitted to be active on social media. This policy would have to be a part of the induction process of each and every member of staff upon employment within that company. Application security would also be able to deter the use of social media by certain individuals while at work. Also, it is reasonable to suggest a written in policy in work contracts for staff on what they are permitted to post on social media outside of work if they make themselves publicly affiliated with their work company; a policy of ethics, so to speak.




















ii) Customers digital identities online

a) Why businesses need a customer’s digital identity

The use of social media and online shopping has grown considerably over the last decade with 1.83 billion users worldwide shopping online in 2018 (Statista, 2019). The more people use the internet to search, communicate and purchase, the more data that is collected in relation to them. Businesses and social media platforms collect data on their customers, allowing the them to develop a stronger relationship and learning about their shopping habits through their purchases. They are also able to generate more information directly by openly asking for it from the customer. Through progressing profiling, a business can request customers to gradually add more information regarding themselves onto their online domain, thereby generating a digital identity for their customers(Janning, 2015). 
To remain competitive in the current market, business are able to tailor their services uniquely to their customers by knowing exactly what they want; their shopping habits and their interests which can help them to understand consumer habits. Generating digital identities for customers gives the opportunity to develop trusting relationships with their customers, something which before the age of social media was not possible. A positive relationship with a brand can be the difference between buying or not buying, if a customer feels safe that a brand will deliver exactly what they need, then they can be more likely to make that purchase with regularity. 



b) Customers rights to their data and GDPR

A business must ensure to undertake a comprehensive approach to collect their customers data. CIAM systems enable a smooth, secure way to program and collect data. Powerful CIAM systems enables a seamless customer experience on a secure domain that can be accessed on all devices (McEowin, 2017).  

A risk with creating a digital identity for customers, if a business does not have the correct data protection systems in place, is that then it can be very easy for data to fall in to the wrong hands or be sold on. Personal data is very valuable to hackers and cyber criminals as they are then able to sell the data on to others; it is a lucrative currency. An individual has the right of request for their personal data to be removed from the Internet if they no longer want it to be there/ desire it to be accessible (Mason, 2017). GDPR rules ensure that data held by businesses meet privacy regulations put in place to safeguard individuals. A business must ensure that the data collected and harvested on their customers is safe and fit for purpose. The data held on customers should be kept only for the reason that a business want to collect it for and cannot be held for longer than it is needed. Data must be clean and organized and customer profiles must be kept up to date with no errors. With strict laws being put in place to ensure individuals safety online it is essential that businesses keep up to date with the latest GDPR laws or risk a 20 million euro fine or 4% of annual turnover if the laws are broken (GDPR, 2018). 

It is becoming decidingly more difficult to control what data individuals are putting on the internet, with virtual assistant devices like the Amazon Echo becoming increasingly popular data can sometimes be collected at any time without users even being aware (Kruzel, 2018). This invasion of privacy is illegal, however with Amazon denying the claims customers are not satisfied with what is being kept about them on the internet. Evidence does however suggest otherwise to Amazon’s claims, the information recorded from an Alexa device was used in a court case where recordings of the accused taken at the time of a crime were used in court to exonerate him (Chavez, 2017). 

c) Risk Management

It is vital to have a procedure in place in a business to ensure maximum protection for not only the customers but also the business. When the Internet was first developed, businesses were able to be selective with the data put online by customers. 
This is permitted, so data handling and protection are crucial. A social media risk assessment should be performed by any business to minimize risks and control issues that may occur. Threats can be data leaks of customers’ personal details or the business itself or damage to brand reputation. A risk assessment allows a business to estimate the chances of risks occurring and how to avoid them and what to do if they did occur. Probability formulae indicates [probability x cost = risk], so the probability of the incident occurring by the amount it would cost the business if it did happen (Kurt J. Engemann, 2012). Depending on the score of probability the solutions vary to the business. Adidas were caught in a data leak scandal in 2018 where a third party gained access to customers information through the US site and their data was compromised (Green, 2018). In a situation like that of Adidas, if a risk assessment had been completed then the problem may never have occurred. Preventative steps would be to invest in data security software to ensure the information being held is safe from hacking. It would also be imperative to have business insurance if the probability of an incident occurring is high enough to take protective measures. 


Conclusion


 A conclusion can be drawn from the above findings, this being that there are many benefits of a business having a digital identity online and also the identities of the customers. Creating relationships over social media is the modern-day equivalent of having one-on-one sales in person. A promotion on social media allows a business to sell themselves to customers before any sales are made (Gitomer, 2011). The more that social media and the subsequent technologies advance the more also will their benefits to businesses for how they can be used. The laws of GDPR are also making it safer for customers using the internet in a way that creates value for them but also protects their rights at the same time. 
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