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1.Azure TCO

In this project scenario, I've replicated the existing on-premises setup to project the
migration to Azure. This simulation includes a deliberate choice of hardware and network
specifications tailored to the educational institute’s operational requirements.

For the server workload, I've allocated a robust configuration of 20 cores and 40 GB of
memory to each server. This is a reflection of the significant processing power required to
handle the demanding environment of an online educational platform. It's crucial that these
platforms operate without hitches, as they support real-time interactions, video streaming,
and access to a plethora of educational resources. The ten virtual machines that I've
included in the plan offer scalability. This ensures that as the institute's user base grows,
the infrastructure can expand to meet the increasing demands without a drop in
performance. The use of VMware for virtualization in this scenario is intentional, as it
replicates the institute's current environment, which is a testament to VMware's proven
reliability and efficiency in their operations.

Moving to the database aspect, the selected 8 cores and 100 GB of memory for the SQL
Server setup are reflective of a high-transaction environment. This mirrors the need for
rapid query responses and the handling of concurrent transactions, which are typical in a
bustling educational setup. The databases will house student records, course materials, and
various administrative data, all of which are critical and require quick access and utmost
reliability. With 1 TB of active database storage and an additional 3 TB for backup, I'm
addressing both the immediate and disaster recovery needs, ensuring that data is not only
available but also protected against any potential data loss scenarios.

The choice of Blob storage for files is guided by the nature of the data typically managed
by an educational institution, which ranges from documents and spreadsheets to
multimedia content. By allocating 1 TB of primary storage and an additional 3 TB split
between backup and archival storage, I'm preparing for the lifecycle of the data from active
use to long-term retention, which may be a requirement for institutional accreditation or
regulatory compliance.

In terms of networking, I've selected a bandwidth provision of 500 GB, which is a careful
balance between ensuring sufficient capacity for data transfer and managing operational
costs. This bandwidth will support the distribution of educational content to a broad user
base and facilitate synchronous educational activities without lag or disruption. The choice
of the Azure UK South region is a strategic one, taking into consideration factors like
latency, which affects user experience, and data residency, which could be governed by
local data protection laws.



Altogether, these choices create a framework that is not only robust and capable of
supporting the institute's present activities but is also scalable and adaptable enough to
accommodate future growth. This forward-thinking approach is vital for the institute's
transition into a more technologically agile and cost-efficient cloud-based operation.

Define your workloads

Enter the details of your on-premises workloads. This information will be used to understand your current TCO and recommended services in Azure.

Servers

Enter the details of your on-premises server infrastructure. After adding a workload, select the workload type and enter the remaining details.

® ® W

Workload @ Environment @ Operating system o Operating System License L] VMs @ Virtualization @
Windows/Linux Server B Virtual Machines s Windows B Datacenter v 102 VMware :
1-9999;
Core(s) @ RAM (GB) @ Optimize by @ Windows Server 2008/2008 R2 @
203 403 Memory s .
(1-32) (1 - 448

@ Add server workload

Databases
Enter the details of your on-premises database infrastructure. After adding a database, enter the details of your on-premises database infrastructure in the Source section. In the

Destination section, select the Azure service you would like to use.

® ® W

Source
Database ® License @ Environment @ Operating system @ Operating System License @ VMs ©

Microsoft SQL Server : Standard 4 Virtual Machines $ Windows s Datacenter ‘ 108
Virtualization @ Core(s) @ RAM (GB) @ Optimize by @ SQL Server 2008/2008 R2 @

Hyper-V : 8s 100C Memory : .
Destination
Service @ Disk type @ 1ors © SQL Server storage @ SQL Server backup @

SQL Server VM s HDD 4 5000 & 1% 3%

1 - 80000) T8 $ T8 $

@ Add database



Storage

Enter the details of your on-premises storage infrastructure. After adding storage, select the storage type and enter the remaining details.

® ® @
Storage type Accessibility % O Capacity Backup Archive O

Blob v 1003 1 26 1%

B B TB s B

G) Add storage

Networking
Enter the amount of network bandwidth you currently consume in your on-premises environment

Outbound bandwidth @ Destination Region
5002 UK South

GB

2.Costs and Savings

In our hypothetical project scenario, the analysis indicates that if Global Learning
Institute (GLI) continues with the existing on-premises infrastructure, they'd face
significant expenses. Specifically, they're looking at a projected cost of $706,364 over
five years, covering everything from the physical servers and the power they consume, to
the staff needed to maintain them.

On the flip side, should they opt for Microsoft Azure, they'd be looking at a much more
palatable estimated cost of $364,130 over the same period. This would represent a
substantial reduction, with many of the overheads associated with physical hardware
being eliminated.

Hence, in this imagined situation, we can foresee a potential saving of approximately
$342,234 over five years by migrating to Azure. These savings come from cutting out the
costs of housing and running their own servers, which is a compelling argument in the
narrative of the project for considering a move to the cloud.



Total on-premises over 5 year(s) Total Azure cost over 5 year(s)

TCO of on-premises environments tends to be driven by compute and data center costs. In Azure, certain cost categories decrease or go away completely.
$706,364 $364,130
Total cost Total cost

87% 1% 6% 0% 5% 85% 0% 0% 4% 11%
Compute Data center Networking Storage IT Labor Compute Data center Networking Storage IT Labor
On-premises cost breakdown summary Azure cost breakdown summary
Category Cost Category Cost
Compute $613,314.70 Compute $311,310.00
Hardware $63,862.00
Software $169,26250 ~ Data Center $0.00
Electricity $8,764.20 Networking $1,485.00
Virtualization $36,896.00
Database $334,530.00 Storage $13,001.74
Data Center $9,068.10 IT Labor $38,332.95
Networking $44,713.98
Storage $934.40
IT Labor $38,33295
Total $706,364.00 Total $364,130.00

Over 5 year(s) with Microsoft Azure, your estimated cost savings could be as

much as $342,234



3.Azure File Storage security measure

Azure File Storage offers several features and security measures that can greatly benefit
Global Learning Institute (GLI) in managing their educational resources and data.

1) Centralized Resource Management: Azure File Storage provides GLI with a
unified platform for storing and managing all their educational resources, including
course materials, lecture notes, assignments, and multimedia files. Instead of dispersing
files across multiple local servers or storage devices, GLI can consolidate everything in
one central location within Azure.

Efficient Resource Organization: GLI can organize their files into logical folders and
directories within Azure File Storage, making it easy for teachers, students, and
administrators to locate and access the resources they need. This streamlined
organization enhances productivity and collaboration among different stakeholders.

Simplified Access Control: With centralized storage, GLI can implement consistent
access control policies across all their educational resources. They can define granular
permissions for different user roles, ensuring that only authorized individuals have
access to sensitive materials while maintaining ease of access for others.

Versioning and Collaboration: Azure File Storage supports versioning, allowing GLI
to track changes to files over time. This feature is invaluable for collaborative projects
and group assignments, as it enables users to revert to previous versions of files if
needed and facilitates concurrent editing without the risk of data loss.

Cross-Platform Compatibility: Azure File Storage supports various protocols and
APIs, making it compatible with a wide range of operating systems and devices.
Whether users are accessing files from Windows, macOS, Linux, or mobile devices,
they can seamlessly connect to Azure File Shares and retrieve the resources they need.

Flexibility and Scalability: As GLI's storage requirements evolve, Azure File Storage
provides the flexibility to scale up or down based on demand. Whether GLI needs to
accommodate a sudden influx of new resources or scale back during quieter periods,
Azure's pay-as-you-go model ensures that they only pay for the storage they use,
eliminating the need for upfront investments in hardware or infrastructure.



Scalability to Meet Growing Needs

Dynamic Scaling: Azure File Storage offers dynamic scalability, allowing GLI to
adjust their storage capacity in real-time to accommodate growing data volumes. As
GLI's educational programs expand and their data requirements increase, Azure File
Storage can seamlessly scale up to meet these demands without any disruption to
services.

Cost-Effective Scaling: Azure File Storage follows a pay-as-you-go pricing model,
which means GLI only pays for the storage they use. This cost-effective approach
eliminates the need for upfront investments in hardware or over-provisioning of storage
capacity. GLI can scale their storage resources up or down as needed, optimizing costs
while ensuring they have sufficient capacity to support their educational initiatives.

Elasticity and Performance: With Azure File Storage, GLI can leverage the elasticity
of the cloud to dynamically adjust storage performance based on workload
requirements. Whether they need high-performance storage for intensive data
processing tasks or cost-effective storage for archival purposes, Azure File Storage
provides the flexibility to choose the right storage tier and performance level for each
workload.

Global Scalability: As a global cloud platform, Azure File Storage enables GLI to scale
their storage resources across multiple regions and geographic locations. This global
scalability ensures high availability and low latency for users accessing educational
resources from different parts of the world, enhancing the overall user experience and
facilitating global collaboration.

Automated Scaling: Azure File Storage offers automated scaling capabilities, allowing
GLI to set up policies and thresholds to trigger automatic scaling actions based on
predefined criteria. This proactive approach to scaling ensures that GLI's storage
infrastructure remains responsive and resilient in the face of changing demand patterns
and workload fluctuations.

By harnessing the scalability features of Azure File Storage, GLI can effectively
address the evolving storage needs of their educational programs, maintain optimal
performance and availability, and achieve cost efficiencies in their cloud infrastructure
operations. This scalability enables GLI to scale their storage resources seamlessly in
response to changing business requirements, ensuring they can continue to deliver high-
quality educational experiences to students and educators worldwide.



High Availability and Redundancy

Continuous Availability: Azure File Storage ensures continuous availability of GLI's
educational resources by replicating data across multiple data centers within a region.
This replication ensures that even if one data center experiences an outage or
maintenance event, GLI's files remain accessible from alternate locations without
interruption.

Data Redundancy: Azure File Storage automatically creates redundant copies of GLI's
files within the same region, providing redundancy at the storage level. This
redundancy protects against data loss due to hardware failures, ensuring that GLI's
educational materials are always available when needed.

Fault Tolerance: In the event of a hardware failure or network outage, Azure File
Storage automatically redirects requests to healthy replicas of GLI's files, ensuring fault
tolerance and minimizing downtime. This seamless failover mechanism ensures that
users can continue to access educational resources without disruption, even in the face
of unexpected failures.

Geo-Redundancy: Azure File Storage also offers the option of geo-redundant storage
(GRS), which replicates data to a secondary region located hundreds of miles away
from the primary region. This additional level of redundancy protects against regional
disasters such as earthquakes, floods, or power outages, ensuring business continuity
for GLI even in the most extreme scenarios.

Service Level Agreements (SLAs): Azure File Storage comes with robust SLAs
guaranteeing high availability and durability for stored data. These SLAs provide
assurance to GLI that their data is protected and accessible according to industry-
leading standards, giving them peace of mind and confidence in their cloud storage
infrastructure.

Security Measures

Encryption at Rest and in Transit: Azure File Storage ensures the security of GLI's
data by offering encryption both at rest and in transit. Data stored in Azure File Storage
is automatically encrypted using industry-standard encryption algorithms, protecting it
from unauthorized access or tampering. Additionally, data transmitted between GLI's
systems and Azure File Storage is encrypted using secure protocols, such as TLS/SSL,
ensuring data privacy during transit.



Role-Based Access Control (RBAC): Azure File Storage integrates seamlessly with
Azure Active Directory (Azure AD), allowing GLI to implement role-based access
control (RBAC) policies. With RBAC, GLI can define fine-grained access permissions
for users and groups, ensuring that only authorized individuals have access to specific
files or directories within Azure File Storage. This granular access control enhances
data security and minimizes the risk of unauthorized access or data breaches.

Azure AD Integration: By leveraging Azure AD integration, GLI can centralize user
authentication and access control for Azure File Storage. This integration enables single
sign-on (SSO) for users, simplifying access management and reducing the risk of
password-related security incidents. GLI can also enforce multi-factor authentication
(MFA) and conditional access policies to further enhance security and compliance with
industry regulations.

Network Security: Azure File Storage allows GLI to restrict access to their storage
accounts based on IP address ranges or virtual network configurations. By configuring
network security rules, GLI can limit access to Azure File Storage only from trusted
networks or specific IP addresses, reducing the attack surface and mitigating the risk of
unauthorized access from external sources.

Audit Logging and Monitoring: Azure File Storage provides comprehensive audit
logging and monitoring capabilities, allowing GLI to track access to their data and
detect suspicious activities in real-time. GLI can enable logging for Azure File Storage
operations and configure alerts for security-related events, such as failed access
attempts or unusual file access patterns. By monitoring and analyzing these logs, GLI
can proactively identify security threats and take appropriate action to mitigate risks.

Integration with Azure Services

Azure Active Directory (Azure AD) Integration: Azure File Storage seamlessly
integrates with Azure AD, enabling GLI to manage access to their files using Azure
AD identities. This integration simplifies user authentication and access control,
allowing GLI to leverage their existing Azure AD infrastructure for identity
management. Users can use their Azure AD credentials to access files stored in Azure
File Storage, streamlining access management and enhancing security.

Azure Backup: Azure File Storage integrates with Azure Backup, allowing GLI to
easily back up their files and recover data in case of accidental deletion, corruption, or
other data loss events. By configuring backup policies for Azure File Shares, GLI can
schedule regular backups and retain data for long-term archival purposes. This ensures



data resilience and provides peace of mind knowing that their educational resources are
protected against data loss.

Azure Monitor: Azure File Storage integrates with Azure Monitor, providing GLI with
visibility into the performance, usage, and health of their storage resources. GLI can
use Azure Monitor to monitor metrics such as throughput, latency, and availability of
Azure File Shares, enabling proactive monitoring and troubleshooting of storage-
related issues. Additionally, GLI can set up alerts and notifications to receive real-time
alerts for critical events, ensuring timely response to potential issues.

Azure Security Center: Azure File Storage is integrated with Azure Security Center,
enabling GLI to strengthen the security posture of their storage resources. Azure
Security Center provides security recommendations and best practices for securing
Azure File Shares, helping GLI identify and remediate security vulnerabilities
proactively. GLI can leverage Azure Security Center's threat detection capabilities to
detect and respond to security threats targeting their storage environment, enhancing
overall security posture.

Azure Data Services: Azure File Storage integrates seamlessly with other Azure data
services such as Azure Blob Storage, Azure Data Lake Storage, and Azure SQL
Database. This integration enables GLI to leverage a wide range of data processing and
analytics capabilities for their educational data, such as data warehousing, data lake
analytics, and machine learning. By combining Azure File Storage with other Azure
data services, GLI can unlock new insights from their educational data and drive
innovation in teaching and learning.

By harnessing the scalability features of Azure File Storage, GLI can effectively
address the evolving storage needs of their educational programs, maintain optimal
performance and availability, and achieve cost efficiencies in their cloud infrastructure
operations. This scalability enables GLI to scale their storage resources seamlessly in
response to changing business requirements, ensuring they can continue to deliver high-
quality educational experiences to students and educators worldwide.



4.Azure database options

Azure SQL database

Managed Relational Database Service:

Azure SQL Database is a fully managed relational database service provided by
Microsoft Azure. It handles routine database management tasks such as patching,
backups, and monitoring, allowing developers and administrators to focus on building
and optimizing their applications rather than managing infrastructure. This managed
service model reduces the operational overhead and complexity associated with
traditional database management, making it an attractive option for organizations
looking to streamline their database operations.

Optimized for SQL Server Workloads:

Azure SQL Database is based on the same SQL Server database engine used by millions
of applications worldwide. It provides full compatibility with SQL Server features and
functionality, ensuring a seamless migration path for applications that already use SQL
Server on-premises. Organizations that are familiar with SQL Server can leverage their
existing knowledge and skills to work with Azure SQL Database, minimizing the
learning curve and accelerating time-to-market for new projects.

High Availability and Disaster Recovery:

Azure SQL Database offers built-in high availability and disaster recovery capabilities
to ensure business continuity and data protection. It replicates database transactions
asynchronously to secondary replicas within the same region, providing automatic
failover in the event of a primary replica failure. Additionally, Azure SQL Database
supports long-term backup retention and geo-replication across multiple regions for
enhanced data durability and compliance with regulatory requirements.

Advanced Security Features:

Security is paramount when storing sensitive user profiles, and Azure SQL Database
provides robust security features to protect against unauthorized access and data
breaches. It offers transparent data encryption (TDE) at rest, which encrypts the entire
database, including backups, to prevent unauthorized access to sensitive data.



Azure SQL Database also supports dynamic data masking, row-level security, and
threat detection capabilities to help organizations protect their data and comply with
industry regulations such as GDPR and HIPAA.

Scalability and Performance:

Azure SQL Database offers flexible scaling options to accommodate changing
workload demands. It allows organizations to scale compute and storage resources
independently based on performance requirements, ensuring optimal performance and
cost efficiency. With features such as elastic pools and auto-scaling, Azure SQL
Database automatically adjusts resources based on workload patterns, allowing
organizations to handle spikes in user activity without performance degradation.

Integration with Azure Ecosystem:

Azure SQL Database seamlessly integrates with other Azure services, enabling
organizations to build end-to-end solutions with ease. It integrates with Azure Active
Directory for authentication and access control, Azure Monitor for performance
monitoring, and Azure Data Factory for data integration and ETL processes. This
integration simplifies development, deployment, and management tasks, allowing
organizations to leverage the full power of the Azure ecosystem to build scalable and
resilient applications.

Overall, Azure SQL Database offers a comprehensive set of features and capabilities
that make it the most suitable option for storing user profiles. Its managed service
model, compatibility with SQL Server, advanced security features, scalability, and
integration with the Azure ecosystem make it an ideal choice for organizations looking
to modernize their data platforms and drive innovation in their applications.

Azure Database for MySQL for storing user profiles

Managed Service Benefits:

Azure Database for MySQL offers a fully managed service, meaning Microsoft takes
care of routine administrative tasks such as backups, patching, and updates. This
reduces the operational overhead for organizations, allowing them to focus on
application development and innovation rather than infrastructure management.
Managed services also ensure high availability and reliability, with Microsoft handling
the underlying infrastructure to ensure optimal performance and uptime.
Compatibility and Familiarity:



MySQL is one of the most widely used open-source relational database management
systems, known for its simplicity, reliability, and performance. Many developers and
organizations are already familiar with MySQL, making Azure Database for MySQL a
natural choice for migrating existing MySQL-based applications to the cloud. The
compatibility of Azure Database for MySQL with standard MySQL tools, libraries, and
APIs further simplifies the migration process and minimizes the need for application
modifications.

Deployment Flexibility:

Azure Database for MySQL offers flexible deployment options to accommodate
various workload requirements. Organizations can choose between single server
and flexible server deployment models based on their specific needs.

Single server deployment is suitable for applications with predictable workloads and
resource requirements, while flexible server deployment allows for more granular
control over resources and enables scaling compute and storage independently to
meet changing demands.

Performance Monitoring and Optimization:

Azure Database for MySQL includes built-in monitoring and management
capabilities to help organizations optimize performance and identify potential
issues. Azure Monitor provides insights into database performance, query
performance, and resource utilization, enabling organizations to make informed
decisions and fine-tune configurations for optimal performance.

Azure Advisor offers proactive recommendations for improving database
performance, security, and reliability, helping organizations optimize their MySQL
databases and reduce operational overhead.

Security and Compliance Features:

Security is a critical consideration when storing user profiles, and Azure Database
for MySQL offers robust security features to protect sensitive data. It supports
encryption at rest and in transit to ensure data privacy and compliance with
regulatory requirements.

Role-based access control (RBAC) and network security groups (NSGs) allow
organizations to control access to the database and enforce security policies to
prevent unauthorized access or data breaches.

Scalability and Performance Optimization:



Azure Database for MySQL provides scalability and performance optimization
features to handle growing workloads and ensure optimal performance. It supports
horizontal scaling with read replicas for read-heavy workloads and allows
organizations to scale compute and storage resources independently based on
workload requirements.

Organizations can leverage features such as query performance insights and
intelligent performance recommendations to optimize database performance and
improve application responsiveness.

In the context of our project, using Azure Database for MySQL for our user profiles
doesn't quite fit with what GLI needs. Here's why, put simply:

. Features They Need: SQL Server has features that are handy for them, like better
security and tools to analyze data, which they'd miss with MySQL.

. Thinking Ahead: If they're planning to grow, and SQL Server in Azure is made for
that. It's not as clear if MySQL will be as smooth when they get bigger.

Azure Database for PostgreSQL for storing user profiles

Fully Managed PostgreSQL Service:

Azure Database for PostgreSQL is a fully managed database service provided by
Microsoft Azure. It handles routine maintenance tasks such as backups, patches, and
updates, allowing developers to focus on application development rather than
database administration.

This managed service model reduces operational overhead and simplifies database
management, making it an attractive option for organizations looking to streamline
their operations.

Compatibility with PostgreSQL:

PostgreSQL is a powerful, open-source relational database management system
known for its extensibility, reliability, and performance. Azure Database for
PostgreSQL offers full compatibility with PostgreSQL, allowing organizations to
leverage their existing PostgreSQL-based applications and skills.

Compatibility with PostgreSQL ensures a seamless migration path for organizations
looking to move their PostgreSQL workloads to Azure without making significant
changes to their applications.



Advanced Features for Scalability and Performance:

Azure Database for PostgreSQL offers advanced features for scalability and
performance optimization. It supports Hyperscale (Citus) for horizontally scaling
out PostgreSQL databases, enabling organizations to distribute data across multiple
nodes for improved performance and scalability.

Hyperscale (Citus) also allows organizations to scale compute and storage resources
independently based on workload requirements, ensuring optimal performance and
cost efficiency.

Integrated Monitoring and Management:
Azure Database for PostgreSQL includes built-in monitoring and management
tools, such as Azure Monitor and Azure Advisor, for monitoring database
performance, optimizing configurations, and identifying potential issues.
These tools provide insights into database performance metrics, query performance,
and resource utilization, enabling organizations to proactively manage their
PostgreSQL databases and optimize performance.

Security and Compliance:
Azure Database for PostgreSQL offers robust security features to protect sensitive
data stored in the database. It supports encryption at rest and in transit to ensure data
privacy and compliance with regulatory requirements.
Role-based access control (RBAC) and network security groups (NSGs) allow
organizations to control access to the database and enforce security policies to
prevent unauthorized access or data breaches.

Integration with Azure Ecosystem:

Azure Database for PostgreSQL seamlessly integrates with other Azure services,
allowing organizations to build end-to-end solutions with ease. It integrates with
Azure Active Directory for authentication and access control, Azure Monitor for
performance monitoring, and Azure Data Factory for data integration and ETL
processes.

This integration simplifies development, deployment, and management tasks,
allowing organizations to leverage the full power of the Azure ecosystem to build
scalable and resilient applications.

In summary, Azure Database for PostgreSQL offers a range of benefits, including
managed service benefits, compatibility with PostgreSQL, advanced features for
scalability and performance optimization, integrated monitoring and management,
security and compliance features, and integration with the Azure ecosystem. These
features make it a viable option for storing user profiles, especially for organizations



with existing PostgreSQL-based applications or those looking for a fully managed
PostgreSQL service with comprehensive monitoring and management capabilities.

5.Azure Backup

To configure backup schedules and retention policies using Azure Backup for file shares
and databases, Global Learning Institute (GLI) can follow these steps:

Configuring Backup for File Shares

e Navigate to the Azure portal and select the desired storage account containing the
file shares.

e Under the "File shares" section, select the file share for which you want to configure
backup.

¢ In the file share menu, click on "Backup" to configure backup settings.

e Configure the backup policy by specifying the backup schedule (e.g., daily, weekly),
retention period (e.g., days, weeks, months), and backup frequency.

e Once the backup policy is configured, Azure Backup will automatically take
snapshots of the file share according to the specified schedule and retention policy.

Configuring Backup for Databases
For Azure SQL Database

e Navigate to the Azure portal and select the desired Azure SQL Database instance.

¢ In the database menu, click on "Backup" to configure backup settings.

e Configure the backup policy by specifying the backup retention period, backup
frequency, and backup storage redundancy.

e Once the backup policy is configured, Azure Backup will automatically take backups
of the database according to the specified schedule and retention policy.

For Azure Database for PostgreSQL/MySQL

e Navigate to the Azure portal and select the desired Azure Database for
PostgreSQL/MySQL instance.

¢ In the database menu, click on "Backup" to configure backup settings.

e Configure the backup policy by specifying the backup retention period, backup
frequency, and backup storage redundancy.

e Once the backup policy is configured, Azure Backup will automatically take backups
of the database according to the specified schedule and retention policy.



Restoring Files and Databases from Backups

For File Shares:

Navigate to the Azure portal and select the storage account containing the file share.
Under the "File shares" section, select the desired file share.
In the file share menu, click on "Restore" to initiate the file restore process.

Specify the snapshot or backup from which you want to restore files and select the files
or folders to restore.

Follow the on-screen prompts to complete the file restore process.

For Databases

For Azure SQL Database:
Navigate to the Azure portal and select the desired Azure SQL Database instance.
In the database menu, click on "Backup" and then "Point in time restore" to initiate the
database restore process.
Specify the point in time to which you want to restore the database and follow the on-
screen prompts to complete the database restore process.

For Azure Database for PostgreSQL/MySQL:
Navigate to the Azure portal and select the desired Azure Database for
PostgreSQL/MySQL instance.
In the database menu, click on "Backup" and then "Restore" to initiate the database
restore process.

Specify the backup from which you want to restore the database and follow the on-
screen prompts to complete the database restore process.



6.Azure Site Recovery

Azure Site Recovery (ASR) is a robust disaster recovery (DR) solution offered by
Microsoft Azure that helps organizations like Global Learning Institute (GLI) ensure
business continuity and minimize downtime in case of unexpected outages or disasters.
Let's evaluate how ASR would assist GLI in disaster recovery to protect their storage
and databases:

Continuous Replication and Automated Failover:

e ASR provides continuous replication of virtual machines (VMs), storage, and databases
from on-premises environments or other Azure regions to a secondary Azure region.

e In the event of an outage or disaster in the primary region, ASR enables automated
failover to the secondary region, ensuring minimal downtime and uninterrupted access
to critical applications and data.

Application Consistency and Recovery Point Objectives (RPO):

e ASR ensures application consistency and meets recovery point objectives (RPO) by
replicating data at defined intervals. GLI can configure RPO settings based on their
specific requirements to minimize data loss in the event of a disaster.

e By replicating storage and databases with ASR, GLI can ensure that data is consistent
across primary and secondary locations, allowing for seamless failover and recovery.

Multi-Platform Support:

e ASR supports a wide range of platforms, including VMware, Hyper-V, physical servers,
and Azure VMs, making it suitable for heterogeneous environments.

e GLI can leverage ASR to protect their storage and databases regardless of the
underlying infrastructure, enabling consistent DR strategies across their IT
environment.

Orchestration and Testing:

e ASR provides orchestration capabilities to automate DR processes, including failover,
failback, and planned failover.

e GLI can create recovery plans in ASR to define the sequence of steps and automate the
DR process, ensuring consistency and efficiency during failover events.

e ASR also allows GLI to conduct non-disruptive DR drills and testing to validate their
DR plan and ensure readiness for real-world scenarios.

Integration with Azure Services:
e ASR integrates seamlessly with other Azure services, including Azure Backup and
Azure Monitor, to provide comprehensive DR capabilities.



e GLI can leverage Azure Monitor to monitor the health and performance of their DR
environment and receive alerts for any issues or anomalies.

e Integration with Azure Backup enables GLI to ensure data protection and recoverability
for their storage and databases in conjunction with ASR.

Cost-Efficient DR Solution:

e ASR offers a cost-efficient DR solution with flexible pricing options based on the
replication and storage consumed.

e GLI can optimize costs by leveraging ASR for disaster recovery without the need to
invest in additional infrastructure or resources for a secondary DR site.

In summary, Azure Site Recovery provides GLI with a comprehensive DR solution to
protect their storage and databases, ensuring business continuity, application
consistency, and minimal downtime in the event of disasters or outages. By leveraging
continuous replication, automation, orchestration, and integration with Azure services,
ASR enables GLI to implement robust DR strategies and maintain data availability and
resilience across their IT environment.

7.Conclusion

In conclusion, this project has provided valuable insights into the complexities and
considerations involved in transitioning an educational institution's IT infrastructure to the
cloud, specifically Microsoft Azure. Through thorough analysis and evaluation, we have
identified the strengths and limitations of various Azure services, assessed their
compatibility with our existing systems, and weighed the associated costs and benefits.

While Azure offers a wide range of services and capabilities that can enhance scalability,
flexibility, and cost-efficiency, the decision-making process necessitates a careful balance
between technical requirements, budgetary constraints, and organizational readiness. Our
exploration of Azure services such as Azure SQL Database, Azure Database for MySQL,
and Azure Database for PostgreSQL has shed light on the importance of aligning
technology choices with the institution's strategic objectives and operational needs.

Furthermore, our cost analysis has underscored the potential financial savings and
operational efficiencies that can be realized through a well-executed migration to Azure.
However, it has also highlighted the importance of thorough planning, skill development,
and change management to ensure a smooth transition and maximize the value derived
from Azure's cloud services.
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