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[bookmark: _Toc237105129]Abstract:
The report, titled 'Cyber Security and Data Governance for SteelForm Manufacturing Ltd,' develops a framework for countering the above-mentioned threats for a manufacturer of custom-engineered automotive and aerospace components who is undergoing Industry 4.0 transformation. Guided primarily by the CIA Triad and NIST Cybersecurity Framework 2.0, it first identifies the primary internal and external threats converged IT/OT at SFM may face, such as malicious insiders, negligent employees, shadow IT, ransomware, phishing, supply chain compromise, and industrial espionage.
The security policies proposed in this report are in reference to ISO/IEC 27001:2022, IEC 62443, NIST guidelines, and GDPR, as well as the technical, administrative, and physical mitigation measures. It also recommends a monitoring and incident response framework in six phases, and role-specific staff training along with a phishing simulation program.
Lastly, it is recommended that an organized and standards-based approach will significantly reduce the cyber risk exposure of SFM, and at the same time, help ensure the continuity of production and compliance with regulatory requirements.
[bookmark: _Toc235891841][bookmark: _Toc235891878][bookmark: _Toc235891949][bookmark: _Toc235892036][bookmark: _Toc235892123][bookmark: _Toc235892293][bookmark: _Toc236482776][bookmark: _Toc237105130]1.Introduction:
It is true that manufacturing has become one of the most attacked sectors by cybercriminals. According to IBM's Cost of a Data Breach Report 2023, the average breach cost in the industrial sector was $4.73 million, a figure that seems to be rising as IT and operational technology (OT) converge [1].
The smart-manufacturing change of SFM has brought in a hybrid environment where IT systems will interface with industrial control systems, SCADA infrastructure, and cloud platforms, each requiring dedicated controls [1]. This report follows the NIST Cybersecurity Framework (CSF) 2.0—Govern, Identify, Protect, Detect, Respond, Recover—as its organizing structure, supplemented by ISO/IEC 27001:2022 and IEC 62443 [2].
[bookmark: _Toc235351896][bookmark: _Toc235891842][bookmark: _Toc235891879][bookmark: _Toc235891950][bookmark: _Toc235892037][bookmark: _Toc235892124][bookmark: _Toc235892294][bookmark: _Toc236482777][bookmark: _Toc237105131]1.1 Scope
This policy applies to all SFM employees, contractors, and third parties with access to SFM's information systems, networks, OT/ICS environments, or data, across all sites including remote access and cloud services.
[bookmark: _Toc235351897][bookmark: _Toc235891843][bookmark: _Toc235891880][bookmark: _Toc235891951][bookmark: _Toc235892038][bookmark: _Toc235892125][bookmark: _Toc235892295][bookmark: _Toc236482778][bookmark: _Toc237105132]1.2 Objectives
· Identify significant internal and external cyber threats facing SFM.
· Establish enforceable policies aligned with international standards.
· Define proportionate mitigation measures for each threat.
· Create proactive monitoring and incident response capability.
· Embed a security-aware culture through staff training.
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SFM operates in a high-value sector, one that is often targeted by both financially motivated criminals and state-sponsored groups. In 2023, Dragos identified manufacturing as the sector most targeted by ransomware, with a share of 32% of industrial ransomware incidents [3].
[bookmark: _Toc235891845][bookmark: _Toc235891882][bookmark: _Toc235891953][bookmark: _Toc235892040][bookmark: _Toc235892127][bookmark: _Toc235892297][bookmark: _Toc236482780][bookmark: _Toc237105134]2.1 Internal Threats
The 2023 Ponemon Institute report on internal threats stated that organizations were losing an average of $16.2 million annually due to negligent insiders. The most frequent cause of this loss is due to the actions of the inside attackers [4].
· Malicious insiders: exfiltration of CAD files or sabotaging the production systems.
· Careless workers: wrong settings, easy-to-guess passwords, falling for phishing—just like what SFM’s been buying.
·  Shadow IT: gadgets people aren’t meant to have that slip past the usual safety checks and open the door to attacks.
· Privileged access abuse: excessive permissions enabling access beyond operational need.
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The NCSC's 2023 Annual Review highlighted ransomware as the most significant threat to the UK, with the manufacturing sector particularly at risk due to its low tolerance for downtime [5].
· Phishing/spear-phishing: attacks that imitate suppliers or IT staff to trick users into giving away their login details, matching the patterns of Business Email Compromise SFM has already spotted.
· Supply chain attacks: hacking suppliers for roundabout access, as with the 2020 SolarWinds breach Nation-state actors (e.g. APT10, Lazarus Group) targeting aerospace supply chains.
· DDoS attacks: disrupting cloud-based production dashboards.
·  IoT exploitation: poorly secured sensors and controllers discoverable via tools such as Shodan.



	Category
	Threat
	Potential Impact

	Internal
	 Malicious Insider Ip leakage.
	Theft of proprietary design files.

	Internal
	Shadow IT.
	Unpatched network entry points.

	Internal
	IoT misconfiguration.
	Exposure of operational data.

	External
	DDos on cloud systems
	Loss of visibility.

	External
	Supply chain compromise
	Backdoors via 3rd parties.

	External
	Phishing
	Credential theft; BEC fraud.


                                         Table 1: Threat Classification and Impact Overview.

[bookmark: _Toc235891847][bookmark: _Toc235891884][bookmark: _Toc235891955][bookmark: _Toc235892042][bookmark: _Toc235892129][bookmark: _Toc235892299][bookmark: _Toc236482782][bookmark: _Toc237105136]3. Security Policies
The policies are framed in accordance with ISO/IEC 27001:2022, NIST CSF 2.0, GDPR, and IEC 62443, aligning with the least privilege and the CIA Triad [6].
[bookmark: _Toc235351902][bookmark: _Toc235891848][bookmark: _Toc235891885][bookmark: _Toc235891956][bookmark: _Toc235892043][bookmark: _Toc235892130][bookmark: _Toc235892300][bookmark: _Toc236482783][bookmark: _Toc237105137]3.1 Access Control
Access should be in line with role-based access control (RBAC) and, for remote, privileged, and cloud accounts, must have mandatory multi-factor authentication. According to NIST SP 800-63B-4, passwords need to be a minimum of 15 characters. If there are five failed attempts to log in, the account should be locked [7]. Privileged accounts should have Privileged Access Management and session recording. Vendor access should be time-limited. Access rights should be reviewed on a quarterly basis. After 30 days, any dormant account should be disabled.
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The SFM should be able to enforce the "air-gap lite" between IT and OT networks as specified in the IEC 62443-2-1:2024 security-program requirements to contain lateral movement [8]. A DMZ divides IT and OT with firewalls at the application layer; WPA3 secures wireless access; MFA-based VPN with endpoint validation is used for remote OT access; and IDS/IPS systems are placed at the boundaries.
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In accordance with UK GDPR Article 32, SFM is to apply the appropriate technical and organizational measures as specified in the joint ICO/NCSC security-outcomes guidance [9].
· RESTRICTED (CAD files, IP, financial data): AES-256 encryption, access strictly controlled.

· CONFIDENTIAL (contracts, agreements): transmission in encrypted form; access will be strictly on a need-to-know basis.
· INTERNAL (procedures, communications): the usual standard controls.
· Public (marketing materials): There shall be no restrictions
· All data in transit uses TLS 1.3 or newer, and removable media are encrypted.
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In Verizon's 2023 DBIR, 36% of breaches were found to have exploited known, patchable vulnerabilities [10]. Critical patches (CVSS 9.0+) must be deployed within 48 hours; high severity (7.0–8.9) within 14 days; medium/low within 30 days. OT/ICS patches need vendor-approved staging tests.
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Company systems are for authorised business use only. Unauthorised software is prohibited. Endpoint protection is mandatory. VPN is required for public Wi-Fi. Personal devices must meet Mobile Device Management policy.
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Sonatype claims that supply chain attacks have risen by 742% since 2019 [11]. SFM shall annually assess Tier-1 suppliers for compliance with ISO 27001 Annex A, require the inclusion of cybersecurity clauses and 72-hour breach notification in contracts, and mandate the use of software bills of materials (SBOMs).
	Policy area
	Key Requirements
	Standard

	Access Control
	MFA, RBAC, least privilege
	ISO 27001 A.9 / NIST

	Network security
	OT/IT segmentation, firewalls, VPN
	IEC 62443 / NIST SP 800-82

	Data Classification
	4-tier scheme; encryption
	ISO 27001 A.8 / GDPR Art. 32

	Incident Response
	24-hour detection SLA
	NIST SP 800-61 / ISO 27035

	Supply chain
	Assessments; contract clauses
	NIST SP 800-161 / ISO 27036


                         Table 2 :Summary of security controls and applicable  standards.
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Measures are prioritised by risk under ISO 27001 Clause 6.1, mapped to NIST CSF Protect and Respond functions  [2].
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· Endpoint Detection and Response (EDR) across all corporate endpoints, allowing threats such as ransomware to be detected and contained quickly. Mature EDR can reduce mean time to detect by up to 74% [12].
· A SIEM platform that brings together logs from IT, OT, and cloud environments, using machine-learning anomaly detection and automated alerts for the SOC.
· OT/IoT security: conduct a mandatory assessment before deployment, maintain a centralised inventory of assets, change default credentials, and monitor OT networks passively using tools such as Claroty and Nozomi [13].
· Cloud security aligned with the CSA Cloud Controls Matrix, including conditional-access IAM, DLP controls, and quarterly assessments of security posture.
· Backup and recovery follow the 3-2-1-1-0 rule: three copies on two types of media, with one stored off-site, one immutable, and zero errors. The target RTO for critical systems is 4 hours [3].
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· Clean desk and clear screen policy.
· Formal programme for managing third-party risk.
· Establish a board-level Cybersecurity Steering Committee that meets quarterly.
· Conduct annual CREST-accredited penetration tests covering IT and OT.
· Obtain ISO/IEC 27001:2022 certification for the ISMS within 18 months.
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· Cable locks for portable devices used in shared workspaces.
· Two-factor physical access (badge PIN/biometric) to the production floor and server rooms.
· CCTV coverage, with recordings retained for 90 days.
· Visitor management that requires escorts and visitor logs.
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NIST SP 800-61 Rev. 3 (2025) reframes incident response around the six CSF 2.0 functions rather than the earlier four-phase model, supporting the framework below [14].
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SFM should maintain round-the-clock monitoring, using internal tools alongside a managed SOC when necessary. Coverage should include traffic crossing the IT/OT boundary, User and Entity Behaviour Analytics to identify insider threats, cloud access logs for impossible-travel or mass-download events, OT protocol analysis to detect unexpected Modbus/DNP3 commands, and dark web checks for exposed SFM data.
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Severity runs from P4 (low impact) through P1 (critical, involving a production shutdown or confirmed breach).

	Phase	
	Action

	1.Detect	
	Alerts from SIEM/IDS; anomalous IoT activity.

	2.Triage
	The severity is classified as P1–P4 within 15 minutes.

	3.Contain
	Isolate the segment; disable compromised credentials

	4.Eradicate
	Remove malware; apply patches; reset affected systems.

	5.Recover
	Restore from verified backups; validate integrity.

	6.Lesson learned
	Review within 72 hours; update playbooks.


                                           Table 3: Incident Response Process Flow
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[bookmark: _Toc237105150]5.3 Key Response Metrics
	Metric
	Target (P1/P2)
	Target (P3/P4)

	Time to detect
	<20 min
	<6 hours

	Time to response
	<90 min
	<30 hours

	Containment time
	<3 hours
	<42 hours

	GDPR breach notification
	<72 hours to ICO
	<72 Hours to ICO


                                    Table 4:Incident Response Key Performance Metrics
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A pre-defined plan sets out escalation routes and reporting duties. For P1 incidents, the board must be notified within 2 hours. Legal counsel becomes involved once a breach is confirmed, and SFM maintains a forensics retainer.
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Proofpoint's 2023 report found that 84% of organisations experienced a successful phishing attack that year, a finding reflected in SFM's own procurement incidents [15].
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SFM takes a security-culture approach: instead of relying only on policy enforcement, it makes secure behaviour the easiest choice through engaging, role-relevant, and varied methods.
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[bookmark: _Toc237105154]6.2 Training Curriculum
	Module	
	Target Audience
	Duration
	Delivery

	Basic Cybersecurity
	All staff
	2 hours
	Online learning platform.(annual)

	Phishing Awareness
	All staff
	 Continuous
	Simulated attacks exercise.(every 3 months)

	IoT/OT protection
	Operation team/Engineers
	3 hours
	Practical workshop.

	Data Handling & GDPR
	Procurement, HR, Finance
	2 hours
	E-learning module+ Knowledge assesment

	Incident Reporting
	All staff
	 1hours
	Interactive discussion (twice per year)

	Advanced Threat Response
	It security
	6 hours
	External certification


                                                    Table 4: Staff Training Programme.
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Quarterly simulations mirror current threats, including supply-chain impersonation and invoice fraud. Staff who fail are given just-in-time training rather than punitive measures. Click rates are tracked, with a target of reducing them by 70% within 12 months.
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· Senior leadership/Board: annual briefing on strategic risk and IR responsibilities.
·   Procurement/Finance: specialist BEC and invoice-fraud awareness.
· IT/OT Engineering: secure configuration, OT monitoring, remote access.
· New starters: mandatory induction in Week 1, before system access.
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Effectiveness will be measured through monthly phishing metrics, LMS completion (95% within 30 days), quarterly culture surveys, and an annual maturity assessment. The target is a 40% year-on-year reduction in human-error incidents.
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	Core principle
	Threats mitigated
	Key protective measures

	Confidentiality
	Espionage, insider data theft, phishing attacks, supply-chain breaches
	Data classification, Multi-factor authentication, data loss prevention

	Integrity
	Ransomware, Unauthorised system change
	Endpoint detection &response, security information, operational technology monitoring

	Availability
	Ransomware shutdown, DDoS, ICS disruption
	DDoS defence, network segmentation, 4-hour recovery time objective.
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SFM’s shift toward smart manufacturing has widened its cybersecurity exposure, making prompt and organized action necessary. The report shows that SFM faces several forms of attack, including ransomware, insider threats, supply-chain compromise, and espionage, all of which currently target UK manufacturing. Grounded in ISO/IEC 27001:2022, NIST CSF 2.0, IEC 62443, and GDPR, the recommended framework gives SFM’s board a practical, proportionate roadmap. It brings together technical, administrative, and physical controls, along with staff training, to address risks arising from both technology and human behaviour. 
Cybersecurity belongs in the category of business enablers, not cost centres. The investment it requires is much smaller than the average manufacturing ransomware incident, which IBM estimates at $4.73 million in direct costs alone [1]. SFM’s board should endorse this framework and fund Year 1 priorities.
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« STEELFORM MANUFACTRING LTD

INTRODUCTION

This presentation outlines the cybersecurity and data governance
framework developed for SteelForm Manufacturing Ltd (SFM) after its
move to Industry 4.0 smart-manufacturing technologies.

Purpose: to brief the Board on SFM's current exposure to cyber risk and
the recommended response.

Scope: threats, the policy framework, mitigation measures, incident
response, training, and the case for investment.

Basis: The framework aligns with ISO/IEC 27001:2022 [1], the NIST
Cybersecurity Framework 2.0 [2], IEC 62443 [3], and GDPR [4].

Outcome sought: Board endorsement of the framework and Year 1
funding priorities.
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THE THREAT LANDSCAPE @

WHY MANUFACTURING IS A
TARGET?
The Industrial sector is now among the most

heavily targeted by cybercriminals and the shift to
smart manufacturing is widening SFM's exposure.

IIT/OT convergence: cloud platforms,SCADA,ICS
AND loT srnsors each add a distinct attack vector.

Low tolernace for downtime makes manufactures
attractive ransomware targets.

SFM has already faced malware, phisinf and
unauthorised access attempts.

$473M

Avarage industrial-sector breach
cost [5].

84%

of organisations hit by phishing in
2013 [7].

Of industrial ransomware incidents hit
manufacturing [6].

742%

Rise in supply-chain attacks since
2019 [8].
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SFM'’S SPECIFIC

THREAT'S

INTERNAL THREATS

* MALICIOUS INSIDERS EXFILTRATING
CADFILES ORIP.

* NEGLIGENT EMPLOYEES USING
WEAK PASSWORDS OR CLICKING
PHISHING LINKS.

* SHADOW IT INVOLVING
UNAUTHORISED DEVICES ON THE
NETWORK.

* PRIVILEGED ACCESS ABUSED
BEYOND OPERATIONAL NEED.

T EXTERNALTHREATS

* EXTERNAL THREATS: RANSOMWARE,
INCLUDING LOCKBIT AND BLACKCAT,
TARGETING OT SYSTEM.

* PHISHING/BEC CAMPAIGNS AIMED AT
PROCUREMENT STAFF.

* SUPPLY CHAIN COMPROMISE
THROUGH THIRD-PARTY VENDORS.

+ INDUSTRIAL ESPIONAGE, DDOS, AND
10T EXPLOITATION
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OUR POLICY FRAMEWORK

SIX POLICY AREAS, EACH MAPPED TO AN INTERNATIONALLY
RECOGNISED STANDARD

ACCESS CONTROL

MFA,RBAC, LEAST PRIVILEGE

15027001A.9 [1], NIST [2].

PATCH MANAGEMENT

Risk-based patch cycle

NIST SP 800-40 [10] ,
cis[i1]

NETWORK SECURITY DATA CLASSIFICATION

IT/OT segmentation, firewall, VPN 4-tier scheme, encryption in transit & at

rest
IEC 62443 [3], NIST SP 800-82 [9]

1S0 27001A.8 [1], GDPR Art. 32 [4]

INCIDENT RESPONSE VENDOR & SUPPLYCHAIN

24- hour detection SLA Assesment, contractual clause

NIST SP 800-61[12], ISO 27035

NIST SP 800-161[14], ISO 27036 [15]
3]
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MITIGATION MEASUR

® TECHNICAL
« EDR on all points, SIEM with anomaly
detection
« OT/loT monitoring, Cloud security
posture mgmt.
» 3-2-1-0 backup strategy

(2) " ADMINISTRATIVE
* ISMS certified to ISO 27001 [1].
« Annual penetration testing
« Board-level steering committee
« 3" party risk management
» Clean-desk/ clear screen policy

©)

PHYSICAL

« Two-factor sitre access
control

« CCTV with 90-days retention

isotor escort & logging

« Cable locks on portable
devices
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MONTORING & &

FRAMEWURK ALIGNED TO NIST SP 800-61REV. 3(2025) , A CONTINUOUS, SIX-PHASE

RESPONSE CYCLE [12].
1.DETECT 2.TRIAGE 3.CONTAIN
SIEM/IDS alerts; loT anomaly Severity classified (P1-P4) within Isolate segment; disable
detection . 15 min . credentials .
4.ERADICATE 5.RECOVER 6.LESSONS LEARNED

Remove malware; patch;

Restore verified backups;
reset system .

Review within 72 hours update
validate integrity .

playbook .
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STAFF TRAINING PROGRAMME

MODULE AUDIENCE

» Cybersecurity Fundamental « All staff

* Physhing Simulation « All staff

« loT/OT Security « Ops/Engineering

+ Data Handling and GDPR « Procurement, HR , Finance
« Incident Reporting « All staff

« Advanced Threat Response « IT/ Security Team

@ Target: 70% reduction in phising click-rates and 40% year reduction in human-error incidents

within 12 months.
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CIA TRIAD ASSESSMEN

CONFIDENTIALITY

Threats:

espionage,insider theft, phishing, supply chain
Key Controls:

Classification, AES-256,MFA,RBAC,DLP, PAM

INTEGRITY
Threats:
ransomware, unauthorised OT changes,
tampering.

Key controls:
EDR,SIEM,OT monitoring, patching SBOM

AVAILABILITY

Threats:
ransomware shutdown,DDos, ICS
disruption

Key Controls:

3-2-1-1-0 backups, DDos mitigation, 4-hr
RTO
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IMPLEMENTATION
ROADMAP & INVESTMENT
CASE

YEAR 1ROAD MAP
« Q1EDR deployment across all endpoints
+ Q2 SIEM integration & 24/7 monitoring
+ Q3IT/OT network segmentation
+ Q4 staff training rollout & ISMS scoping

Investment Case:
Framework investment s a fraction of one incident's cost -$4.73M is the
average direct cost of a single manufacturing sector breach [5].

— )

« SteelForm Manufacturing Ltd
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RECOMMENDATION
& NEXT STEPS

Formally endorse the Cybersecurity and data governance framework
set out in this report.

Allocate budgate for year 1 priorties: EDR deployment, SIEM integration,
IT/OT segmentation, and staff training.

Establised a board-level cybersecurity steering committee to provide
ongoing governance oversight

Review progress quarterly against the response and training metrics
defined

in this freamwork .
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THANK YOU

STAY SECURE ONLINE
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