Case Summary
(08 LI (0] {014 1= Ao OO USSR
FHIE OVBIVIBW ...ttt ettt ettt e b s s b e et e b e e st e s b e e st e e b e eabeebsebeeheeebesasesbeeReesbeesbeebeesbeab b e st e ebseabeanbebeenseabeaneesbeebesbeesbestaens
VLo LT a Vo= T SOOI

Bookmarks

Graphics
File Paths

[00] [0 [T £ TR

File Properties

Selected Reqistry Types




Case Summary

14/04/2025
Time zone for display: GMT Summer Time

Case Information

14/04/2025

Time zone for display: GMT Summer Time

Version Forensic Toolkit Version: 8.1.0.330
Case Owner nour2

Case Name Casel_Sabotage

Case Reference

Case Description

Description File Linux_Evidence_SSD.dd

Report Created 14/04/2025 19:04:22 (14/04/2025 18:04:22 UTC)

CMMC

Troy Simpson

London, UK

+44 20 7946 0355

+44 20 79460893

info@cmmec.co.uk

Evidence of the deleted
files

IFile Overview

14/04/2025
Evidence Groups
Ungrouped: 5306

File Items

Evidence Items: 2
Checked Items: 1
Unchecked Items: 5305

File Category
Archives: 284
Databases: 0
Documents: 296

Email: 220

Executable: 0

Folders: 228

Graphics: 48
Internet/Chat Files: 0
Mobile Phone: 0
Multimedia: 216
OS/File System Files: 52
Other Encryption Files: 14
Other Known Types: 0
Presentations: 0
Slack/Free Space: 1870
Spreadsheets: 0

System Summary: 0
Unknown Types: 2078
User Types: 0
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File Status

Bad Extensions: 150
Bloom Filter files: 0
Data Carved Files: 0
Decrypted Files: 0
Deleted Files: 3338
Duplicate Items: 0
Email Attachments: 24
Email Related Items (From Email): 274
Encrypted Files: 0
Flagged Ignore: 0
Flagged Privileged: 0
From Recycle Bin: 6
KFF Alert Files: 0

KFF Ignorable: 0

OCR Graphics: 0

OLE Subitems: 0
Project VIC Matches: 0
User-Decrypted Files: 0

Labels

Email Status

Email Attachments: 24

Email Related Items (From Email): 274
Email Reply: 0

Forwarded Email: 0

[Evidence List

14/04/2025

Display Name: Evidence [NTFS]
Evidence Path: D:\

ID Number/Name:

Evidence Type: Disk

Description:

Time Zone: Atlantic/St_Helena

Display Name: Evidence [NTFS]
Evidence Path: D:\

ID Number/Name:

Evidence Type: Disk

Description:

Time Zone: Atlantic/St_Helena
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All Bookmarks

14/04/2025

Time zone for display: GMT Summer Time

nour?2

Bookmark: Case evidence

14/04/2025

Comments:
Creator: nour2
File Count: 2

Files

File Comments
Name

Label

Item Number
Physical Size
Logical Size
Created Date
Modified Date
Accessed Date
File Type
Path
Exported as

File Comments
Name

Label

Item Number
Physical Size
Logical Size
Created Date
Modified Date
Accessed Date
File Type
Path
Exported as

maya

1070

48 B

48 B

14/04/2025 16:03:01.98 (14/04/2025 15:03:01.98 UTC)
14/04/2025 16:03:13.99 (14/04/2025 15:03:13.99 UTC)
14/04/2025 16:03:13.99 (14/04/2025 15:03:13.99 UTC)
Folder

Evidence [NTFS]/Evidence [NTFS]/[root]/maya
Report_Files/files/maya

phone.maya.jpg.FileSlack

3066

3515B

3515B

n/a

n/a

n/a

Slack Space

Evidence [NTFS]/Evidence [NTFS]/[root]/maya/phone.maya.jpg.FileSlack
Report_Files/files/phone.maya.jpg.FileSlack
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Graphics

14/04/2025

Note: the following file filter was applied to this list: "Email Attachments”
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File Paths

14/04/2025
Time zone for display: GMT Summer Time

Note: the following file filter was applied to this list: "Deleted Files"

File Path
Category: Folders

14/04/2025

Note: the following file filter was applied to this list: "Deleted Files"

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* [ Client-Feedback-summary.docx

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ Client-Feedback-summary.docx

* - lE) Marketingsummary.docx

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I root]

* i) Marketingsummary.docx
) maya

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

T B maya

> I Project-Notes

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* I Project-Notes

* >~ Outlook .pst files
“* Evidence [NTFS]

* T2 Evidence [NTFS]
> I [root]
>~ i) Project-Notes

* i) Outlook .pst files
“““ 2l target 1.pst

“““ 5 [deleted]
“* Evidence [NTFS]

* 12 Evidence [NTFS]
> I [root]

>~ i) Project-Notes
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* > Outlook .pst files
“““ 2l target 1.pst

“““ 5 [deleted]
“““ 2] target 2.pst

“““ 5 [deleted]
“* Evidence [NTFS]
* 12 Evidence [NTFS]
> 1 [root]
**~ lE) Project-Notes
* > Outlook .pst files
“““ 2l target 2.pst
“““ 5 [deleted]
* >~ Outlook Express .dbx files
“* Evidence [NTFS]
* T2 Evidence [NTFS]
> I [root]
> I Project-Notes
* >~ i Outlook Express .dbx files
“# Evidence [NTFS]
* 12 Evidence [NTFS]
> I [root]
>~ ) Project-Notes
* >~ i) Outlook Express .dbx files
“““ # Inbox.dbx
“““ % Deleted
“* Evidence [NTFS]
* 12 Evidence [NTFS]
* 1 [root]
* ~ liE) Project-Notes
* >~ i Outlook Express .dbx files
“““ ¥ Inbox.dbx
“““ ) Deleted
“* Evidence [NTFS]
* T2 Evidence [NTFS]
> 1 [root]
T EA Samsung.rar
> 5 Samsung S9
“* Evidence [NTFS]
* 12 Evidence [NTFS]
> I [root]
7 BRI Samsung.rar
>~ i) Samsung S9
“* Evidence [NTFS]
* 12 Evidence [NTFS]
> 1 [root]
" EA) Samsung.rar
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* >~ i) Samsung S9

“* Evidence [NTFS]

* 1% Evidence [NTFS]
> I [root]

* BRI Samsung.rar
> i) Samsung S9

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ I8 ScreenDimension.docx

“* Evidence [NTFS]

* £ Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ i) ScreenDimension.docx

* >~ 8 Wireshark Sample Capture Files

5 Captures in specific file formats
“* Evidence [NTFS]

*T# Evidence [NTFS]

> 1 [root]

>~ % ScreenDimension.docx

* >~ ) Wireshark Sample Capture Files

\\\\\

5 Captures in specific file formats
“““ 5 Crack Traces

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files
“““ i) Crack Traces

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ &5 General Unsorted

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* [ ScreenDimension.docx
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* >~ i) Wireshark Sample Capture Files
“““ &5 General Unsorted

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files
“““ 1% General Unsorted

\\\\\\

¥ Gearman Protocol packets
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 5 General Unsorted

% Gearman Protocol packets
“# Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 5 PROTOS Test Suite Traffic
“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files
“““ (5 PROTOS Test Suite Traffic

\\\\\

(5 Specific Protocols and Protocol Families
“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

5 Specific Protocols and Protocol Families

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

>~ 8 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ &%) Architecture for Control Networks (ACN)
“# Evidence [NTFS]
* T2 Evidence [NTFS]
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* I root]

* 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ 5 Architecture for Control Networks (ACN)
“““ ) ARP-RARP

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ ) ARP-RARP

“““ & Bluetooth

“* Evidence [NTFS]

*T# Evidence [NTFS]

> 1 [root]

* i ScreenDimension.docx

* >~ IS Wireshark Sample Capture Files

“““ 15 Specific Protocols and Protocol Families
“““ i) Bluetooth

“““ % DCE-RPC and and MSRPC-based protocols
“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families
“““ ¥ DCE-RPC and and MSRPC-based protocols
““““ ) DSSETUP MSRPC interface

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families
“““ (#5 DCE-RPC and and MSRPC-based protocols
““““ 5 DSSETUP MSRPC interface

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I root]

>~ [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i Specific Protocols and Protocol Families
“““ % DCE-RPC and and MSRPC-based protocols
““““ (5 NSPI MSRPC Interface
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“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

3 Specific Protocols and Protocol Families

“““ 15 DCE-RPC and and MSRPC-based protocols

““““ % NSPI MSRPC Interface

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]

* 5 ScreenDimension.docx

* i) Wireshark Sample Capture Files

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families
“““ % Direct Message Protocol
“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i Specific Protocols and Protocol Families
“““ i Direct Message Protocol
“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @5 DTLS with decryption keys

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]
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* [ ScreenDimension.docx

* i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ @5 DTLS with decryption keys

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> 1 [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ #5) EtherCAT

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ i Specific Protocols and Protocol Families
“““ £ EtherCAT

“““ ) ETHERNET Powerlink v1

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ % ETHERNET Powerlink v1

“““ ) ETHERNET Powerlink v2

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ % ScreenDimension.docx

* i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ @5 ETHERNET Powerlink v2

“““ #) FastCGI (FCGI)

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ ¥ FastCGI (FCGI)

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

>~ I ScreenDimension.docx
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* >~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ ¥ Gopher

“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ lE ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ % Gopher

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ i) ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ %) HyperText Transport Protocol (HTTP)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* ~ 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ 5 HyperText Transport Protocol (HTTP)
“#* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
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“““ @) InfiniBand

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ i Specific Protocols and Protocol Families
“““ & InfiniBand

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ 15 Specific Protocols and Protocol Families
“““ i) Intellon Homeplug (INT51X1)

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]

* [ ScreenDimension.docx

* i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @) Intellon Homeplug (INT51X1)

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

>~ 8 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“* Evidence [NTFS]
* 12 Evidence [NTFS]
* I [root]
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** ~ 5 ScreenDimension.docx
* i) Wireshark Sample Capture Files

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> 1 [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ 5 |Psec - ESP Payload Decryption and Authentication Checking Examples
“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families

\\\\\\

I 1Psec - ESP Payload Decryption and Authentication Checking Examples

\\\\\\

#5) 1Pv6 (and tunneling mechanism)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ i 1Pv6 (and tunneling mechanism)
“““ ) i\WARP Protocol Suite

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ % ScreenDimension.docx

* i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ @5 iWARP Protocol Suite
““““ iwarp_connect.tar.gz

\\\\\\\\

iwarp_connect.tar
“““““ ) iwarp_connect

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 3 Specific Protocols and Protocol Families
“““ 5 iWARP Protocol Suite

\\\\\\\

iwarp_connect.tar.gz

\\\\\\\\

iwarp_connect.tar
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“““““ @5 iwarp_connect

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ i Specific Protocols and Protocol Families
“““ % iWARP Protocol Suite

““““ iwarp_rdma.tar.gz
““““ iwarp_rdma.tar
“““““ @) iwarp_rdma

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

* i) Wireshark Sample Capture Files
“““ i Specific Protocols and Protocol Families
“““ ) iWARP Protocol Suite

““““ iwarp_rdma.tar.gz
““““ iwarp_rdma.tar
“““““ &) iwarp_rdma
““““ iwarp_send_recv.tar.gz

iwarp_send_recv.tar
“““““ & iwarp_send_recv

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

** ~ 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ i3 Specific Protocols and Protocol Families
“““ @) iWARP Protocol Suite

““““ iwarp_send_recv.tar.gz
““““ iwarp_send_recv.tar

& iwarp_send_recv

“# Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* i) ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ #5) Kaspersky Update Protocol
“#* Evidence [NTFS]

* T2 Evidence [NTFS]

> 1 [root]

> I ScreenDimension.docx

* >~ S Wireshark Sample Capture Files
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\\\\\

i3 Specific Protocols and Protocol Families
“““ 5 Kaspersky Update Protocol
“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

“““ I3 Specific Protocols and Protocol Families

\\\\\\

5 Kerberos and keytab file for decryption
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ 5 Specific Protocols and Protocol Families
“““ i3 Kerberos and keytab file for decryption
“# Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* i) ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ 15 Specific Protocols and Protocol Families
“““ ¥ Kismet ClientServer protocol

“* Evidence [NTFS]

*T# Evidence [NTFS]

> 1 [root]

>~ % ScreenDimension.docx

* >~ ) Wireshark Sample Capture Files

“““ i3 Specific Protocols and Protocol Families

% Kismet ClientServer protocol

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

“““ i Specific Protocols and Protocol Families
“““ #) Lightweight Directory Access Protocol (LDAP)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ 3 Specific Protocols and Protocol Families
“““ i Lightweight Directory Access Protocol (LDAP)
“““ i mDNS & Apple Rendezvous

“# Evidence [NTFS]
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* 12 Evidence [NTFS]

> I [root]

>~ % ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ 5 mDNS & Apple Rendezvous

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families

“““ @5 MS SQL Server protocol - Tabular Data Stream (TDS)
“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families

“““ 5 MS SQL Server protocol - Tabular Data Stream (TDS)
“““ ) MySQL protocol

“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families

“““ ) MySQL protocol

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

>~ 8 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ &5 Network News Transfer Protocol (NNTP)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]
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** ~ 5 ScreenDimension.docx
* i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families

“““ ) Network News Transfer Protocol (NNTP)

% Network Time Protocol

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* i ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ 5 Network Time Protocol

“* Evidence [NTFS]

* £ Evidence [NTFS]

> I [root]

>~ IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ (5 NFS Protocol Family

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ 5 NFS Protocol Family

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @5 Parallel Virtual File System (PVFES)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* ~ 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ #5) Parallel Virtual File System (PVFS)
“#* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
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\\\\\\

) Peer-to-peer protocols

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i Specific Protocols and Protocol Families
“““ i) Peer-to-peer protocols
““““ (5 BitTorrent Protocol

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

5 Specific Protocols and Protocol Families
“““ ¥ Peer-to-peer protocols
““““ % BitTorrent Protocol

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ i) ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ &5 Peer-to-peer protocols
““““ % JXTA Protocol

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* i ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ (i) Peer-to-peer protocols
““““ % JXTA Protocol

““““ % MANOLITO Protocol

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* i) ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

5 Specific Protocols and Protocol Families
“““ 5 Peer-to-peer protocols

““““ ¥ MANOLITO Protocol

““““ (5 SMPP (Short Message Peer-to-Peer) Protocol
“* Evidence [NTFS]

* 1% Evidence [NTFS]

* I [root]
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** ~ 5 ScreenDimension.docx
* i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ (i) Peer-to-peer protocols

““““ &5 SMPP (Short Message Peer-to-Peer) Protocol
““““ % SoulSeek Protocol

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ (5 Peer-to-peer protocols
““““ % SoulSeek Protocol

“““ ) Point-To-Point (PPP)

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]

* 5 ScreenDimension.docx

* i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ &%) Point-To-Point (PPP)

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families
“““ #5) PostgreSQL v3 Frontend-Backend Protocol
“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i Specific Protocols and Protocol Families

“““ % PostgreSQL v3 Frontend-Backend Protocol

“““ 5 Pro-MPEG FEC - Professional video FEC data over RTP
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

3 Specific Protocols and Protocol Families

“““ i#% Pro-MPEG FEC - Professional video FEC data over RTP
“# Evidence [NTFS]

* 12 Evidence [NTFS]
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* I root]
* 5 ScreenDimension.docx
>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ &% Routing Protocols
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* I ScreenDimension.docx
* >~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ #) Routing Protocols
“““ &5 RTP Norm

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families
“““ ) RTP Norm

“““ ) RTSP Protocol

“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

“““ i Specific Protocols and Protocol Families

“““ ) RTSP Protocol

“““ 5 SAN Protocol Captures (iSCSI, ATAoverEthernet, FibreChannel, SCSI-OSD and other SAN related protocols
“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i Specific Protocols and Protocol Families

“““ % SAN Protocol Captures (iSCSI, ATAoverEthernet, FibreChannel, SCSI-OSD and other SAN related protocols
“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families

“““ &5 Server Message Block (SMB)-Common Internet File System (CIFS)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]
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** ~ 5 ScreenDimension.docx
* i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ ) Server Message Block (SMB)-Common Internet File System (CIFS)

¥ Sigtran Protocol Family

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* i ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ i Sigtran Protocol Family
“““ @) SIP and RTP

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families
“““ ) SIP and RTP

“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families
“““ % Spanning Tree Protocol

“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i Specific Protocols and Protocol Families
“““ % Spanning Tree Protocol
“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ % SSI with decryption keys

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]
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** ~ 5 ScreenDimension.docx

* i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ % SSI with decryption keys

“““ ) STANAG 5066

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* i ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ 5 STANAG 5066

“““ %) Stream Control Transmission Protocol (SCTP)
“* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

(i3 Specific Protocols and Protocol Families
“““ #5) Stream Control Transmission Protocol (SCTP)
“““ £5) Telnet

“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families
\\\\\\ ) Telnet

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“““ 3 Specific Protocols and Protocol Families
“““ % TrunkPack Network Control Protocol (TPNCP)
“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @ TrunkPack Network Control Protocol (TPNCP)
“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

>~ I ScreenDimension.docx

Page 24 of 35



* >~ i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ 5 TTEthernet (TTE)

“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ lE ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ ) TTEthernet (TTE)

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ % UDP-Lite

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ i) ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @5 UDP-Lite

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> 1 [root]

> [ ScreenDimension.docx

* >~ S Wireshark Sample Capture Files

\\\\\

““““ # 1u-CS over IP interface(MoC)
“#* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
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““““ #5 1u-CS over IP interface(MoC)
““““ # 1u-CS over IP interface(MtC)
“#* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ lE ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

““““ #5 1u-CS over IP interface(MtC)
“““ ¥ USB Raw (dIt 186)

“* Evidence [NTFS]

* £ Evidence [NTFS]

> I [root]

>~ IE ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ % USB Raw (dIt 186)

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ % USB with Linux encapsulation (dlt 189)

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @5 USB with Linux encapsulation (dlt 189)

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> 1 [root]

* ~ 5 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ () VendorLanProtocolFamily
“#* Evidence [NTFS]

* T2 Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
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\\\\\\

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families

\\\\\\

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ % VendorLanProtocolFamily
““““ (5 Extreme Networks

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ () VendorLanProtocolFamily
““““ % Extreme Networks
““““ ) Mikrotiks

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

** ~ % ScreenDimension.docx

* i) Wireshark Sample Capture Files

i3 Specific Protocols and Protocol Families
“““ ) VendorLanProtocolFamily
““““ # Mikrotiks

“““ % WAP Protocol Family

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

>~ 8 ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

15 Specific Protocols and Protocol Families
“““ @5 WAP Protocol Family

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* I [root]
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** ~ 5 ScreenDimension.docx

* i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ @5 Wifi Wireless LAN captures 802.11
“* Evidence [NTFS]

* T2 Evidence [NTFS]

> 1 [root]

> I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ 5 Wifi Wireless LAN captures 802.11
“# Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* I ScreenDimension.docx

* >~ i) Wireshark Sample Capture Files

“* Evidence [NTFS]

* 12 Evidence [NTFS]

* 1 [root]

* [ ScreenDimension.docx

>~ i) Wireshark Sample Capture Files
“““ 15 Specific Protocols and Protocol Families
“““ ¥ X.509 Digital Certificates

“* Evidence [NTFS]

* T2 Evidence [NTFS]

> 1 [root]

> [ ScreenDimension.docx

* >~ S Wireshark Sample Capture Files

\\\\\

i3 Specific Protocols and Protocol Families
“““ % X.509 Digital Certificates

“* Evidence [NTFS]

* 1% Evidence [NTFS]

> I [root]

>~ I ScreenDimension.docx

>~ i Wireshark Sample Capture Files

\\\\\

i Specific Protocols and Protocol Families
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“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I root]

* I ScreenDimension.docx

>~ i) Wireshark Sample Capture Files

\\\\\

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* 5 ScreenDimension.docx
>~ i) Wireshark Sample Capture Files
“““ & Viruses and worms

“* Evidence [NTFS]

*T# Evidence [NTFS]

> 1 [root]

*~~ @ Songs

“# Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* [ Songs

>~ ) Best of 2017 - SongsLover - Part 4

“* Evidence [NTFS]

*T# Evidence [NTFS]

> 1 [root]

> I Songs

* >~ I Best of 2017 - SongsLover - Part 4

“* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

* i Songs

* >~ i) Best of 2017 - SongsLover - Part 4

“““ 79. Brett Young - Like | Loved You - (www.SongsLover.club).mp3
“““ % Samsung S9

“#* Evidence [NTFS]

* 12 Evidence [NTFS]

> I [root]

>~ liE Songs

>~ i) Best of 2017 - SongsLover - Part 4

“““ 79. Brett Young - Like | Loved You - (www.SongsLover.club).mp3

“* Evidence [NTFS]
* 12 Evidence [NTFS]
* 1 [root]
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*~lE songs
* i) Best of 2017 - SongsLover - Part 4
“““ 79. Brett Young - Like | Loved You - (www.SongsLover.club).mp3
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File Properties

14/04/2025
Time zone for display: GMT Summer Time

Note: the following file filter was applied to this list: "Web Artifacts"”
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Selected Registry Entries:

14/04/2025
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From Recycle Bin, 3
KFF Alert Files, 3
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OCR Graphics, 3
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