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	[bookmark: _Toc1763077058]1 Abstract  



In this work I will research existing Cybersecurity Frameworks and discuss the key aspects that I have determined will help NatureGarden. I will describe how I have taken the various aspects and used them to design my own framework.  I will then describe each stage of the design with reference to the problems currently faced by NG. Finally, I will critically analyze the importance of new regulations and standards. 

	[bookmark: _Toc1303754200]2 Introduction



NatureGarden (NG) currently faces many problems with their cybersecurity. Meanwhile new threats are emerging such as advanced persistent threats and ransomware-as-a-service. With reference to existing Cyber Security Frameworks, guidance documents, standards and research articles, a customized security framework will be designed based specifically on addressing the challenges faced by NG.
The way a firewall is configured may come from guidance documentation which in turn may have been informed by the enterprise's policy. The InfoSec practitioner may have used regulations and standards to inform this policy. I will be reviewing some of the newer regulations and standards to evaluate their importance.      


















	[bookmark: _Toc954810304]3 Security Framework and model research



Researched resources that have contributed to the design of my security framework:
	Resource

	NIST Cybersecurity Framework (CSF) 2.0

	ISO 27001 / ISO 27002

	CIS Critical Security Controls

	Cybersecurity: Risk management framework and investment cost analysis

	NCSC Cyber Assessment Framework

	COBIT 5


Table 1. Researched Resources
I researched overall security structures including the major process steps from ISO/IEC 27001:2013 [1] and the Core Function and Category Names from NIST’s CSF 2.0 [2].
NG’s current situation sounds volatile so using the NIST core functions and category names to divide the security program into six functional areas further divided into categories could make the work more manageable than the major process steps from ISO/IEC 27001:2013 which seems a longer and more complicated model. 
[image: ]
Fig 1. CSF Functions

However, security is in disarray at NG and Furnell et al note there are challenges finding suitably skilled cybersecurity professionals [4]. The first two stages of the ISO/IEC 27001:2013 major process steps: Obtaining management support and Establishing the Project which entails project planning, budget and a human resource plan do seem relevant to NG.
Additionally, the ISO/IEC model involves “communication with interested parties and records of communication” and “Monitoring and measurement and records of the results” at each of its stages and this could keep a project on track. 
The CIS Critical Security Controls [5] offer issue specific guidance. They are usefully aligned with the NIST CSF 2.0, and the Asset Classes diagram could really assist the asset inventory process. 
[image: ]  Fig 2. Asset Classes from the CIS controls

While researching COBIT 5 [6] the five principles stood out as good objectives to include:

[image: ]
Fig 3. Principles of COBIT 5
Lee’s Cyber Risk management framework [7] addresses both the human and technical aspects and could help us achieve principle 4 above as well as enhancing risk assessment. The NCSC’s Cyber Assessment Framework [8] provides indicators of good practice (IGPs) which form a useful checklist to ensure key deliverables have been completed:
[image: ]
Fig 4. Example IGP












	[bookmark: _Toc1171770335]4 Proposed approach to information system security, governance, and compliance at NatureGarden (NG)



Following my research into security frameworks I have devised the following framework for NG that is mostly based on the NIST CSF with the following modifications:

·  “Communication with interested parties and records of communication” and “Monitoring and measurement and records of the results” from ISO/IEC 27001:2013 will take within each category of work.
· Obtain Management Support from ISO/IEC 27001:2013 is now the first category.
· Establish the Project from ISO/IEC 27001:2013 has been merged with Roles, Responsibilities and Authorities.
· At the end of each function work will be checked against the relevant IGP from NCSC’s CAF and we will consider if the relevant COBIT 5 Principle(s) have been met.
· The Asset classes from CIS Critical Controls will be used in the Asset Management phase.
· Risk Assessment has been replaced with Risk Identification, Risk Quantification and Cyberinvestment Analysis from the Cyber Risk management framework.


The IGP / COBIT 5 Principle checks at the end of each stage will take place in a meeting with relevant internal and external stakeholders. Work completed will be summarised, relevant IGPs and COBIT 5 principle(s) considered, and actions put on relevant staff to resolve any unmet priorities.  (As this will be the same for each stage they do not appear as subsections below).    

[image: ]
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Fig 5. Proposed Cyber Security Framework
	[bookmark: _Toc65882262]4.1: Govern




    
	[bookmark: _Toc1328308034]4.1.1 Obtain Management Support



We will begin by presenting a factual but emotive case to senior leaders as suggested by Liu et [9].  

	[bookmark: _Toc720845698]4.1.2 Establish the project & Roles, Responsibilities and Authorities



A budget will be agreed, all existing InfoSec roles will be reviewed, A departmental restructuring will take place this may offer better value than an organizational reconfiguration [10] Where necessary new roles will be advertised.  Responsibilities and authorities will be agreed [2].
 

	[bookmark: _Toc132906388]4.1.3 Organizational Context



We will begin by studying NGs:
	· Value, Mission and Vision statements [11]


	· Strategy documents [11].


	· Legal and regulatory documents from all regions of operation [2].


	· Contractual obligations [2].


	· Relationships with external stakeholders such as cloud service providers and ingredient suppliers [2].


	· Needs of internal stakeholders (via meetings with heads of departments).


	· Needs of customer’s and associated services e.g. external facing websites and online stores.


	· Bring your own device user needs [12].



These activities will help us assess the cyberecosystem layer of NG [7].  



	[bookmark: _Toc940496793]4.1.4 Risk Management Strategy


  
The KPMG approach to understanding and articulating Risk Appetite [13] will be followed to ensure risk profiles are created for each major activity and future strategic plans. Risk appetite and risk tolerance statements will be created [2]. Lee’s cyber risk management Framework will be used to help categorize risk [7].  
  

	[bookmark: _Toc1932530253]4.1.5 Policy



Based on the organizational context policy will be an essential strategy to ensure reasonable user behavior from staff and customers. Specific details will include:
·  A Bring Your Own Device Policy developed based on the NCSC guidelines [14].

· Expectable use policy to describe the use of all IT services.

· Privacy Statements (Based on GDPR guidelines) [15].

· Terms and conditions for the website to encompass ordering and payment policy written with reference to Hancock’s guide to PCI-DSS [16].






  


	[bookmark: _Toc1777547920]4.1.6 Oversight



Following the advice of Saeed et al a comprehensive risk management strategy will be created that includes mitigations, risk transference and will facilitate international co-operation to help combat cybercrime [17].   

	[bookmark: _Toc1345880615]4.1.7 Cybersecurity Supply Chain Risk Management



Service Level agreements with all cloud suppliers will be reviewed and where necessary revised. This activity will take place with reference to the NCSC’s cloud shared responsibility model [18] and their cloud service requirement from Requirements for IT infrastructure [19].  




	[bookmark: _Toc1911483237]4.2: Identify



 
    
	[bookmark: _Toc1438327055]4.2.1 Asset Management






A manual process could be time consuming and complicated [20]. So, software that provides Automatic Asset Identification will be used [21]. We will refer to the Asset Classes from the CIS Controls to ensure everything is accounted for [5]. This activity will help us assess the Cyber Infrastructure Layer of NG [7]. A ranking system will then be used to prioritize assets based on criticality [2]. 

	[bookmark: _Toc1497057430]4.2.2 Risk Identification



Having identified the types of assets to be protected we will identify vulnerabilities and threats from external and internal actors [7]. To achieve this, we will:
· Employ a penetration testing company to complete an external and internal penetration test. 
· Use the CVE database to check all assets identified for vulnerabilities. Making use of the CVE API to automate the process [22].    

	[bookmark: _Toc354317933]4.2.3 Risk Quantification



To create our cyber risk matrix will first define the frequency of each cyberattack per year based on all previous cyberattack data held internally, and information gathered on each attack from external sources such as OWASP top 10 [23].  Using Lee’s formulas, we will derive an expected financial loss for each attack [7] and plot the results like so:  

[image: ]
Fig 6. An example risk matrix showing three attack types






	[bookmark: _Toc1034653176]4.2.4 Cyberinvestment Analysis




Lee’s formulas will be used to create a cost benefit analysis for each attack showing the cost of successful attacks versus the cost of defense [7]. Working with senior leaders we will decide to what extent to treat each risk.

	[bookmark: _Toc1995352095]4.2.5 Improvement



As the NIST CSF notes improvements to Risk Management process, procedures and activities can be made at any stage [2] integrating the working practice suggested in ISO/IEC 27001:2013 of “communication with interested parties and records of communication” and “Monitoring and measurement and records of the results”  [1] will be our key methods of ensuring improvements are captured and this will be achieved by setting up meetings with key internal and external stakeholders and using DevOps for recording improvements. 
The information gathered so far in this function will inform us as we write our incident response, incident recovery plans [2] and alert roster [24].
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	[bookmark: _Toc1622226659]4.3.1 Identity Management, Authentication and Access Control



Permissions for all users and groups will be reviewed and amended where necessary. Taking inspiration from Rubis and Cardei we will create granular access control lists [25] based on our policies ensuring the principle of least privilege is followed [26].  Multifactor authentication (MFA) will be used to protect access to enterprise resources, and user activities will be tracked and monitored with mechanisms such as audit logs [27].  The policy will enforce users to set strong passwords. 


	[bookmark: _Toc801073684]4.3.2 Awareness and Training



An awareness and training programme will be set up for staff that includes web pages, online courses and in-person training addressing current issues such as home working. We will refer to resources such as the Cybersecurity Awareness and Training (CAT) Framework for Remote Working Employees [28].  Guidance will be provided to customers through web pages.






	[bookmark: _Toc937599050]4.3.3 Data Security



To ensure confidentiality, integrity and availability of data, to prepare for Bring Your Own Device and to facilitate remote access we will implement a Secure Access Service Edge, Musthaler notes this could be preferable to a VPN [29].  Gartner notes that a benefit of SASE is improved security, using content inspection sensitive data can be identified [30].   
As per the NCSC’s Bring Your Own Device guidance, we will use mobile device management (MDM) to control devices that join the network and to block access to certain devices, e.g. based on location. We will combine this with Mobile Application Management (MAM) which will allow us to maintain control of work applications [31].
Data backups will be created and following the guidance of CIS control 11 we will ensure recovery data is protected with the same level of controls as the original data [5].  Data at rest, in transit and in use will be encrypted wherever possible. 






	[bookmark: _Toc1633969689]4.3.4 Platform Security



Old hardware and software will be replaced. The Secure Access Service Edge will provide SD-WAN capabilities which could cut costs, enhance security and support NGs heavy use of cloud resources [32].  To reduce the attack surface and prevent attacks such as war driving, we will transition all physical premises to wired connections. Wi-Fi will remain available in designated hot desk rooms.




	[bookmark: _Toc2058740769]4.3.5 Technology Infrastructure Resilience



To help protect the network from unauthorized access and use [2] we will implement the Checkpoint Next Generation Firewall as Nuriana et al showed this effectively improves server security and protects against cyber-attacks [33]. We will also make use of Demilitarized Zones to protect key resources such as servers [34] and Network Segmentation [35] so if unauthorized access is gained to the network, it can be isolated to one segment.  
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	[bookmark: _Toc1093476115]4.4.1 Continuous Monitoring



[bookmark: _Int_fTcp9ANf]A Security Event Information Management System (SEIM) will be implemented to help NG investigate, find and warn of possible fraudulent activities [36]. We will also ensure it can provide the following recommended functionality from NIST SP 800-215 [37]:
· A dashboard that shows network topology, key metrics such as latency and network traffic levels
· Identifies Interfaces
· Measure drift (e.g. bandwidth availability and unwanted traffic)
· Generates data needed by centralized management tools
· Generates network security alerts and threat intelligence feeds
· Artificial Intelligence (AI) based algorithms for monitoring networks for security related concerns
 
 


	[bookmark: _Toc917657311]4.4.2 Adverse Event Analysis



Anomalies, indicators of compromise and other potentially adverse events will be identified by correlating information from the SIEM and checkpoint. A ticketing system will be used to:
· Store issue information
· Assign issues to staff
This will enable a chain of custody process [38] and DevOps will provide this functionality [39].

	[bookmark: _Toc1382940304]4.6: Respond



	[bookmark: _Toc1230765294]4.5.1 Incident Management


 
Incident response plans will be followed [2], we will refer to Incident Handling Checklists [40]. A Computer Security Incident Response Team will be called in [41]. We will be looking for a team that can demonstrate:
· Communication
· Problem solving
· Trust
· Knowledge Sharing
[42]. Incident response playbooks will also be followed, and they will be written with enough detail to be effective [43].  

	[bookmark: _Toc865880395]4.6.2 Incident Analysis



Real-time analytics will be used where possible to keep track of incidents [44]. Information will be collated from Checkpoint, the SIEM, DevOps, staff and the CSIRT.





	[bookmark: _Toc77150625]4.6.3 Incident Response Reporting and Communication



As per our incident response plans internal and external stakeholders will be notified and sent information on the incident [2]. 

	[bookmark: _Toc1266443276]4.6.4 Incident Mitigation



After an incident we will ensure containment strategies are prioritized such as disabling compromised user accounts and reconfiguring the firewall before drastic strategies are needed such as powering down network devices [45]. As per the incident handling checklist we will ensure vulnerabilities exploited are addressed and discovered malware removed [46].


	[bookmark: _Toc1964043682]4.7: Recover



	[bookmark: _Toc513527668]4.7.1 Incident Recovery Plan Execution



Recovery activities will take place such as verifying the integrity of backups and checking the integrity of restored assets [2]. The NG team will be well ready for this stage as table-top exercises will be used to simulate it in training sessions [47].

	[bookmark: _Toc1504326505]4.7.2 Incident Recovery Communication



As per our incident response plans relevant internal and external stakeholders will be notified and sent information on the incident [2].   






  










	[bookmark: _Toc221282036]5 Is it good practice to have new or updated regulations and standards?





As we start reading through the regulations at NG it would be naive to imagine a quick and easy process. Hodgins draws our attention to some serious drawbacks of regulation. We wouldn’t want to find ambiguity such as California Senate bill 327 which calls for internet connected devices to be protected with “reasonable security” or the GDPRs mandate for “reasonable level of data protection” without an accompanying definition of reasonable protection [48].  It could be argued vague regulation could be counterproductive and lead to a variety of interpretations.   
However, Ooijen and Vrabec argue there are several provisions in the GDPR that serve as helpful steps in enhancing consumers control over personal data [49]. Organizations are incentivized to be compliant to avoid financial penalties [50], also to the benefit of the consumers. We could argue that despite some ambiguity, overall, it has benefited the individual. 
However, the benefits to the individual may not be at the detriment of the enterprise Arcuri showed a generally positive impact on the market share prices of European listed financial companies after the regulation came into force [51] and economically benefiting companies was perhaps an unintended and unpredicted result. 
The importance of a new regulation is perhaps its ability to change policies, change standards and eventually working practices. In cases such as the GDPR, A transformation can occur that leads to benefits to organisations and individuals and perhaps even improvements to society as a whole.   
Djebbar and Nordström’s draw are attention to a difficulty faced by cybersecurity professionals: There are many standards all with some areas of overlap [52] so we can imagine the difficulty organizations must face deciding how to integrate standards into their policies and working practices [53]. The UK government's Cyber Security Breaches survey published in 2023 found 27% of the businesses surveyed adhered to the PCI DSS. 27% of large businesses adhered to ISO 27001 and 15% of businesses adhered to NIST standards [54].  However, this is perhaps an improvement from 2017 as the UK government's Cyber security breaches survey from that year found cyber security standards were not well known in the business community, only 21% of businesses surveyed were aware of ISO 27001 [55].   

So, although organizations may be daunted by the multitude of standards, the areas of overlap or the disparities; the UK government's survey data certainly supports the hypothesis that they are becoming more important to the enterprise. 

How does an enterprise keep up with the rapidly evolving landscape of technology? A framework such as the NISF CSF or a regulation such as the GDPR may both provide guidance at a relatively top-level. However, in NIST’s FIPS 205 a stateless hash-based digital signature is specified designed to provide resistance against attacks from large scale quantum computers [56].  A new version of ISO/IEC 27001 was released in 2022 which was aligned with the harmonized structure for management systems standard [57]. There are perhaps many reasons why a new standard is published but two important reasons for new standards would certainly be to keep up with new technology and to improve the content of existing guidance.










	[bookmark: _Toc1233818530]6 Conclusion




There is a wealth of information available to today's InfoSec practitioner and conveniently for small to medium enterprises much of it is freely available. However, security frameworks are not one size fits all and there must be many enterprises like NG that have to carefully study the available material to come up with a solution that fits their organizational context. In a real-world scenario mechanism to continually evaluate and improve the activities of the InfoSec function are no doubt incredibly important to its success. In addition to studying security frameworks, regulations and standards play a large part in dictating an enterprises modus operandi and a large part of any security programmes success must rest on an enterprises infosec and legal teams' ability to correctly interpret these and translate these into optimal practices.  
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A3.a Asset Management

Not Achieved
Atleast one of the following statements is true

Inventories of assets relevant to the essential
function(s) are incomplete, non-existent, or
inadequately detailed.

Only certain domains or types of asset are
documented and understood. Dependencies
between assets are not understood (such as the
dependencies between IT and OT).

Information assets, which could include personally
identifiable information and / or important / crtical
data, are stored for long periods of time with no
clear business need or retention policy.

Knowledge critical to the management, operation,
or recovery of the essential function(s) is held by
‘one or two key individuals with no succession plan.

Asset inventories are neglected and out of date.

Achieved
Al the following statements are true

Al assets relevant to the secure operation of
essentialfunctionls) are dentified and inventoried
(ata suitable level of detai). The inventory is kept
up-to-date.

Dependencies on supporting infrastructure (e.g.
power, cooling etc) are recognised and recorded.
You have prioritised your assets according to their
importance to the operation of the essential
function(s).

You have assigned responsibilty for managing all
assets, including physical assets, relevant to the
‘operation of the essential function(s).

Rssets relevant to the essential functionls) are.
managed with cyber security in mind throughout
their lifecycle, from creation through to eventual
decommissioning or disposal.
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