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Abstract: 
The ZTA model is further investigated to improve cloud security, data protection and risk reduction within organizations today in the digital era. That is because the scale at which cyber threats grow in the Distributed Cloud environment is proving to be overwhelming to apply the old perimeter-based approach to security. A literature review is also carried out for the present research, and a critical analysis of the concepts of Zero Trust, Identity-Based Authentication, Access Control Mechanisms, Continuous Monitoring and Data Protection Strategies.
Implementation involved creating the test users and engaging in multi-factor authentication and setting up access policies & role-based access control to drive how the system responds based on various types of access. The results reveal that Zero Trust is a vital element of improving the overall security solution, ongoing verification, access control and rapid detection and reaction on discovering threats.

The results also demonstrate that Zero Trust is able to make an organization more Secure in terms of the Risk Management process, by minimizing the number of Attack Surfaces, introducing more defence layers to stop lateral movement across the organization, and adding visibility, audit trails and monitoring layers. Oh, and it has powerful data protection, identity-centric controls and adaptive security policy in the cloud.

During the study, it is acknowledged that the important challenges of the study are implementation, integration with the legacy system and resource requirements.
Therefore, the study results conclude, “Zero Trust Architecture is a feasible and scalable solution for the modern organization's cybersecurity needs”. It suggests that phased implementation strategies should be considered, alongside efforts to improve organizational readiness. Future research on deploying large-scale systems, automating them and integrating artificial intelligence could improve their security resilience in the future.
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[bookmark: _Toc231814722]Chapter 1: INTRODUCTION
[bookmark: _v1qcf2m07lq5][bookmark: _Toc231814723]1.1 Introduction and Background of the Study
Cloud computing has evolved quickly to an elemental change in how organizations store, process and manage information. Cloud computing has a lot of benefits that draw a lot of organizations from different spaces to apply cloud computing. As businesses go more cloud-based and into cloud-based solutions, protecting sensitive information and digital assets is becoming a foremost concern. Operational benefits coupled with a distributed and dynamic cloud infrastructure mean cloud computing brings with it complex cybersecurity implications.
The traditional cybersecurity methods are mostly perimeter-centric security models that assume trust of users and devices inside the organizational network. But more and more employees are working from home, working remotely and are flexible in their working arrangements with third party cloud platforms in which they perform their tasks: these proven protection techniques are failing to deliver [50]. Ransomware attacks, insider threats, credential theft, phishing attacks and (prying) eyes on the locked house have also become more frequent and sophisticated as cyber threats have. This has led to the development of cloud models for resource acquisition which have to be more flexible and “intelligent” in a digital environment.
In a new security approach called Zero Trust Architecture (ZTA), the traditional concept of security comes with its set of limitations. The principle of ‘never trust, always verify' is at the heart of Zero Trust, meaning that everyone, every device and every application will be continuously authenticated and authorized before it can access organizational resources. Unlike legacy solutions, which are mostly network-based, Zero Trust focuses on identity-based authentication, constant monitoring, least-privilege access policies, and policy change in real-time. This will significantly improve the organization's security because it decreases the implicit trust and allows limited access [51]. The study will examine the theory and practice of the ZERO TRUST concepts and their impact on cloud security and securing an organization's data.
[bookmark: _b258eyvp4qoz][bookmark: _Toc231814724]1.2 Statement of the Problem
Cloud environments offer flexibility, scalability, and operational benefits for organizations, but also pose certain risks of theft from within the organization, credential-based breaches, phishing attacks, ransomware attacks and subsequent unauthorized entry by external users [52]. Conventional perimeter security models are no longer sufficient to keep cloud systems secure, since they are based on the premise that "inside" is better to be trusted directly. This allows opportunities for weakness and error, especially with distributed cloud platforms where users interact with these organizational resources from a variety of places and platforms.
The security solutions should be capable of continuously authenticating users, monitoring access events and automatically applying security policies based on the risk situation in modern organizations. All the same, there are still organizations striving to implement an efficient identity-based security mechanism that can effectively confront organizational threats and strengthen the protection of the data in the cloud-based system. Once no monitoring is done and the access control system is not adaptive, then there may be an opportunity for threat compromise and progression within an organization's systems [53].
But, given ZTA's promise, not so many “real-world” studies exist that indicate how to implement it and the effectiveness of its implementations in a controlled cloud environment. The literature currently available is mostly concerned with theoretical analysis and technical concepts, and less with real-world evaluations of Zero Trust mechanisms, such as multi-factor authentication, role-based access control and conditional access policies. Therefore, the feasibility and effectiveness of Zero Trust security strategies in mitigating the risks and increasing the protection of data both theoretically and practically in cloud-based organizations should be investigated [54].
[bookmark: _pjrtwc9pz5uc][bookmark: _Toc231814725]1.3 Research Aim
The purpose of the following research is to evaluate the role Zero Trust models play in reducing the risks within organizations and protecting data in the cloud, and to demonstrate their implementation in practice with Microsoft Entra ID.
[bookmark: _93gewo97umdp][bookmark: _Toc231814726]1.4 Research Objectives
· To analyze and critically evaluate current literature dealing with Zero Trust Architecture, Cloud Security, Cloud Environmental Risk Reduction and Cloud Data Protection.
· To explore identity-based authentication and access control policies, and how continuous monitoring can help strengthen cloud security with Zero Trust.
· To examine the authentication flow and configure a conditional access policy and a system reaction with the Microsoft Entra ID solution for Zero Trust to test how different types of scenarios are handled.
· To explain and explore the practical impact of the findings and assess the effectiveness of a Zero Trust security approach in reducing the risk within the organizations, and enhance the security of data in the cloud.
[bookmark: _g35ospahbud0][bookmark: _Toc231814727]1.5 Research Questions 
1. What are the key elements and strategies of the concept of Zero Trust Architecture in the cloud?
2. How is identity-based authentication part of reducing risk to the organization and making the cloud more secure?
3. How can deploy and test a Zero Trust mindset for cloud deployments using Microsoft Entra ID?
4. What's the return on investment (ROI) of Zero Trust security models on data protection and mitigating cybersecurity risks in the organization in the cloud?
[bookmark: _Toc231814728]1.6 Significance of the Study
This research is important because of the insights it provides on the potential of Zero Trust Architecture (ZTA) in enhancing cybersecurity in today's cloud-based landscape. Cloud technologies are a large part of businesses, today and tomorrow and there is a need for more comprehensive, effective security measures. Given the sophisticated cyber attack, perimeter security is ineffective and there is a need for a solution one based on identity, and where constant monitoring is an option [55]. 
In the future, this research work can assist organizations, cybersecurity experts, cloud administrators and researchers regarding how they can utilize IBCS to secure the cloud resources and to minimize unauthorized access. The study also contributes to the desk of information (SOTA) on the arena of security applicable practices of cloud computing and provides a highlight on the significance and advantages of looking at effective cyber security in addressing the present day cyber issues in the enterprise surroundings [56].
[bookmark: _xq50pdc6lkqv][bookmark: _Toc231814729]1.7 Scope of the Study
The goal of this research is to perform a study about the impacts of the Zero Trust security model on threat reduction and securing the data in cloud computing environments. The majority of the research aims at implementing Zero Trust principles such as Continuous Monitoring, Multi Factor Authentication, Role Based Access Control, Conditional Access Policies and Identity Verification [57]. The study work phase will be done in the controlled experimental environment on a simulated scenario of identity and access management in the cloud with Microsoft Entra ID (free tier) [58].
[bookmark: _p2qpc7a2n10g][bookmark: _Toc231814730]1.8 Structure of the Dissertation
This dissertation is organized into five chapters. The introduction for the study is discussed in Chapter 1, which contains the background of the study along with the problem statement, research aim, aim of the study, research questions, significance, and scope of the study. The Literature Review is given in chapter 2 and evaluates the research work related to Zero Trust Architecture, cloud security, organizational risk reduction and data protection from a critical perspective. 
The research methodology is explained in Chapter 3, covering the research design, data collection methods, and the method for how this research can be implemented with Microsoft Entra ID. The results of the literature review and practical experiment have been analyzed in Chapter 4. The last, Chapter 5, shows the findings, recommendations, constraints and future research suggestions of the study.
[bookmark: _3wg1nk6io880][bookmark: _Toc231814731]1.9 Summary
This chapter has provided an introduction to the research with the background and significance of Zero Trust security models in the cloud environment. It included the problem, objective, research questions and scope of the study. The chapter also emphasized the role of assessing Zero Trust Architecture in minimizing an organization’s threats and strengthening data security via identity-based security mechanisms. In addition, the overall layout of the dissertation was explained to obtain an overview of the organization of the research and the chapters that would be addressed in the subsequent chapters.


[bookmark: _Toc231814732]2. LITERATURE REVIEW
[bookmark: _l7tsowe05t9v][bookmark: _Toc225683260][bookmark: _Toc231814733]2.1 Introduction 
The literature review relies on accessible scholarly and business research on Zero Trust Architecture (ZTA) and its application in enhancing security in cloud computing environments. The security models, which have been applied traditionally in perimeter, due to the increased utilization of cloud technologies in organisations, are no longer sufficient, and this is where the concept of Zero Trust as a new approach to security comes into play. Important themes include the following: Zero Trust conceptual frameworks, organisation risk reduction, cloud data protection, implementation issues, and research challenges faced. 
This has seen an incredible change in how organisations store, process, and manage data over the last few years due to the fast uptake of cloud computing technologies. While the cloud is more flexible and scalable, thus it is more cost effective, it does create new security challenges because of the distributed and dynamic cloud environment. In today's world of new cyber threats, old school perimeter-based security models, which rest on the premise that cyber threats are external to the network, are playing a diminished role in the fight against new threats. 
This lack of strength has prompted a need for more adaptability and strength in the structure of securities leading to the emergence of the current model of cybersecurity called Zero Trust Architecture (ZTA) [26]. The principle of Zero Trust is based on an essential rule: Never trust, always verify, meaning that users and applications, devices, and users need to be continually authenticated and approved, regardless of where they are.  This method is practical, particularly in cloud computing, where the resources are remotely accessed, and data is even spread across different platforms. Zero Trust enhances the various security postures of organisations by eliminating implicit trust and enacting an intensive identity verification system [27].
It will critically assess ZTA in terms of reducing organisational risk and protecting data and outline important issues and gaps in research. The review will be based on the current academic and commercial views, which will try to paint a complete picture of the current security landscape in the cyber sphere and its role of Zero Trust [28].
[bookmark: _jel610n9q0dh][bookmark: _Toc225683261][bookmark: _Toc231814734]2.2 Zero Trust Architecture
The Zero Trust Architecture concept and methods will be taught in this course.The concept of Zero Trust Architecture and approaches to implementing Zero Trust Architecture are reflected in the data collected from the course. Zero Trust Architecture (ZTA), which has been a departure from the historic approach to perimeter security, was one of the significant changes. Using the concept of “never trust, always verify”, all users and devices are “trusted” wherever they are located.  This has played a major role in the cloud computing environment due to the increasing complexity and distributed characteristics of the current network. As of the available literature, ZTA is also constantly evolving, and several conceptual models, frameworks, and proof-of-concept implementations have been developed to address different security demands [1]. 
Implementation tactics of Zero Trust are typically predisposed to identity-based security practices. These are identity and access management systems, tight authentication processes, as well as network segregation in order to limit access to resources. Regular checks and encryptions are other properties that increase the security of clouds because the data is not merely secure once transmitted but also when stored [2]. In addition, enhanced techniques, such as autonomous identity-based segmentation, use behavioural analytics, with machine learning, in real-time access permission of changes, as well as polarization, of the potential threats [3].
In addition to the concepts of Zero Trust, several formal models have been proposed in order to formalise the application of the method in the different organisational environments. The Zero Trust Architecture that was created by the National Institute of Standards and Technology (NIST) is also one of the most popular models [29]. The most important components of this framework are Policy Engine, Policy Administrator, and Policy Enforcement Point, which will be combined to regulate the determination of access dynamically towards different contextual factors. 
This would ensure that if a hacker managed to penetrate one aspect of a system, they would not be able to do much damage if they passed through the system [30]. This is appropriate for environments such as cloud and hybrid, which rely on distributed content across a variety of platforms and via multiple locations.
[image: ]
[bookmark: _Toc231820845]Fig. 1: NIST Zero Trust Architecture Diagram Components (Policy Engine Policy Administrator PEP)
In addition, Zero Trust implementation also approaches the identity-centric security models more and more. The new security perimeter has taken the place of the old network perimeter, which is identity. Technologies that prove invaluable and become crucial in the mechanisms of identity verification and access controls include Identity and Access Management (IAM), Multi-Factor Authentication (MFA), and Single Sign-On (SSO) [31]. These systems prevent chances of unauthorised access since authenticated and authorised users can only access certain resources. This means verification of the configurations of devices, patch status, and security status before access. Zero Trust is also considered better in improving the security architecture since it involves a device-level verification used to make access control decisions [32].
Current research indicates that cloud-based security services and tools can help support the adoption of Zero Trust concepts into the existing Cloud architectures. The literature indicates that cloud platforms offer functions for conditional access controls, encryption solutions, and mechanisms for continuous monitoring, which are in line with Zero Trust needs. The tools enable organisations to implement security controls at scale and more efficiently, and do not have to use a huge on-premise infrastructure [33].
[image: ]
[bookmark: _Toc231820846]Fig. 2: Zero Trust Architecture Conceptual Framework Diagram
In addition, more and more behavioural analytics and artificial intelligence are also becoming a part of Zero Trust models in an attempt to enhance their detection and response capabilities to threats. The technologies analyse the usage of behavioural patterns and create a deviation that may be an indicator of security threats. Suppose a user is forced to access sensitive information in an unexpected place, or on an unusual device, will need to go through extra identification or be unable to access it at all by the system. The Terminal by itself is just one benefit of Zero Trust Architecture, which is an adaptable architecture that adjusts in real-time [34]. Although the progress is astounding, there is no single recipe or formula for Zero Trust implementation. 
The conceptual models and the implementation methods of Zero Trust Architecture illustrate the shift to the practices of more dynamic, identity-driven, and context-sensitive security [35]. These strategies not only improve the weaknesses of the classical security designs, but also provide a scalable and resistant architecture of the security of modern cloud architectures.
[bookmark: _8bp6wf64r6vt][bookmark: _Toc225683262][bookmark: _Toc231814735]2.3 Zero Trust and Organisational Risk Reduction
Zero Trust Architecture (ZTA) is fast emerging as an effective approach to curtailing cyber risks in organisations in both the existing distributed and cloud environments. As opposed to the conventional security models, the Zero Trust model eliminates implicit trust and enforces the continuous validation of users and devices, and the overall security posture is improved. As per the research, the significant mechanisms involved in the Zero Trust security models are identity and access management, micro-segmentation, and dynamic policy enforcement that help to minimise vulnerabilities and exposure to cyber threats [4]. 
This is because of the combination of the behavioural analytics, artificial intelligence, and real-time monitoring, which offers a greater ability to identify abnormal behaviour and respond in time to mitigate potential threats [5]. The studies focused on the small and medium-sized enterprise analysis underline that ZTA can significantly increase the level of cybersecurity, although it can only be useful in case of overcoming the problems connected with its realization and risks involved [6]. 
On the other hand, Zero Trust suggests a continuous verification system that evaluates the risk dynamically, thus the access decisions are always aligned with the current security context. This dynamic nature will greatly minimise chances of breach without being detected, as well as allow a long stay of the attackers in the system [36].
One of the most crucial advantages of Zero Trust for risk reduction is the minimisation of the attack surface. There are several studies that point to other challenges that are faced by organisations in implementing the Zero Trust models: Implementation complexity, employee resistance and increased administrative burden. This will limit unnecessary access to sensitive systems and data, thereby decreasing the potential access points for hackers. Besides, they are capable of installing just-in-time access tools so that they can just permit temporary access and automatically expire, which will also play a part in enhancing security management.
Some studies have noted potential implications on user convenience due to the fact that the availability of continuous verification mechanisms might affect the user. Therefore, organizations must walk a security vs. usability line. This can be addressed with the help of Zero Trust, which constantly oversees user behaviour and authenticates access requests even to already authenticated users of the organisation [37]. It is now possible to very easily identify any abnormal or suspicious behavior and prevent it. Considering a scenario where an employee tries to get the information that is not part of his job or work schedule, the system may send an alert or impose more authentication.
Security events can be analysed, and predefined actions can be triggered in case of a threat detection using Security Information and Event Management (SIEM) systems and Security Orchestration, Automation, and Response (SOAR) platforms. This will reduce the response time that will be required to resolve the incidents, and it will reduce the harm that can be inflicted by cyberattacks. Automation of responses also enables organisations to have the same security practices within complex environments [38].
Another risk that is important in mitigating risks in organisations is that of Zero Trust and regulatory compliance. Different industries have strict policies regarding data protection including data protection standards such as GDPR (General Data Protection Regulation) and ISO/IEC 27001. Zero Trust can help with compliance since it has a wide array of features related to access control, audit trails and even continuous monitoring. These capabilities allow organisations to be responsible and transparent, minimising legal and financial risks to organisations arising from security-related issues of non-compliance [39].
[image: ]
[bookmark: _Toc231820847]Fig. 3: Zero Trust Security Model for Risk Reduction and Threat Prevention Diagram
Additionally, Zero Trust allows improved visibility of the whole IT infrastructure. Having consolidated identity management and monitoring the access lives enable organizations to achieve a birds eye view of what's happening within their security environment. This increased visibility allows security personnel to more easily spot weaknesses and threats, and take some steps to address those weaknesses. 
It further helps in anticipating hazards to the advantage of the organizations and to produce a proactive hazard mitigation plan to avoid hazards becoming a major event [40]. They also have case studies that show how Zero Trust is a suitable model to reduce the risk of the organisation. Big enterprises taking Advantage of Zero Trust have claimed significant adjustments with regards to their security posture: decreased incidents, much faster threat discovery are just some of them. 
Therefore, an incremental and planned strategy needs to be followed in implementing it to make it the most attractive to the organisational risk reduction [41]. Finally, Zero Trust Architecture is an evolving and all-encompassing approach to address the evolving challenges posed by cyber threats in today's cloud-based environment. With continuous verification, least access privileges, behavioural analytics and automatic response, ZTA helps businesses significantly cut down their cyber threat risk and improve their overall security resilience.
[bookmark: _chdbs5kr32c][bookmark: _Toc225683263][bookmark: _Toc231814736]2.4 Zero Trust and Data Protection in Cloud Environments
The use of the cloud network is distributed through multiple platforms making use of information remotely requires an improved protection over the traditional security measures that do not allow limiting of illegal access to information. Their answer is to place strict identity and access control, which will, in turn, mean that if the user needs to access the sensitive data he/she must be an authenticated and authorised user [7]. 
In addition, ZTA's use will result in decreased insider threats and improved data access control within cloud environments, researchers note. Combine these and implementing identity management along with suitable authentication mechanisms becomes much more effective and organisations could better protect sensitive data and develop awareness among individuals for security-related processes [8]. 
Such a multi-tiered security measure greatly minimizes the possibility of a data breach and helps to facilitate secure data sharing over the distributed cloud solutions. Commonly used are key management systems in encryption key management which add more control over access and use of data to the management system [42]. Another important consideration of data protection with Zero Trust is data classification and labelling. In addition to that, Zero Trust fosters the notion of continuous monitoring and auditing of data. It would be possible through maintaining detailed accounts of user behaviour and data access history, which can assist organisations in tracking data usage and identifying any unusual behaviour [43]. Such visibility is crucial to identifying any security incidents and holding users accountable. Audit trails are ideal to investigate and respond to an incident in the case of breach or violation of a policy, to enable organisations to take corrective measures in time.
The authentication and authorisation standards of an internal user must be identical to those of third-party users and applications, therefore offering the same protection across the ecosystem. This minimizes the chances of being vulnerable due to external integrations [44].
The healthcare, banking, government, and education sectors are especially vulnerable to this type of security featuring, because they have to be able to handle both personal details and financial details by using safeguarded standards or guidelines. It will also boost customer confidence since it demonstrates a significant degree of concern for the security and privacy of the data.
Secure access service edge (SASE) and cloud access security brokers (CASB) also boost data protection in the Zero Trust framework. These technologies have additional security measures, such as trying to monitor and control access to cloud services, and implement data protection policies, as well as eliminate leakage of data. 
[image: ]
[bookmark: _Toc231820848]Fig. 4: Zero Trust Data Protection Model in Cloud with Encryption and Access Control
However, the success of Zero Trust can only be achieved in guarding the data as long as it is in place and properly controlled. Weak policies, misconfigurations, or not being monitored can diminish the effectiveness of the security framework. Therefore, organisations must constantly review and update their security policies in order to align with the emerging threats and changes in the cloud environment [45].
In general, Zero Trust Architecture is a holistic and flexible data protection methodology in the cloud environment. ZTA assists organisations to secure sensitive data with identity-based access control, encryption, 24/7 monitoring, and compliance support, which allows organisations flexibility and scalability in their cloud practices.
[bookmark: _2mhzclc4v83l][bookmark: _Toc225683264][bookmark: _Toc231814737]2.5 Practical Implementation of Zero Trust
The actual implementation of the Zero Trust Architecture (ZTA) is to scale the theoretical concepts to the reality of security practices in the cloud and distributed environment. Improving the authentication and authorisation process has been proposed to be one of the focus areas of implementation through identity management, and the decentralised identity solutions have been proposed. Those solutions have been developed with the help of such technologies as distributed ledgers and self-sovereign identity, which make it possible to verify identities without compromising privacy in different areas [9]. Preliminary studies found that Microsoft cloud platforms are global service providers that have embraced Zero Trust principles, such as enforcing identity verification and implementing multi-factor authentication, and applying access controls. These implementations help to reduce the attack surfaces and enhance the security of organisations by ensuring efficient continuous user and device verification [10]. In addition, the literature indicates that the implementation of ZTA could meet with some problems, including planning, technical and organizational preparedness. All these mechanisms contribute to the security against unauthorized access and increase compliance with the security standards [11]. 
Building a solid identity governance is one of the primary steps towards actual implementation [46]. This involves the identification of user roles, access privileges are granted to the relevant user roles, and the access privileges should be regularly reviewed to determine whether they are in line with the organisational policies. Two popular access control models include Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC), which imply access control decisions based on user attributes, job roles, and situations. This may be through methods like adaptive authentication, which involves further verification procedures being invoked depending on the level of risk. In specific situations, especially when accessing confidential information, the use of a gadget or a location that has never been utilized may require multi-factor authentication or additional security [47].
Network level controls are another required element with the deployment of Zero Trust. Two other emerging options in the creation of secure and resilient network perimeters are software defined perimeters (SDP) and secure access service edge (SASE) models. The technologies allow organisations to let go of the heavy burden of network location and only connect and access applications and services based on identity, which aligns with the Zero Trust principles. They limit the chance of unauthorised access and lateral traffic to the network by resource isolation and limiting the exposure of the network.
[image: ]
[bookmark: _Toc231820849]Fig. 5: Zero Trust Implementation Architecture using Microsoft Entra ID 
Moreover, orchestration and automation systems are critical in dealing with the complexity of the Zero Trust environments. The security policies should apply to various systems, users and devices – it may not be straightforward to implement without automation. Access control implementation can be made easier with the help of resources such as policy engines and security orchestration platforms, which allow for a quick response to security events. 
This renders the security framework not only efficient when it comes to its operation but also when it comes to overall efficiency as well. However, the organisations must invest in growing user awareness and train them, in order to implement it successfully. The workers should be instructed as to the value and necessity of security measures that involve multi-factor authentication, proper password use, and following access controls. The obstacle to change can turn into a significant discouragement, and both of the aforementioned can mitigate the issue, namely, resistance and training programmes [48].
[bookmark: _t45mt884trw0][bookmark: _Toc225683265][bookmark: _Toc231814738]2.6 Challenges, Limitations, and Research Gaps
Despite the growing popularity of the use of the Zero Trust Architecture (ZTA), the literature has reported some challenges and limited implementation of the architecture. One of the critical issues is the technical complexity of implementing the deployment of ZTA in a hybrid and multi-cloud environment because micro-segmentation, ongoing monitoring, and policing will require a large amount of professional skills and organisational resources [12]. Moreover, the organisational resistance and the required structural and cultural changes can slow the process of successful adoption.
Studies additionally indicate that certain aspects of it, such as the orchestration mechanisms and lightweight cryptography solutions, remain immature to limit the performance of the Zero Trust solutions [13]. Much of the available literature is technical in nature, and that is where it illustrates why full-scale research is needed in the overall effect of ZTA on the organisational risk and data protection.
Along with these technical and organisational constraints, there is the limitation of implementing Zero Trust Architecture (ZTA) due to its many interactions with “legacy” systems. Most companies remain in their typical IT environment which wasn't designed for identity-centric and continuously monitored security models. The discussion in this blog post about Zero Trust for those environments may seem like an expensive or impractical course of action, depending on operational requirements, or a big system upgrade – especially when considering costs and time.
The other weakness that can be found in the literature is that is likely to reduce work of the system, which reduces users experience with the Zero trust. Constant authentication, on-the-fly check-ups, and regular policy audits may bring about delays and make the access procedures more complicated. Also, you may come across less "matured" and less "resourceful" companies that may not be ready to meet the more complex authentication processes and monitoring that Zero Trust requires. Therefore, there is a trade-off among organisations between better security controls and a better user experience for their systems [49]. 
[image: ]
[bookmark: _Toc231820850]Fig. 6: Challenges of Zero Trust Architecture in Multi-Cloud Environments Diagram
There are also no standardised metrics and evaluation frameworks to evaluate the success of the implementations of Zero Trust. There's no point in organisations assessing the functionality of their security strategies, let alone comparing with other strategies, without clear benchmarks. Future studies ought to be directed towards coming up with measurable metrics that can be employed to measure risk reduction, the effectiveness of data protection, and the overall security performance.
The other major gap in research is the lack of studies involving the research of user behaviour and organisational culture in terms of the adoption of Zero Trust. Technical solutions are documented well, but human factors that affect the implementation success are not usually well-documented. The interaction between workers and Zero Trust systems and how organisations cope with change may yield useful information on how to improve the adoption plans.
Other research is required regarding the approaches for implementing Zero Trust environments in different industry sub-segments and the development of a common measurement tool for determining the impact of Zero Trust environments in organizations as a whole.
[bookmark: _Toc231814739]2.7 Summary
According to the literature on Zero Trust Architecture (ZTA), according to the literature, the shift to more fluid and identity-based models, as compared to perimeter-based models, is considered one of the key modifications in the security models of the past, especially within the cloud computing model. As the number of organisations switching to cloud technology channels grows, the limitations of the conventional safeguard designs are already becoming a reality, and the development of Zero Trust becomes more powerful and flexible in security. ZTA is founded on the principle of never trust, always verify, which grants unremitting authentication and authorization of users, devices, and applications regardless of location.
Concerning the risk elimination in organisations, the literature reveals that Zero Trust produces significant positive effects on the security posture in general, by implementing the least-privilege access and limited sideways movement in networks. It also attains the capacity to react to incidents and regulatory conformity by offering detailed monitoring and audit tools. These features aid in reducing both external cyber threats and insider threats.
There is also well-documented ZTA protection of data in the cloud environment. Zero Trust offers protection to sensitive data by using encryption, strict access control, and continuous surveillance in case of distributed systems. Internet technologies such as cloud access security brokers and secure access service edge can add more to the enhanced protection of data as they make sure to use the security policies widely adopted on a range of platforms.
Nevertheless, a number of obstacles are also presented in the literature regarding the adoption of Zero Trust. The technical complexity, the cost of implementing and integrating with the existing structure, and the impact on the user experience are among the technical factors. It might also be a result of organizational resistance and/or a cultural shift that is necessary for successful adoption. Obviously, the points about the lack of empirical research to back up the rationale behind the effectiveness of ZTA for both risk minimisation in the organisation and data protection are worth emphasising. The research available is largely theoretical or technical and has not focused on the practice and measurable outcomes.
[bookmark: _hlzlkgp9n0yg][bookmark: _i4wkt3o5gsrl][bookmark: _Toc225683266]

[bookmark: _Toc231814740]3. RESEARCH METHODOLOGY
[bookmark: _t77c959c04ea][bookmark: _Toc225683267][bookmark: _Toc231814741]3.1 Introduction to Methodology
The chapter will outline the methodology that shall be adopted in the research on how Zero Trust security models shall be used to mitigate organisational risk and data protection in the cloud configuration. The study adopts a qualitative research design supported by a structured literature review and a clearly defined practical demonstration to examine how Zero Trust principles operate in a controlled cloud environment. The methodology design is selected in order to allow for theoretical analysis and the testing of the Zero Trust principles in a controlled cloud environment. The research ensures credibility through the use of high-quality secondary data sources, alongside a structured practical experiment that demonstrates identity-based authentication and access control mechanisms. In addition, a practical demonstration is conducted using Microsoft Entra ID to simulate a Zero Trust environment, where user authentication, access control policies, and system responses to valid and invalid login attempts are systematically implemented and observed. Analysis of the effectiveness of cloud security environment principles of Zero Trust is supported by the combination of literature analysis and practical experimentation.
[bookmark: _kzge39034vt][bookmark: _Toc225683268][bookmark: _Toc231814742]3.2 Research Philosophy
The philosophy of the research chosen in this study is interpretivism, which is appropriate to undertake research and appreciate conceptual and contextual aspects of Zero Trust security models in the cloud environment. Instead of relying on numerical measures and statistical verification, interpretivism is interested in the interpretation of meanings, patterns, and perspectives through the available knowledge. This corresponds to the aim of the research, which is to analyze and critically absorb the available academic and professional literature to understand how the concepts of a Zero Trust can assist organisations in minimizing risks and preserving data [14].
The interpretivist approach methodology can also help the researcher to explore the notions of Zero Trust architecture, methodologies of its execution, and its perceived effects as practiced by different researchers and industry players. The study is laid in two primary interpretivist lines; first, to identify a general theme, patterns and conceptual observations from the data, due to their being mostly two secondary and one controlled experimental environment (situated within the user accounts), and second, by using the simulation mode of the controlled experimental environment [15]. Therefore, interpretivism provides a flexible and suitable outline for achieving the research objectives using qualitative research and theoretical perspectives.
[bookmark: _d47zu4304tjr][bookmark: _Toc225683269][bookmark: _Toc231814743]3.3 Research Approach 
The research method is inductive as it suits the purpose of deriving insights on the basis of the accessible literature, in contrast to probing prior hypotheses. The strategy would allow the researcher to explore and argue the patterns, themes, and relationships of the scholarly and professional research on Zero Trust security models within the cloud systems. The research will purport to build a comprehensive vision of the application of the concepts of Zero Trust principles written into documentation to influence organisational risk reduction and data security through the examination of a multitude of secondary sources [16].
The study will also be qualitative in nature, which will be helped by the inductive approach, as the study will be expected to derive the knowledge driven by the interpretation and synthesis of the available findings. It offers flexibility with selections of key concepts such as identity authentication, access control and ongoing monitoring and analysis of the appropriateness of these concepts across scenarios.  
[bookmark: _cvr8fqs6uxyf][bookmark: _Toc225683270][bookmark: _Toc231814744]3.4 Research Design 
The methodology was based on a structured literature review conducted as a qualitative research to evaluate the role of Zero Trust security models in the context of data protection and risk reduction in an organisation's cloud environment and a well-defined practical demonstration. The qualitative design is also useful to gain in-depth understanding of the conceptual framework and implementation strategies and ascertain the outcomes of the experimental setup [17]. 
A particular design of the research is a combination of systematic review followed by a practical experiment in order to create an environment as close as possible to Zero Trust. In the literature review part, students will help identify the key themes, concepts and gaps in the field of Zero Trust architecture, organisational risk and data protection. The hands-on part discusses how to create and execute a controlled environment on the cloud to deploy and experiment with Zero Trust security measures powered by Microsoft Entra ID. Different scenarios created in this experiment are used to understand the behaviour of the Zero Trust principles, continuous authentication, identity verification and access control policies in that experiment [18].  
[bookmark: _tpak5ucg9j4u][bookmark: _Toc225683271][bookmark: _Toc231814745]3.5 Data Collection Methods
[bookmark: _xwhgesmu263j][bookmark: _Toc225683272][bookmark: _Toc231814746]A. Secondary Data Collection 
In this study, I used a technique of secondary data collection and practical experimental data collection. The secondary data is analyzed based on the literature existing about the Zero Trust security models, and its application in the field of risk reduction and data protection in cloud environment. The information gathered is from peer-reviewed journal articles, conference papers and industry reports so the findings of the research are reliable and valid, and official documents from reputable organizations are used to validate the concept of understanding and reasoning with regard to practical implementation. 
These references are also acquired from the scholarly databases such as IEEE Xplore, Google Scholar, Research Gate & MDPI. It uses the structured search strategy and some sets of keywords including Zero Trust architecture, cloud security, cloud data encryption, access control and organisation risk reduction. The received information was grouped into several categories for ease of thematic analysis, where the common themes and the gained insights of the introduction of Zero Trust and the results of Zero Trust implementation could be revealed.
[bookmark: _peprz7alye4r][bookmark: _Toc225683273][bookmark: _Toc231814747]B. Practical Demonstration Data
The study also uses secondary data other than a structured practical experiment, to supply observable data in a simulated Zero Trust environment. The experiment uses Microsoft Entra ID (free tier) to represent identity-based authentication and access control features in a Zero Trust environment. Data is gathered: Simulation of accounts of various levels of access, authentication modalities and conditional access control, observation of these changing in different contexts of security. 
The experiment is conducted in the controlled environment with assistance from client system, which mimics the user access scenarios. Logins and logouts and successful and unsuccessful logins, auditing responses, security policies enforcement and decision making are recorded while the data is being collected [19]. Every observation captured offers practical and experiential learning about aspects of Zero Trust that are being applied – continually verifying identities, user based access controls, and enforcing policies in the cloud.   
[bookmark: _jtdxq14tsf6j][bookmark: _Toc225683274][bookmark: _Toc231814748]3.6 Data Analysis Method 
The analysis of data is done through secondary data is done using qualitative thematic analysis approach and practical experimental results obtained from the Zero Trust demonstration is done using descriptive analysis. The research is conducted using the general methodology used by Braun & Clarke which involves identifying, analysing and describing patterns out of the data. 
This approach is based on interpretativist and based on an inductive type of research that enables researchers to interpret the results of the literature review as well as the results of an experiment without making up any hypothesis. Primary coding is done to identify insights, recurring themes and patterns of Zero Trust architecture and organisation risk reduction / data protection in the case of secondary data. Themes are then assigned the codes which represent the mainframes of analysis in literature [21]. Based on identified themes, the structured understanding of the principles of Zero Trust, risk reduction elements and data protection strategies are created. 
The last part deals with the interpretation of these themes in the context of the research aims and the integration of the results of the practical experiment. Analysis of data is descriptive, logon attempts success and failure are observed, there are logon requirements, access control requirements (yes or no) in various scenarios were included for the practical experiment. 
[bookmark: _vqnmapmgmiuc][bookmark: _Toc225683275][bookmark: _Toc231814749]3.7 Practical Implementation Procedure
In this type of research, the hands-on part consists of a structured experiment in use, which when necessary, would help to derive a proof-of-concept of the functions of Zero Trust in an IAM framework for delivering in a cloud deployment. The experiment was selected to use Microsoft Entra ID (free tier) in order to allow the deployment of the proper requirements for Zero Trust in the areas of Identity Verification, Conditional Access Policies and Authentication Controls [22]. This configuration can be found when a client system is protected in a controlled environment and configured to simulate real user access to the system. 
Step 1: The cloud-based identity directory is established with the creation of a Microsoft Entra tenant. 
Step 2: There are several simulated user accounts created for various users of the system on which you work, standard users, restricted users and administrators 
Step 3: Each user obtains authentication credentials, application permissions and role-based access control configuration settings to mimic identity-based access management [23]. 
Step 4: Authentication mechanisms (e.g., password-based logon, multi-factor authentication) are set up. 
Step 5: Provides a web interface for user login attempts as if they were actually logins. 
Step 6: Based on authentication policies, application permissions and conditional access rules, the system checks whether the user can log on, and can use applications [24]. Other scenarios have been simulated as well where some users are unable to launch some applications and the risk reduction/policy enforcement mechanisms are tested under those scenarios. 
Step 7: Analytics of successful logins, failed attempts and authentication requirements that trigger are collected. 
This implementation is accomplished through setting up identity and access management features in Microsoft Entra ID that represent the fundamental concepts of a Zero Trust security framework. The tenant environment gets created first and once the role is defined (administrators, normal users etc.), the user identities get created and added. 
With the current mode of role assignments, role based access control is possible and users may only access the resources they require to carry out their roles and accomplish their tasks on the basis of the principle of least privilege. Conditional access policies are then set up to bolster authentication procedures. These policies have some guidelines in them that include multi-factor authentication (MFA), checking of device compliance or granting access outside of trusted locations. 
This abundance of controls will ensure there is never an automatically trusted network user or network device, no matter how high up or low on the network they may be. Multiple login scenarios are used to evaluate the system, such as valid authentication attempts, invalid credentials, limited application access and high-risk login conditions are simulated. It's a response system that's dynamic - whether it can be accessed or not, or whether it requires more authentication. 
[bookmark: _uiv9prretl83][bookmark: _Toc225683276][bookmark: _Toc231814750]3.8 Ethical Considerations
In this study, it does not use real human participants and is not sensitive organisational data thus is not following ethical research requirements. A simulated organisational structure and user accounts allows the practical to turn into the real thing in a “lab environment”. We do not consider that any or all information collected poses a risk of invasion of privacy or poses a threat to security, and the information is only for academic purposes. Ethical principles are adhered to to guarantee integrity, transparency and responsible usage of data in this study. 
The experiment occurs in an environment where the data is controlled and no issue of privacy or unauthorised sharing of the information arises; thus the problem of privacy infringement or unauthorized use of the information may be overlooked in the mode of ‘pragmatic experiment'. This research relies on secondary data where they are easily found academic publications, peer-reviewed journal articles, government and industry documents. Citation and reference is practised and will be used to help avoid plagiarism and uphold academic integrity. In the real implementation there are no real user credentials used, there are no organisational networks used, there are no sensitive information used. 
[bookmark: _brz9tmj2scfn][bookmark: _Toc225683277][bookmark: _Toc231814751]3.9 Limitations of Methodology
[bookmark: _75tm0byv1aan][bookmark: _Toc225683278]The methodology has many advantages but has some disadvantages. Use of secondary sources can result in data that is dependent upon the availability and quality of the information found. This can make it more difficult to capture empirical organisational practices and/or the particular implementation of practices [25]. Therefore, it may not fully represent the complexity and scale of Zero Trust implementation in large or multi-cloud organisational environments.
There are very few limitations to this research methodology; however, they exist and should be mentioned. Firstly, the study is highly founded on secondary sources of data, i.e. findings were made by what is available, the quality and amount of literature used [26]. This can lead to possible bias in case some of the viewpoints or new trends are not adequately represented in the published literature. Secondly, practical implementation is used on the free version of the Microsoft Entra ID on a small scale. Though this allows presenting the foundations of Zero Trust, it is not exactly a simulation of what enterprise environments are like, particularly in terms of the scale of infrastructure, a multi-cloud configuration, or an advanced threat scenario [27].
The other limitation is the qualitative characterisation of the study, as it is concerned with the interpretation and not quantification. Therefore, the research may not provide a correct numerical breakdown of risk that is mitigated or performance enhancement [28]. Thus, although the study provides valuable conceptual and practical information, the results should be viewed in the framework of these constraints and might need additional confirmation by the results of large-scale empirical studies [29].
Furthermore, by looking at the findings of the study, the introduction of the enterprise system on large scale and performance after operational use of enterprise system could be done further empirically in further study.
[bookmark: _6t9jgdmz31gt]

[bookmark: _Toc231814752]4. ANALYSIS OF FINDINGS
[bookmark: _fxt4z7m4c9lj][bookmark: _Toc231814753]4.1 Introduction
The received results are analysed and interpreted in the provided chapter by means of the secondary literature review and by implementing the Microsoft Entra ID in a way which is more or less close to a Zero Trust environment. This section will evaluate how well the ideas of Zero Trust Architecture reduce the risks and data security of organisations in the cloud environment, as hypothesised in the objectives of the research work. They acquired a thematic analysis of the academic literature and a descriptive analysis of the responses of the systems during the experiment. A literature search was conducted, forming the basis of the chapter introduction, and the results are presented and analysed. A literature review is carried out after the real implementation of Microsoft Entra ID and presented and analysed in the chapter. This description and analysis of the results regarding the various research aims follows further in Chapter 5.
The chapter also considers authentication mechanisms and access control policies, and delves into the added value that the Zero Trust principles bring to the security management of organisations in a cloud-based environment [82]. Microsoft Entra ID was shown in practice, with various simulated scenarios of user access and a demonstration of the policies and system responses to the types of access students make and the behaviours they follow. The possibilities of gaining proactive threat detection and information protection with continuous monitoring, adaptive authentication and security logging are also analysed. 
[bookmark: _krhswf7tw6xd][bookmark: _Toc231814754]4.2 Results and Analysis
[bookmark: _h0efl6ihoqag][bookmark: _Toc231814755]4.2.1 Authentication and Identity Verification Effectiveness
	Implementing has also shown that the identity verification mechanisms have helped to boost the overall visibility and control of access activities by users in the cloud environment. Security policies were already established, which meant that any authentication was verified each and every time, rather than just assumed, before the next user would be given access. It was checked against the pre-defined security policies at every attempt for authentication. Today, there was also an easier way to manage the users' identity using Microsoft Entra ID, which also helped to streamline security throughout the simulated organisational environment. In addition, logs of authentication activities made throughout the experiment were very helpful in getting insight into the pattern in which someone logs into their accounts, logs in unsuccessfully, and triggers security prompts [83]. Ensuring continuous verification of identity is essential to establishing a Zero Trust security strategy and helps reduce the threats faced by hackers who choose to access systems.
[image: ]
[bookmark: _Toc231820851]Figure 7: Microsoft Entra multifactor authentication overview - Microsoft Entra ID
The outcomes of the real-life implementation indicate that identity-based authentication measures establish the basis of the Zero Trust security and can be the critical factor in deciding access control in the cloud computing environment. In the test, systematic attempts to log in by users during the test were carried out, valid and invalid test user attempts, as well as cases in which additional authentication was needed [30]. Multi-factor authentication (MFA) enhanced the authentication as well, since it involved another level of authentication, this time one that lessened the chances of unauthorised access. 
[image: ]
[bookmark: _Toc231820852]Figure 8: Zero Trust Authentication Flow Diagram
The system responded to additional confirmation in the cases where the efforts of logic were caused by new conditions, i.e. new devices or simulated high-risk situations, which demonstrates the dynamism of the Zero Trust policies [31]. In the simulated environment, the observed results have confirmed that identity verification mechanisms have enhanced authentication measures and decreased the chance of unauthorised access attempts. The experiment proves that continuous authentication minimises the usage of fixed credentials and ensures that trust is not assumed at all. Overall, the findings of the implementation showed that identity validation measures were well implemented, resulting in an improvement of the security level of authentication and strengthening access verification within the Zero Trust environment [32].
4.2.1.1 Multi-Factor Authentication and Continuous Verification
[image: ]
[bookmark: _Toc231820853]Figure 9: Microsoft authentication continues verification
One of the main features that complemented the Zero Trust environment that was put in place was multi-factor authentication (MFA). The same can be applied to Microsoft Entra ID, which discovered that simply using a username and password to secure cloud-based systems is insufficient to protect against today's forms of cyber attacks. To prevent users from being able to log in without multiple verifications, other levels of authentication were set, such as secondary authentication prompts. It lowered the likelihood of unauthorized access, due to stolen credentials and/or password attacks. 
Unlike trusting the users to be honest with the system, it continued to track users' logging to the system, their usage and their device conditions and access requests throughout the session. In case there is any suspicious activity, or logon attempt is unknown when it occurs, a secondary logon verification is conducted, and then the logon is approved or denied [84]. The results show that MFA and continuous verification greatly enhanced the security of authentication and better ensured that protection is effective against new threats to cloud security.
[bookmark: _kh5qn2od8uee][bookmark: _Toc231814756]4.2.2 Access Control and Policy Enforcement Mechanisms
The practical part also involved the creation of some test users in Microsoft Entra ID and the creation of many simulated organisational roles to test access permissions, conditional access policies and access denial policies in various security scenarios.
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[bookmark: _Toc231820854]Figure 10: All Conditional Access Policies in Microsoft Entra ID
Simulate the effectiveness of policy-based security controls using conditional access policies to control user access. Even the role-based access control (RBAC) issue was taken care of appropriately in order to make sure that a user could only access the resources as per his or her role. This supports the concept of least privilege and reduces the amount of exposure to confidential information that is not necessary. It has proven to be a system that can be trusted with giving and refusing access depending on the agreed rules, indicating how well the automated policy enforcement will be conducted [33]. 
The outcomes demonstrate that Zero Trust policies can be dynamically modified depending on who is accessing or where they are accessing from, and the security context they are in. It is also the outcome of the result that policy enforcement can make a human error in access management, as far as it automates the security decision-making process [34]. In general, the application of the proposed system in the practical implementation proved that the system applied the proposed structured access control mechanism, which is used to continuously validate and monitor access rights to achieve high security in the management of access rights.
Additionally, the implementation process is an example of the adaptability and agility of the Zero Trust policy enforcement mechanisms. Different organisational groups of users were used, as well as different security rules that apply to each group, to test access scenarios. This allowed the system to place different restrictions upon itself, depending on the sensitivity of the desired resource as it applied to the access attempted by the individual desiring to make the access [85]. 
Administrative accreditations may be able to access higher-level functions, for instance, whilst standard users can't access higher-level settings and confidential possessions. This permission separation brought down unnecessary exposures of critical organisational functions and enhanced access governance. The use case was also used to showcase app-level restrictions which could enhance the management of cloud security. Different applications and cloud services were set up to test different scenarios of behavior with the aim of gaining insight into the behavior of the system when having access to it authorized and unauthorised. Any user trying to use an application to which they do not have access was automatically denied access by the policy engine. However, sometimes authentication was usefully required to access these resources, particularly when attempting to access resources under non-trusting conditions, and in simulated risk settings. 
The answers given by the respondents highlight the importance of the contextual security decision-making in Zero Trust Architecture. As they implement that, it is another finding that is important; automatic policy enforcement [86]. The typical security model refuses and accepts the request without any other security requirements, whereas in Zero Trust, the access is constantly checked against a set of security requirements. This automated operation allowed for a reduction of administrative overhead and guaranteed uniformity of security rules through all Accounts and Applications. 
The results suggest that implementing a combination of role-based permissions and application-based access control, along with implementing conditional access policies, can form a more robust and responsive cloud security environment to react to the constantly changing security needs of an organisation and the threats it faces.
4.2.2.1 Role-Based Access Control and Conditional Access
The identities of users – and ultimately what they can access – will be determined by the individuals' roles at an organisation through various policies. Role-based access control (RBAC) and conditional access policies were introduced to demonstrate how these principles can be applied to manage user access in a cloud environment. Several test users were created in Microsoft Entra ID and simulated organisations' roles to mimic administrator, standard and restricted users. 
The level of access was determined by the type of resource and application that a person was the guardian of, allowing access to the resource and the application to only approved users. This aligned with the idea of 'least privilege' to ensure that people don't have to access sensitive systems as needlessly as possible, and to minimise the 'perimeter' available for attack.
Conditional access policies were also set up to check login conditions, like user role, authentication status and access location, before access is granted. Multiple opportunities for users to not be able to use some apps and cloud resources when they lack access to them [87]. 
Additional authentication conditions existed if high-risk conditions were identified. RBAC and conditional access policies have been shown through implementation to improve the security of any company by automating access decisions and having the security protocol implemented and applied continuously on top of cloud-based systems.
[bookmark: _v5qkorqvxdwu][bookmark: _Toc231814757]4.2.3 System Response to Threat Scenarios and Risk Reduction
4.2.3.1 Detection of Suspicious Login Activities
In reality, implementing it as a solution revealed the importance of combating malicious account logins in a Zero Trust security strategy. Microsoft Entra ID constantly monitors authentication activity and examines it in accordance with pre-defined security conditions. Various simulated threat scenarios were tested, including: More than three failed logon attempts, incorrect logon password entries, and logon attempts from an unrecognised device. The system spotted and acted upon these uncommon behaviours, preventing access or prompting them to provide additional authentication.
The system could seamlessly handle all events in real-time and detect the patterns that could indicate a potential cyber threat, such as credential stuffing, brute force, or other patterns. Other suspicious logins were detected, and suspicious behaviour response was enhanced via the handling of suspicious logins in relation to the script provided by the login policies. 
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[bookmark: _Toc231820855]Figure 11: Monitor risky sign-ins in Microsoft Entra ID
Based on the findings of the experiment, the Zero Trust systems can be effectively implemented as long as detecting and reacting to security threats is involved. The system rapidly hinders the introduction of improper login attempts, and a log of the action, which suggests that it has significant shielding against unauthorised access. The system was stronger, with intensive authentication and was able to block any possible pattern of attack, like brute force or credential stuffing, in emulated high-risk conditions like failed log-in attempts being repeatedly attempted [35]. The inclusion of continuous monitoring allowed the system to verify on-the-fly how each request at the access point was going to be screened, and minimised the risk of the presence of threats that would be missed. 
[image: ]
[bookmark: _Toc231820856]Figure 12: Threat Detection and Risk Response
The observations are in support of the premise of Zero Trust, where user behaviour is constantly monitored, and risks for unauthorised activities are reduced. The dynamic response of the system to the risk conditions goes to affirm that the system is indeed effective in reducing the external and insider risks. In addition, the automated response also minimised the number of manual interventions, and its countering of the threats was also quick [36]. The findings against a traditional approach demonstrated that threats were more frequent, and automated monitoring work was simplified to increase the detection of threats, and suspicions were quickly notified to further bolster the organisation's security posture.
[bookmark: _vkod4lf9tlmm][bookmark: _Toc231814758]4.2.4 Data Protection and Security Enhancement in Cloud Environment
4.2.4.1 Audit Logs and Security Monitoring
Documentation by using audit logs and continuous monitoring of security was a main one in providing visibility and accountability in the adopted Zero Trust environment. Microsoft Entra ID was able to collect extensive data regarding what users are doing, trying to do, allowed to do and unattempted logon during one of the practical tests. 
During these user events, the detailed information about user events, who is trying to login, which access policy is being enforced and what is happening when that user accesses that policy were captured using Microsoft Entra ID in the experiment [88]. These logs provided a nice overview of what was going on with the system and were able to visualize successful and unsuccessful logins in a cloud environment. The monitoring process was useful in identifying interactions between users and applications/resources in various cases of accesses.
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[bookmark: _Toc231820857]Figure 13: Audit Logs and Security Monitoring
Detailed audit logging was also improved with the ability to easily review and investigate suspicious activity or behaviour to aid security management. The ability to monitor security access in real time allowed tracking of abnormal behaviour and security concerns as soon as they occurred, enhancing the organisation's capabilities to rapidly react to security threats. 
Additionally, audit logging can assist in sticking to compliance standards and provide organisational accountability as it offers a chronology of user actions and security incidents. The results show that the security monitoring and audit logs are crucial aspects of Zero Trust Architecture to ensure secure and well-managed cloud environments.
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[bookmark: _Toc231820858]Figure 14: View audit log report for Microsoft Entra roles in Microsoft Entra PIM
The results analysis shows that concepts of the Zero Trust approach are indeed quite effective in enhancing the security of the information in the cloud. There was a high level of access control and authentication measures, such that only an authorised user could access sensitive resources, implying the exposure risk was reduced as much as possible. 
It was also proved that implementation was done, and there is a need to introduce various security points that comprise checking of identity, access control and surveillance in a bid to provide a full-scale cover of protection of data. The implementation results show the effectiveness of applying Zero Trust principles for increasing data protection in the distributed cloud environment [38]. In general, the experiment supports the idea that Zero Trust improves the security of the data by setting stringent access regulations, transparency, and prevention of any sensitive information against unauthorised access.
[bookmark: _jl57q2l5qqzt][bookmark: _Toc231814759]4.3 Findings
The results of the current research provide a clear understanding that Zero Trust Architecture (ZTA) is a key aspect in enhancing the security of organisations in the cloud context, as it transforms the more traditional trust-centric systems to the more important verification-centric systems [39]. These findings show that identity-based access control can be used to a great extent in ensuring that only authenticated and authorised users can have access to system resources, thus eliminating chances of unauthorised access to the resources significantly. Specifically, multi-factor authentication (MFA) will be implemented, providing an extra measure of security that will make access to a single credential far less effective, since multiple authentication methods will be required before a user can access their account [40]. Role-based access control also reinforces the least privilege principle by only granting users access to the resources required by their roles, effectively lowering the attack surface and minimising possible exploitation [41]. 
It also enabled the system to establish abnormal patterns of logins and conduct further validation or completely block entry, which is paramount in detecting external attacks, as well as insider threats. The results also confirm that Zero Trust can help prevent horizontal grouping of networks, which is a typical technique of attack employed by attackers once they have hacked into a system in a bid to handle the threats at earlier stages [42]. 
The results of the study also indicate that the practice of the Zero Trust model has to be adequately planned, technically robust and prepared for the organisations to be operational [43]. Issues like complexity of systems, integration with the existing systems, and resources (where small organisations are involved) can make the adoption a problem. Though these deployment requirements, the results support the idea that Zero Trust security architecture is flexible, scalable and can meet today's cloud security challenges.
It also helps improve visibility and accountability within a cloud-based environment by retaining all users' activity and authentication events from the cloud for the period of time that the policy applies. 
The practical use demonstrated to security administrators the possible enhancement in detection and tracking of users' activities, detecting unusual login attempts, and better real-time security policies implementation. 
Additionally, the integration with the continuous verification process through a mobile app enhanced the organisation's real-time security situation and its capacity to meet new security threats. The research also revealed that Zero Trust aligns with an agile strategy to cybersecurity, and not merely reacts to other common perimeter-based methods that are used in traditional network security approaches.
[bookmark: _kq5yaj2oghd7][bookmark: _Toc231814760]4.4 Summary of Findings
Based on literature research and an implementation, the results presented in this paper reveal that ZTA can be applied in a cloud setup to enhance the risk reduction and protection of data in organisations. Microsoft Entra ID implementation was a successful proof-of-work for identity verification, conditional access policies, MFA and continuous monitoring in a limited environment.
The results also reveal that implementing Zero Trust principles contributes to better access control management, fewer chances of unauthorised access and increased security visibility through continuous verification [89].
[bookmark: _k7gqknffs02i][bookmark: _Toc231814761]4.5 Summary
The results of the literature review were compared and contrasted in this chapter, and the practical application of the principles of the Zero Trust was carried out. The findings reveal that Zero Trust Architecture is very beneficial in terms of improving the security of an organisation by being rigorous on verifying identities, dynamic access and unyielding monitoring. The real-life experiment has proved that the authentication steps, policy rules, policy checks, and automatic responses are effective in hindering unauthorised access to curtail the potential dangers. Second, the article argues that the security of data might be extended with the help of Zero Trust, since it ensures that only authorised users can gain access to sensitive data and in a limited environment. The chapter ends with a conclusion that Zero Trust Architecture can be a supportive means for organisational security and cloud data protection by granting access via continuous verification, using identity-based access control and implementing automated policy enforcers.
The chapter also brought up that the theory-practice integration in the assessment of the effectiveness of cybersecurity frameworks was also a key factor in the implementation of the framework. One other positive outcome of the study was the ability to identify the impact of Zero Trust principles on access in various security scenarios and simulated environments, such as Microsoft Entra ID. 
Furthermore, the results showed that companies that implement a Zero Trust approach can improve their security posture, increase control of the users accessing their company resources, reduce security risks and make management of the company's cloud resources more secure.



[bookmark: _Toc231814762]CHAPTER 5: CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _11n5a433io04][bookmark: _Toc231814763]5.1 Introduction 
The final part will provide a summary of the final findings and recommendations that have been developed as a result of research into how Zero Trust Architecture (ZTA) can help to reduce the risk level of an organization and improve the level of data protection it provides in a cloud-based environment. In this chapter, the main findings gained from the literature review as well as from the real implementation in the Microsoft Entra ID are described. It explores Identity-based authentication, Conditional access policies, Continuous verification and other effective Zero Trust components.
The chapter also highlights the effective contribution of the study to the general work in the field of cloud security research and how the practical aspects of cloud’s Zero Trust implementation within the organization can be protected. Further reflections on the research process, considerations about limitations in the methods and on implementation difficulties are also included. Finally, recommendations for organizations and suggestions for future research are presented to develop and implement a Zero Trust security model in modern cloud environments.
[bookmark: _pyo0b5rd5jnu][bookmark: _Toc231814764]5.2 Summary of the Research 
[bookmark: _d42e1rsddcv8][bookmark: _Toc231814765]5.2.1 Overview of the Research Problem
Cloud environments are scalable, flexible and cost-efficient, but also pose security challenges such as security regarding remote access, distributed systems and increased cyber threats. The offshoot from the traditional security perimeter concept is that it is not considered sufficient to provide security for the modern cloud infrastructures from threats such as data breaches, insider attacks and unauthorized access [59]. 
This research has focused on examining the Organic Security based upon the concept of Zero Trust Architecture (ZTA), where these alterations in the paradigm of the trust security models used by an organization will be replaced by mechanisms of continuous verification and identity-based access control to improve the level of security. The study aimed to gain insight into how Zero Trust will help companies to reduce risks and enhance cloud data protection.
[bookmark: _t6ih41cujzmm][bookmark: _Toc231814766]5.2.2 Summary of Literature Review
The theoretical concepts, practices and benefits of ZTA in cloud environments were also explored in this review. Previous studies focused on the principle of Zero Trust, “never trust, always verify,” - the same applies to all users, devices and apps needing to verify themselves before access to organizational resources [60]. The review identified principles including: Identity & access management, Multi Factor authentication, Micro-segmentation, Conditional access policies, Encryption, and Continuous monitoring. Data protection is another plus case for implementing Zero Trust; minimizing insider and external risks and improving overall organizational risk management are also areas that have been proven to benefit from Zero Trust [81]. 
Furthermore, it was revealed that challenges with implementation do exist, such as complexity, integration of legacy systems and organization readiness, and there were very few empirical studies exploring the actual results and experiences of implementing the practice in a controlled cloud setting.
[bookmark: _iyd6nsvurg9a][bookmark: _Toc231814767]5.2.3 Summary of Methodology and Implementation
The research was conducted with a qualitative approach, secondary data analysis and a practical implementation experiment with Microsoft Entra ID. The methodology used was the interpretivist approach in conducting research, the research strategy used was inductive, and the method used was thematic analysis of scholarly and industry literature on the Zero Trust security model [61]. A simulated "cloud" environment, with multiple users, authentication policies and access control policies enabled and tested to assess Zero Trust in the real world. 
To evaluate the different logon and access situations, MFA, RBAC, conditional access policies and continuous verification were tested. The collected results made it possible to perform a comparison of theoretical concepts with the results obtained during implementation, and analyze the influence of the Zero Trust Architecture on data security and data protection in the cloud.
[bookmark: _pjc4xaosshqm][bookmark: _Toc231814768]5.3 Achievement of Research Aim and Objectives 
[bookmark: _as477e5zo06h][bookmark: _Toc231814769]5.3.1 Achievement of Research Aim 
To reduce the risk for organizations and improve their data protection in cloud environments, the goal of the overall research was achieved by studying and practically testing the ZTA [80]. The study concludes with insights and recommendations about the implementation of Zero Trust principles and concludes that it is effective in strengthening cybersecurity in the cloud world today.
[bookmark: _z7h6sj5wkd5][bookmark: _Toc231814770]5.3.2 Objective 1 Achievement 
The first was carried out through a detailed research on academic and research papers regarding trends and concepts related to Zero Trust Architecture, cloud security, organizational risk reduction and data protection. The literature review gave an elaborate explanation of the Zero trust concepts, including the “ethos” and the “Ideas” of Identity Based Security, the concepts of Multi Factor Authentication, Micro Segmentation, Encryption and Continuous monitoring. Another finding from the review was that research and implementation barriers related to the adoption of ZT exist.
[bookmark: _ctuui3c5v28r][bookmark: _Toc231814771]5.3.3 Objective 2 Achievement 
The latter was achieved by conducting analysis on the implementation of “Zero Trust” concept for cloud security using identity-based authentication, access control policies and ongoing monitoring. The results of the study showed that the use of conditional access, role-based access control and continuous identity verification was highly effective in improving the security of the organization; these methods are effective in limiting access and reducing threats from cyber-based attacks [62]. Adaptive authentication and real-time monitoring were also listed as critical elements when maintaining the security of cloud operations.
[bookmark: _by2mhij5bxn7][bookmark: _Toc231814772]5.3.4 Objective 3 Achievement 
The third goal was achieved through working with and testing a Zero Trust environment with Microsoft Entra ID. A variety of test users, organizational roles, authentication rules and conditional access policies were developed to test their use of a Zero Trust approach. There were multiple attempts at login (including successful, unsuccessful and limited access attempts) in order to observe the likely behaviour of the system and enforcement of the policy.
[bookmark: _gebbdvdcjv7o][bookmark: _Toc231814773]5.3.5 Objective 4 Achievement 
The results from the practical implementation analysis and interpretation have culminated in the fourth goal. From this study, it was concluded that yes, Zero Trust can provide better security for the cloud environment since it continuously verifies the security, then controls access based on identities, and responds automatically [63]. This analysis validated that a Zero Trust application could help in minimizing the risk of organizations, enhancing data protection, data activity visibility and proactive threat detection in the cloud environment.
[bookmark: _xyh1dyes5kgs][bookmark: _Toc231814774]5.4 Discussion and Conclusion 
[bookmark: _2osr9bibjxy0][bookmark: _Toc231814775]5.4.1 Effectiveness of Zero Trust Architecture
Applying Zero Trust Architecture (ZTA) in cloud computing environments is an effective and modern solution to protect the clouds today, as proven by these research results. While perimeter-based security models trust that users are authorized to access the organization via dynamic network resources, Zero Trust continuously challenges every access request via identity validation, authentication process and context analysis. Using Microsoft Entra ID in a real-world scenario, we explored the concept of continuously verifying access, as well as policy-based access controls and security to boost the overall security of the simulated environment [64].
[bookmark: _c4vqs3xxwywm]In the malleability test, it applied some dynamic modifications for the different logon scenarios to make it hard for unauthorized users to log on, which means that it can be used to make it difficult for unauthorized users to log on and prevent users' identities from being exploited in this way. A clearly visible threat, coupled with automatic policy enforcement, also helped to increase threat visibility and diverted the switch to a manual threat-handling approach.
[bookmark: _Toc231814776]5.4.2 Organizational Risk Reduction
These findings all underscore the value 0TA delivers to organizations, from providing users with unnecessary privileges or continual monitoring of user activity to decrease the risk of compromise. By developing a so-called identity-based access control management system (IDAM), resources will only be accessible to people who have legitimate access to them, both from outside and inside the organization, thus reducing misuse of identities. Actually, however, automated workflows and controls to monitor and authenticate logon usage have been easily implemented to detect unusual activity [66].
Another crucial aspect of Zero Trust is to fragment and regulate network accesses and place obstacles on the way of lateral movements in networks. Should the attackers be able to obtain them, then other security and authentication mechanisms could be easily leveraged to gain easy access to the sensitive resources of the organization. The deployment also showcased the flexibility and adaptation of automatic access denial and adaptive authentication to help mitigate the risks of broken and compromised accounts and unauthorized logon attempts [67].
Further, Zero Trust is perceived as easier to conform to and results in a sense of accountability in the organization due to granular audit logging and monitoring. Its key features focus on increased visibility of security operations and/or the ability to more effectively react to a security incident. 
[bookmark: _j60kx59g9dd1][bookmark: _Toc231814777]5.4.3 Data Protection in Cloud Environments
In general, the study demonstrates how the different segments of Zero Trust Architecture - from identity verification and encryption support to access control and monitoring processes - can further bolster data security in cloud systems. By implementing Microsoft Entra ID, access to sensitive resources was denied when access is successful after a strong authentication and policy committee evaluation, reducing the risk of unforeseen exposures of sensitive data.
The data was also protected by the continuous verification system, which continually monitored the data for added security, thus preventing placing too much trust in it. Within this, the authentication requirements could be different depending on the context they were about to apply to, such as simulated threat, role, and method of authentication. The adaptive security methodology enhanced insider threat and credential compromise security. Besides, audit logs and monitoring systems provided extended user activity tracking, user visibility, user accountability and incident investigation [68].
While the review provides further credence to the finding that Zero Trust improves cloud data security through multi-layer security measures like secure authentication, policy enforcement, data encryption, and footprint tracking, it does not mention several others. These are extremely important in a cloud scenario where data is distributed between different applications and therefore accessed by remote users and devices [79]. 
[bookmark: _345kgppxsh8j][bookmark: _Toc231814778]5.5 Conclusion
Overall, the results obtained in this study reveal that Zero Trust Architecture is a feasible and viable approach to cybersecurity that can improve the security promise of organizations in Cloud Computing environments and secure cloud data. The study also shows that zero trust is increasingly making organizations' data even more secure with adaptive and context-aware security measures that can help minimize the risks. Despite the fact that many implementations of Zero Trust are still in the process of figuring out how to navigate the technical complexity, integration needs and resources, the use case and benefits are staggering. The Zero Trust principle in authentication, access controls and monitoring of security across the cloud was further demonstrated in the real-world scenarios addressed in the capstone exercises in the Microsoft Entra ID module. Overall, the results show that using Zero Trust Architecture is a good way to boost an organization's ability to resist today's hostile cyber landscape, improve visibility in the cloud and offer greater protection of its key assets. Self-reflection and evaluation of the research.
[bookmark: _2u8xmy57utlq][bookmark: _Toc231814779]5.6 Reflection on the Research 
[bookmark: _frkix4mwg3k0][bookmark: _Toc231814780]5.6.1 Academic Reflection
This research will provide knowledge to the academic community of the role ZTA is playing in today's cloud computing world and how. This study involved first examining scholarly articles, and subsequently industry reports to gain a better understanding of the recession of the traditional cybersecurity perimeter-oriented system methodology in the wake of new-world cyber threats. Among the special research areas was the following case: critical analysis, thematic evaluation and interpretation of the concept in cyber security as expected to be a central part of the critical analysis concept. Academic study content was correlated to practical aspect to ensure depth of knowledge and understanding of cloud security concept and to minimise the level of risk to the organization.
[bookmark: _456gwgbwxhoq][bookmark: _Toc231814781]5.6.2 Technical Reflection
As part of adopting Microsoft Entra ID, we learned a lot about how the Zero Trust principles apply to the cloud platform. The behaviour of test users, authentication mechanisms set up, and implementation of conditional access policies were evidence-based. Another thing the participants learned in the experiment was the multi-factor authentication, role-based access control, continuous verification and security monitoring systems. 
In the process of enforcing the implementation, some technical issues were found, such as role assignment, network configuration, user authentication and user access testing, which indicated the complexity of Zero Trust implementation [70]. However, this experience gained them a greater familiarity with the technologies and tools for cloud IDM.
[bookmark: _ehxsll3glocs][bookmark: _Toc231814782]5.6.3 Personal Reflection
The research process is very useful in acquiring analytical, technical and problem-solving skills. Literature analysis and application of practical experiments helped develop skills to critically assess cybersecurity problems and utilize theories of cybersecurity practically in real-life scenarios. During the process of writing the dissertation, all skills of time management, independent learning and research organization were also advanced. The study also raised awareness of the importance of cybersecurity for the protection of organizations' data and cloud infrastructures [71]. 
[bookmark: _z8be099th7lu][bookmark: _Toc231814783]5.7 Limitations of the Research 
[bookmark: _p2y7whrztxfe][bookmark: _Toc231814784]5.7.1 Technical Limitations
The technical limitations explored in this research included the use of the free tiers of the services offered by Microsoft Entra ID, which do not offer as many advanced options and enterprise-grade services. It was not possible to simulate large-scale deployments of Zero Trust Architecture using complex hybrid or multi-cloud infrastructure [72]. In addition, we did not have the opportunity to perform a full-scale evaluation of some additional capabilities, such as full-scale Security Information and Event Management (SIEM) integration, automated threat intelligence feeds and enterprise-grade orchestration tools. This included only simplistic technical reviews and diminished capability to develop very sophisticated cyber threat scenarios.
[bookmark: _buefgx7icu6x][bookmark: _Toc231814785]5.7.2 Research Limitations
For the research, Secondary Data sources were used to Journals articles, Conference Papers and Industry Reports were the major sources used. These are usually good background theory sources, but do not necessarily reflect current or recent organization practices or threats in cyberspace [73]. Furthermore, the inclusion of only second-hand interviews with a real organization and security practitioners meant that a security perspective could not be verified firsthand. This may have restricted the findings of research to different contexts in organizations.
[bookmark: _ewooxvkz7au1][bookmark: _Toc231814786]5.7.3 Methodological Limitations
The study was a qualitative research method, along with a small-scale practical demonstration. This method gave a conceptual analysis to a profound degree, but did not give risk reduction or performance estimation. So far, there's no statistical data that can evaluate the actual effect of the implementation of Zero Trust. Furthermore, the experimental environment was a controlled setup, which did not fully reflect many parameters, including varying numbers of users, a range of differing user devices and the changing policies and rules within the users' organization over time. So results need to be taken with some context of these methodological limitations [74].
[bookmark: _8a9h9xg6w94p][bookmark: _Toc231814787]5.8 Recommendations
[bookmark: _dciq326m33ni][bookmark: _Toc231814788]5.8.1 Recommendations for Organizations
Apply Zero Trust Architecture as a basic cyber security method for organisations, particularly for cloud environments which are not employing perimeter security. Their attention needs to be on user, device and application-centric security and an emphasis on ongoing identity verification [75]. An investment in multi-factor authentication, identity & access management and continuous monitoring systems is highly recommended for an enhanced level of security posture. Moreover, the principle of least privilege is implemented, meaning that access to the various resources a company might need is very limited, thus reducing the choice to malicious cyber operations.
[bookmark: _42qo3b61wy4j][bookmark: _Toc231814789]5.8.2 Recommendations for Implementation
Zero Trust Architecture requires moving to and isn't a massive transformation that can be completed in one stroke.  During the first phase, critical resources should be acquired, and later on, the other systems should be gradually developed. Organizations are also seen to invest in their staff training and awareness programmes to reduce resistance to change and gain a greater understanding of Zero Trust concepts. Regularly test and update policies for optimal alignment with performance and security [76].
[bookmark: _rpgob3kll3qr][bookmark: _Toc231814790]5.8.3 Recommendations for Future Research
Imagine the significance of this issue would be more effectively articulated in the tangible results and benefits of reduced risk, cost-effectiveness and better performance. In addition, there is no research on Autonomous Security or the embedding of AI in conjunction with Zero Trust security in a multi-cloud and hybrid solution [77]. Moreover, deeper research about the adoption of Zero Trust in the real world will be facilitated by further studies on the organizational culture and resistance factors, as well as user behaviour related to the adoption of ZT.
[bookmark: _inz23lwphk6a][bookmark: _Toc231814791]5.9 Future Scope and Applications of the Research
For future research, this study can be expanded to apply and deploy ZTA in larger-scale environments or other types of cloud environments. With the increasing shift to hybrid and multi-cloud setups by organizations, Zero Trust principles can be expanded to include AI and machine learning for security automation. The results of the research can also be used in other industries where data protection and compliance are vital, including finance, healthcare, government, and education [78]. There will also be additional applications, which will probably be developed in parallel with each other for streamlining the enhanced Security Operations Centre (SOC), integration of real-time threat intelligence and fully automated identity governance systems.
[bookmark: _sk6hrl654jt5][bookmark: _Toc231814792]5.10 Chapter Summary
The study results were demonstrated by summarising the finding of the study, research objectives analysis as well as overall effectiveness of implementating Zero Trust Architecture in Cloud Security which were discussed in this chapter. It has also looked at the method of research, constraints and suggestions for future study and for organizations. During the chapter, discussions about healthcare use cases and how they benefit from Zero Trust to improve security and data protection were also covered. Overall, it validates the importance of the Zero Trust security paradigm as a new paradigm for cybersecurity.

[bookmark: _Toc231814793]5.11 Reflction And Limitations Of Research
	The research provided me with a significant amount of academic and practical knowledge on the new concept of Zero Trust Architecture (ZTA) and its impact on strengthening an organisation's cybersecurity, mitigating risks, and protecting data in cloud computing environments. While pursuing my dissertation, I have gained further insight into the growing security vulnerabilities of nowadays cloud-based infrastructures with respect to breach of access control, theft of credentials, phishing attacks, insider attacks and ransomware attacks. The study helped me to understand that the existing paradigm of perimeter security is not sufficient for today's distributed cloud environment, and how Zero Trust security models are more adaptive and effective. The key findings of this research were the need for an ongoing verification and the requirement of identity-based security in the cloud. I was able to see in action how using several security policies, such as Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC), Continuous monitoring, and Conditional access policies, can help to make a cloud environment more secure with the use of Microsoft Entra ID. The application of the practical implementation was effective and it enabled me to relate theory and practice. It also provided me the opportunity to learn some technical aspects of authentication flow, the access management of users, as well as adaptive responses and automatic policy enforcement of Zero Trust. 
Besides, this study provided advantages in the analytical and critical thinking of analysts because of its enabling effect. Research of papers, industry reports and technical documents provided me with the basics and helped me gain insight into how these concepts are applied; how other organisations reported on the same content; pros and cons of implementing Zero Trust. The thematic analysis process presented a welcome ease of concisely aggregating a wealth of information to the helpful results of organisational risk reduction and cloud data protection. I also learned about today's cyber-security challenges faced by organisations in a cloud environment. A major lesson from the research for the practical application was that continuous monitoring and prevention of threats are essential in today's cyber security routines. Getting the hands-on experience of how much of an impact a Zero Trust approach to suspicious logins, high-risk access requests and unauthorised use of areas could make – I saw that firsthand. 
The information obtained from these sources was useful, but their findings were restricted to the existing literature and the availability of this literature and its quality. Certain developments and practical experiences of the organisation which have occurred more recently may not have been adequately captured in the sources available. The other limitation was the study context in which it was implemented. For the experiment, a small-scale environment of clouds was simulated in a free version of Microsoft Entra ID. Implementation went a long way towards demonstrating the components of a Zero Trust Architecture, but did not fully mimic the abundance of complexity that large enterprise architectures, hybrid cloud and multi-cloud deployments can offer. 
The environment faced by organisations is rarely that simple; many more users exist, many of the older systems are not capable of being replicated in this study, and many more sophisticated cyber attacks would not be practical in the scope of this research. Moreover, the study was mainly descriptive qualitative research type instead of taking a quantitative measurement approach. The financial benefits and security performance gains in adopting Zero Trust were not quantitatively assessed. No quantitative assessments of the risks reduced with Zero Trust, financial benefits, and security performance are included in this research. Future studies could include a more quantitative analysis and application of a higher organisational case study count, and performance testing to provide more evidence of the effectiveness of Zero Trust security models. Overall, this research helped me understand Cloud security better and also gave me a good understanding of the latest models in Cybersecurity. The study has pointed out the problems that occurred in the process of implementing the ZTA, but still successfully demonstrated that the implementation of Zero Trust Architecture is a feasible and viable solution to improve the security of an organisation, reduce cyber threats, and protect sensitive data in the environment of cloud computing.
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Microsoft Entra ID Zero Trust architecture
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