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Abstract
QuickMart Retail Ltd is a mid sized UK online grocery and household retailer that runs a website, mobile app and cloud systems that hold lots of sensitive customer data. Like a lot of similar companies, its been hit with phishing attacks, malware, unauthorised logins and staff accidentally sharing data. This report looks at the main threats the company faces and puts forward some practical security policies around access control, how staff use systems, incident response, dealing with third parties and remote working. It also suggests realistic measures like multi factor authentication, network segmentation, encryption and regular patching, plus a clear monitoring and incident response process based on the NIST framework. Theres also a training programme so staff from the warehouse to managers know what they should be doing. Overall these recomendations should give QuickMart a stronger security posture and help create a better security culture across the business.
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1. Introduction
QuickMart Retail Ltd is a mid-sized UK online grocery and household goods retailer. Customers order through its website and mobile app, and the company stores a large amount of personal and payment data in cloud systems. Like many similar businesses, it relies heavily on digital systems for orders, deliveries and customer accounts, which makes good cybersecurity pretty essential.
In recent months QuickMart has experienced several security problems. These include phishing emails that tricked staff, malware found on company devices, a number of unauthorised logins to customer accounts, and at least one case where staff accidentally shared sensitive data through collaboration tools. These incidents have raised clear concerns about customer trust and possible regulatory issues under UK GDPR.
The purpose of this report is to put together a practical cybersecurity and data governance approach for QuickMart. It covers five main areas: identifying the key external and internal threats, proposing clear security policies, recommending realistic mitigation measures, setting out monitoring and incident response processes, and designing a staff training and awareness programme.
The recommendations draw on well-established frameworks that suit a UK online retailer. ISO 27001 provides a structured way to manage information security. The NIST Cybersecurity Framework 2.0 offers a practical, risk-based approach that is easy to apply. UK GDPR sets the legal requirements for protecting personal data, while the CIA triad (Confidentiality, Integrity and Availability) remains a useful way to think about risk. PCI DSS is also relevant because QuickMart handles card payments. Together these give a solid and realistic foundation for the company.
The rest of the report looks at each of these areas in turn, starting with the main threats QuickMart faces.


2. Identification of Threats
2.1 External Threats
Online retailers like QuickMart face quite a few external threats. Looking at what happened to other UK companies in 2025 and 2026 helps show why these matter.
First up is phishing and social engineering. Imagine someone calls the IT helpdesk pretending to be a staff member who locked themselves out and talks them into resetting MFA. Thats basically what happened with M&S, Co-op and Harrods in 2025 when the Scattered Spider group got in that way. For QuickMart this could mean attackers getting into customer accounts or even internal systems, which hits confidentiality hard and can lead to big GDPR fines if personal data gets out.
Ransomware is another big one. Once attackers are in they can encrypt systems and demand money. M&S had to shut down online orders for weeks and it cost them around £300 million. For a grocery retailer that would mean empty shelves, lost sales and customers going elsewhere.
Credential stuffing is common too. Attackers take usernames and passwords leaked from other breaches and try them on QuickMarts website and app. If customers reuse passwords (which lots of people do) then accounts get taken over. That damages trust and can lead to fraud.
Third-party and supply chain attacks are risky as well. QuickMart uses various cloud services and delivery partners. If one of those gets compromised, attackers can pivot into QuickMarts systems. We saw this pattern in the 2025 retail attacks where helpdesk providers were the weak link.
Malware and Magecart-style payment skimming also matter. Skimmers can be injected into payment pages to steal card details as customers type them in. That would be a serious PCI DSS problem and a big hit to customer confidence.
Finally DDoS attacks can take the website and app offline during busy periods like Christmas or bank holidays. Even if no data is stolen, customers cant order and the business loses money.
2.2 Internal Threats
Internal threats are just as important. Insider threats can be deliberate or accidental. A disgruntled employee could steal customer data, or more likely someone just makes a mistake.
Accidental data exposure is common. Staff might share a spreadsheet with customer details via Teams or email without realising the risks. That breaks confidentiality under the CIA triad.
Weak access controls are another issue. If people have more permissions than they need, or accounts are left active after staff leave, attackers have an easier time. This affects all three parts of the CIA triad.
Untrained staff are a big risk. If people dont recognise phishing emails or know how to handle data properly, they can open the door to external attacks.
Improper file sharing and using personal devices for work can also lead to data ending up in the wrong places.
Heres a simple table summarising some of the main threats:
	Threat
	Type
	Potential Impact
	Linked Framework

	Phishing / social engineering
	External
	Account takeover, data theft, ransomware
	NIST CSF, ISO 27001, GDPR

	Ransomware
	External
	Business downtime, financial loss
	NIST CSF, CIA triad

	Accidental data sharing
	Internal
	GDPR breach, loss of trust
	GDPR, ISO 27001

	Weak access controls
	Internal
	Unauthorised access to data
	ISO 27001, CIA triad




3. Security Policies
Here are some practical policies QuickMart should put in place. Theyre kept fairly straightforward so staff can actually follow them.
Information Security Policy
This is the overall policy that says the company takes security seriously and everyone has a role to play. It should set out that protecting customer data and keeping systems running is a priority. Applies to all staff, contractors and third parties. It maps to ISO 27001 Annex A and the Govern function in NIST CSF 2.0. It also helps show the company is meeting its GDPR responsibilities.
Access Control & Authentication Policy
MFA should be mandatory for everyone, including staff and any remote access. Least privilege means people only get the access they actually need for their job. Accounts should be reviewed regularly and disabled when people leave. This links to ISO 27001 access control controls and NIST Protect function. After seeing how helpdesk social engineering worked in the 2025 retail attacks, strong authentication is non-negotiable.
Acceptable Use & Data Handling Policy
This covers what staff can and cant do with company systems and data. No downloading random software, no sharing customer data over personal email or public cloud links, and clear rules for using Teams or SharePoint. It helps stop accidental exposure and supports GDPR requirements around data protection.
Incident Response Policy
Everyone needs to know what to do if something goes wrong. Who to report to, how quickly, and what the first steps are. It should include when to notify the ICO if personal data is involved (within 72 hours). This aligns with NIST Respond and Recover functions and ISO 27001 incident management.
Third-Party / Vendor Risk Policy
Any supplier that has access to QuickMart systems or data needs to be checked. Contracts should include security requirements and the right to audit. Looking at how third-party helpdesks were used in the M&S and Co-op incidents, this is really important for a retailer.
Password & Credential Management Policy
Strong unique passwords, no sharing, and use of a password manager where possible. MFA is already covered in access control but this policy reinforces good habits. It supports both ISO 27001 and reducing credential stuffing risk.
Remote Working / Collaboration Tools Policy
Rules for working from home or using Teams, OneDrive etc. Devices should be company managed where possible, VPN required for sensitive systems, and clear guidance on not saving customer data on personal machines. This helps keep data under control when staff are not in the office.

4. Mitigation Measures
For each major threat there needs to be practical steps to reduce the risk.
Phishing and social engineering → Mandatory MFA everywhere (including helpdesk processes that verify identity properly), regular phishing simulations, and clear procedures so helpdesk staff dont just reset accounts based on a phone call. Implementation: roll out MFA in phases starting with IT and customer service, then everyone else. Expected result: much harder for attackers to get in the same way they did with M&S and Co-op.
Ransomware → Network segmentation so one infected area doesnt take everything down, endpoint detection and response (EDR) tools, regular patching, and immutable backups that cant be encrypted by attackers. Implementation: start with critical systems (order and payment), then expand. Backups tested monthly. This protects availability under the CIA triad and supports NIST Recover.
Credential stuffing and account takeover → Force password resets for weak or reused credentials, rate limiting on login pages, and monitoring for unusual login patterns. MFA already helps a lot here.
Third-party risk → Security questionnaires for new vendors, contractual requirements, and regular reviews of who has access. High risk suppliers should have extra monitoring.
Accidental data exposure → Data loss prevention tools where possible, clear labelling of sensitive documents, and training so staff know not to share customer lists casually. Least privilege access also limits how much damage one person can do by accident.
Payment page risks → Web application firewall, regular security testing of the checkout process, and following PCI DSS requirements for card data. Encryption of data in transit and at rest is baseline.
All of these measures link back to the CIA triad and the frameworks. Confidentiality is protected by access controls and encryption, integrity by monitoring and patching, and availability by backups, segmentation and DDoS protection.


5. Monitoring and Incident Response
Continuous monitoring is needed so problems get spotted early. This includes SIEM tools to collect and analyse logs, intrusion detection, regular vulnerability scanning, and keeping an eye on the dark web for any leaked QuickMart credentials. Customer service and IT should also watch for unusual login patterns or sudden spikes in failed attempts.
The incident response plan follows the NIST SP 800-61 phases:
1. Preparation – have the team, tools and contacts ready, including legal and the ICO notification process.
2. Detection & Analysis – confirm its a real incident and work out the scope.
3. Containment – isolate affected systems so it doesnt spread. For ransomware this might mean taking systems offline quickly.
4. Eradication – remove the malware or attacker access completely.
5. Recovery – restore from clean backups and bring services back carefully.
6. Post-Incident Lessons Learned – write up what happened and improve the process so it doesnt happen the same way again.
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Preparation → Detection & Analysis → Containment (isolate systems, notify ICO within 72 hrs if personal data involved) → Eradication → Recovery (restore from clean backups) → Lessons Learned
The IT Manager would lead the day to day response, with an Incident Response Team made up of IT, customer service and someone from senior management. The Board should be told about serious incidents. If personal data is involved the ICO must be notified within 72 hours under UK GDPR.
6. Training and Awareness Programme
Policies and tools only work if people understand them. QuickMart needs a practical training programme for everyone – customer service, warehouse, IT and management.
New starters should get a short induction covering the main policies, how to spot phishing, and what to do if they think something is wrong. Then there should be an annual refresher for everyone.
Monthly micro-learning or short phishing simulations are useful because people forget things. Imagine getting a fake phishing email once a month that looks realistic – if you click it you get a quick reminder instead of a telling off. That builds good habits without making people scared.
Role based content helps too. Customer service staff who handle personal data need extra training on GDPR and not sharing information carelessly. Warehouse staff might focus more on physical security and not plugging in random USB sticks. IT staff need deeper technical training.
Success can be measured by looking at how many people report suspicious emails, click rates on the simulations (they should go down over time), and whether incidents linked to human error reduce. Delivery can be a mix of short online modules and occasional face to face sessions so its not all screen based.
This kind of programme supports ISO 27001 requirements around awareness and also helps with GDPR accountability. It turns security from just an IT problem into something the whole company understands.

7. Conclusion
QuickMart faces real threats from phishing, ransomware, credential stuffing, third party risks and simple human mistakes. The policies set out in this report give a clear baseline for how the company should handle access, data, incidents and suppliers. The mitigation measures (MFA, segmentation, EDR, backups, vendor checks) are practical steps that reduce the chance of a major incident. Continuous monitoring and a proper incident response process mean problems can be spotted and dealt with faster. The training programme helps make sure staff at every level understand their part.
Taken together these recommendations should strengthen QuickMarts security posture and start building a culture where people think about security as part of normal work rather than something that gets in the way. Security is never finished though – the policies and measures should be reviewed regularly as new threats appear and the business changes.
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