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PART 1


 INTRODUCTION

In this report I will try to explain and observe the added functionality of IPv6 protocol in the contrast with the existing IPv4. The core problem is that two of them are incompatible. I will describe the addressing it self, IPv6 header and various forms of addressing in IPv6 available and security characteristic associated to the new protocol form. In other words I am going to explain what? Why? And How? of IPv6 Internet protocol.
Everything what is connected to the internet, directly or indirectly have an IP address including routers, PCs, servers and all the equipment in between.
Over the time the amount of electronic devices increase amazingly. Everything is connected to the Internet and we vastly exiting the amount of IPv4 addresses that can support the demand. This is been thought a long time ago and that’s why IPv6 addresses have been created and occasionally reffert as a following generation IP which states numeric addresses to devices in a network and permits communication between them. Around year 2011 the last batch of free IPv4 addresses have been hand out  by ICANN and now they are exosted. At the moment we do using both IPv4 and IPv6, and migrating towards IPv6. In 1998 officially IPv6 addresses are created under RFC 204060 and it is been expected that around 2008 the transaction will be completed, but we are not near to accomplish that. No one wants to be first to move to IPv6. So, the adoption of the process started very slow. In June 6th, 2012 the major providers turned on IPv6. It is known like World IPv6 Launch Day. Since that day the usage increased dramatically.
In the next few years we are going to become very familiar with IPv6 Internet protocols, simply because the implementation around the Globe already started.
 I am going to start with discussing what is an IPv6 protocol? – It is a new larger addressing structure and main communication method that identifies and locats computer and other devices on Internet. The space is expanded from 32 bits to 128bits, groups in sets of 4 hexadecimal numbers separated by  colons(fields). This allows a significantly bigger quantity of workable address combination, levels of hierarchical address structure and auto-configuration of addresses. A standard IPv6 address looks as follow:

2001:0db8:3c4d:0004:0213:72ff:fe6c:3cde

A few address abbreviations and rules of reducing the size of length address as follow: 
1.  We can drop any “leading 0s” 
2. A group of 4 zeros can be replaced with single zero
3. Contiguous groups of zeros can be replaced with a double colon, but that can only be done once in the address “::”
So, this is the ways we can abbreviate IPv6 address and make it shorter.
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IPv6 Loopback is a single address

0000:0000:0000:0000:0000:0000:0000:0001

In IPv6 we can ping all the series of zeros at the end the address will look like  ::1
Lets take step back and star to  apply the rules:

1. Drop leading 0s  0000:0000:0000:0000:0000:0000:0000:1
2. Turn 4 zeros into single zero 0:0:0:0:0:0:0:1
3. Replace two or more contiguous strings of zeros with”::”  ::1

The simplified header format is only 40 bytes long in 5 fields in spite the seriously enlarged address share. The most important thing about IPv6 addresses is that is no broadcasts addresses and typically two unicast addresses.

 DIFFERENT TYPES OF ADDRESSING
 
The IPv6 protocol describes three main types of IP addresses which include Unicast, Multicast and Anycast. The IPv4 broadcast have been changed by special type of Multicast IPv6 address. IANA has reserved a prefix for each type of IPv6 address. That makes it easier to recognize the sort of IPv6 address by the prefix.
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1. Unicast – identifies uniquely an interface on IPv6 permitted device, single source to single destination
· Global Unicast –– destined for a single recipient and can be routed on a public Internet. Addressing starts with 2000::/3 and it is assigned by IANA
· Link Local – valid only on a same network section, not routable outside this link, automatically created on its own without communicating with DHCP server. Usually starts with fe80::/10 range
·  Unique local – cannot be routed on a public Internet, no need to access another network and they are used only for in site addressing or limited number of sites
2. Multicast – sends a single source to a multiple destinations. Addressing starts with ff00::/8 as the first two hexadecimals digits, much improved scalability
3. Anycast – to make an update from router to router more efficient. It is addressed to a group of nodes, but only receive from the nearest node in the group (Facebook, Google, etc.). Provides efficient updating of router tables

MAC (Media Access Control) address -identifies which device is which in the local network. When the data arrives from Internet the router have to decide where to send this data by keeping a track on all devices connected to this network and assign a private IP address starting with 192.168.x.x to every device to ensure that all this private IP  addresses correspond with a right MAC address. The address it self is given by  default by manufacturer It is 48 bits address presented in a hexadecimals in 6 octets. 
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Table 3: MAC addresses octets 



HEADER

One of the most elegant improvements made in IPv6.
Whenever the information travels trough the Internet it is always breaks into a small sequences pieces with numbers called packets. When the information reach the final destination, the packets re-assemble in there original order to make a picture, email, etc.
The first field is a 4-bit Version; field identifying what version of IP address is in use. Next one is called Traffic Class field and it is 8 bit long. Identify types of traffic contain within IP Datagram and allows different class of traffic to receive different priorities. It is following by 20 bit Flow Label field that use in conjunction with a traffic class field for router to make a decision of Quality of Service for a specific datagram. Next is a 16-bit Payload Length field identifying how long the data payload section of datagram is. Next field is called Next Header
Field. It is unique concept of IPv6i identifying what kind of Header is immediately after the current one. The additional Headers are optional. They are not required for a complete IPv6 datagram. Each one of this additional Header connect Next Header Field and allowed to the chain of Headers to be formed with a lot of optional configurations. Next is an 8-bit Hop Limit field, which is identical on purpose with TTL field in IPv4 Header. It is 255 hops maximum (limits looping) and it is stop when the Hop Limit field reach zero. If the packet does not decrease when tunneled over IPv4 router.  Finally we do have the Source Address and Destination Address, both of them are 128 bit each. If the Next Header field specify another Header it will follow it this time, if not Data Payload with the same length as specified in Data Payload Length field will followed.

[image: ]Table 4: IPv6 Header bits and length



TRANSACTION

IPv4 and IPv6 will coexist for a certain time. Some techniques were develop to handle this transaction. They can be summarized in three categories:
1. Dual Stack – simple solution. The host communicate with a DNS server who reply with both available addresses IPv4 and IPv6, then the host choose whish one to use
2. Tunneling can be:
· Manual – point-to-point link between border routers. All host do not need configuration, simple to  implement but does not scale well
· 6 to 4 – automatic, multiple IPv6 networks over one tunnel, single to many connection, easier to perform and more scalable
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Table 5: 6 to 4 IPv6 tunneling

· ISATAP transporting packets with in site where IPv6 infrastructure is not yet available



VULNARABILITY OF IPv6

IPv6 is encrypted end-to-end services and without NAT is much easier to create, service and maintain VoIP and become more robust Quality of Service. 
It is difficult to remember because of the length and combination of letters and numbers. Longer address means more load to the backbone. The IPv6 routers are very costly and needs new requirements. The overlapping can occur, fragmentation of the header can cost middle box evasion, memory shortage, packet loss. Interruption of the Routing header can affect traffic amplification, echo request can lead to multiple response, effect data flow by assign a wrong labels to obtain sensitive information, information request, router advertisement can prevent DHCP assignment. 


CONCLUSION
 
Simple and efficient addressing structure, which allows having a smaller routing, tables. In that way things can be summarized much easier.
Musk is much less complicated – host have /64, ISP assign, public IPv6 as /48
Security – better support for quality of Service for phones, video traffic, etc. and make us happier.




PART 2

I have been asked to design a hierarchical IP addressing scheme for Faculty’s networks. I have been required to choose a suitable network address to support more than 2000 users and a future growth. The faculty has four Schools – University building, School of Applied Computing (AC), School of Automotive Engineering (AE) and School of Architecture, Built and Natural Environments (ABNE) 
I choose IPv4, Class B private network: 172.16.0.0/16. I know that it probably seems a bit bigger, but it is because I did consider the future growth of the Faculty’s. IPv4 addresses are assigned dynamically. Servers have static IP addresses, except the web and email ones. “Routers and firewall allocated to each interface which serves as a gateway for the host in that network”(www.netacad.com). Usually they do use first or last address in the network fe80::/64. The Test center facility require a WAN connection by DSL, cooper/optic fiber cable or an Enternat, usually with a wireless to connect wired users, printer, server IP phone.
Appropriate IPv6 addresses for six servers located at the University building are unique local addresses with a prefix:  fc00::/7.
Global IPv6 unicast address 2001:db8:2222::/48


	Lab no/ department
	Network address
	First IP address
	Last IP 
address
	Broadcast address
	
Subnet mask

	Open Access
	172.16.0.0
	172.16.0.1
	172.16.0.254
	172.16.0.255
	255.255.255.0

	Lab 308
	172.16.1.0
	172.16.1.1
	172.16.1.254
	172.16.255
	255.255.255.0

	Lab 301
	172.16.2.0
	172.16.2.1
	172.16.2.126
	172.16.2.127
	255.255.255.128

	Lab 409
	172.16.2.128
	172.16.2.129
	172.16.2.190
	172.16.2.191
	255.255.255.192

	Lab 206
	172.16.2.192
	172.162.193
	172.16.2.254
	172.16.2.255
	255.255.255.248

	Lab 201
	172.16.3.0
	172.16.3.1
	172.16.3.62
	172.16.3.63
	255.255.255.192

	Lab 410
	172.16.3.192
	172.16.3.193
	172.16.3.254
	172.16.3.255
	255.255.255.256

	Lab 301
	172.16.4.0
	172.16.4.1
	172.16.4.62
	172.16.4.63
	255.255.255.192

	Lab 410
	172.16.4.192
	172.16.4.193
	172.16.4.254
	172.16.255
	255.255.255.192

	Lab 412
	172.16.5.0
	172.16.5.1
	172.16.5.62
	172.16.5.63
	255.255.255.192

	Lab 306
	172.16.5.64
	172.16.5.65
	172.16.5.126
	172.16.5.127
	255.255.255.192

	Lab102
	172.16.5.128
	172.16.5.129
	172.16.5.190
	172.16.5.191
	255.255.255.192

	Lab 404
	172.16.5.192
	172.16.5.193
	172.16.5.254
	172.16.5.255
	255.255.255.192

	Lab 302
	172.16.6.0
	172.16.6.1
	172.166.30
	172.16.6.31
	255.255.255.224

	Lab 303
	172.16.6.32
	172.16.6.33
	172.16.6.62
	172.16.6.63
	255.255.255.192

	Lab 411
	172.16.6.64
	172.16.6.65
	172.16.6.126
	172.16.6.127
	255.255.255.128

	Lab 103
	172.16.6.128
	172.16.6.127
	172.16.6.254
	172.16.6.255
	255.255.255.256

	Lab 203
	172.16.7.0
	172.16.7.1
	172.16.7.30
	172.16.7.31
	255.255.255.224

	Lab 205
	172.16.7.32
	172.16.7.33
	172.16.7.62
	172.16.7.63
	255.255.255.192

	Lab 408
	172.16.7.64
	172.16.7.65
	172.16.7.128
	172.16.7.127
	255.255.255.128

	Lab 202
	172.16.7.128
	172.16.7.129
	172.16.7.254
	172.167.255
	255.255.255.256

	Lab 101
	172.16.8.0
	172.16.8.1
	172.168.30
	172.16.8.31
	255.255.255.224

	[bookmark: _GoBack]Test center
	172.16.8.32
	172.16.8.33
	172.16.8.62
	172.16.8.63
	255.255.255.192

	Staff AC
	172.16.8.64
	172.168.65
	172.16.8.126
	172.16.8.127
	255.255.255.128

	Lab 305
	172.16.8.128
	172.16.8.129
	172.16.8.254
	172.16.255
	255.255.255.256

	Staff AE
	172.16.9.0
	172.16.9.1
	172.16.9.30
	172.16.9.31
	255.255.255.224
	
	

	Lab205
	172.16.9.32
	172.16.9.33
	172.16.9.62
	172.16.9.63
	255.255.255.192
	
	

	CAD lab
	172.16.9.64
	172.16.9.65
	172.16.9.126
	172.16.9.127
	255.255.255.128
	
	

	servers
	172.16.9.128
	172.16.9.129
	172.16.9.254
	172.16.9.255
	255.255.255.256
	
	

	Staff ABNE
	172.16.10.0
	172.16.10.1
	172.16.10.2
	172.16.10.3
	255.255.255.
	
	

	MP and ISP link
	172.16.10.4
	172.16.10.5
	172.16.10.6
	172.16.10.7
	255.255.255.248
	
	


Table 6: of supporting IPv4 addressing scheme for Faculty’s
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IPv6 full address IPv6 short form

2001:0db8:3c4d:0004:0213:72ff:fe7b:3cde 2001:db8:3c4d:4:213:72ff:fe7b:3cde
2001:db8:85a3:0:0:8a2e:370:7334
2001:db8:85a3::8a2e:370:7334
£01:0:0:0:0:0:0:1

ff01::1

0:0:0:0:0:0:0:1

2001:0db8:85a3:0000:0000:8a2¢:0370:7334

f01:0000:0000:0000:0000:0000:0000:0001

0000:0000:0000:0000:0000:0000:0000:0001

Table 1: Examples of IPv6 addresses representation
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First 12 bits IPV6 Prefix Allocation Type

0000 0000 0000 0000  ::/8 Unspecified and loopback Unicast

0010 0000 0000 0000  2000::/3 Global unicast addresses Unicast/Anycast
1111 1110 1000 0000  FE80::/10 Link-local unicast addresses Unicast

1111 1110 0000 0000  FECO::/7 Unique local unicast addresses ~ Unicast

1111 1111 0000 0000  FF00::/8 Multicast addresses Multicast

Table 2: Common IPv6 addresses types and their prefix








