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[bookmark: _Toc58250691][bookmark: _Toc456901517]What has been the impact of 21st Century Technologies on the modern workplace?
There are many reasons why 21st century technologies make an impact on the modern workplace first of communication is now as a constant before technologies were in place an employer could only contact an employee by calling, paper memos, letters or talk face to face now there are a number of communication options at workers disposal from emails to social media. It also creates a better rate of production and speed of which business occurs.  Employee’s today are more productive than they have ever been. With the impact not only on manufacturing but in communication to. This is down to technology being used to help worker manufacturer means that things can get done more effectively. Messages can be sent from client to colleague’s orders and payments can be sent almost immediately. It has also made working together easier due to online communication tools this can enable us to work remotely from practically anywhere.

[bookmark: _Toc58250692]Evaluate the appropriate use of modern technologies and social media in the workplace generally 
Many employers can use modern technologies in a number of different ways so here I’m just going to evaluate the appropriate use of modern technology not for manufacturing but in other general case. So first off I think it’s a good way for employers to seek recruitment social media is one of the fastest growing community’s from all angles of the world you can place a job advert and have it filled in less than an hour although you still need to interview the candidates you can narrow it down by the use of social media you can find things they like things they don’t like even when you come to the interview you no longer need to be in the workplace you can use things such as zoom,skype,facetime. You are able to market your brand so people can see your work from the comfort of their own home with that being said you can fully work from home in most positions now with the help of modern technologies.
	












[bookmark: _Toc58250693]Explore the use of modern technologies and social media in own workplace 
I am currently not working, and my last job did not really run well we had our phones but could hardly reach him we did not have the right work stuff to even work that is why I choose this course I was sick of it running like that. The job I had used technology in was careering best thing ever for that kind of work place you could reach some one at any time get you rota sign in and out of calls if you were not needed at a call you would be notified before even attempting to go there which was great for me as I live in Cardiff but worked up Barry and that is where the office was. So, my shift was usually sent straight to me along with pay slips even get notifications about your PPE was ready to collect so I lived in Cardiff but worked for Barry thanks to the help of 21st technology. I can only imagined how it has evolved now.

[bookmark: _Toc58250694]How can Personal branding help YOU?
Personal branding can help me in many forms it is now more important to create your own personal brand as it is popular with recruiters to use social media in the interview period. It is also important once you have been recruited as you may need to represent the company this also helps build the company’s brand. The aim is to get all your skills knowledge past jobs and goals in one place for people to find. You should be able to clearly communicate who you are and why you can stand out from others. Another reason is economy most people change jobs every two to three years. 

[bookmark: _Toc58250695]Your LinkedIn Profile to promote your Personal Brand /https://www.linkedin.com/in/omega-delacruz-4853a6103/



[bookmark: _Toc58250696]Evaluate the value of other social media platforms to enhance networking and career prospects
Social Media is used by almost everyone from young to old employers to job seekers the list of users and uses is endless. You can make a lot from social media platforms in regard to improving your career you need to plan ahead. Review your social media update show your expertise don’t just use it to connect with family and friends use it to make wider connections do some research build up a profile that’s personal and professional as its important to show both sides so people can learn about your experiences tell stories put as much about you as you possibly can google your name see what others can.																							



[bookmark: _Toc58250697]Examine the impact of Personal Branding on your own employability 
My personal branding needs a refresh its only now during studies that I’m creating a LinkedIn profile I think it’s important that employers can see a clear and fresh view of your past experiences future prospects and also be able to see your strengths and weaknesses what hobbies interests you have because as much as it’s a learning curve for an employee the employer is learning about you at the same time. Building your own personal brand can lead to bigger, better opportunities as an employer you need to show why you stand out from the others it’s not as simple as I can do that to its about showing how you done it maybe someone hasn’t experienced it the way you have.



[bookmark: _Toc58250698]Discuss personal and professional security and safety online.
First, I will talk about personal security online as personal and professional are completely different four of my top findings are Botnets, phishing, trojan horse and ransomware. Botnets are several computers connected  together preforming a number of repetitive tasks to keep websites going these botnets are completely legal and con sometimes help with the business. Botnets can also be illegal and malicious botnets these gain access to your computer using malicious coding this is a direct hack. Another way for botnets to gain access it by using what we call a spider this spider goes through internet websites social media looking for flaws in your security a security loophole let us say. Botnets are looking to connect your computer to their web sometimes without you even being aware you could just download an app and your added to their web. I would recommend installing some good internet security suite on your laptop that detects malware removes it and prevents future attacks. Its not just your computer that it can affect even your phone can now be hacked. Now let’s move onto Phishing attacks phishing attacks are a type of social engineering attack mainly used to steal things like login information credit card credentials they often get access to this information by making you believe they are a trusted party you get an email or text message from this trusted party you open it click the link and their virus is then accepted by yourself this can cause worrying results for the user as this allows the hacker to use your information as if they were you they can make purchases and even steal your whole identity. This being said its being used for gaining a foothold in corporate or government networks as part of a larger attack. Trojan horses are used as social engineering tactics in order to fool the end user into carrying out the trojan. The trojan delivers a coded email with a link or a free download and when the user clicks on the link or free download it enables the trojan to do whatever the attacker designed it to carry out. There are many types of trojan attacks. 
· BACKDOOR TROJAN: These create backdoors enabling the attack to gain access of your computing device and take control of it.
· DOWNLOADER TROJAN: These can be used in order to download additional content and even more malware onto the infected computing device.
· INFOSTEALER: That is exactly what it says its main purpose is to steal data from the infected device.
· REMOTE ACCESS TROJAN: Enables the attacker to gain full control over the device allowing them to do whatever they want to.
· DISTRIBUTED DENIAL OF SERVICCE (DDoS) ATTACK TROJAN: Designed to take down a whole network by flooding it with traffic.                                                                                                                                                     
 Now I am going to talk about Ransomware it’s a type of software created to cause harm to its victim mainly used to target large companies the government and many more by gaining access to files or systems which blocks the victim’s access to these files or systems. Then everything it got hold of even entire device access is held hostage using encryption until the victim pays a ransom for a decryption key once you pay you can then gain access to your files or systems encrypted by the program. Examples can include important email attachments. Such as an email to a personal resource’s consultant of a large business that attachment is opened, and the malware software is automatically installed they use these deceptive tactics in order to gain access to files and/or systems. Messages are also another form of deception used by this type of security breach. More commonly seen by social media user’s one of the most prolific known is Facebook messenger these create duplicate profiles of friends then these accounts are used to send messages with file attachments to others once opened ransomware could gain access to and lockdown networks connected to the device. An older version is used by the means of pop ups these are made in order to copy already used software so that the victim feels more likely to click on them, but these are used to cause harm to its user. The first ransomware attack happened back in 1989 which targeted the healthcare industry and still 29 years later it is still a very high target for these kinds of attacks. In my research I found many articles relating to the first ransomware attack created by Joseph Popp PhD. An AIDS researcher who carried out this attack by sending out floppy disc’s to AIDS researchers in more than ninety countries. Stating that the disk contained a program that could analyse a persons risk of getting AIDS through the use of its questionnaire(attachment file) which would make such users open the link the disk’s also contained malware software that was installed but remained dormant until you powered on your device for the 90th time once this was done on the 90th start up the user would receive a alert demanding $189 first then another for $378 for a software lease this attack become known as AIDS Trojan as I mentioned earlier or the pc cyborg. And of course, to this date the first attack was by far the best although reports claim it had some issues itself it set the mark for these types of very intellectual attacks carried out still today. It was reported by Kaspersky’s secure list that between April 2014 and March 2015vthe most prominent ransomware attacks were Crypto Wall Cryakl Scatter Mor Torrent locker Fury Lortok Aura and shade amongst them they were able to attack 101,568 users around the world making up for 77.4% of all users were attacked by crypto ransomware during that period. The report states. In just one year the landscape switched significantly. According to Kaspersky’s 2015-2016 research TeslaCrypt together with ctb-locker scatter and Cryakl were responsible for attacks against 79.21% of those who encountered any crypto ransomware.
· CRYPTOWALL- 58.84%
· CRYAKL- 5.66%
· SCATTER- 4.40%
· MOR- 1.94%
· B-LOCKER- 1.60%
· FURY- 1.44%
· TORRENTLOCKER- 1.25%
· LORTOK- 1.09%
· AURA- 1.00%
· SHADE- 0.24%
· OTHERS- 22..55%
Now let us start to talk about professional online security this has more to do knowing how they use the information you provide them with even things like shopping habits and location can be located from the device and then its eventually passed on to third party users it is the level of privacy protection an individual has while using the internet. It will cover things like the amount of security available to your personal information financial data and communications and preferences. Ever wondered why you could be talking to your friends about a specific person then you click to open good old Facebook only to see that person in friends you may know you could have spoke about a razor you seen, and you scroll a bit further that same razor is on an add that is because you have allowed the website access to your personal information. For instance, Browsing habits and site visits. Internet activity is closely watched by an internet service provider I.e., TalkTalk sky virgin they have specialist ISP workers watching the sites we visit. When there is little the user can do about an attack from an ISP level the websites you use can also be traced by the website’s cookies. These are small bits of text stored in your browser. Browser plugins may also trace your activity across multiple sites.
Why may this matter you ask? Cookies are used to customize web searches which can cause tailored advertising. Nonetheless this kind of tracking can go to far as well.
Messaging and email content our email accounts often provide a gateway that cannot provide an attachment to all our other valuable information as well as chats with family and friends. As main hubs to other online service hackers may try to gain our passwords through credential stuffing social engineering or phishing scams.
Why might this matter you ask again? If an email account acts as a singular hub for other services, a single compromise can snowball into the highjack of many accounts and services.
Online purchases, financial information when your make an online transaction this information may include credentials for financial services for things like PayPal group on wowcher or even credit/bank card details including card numbers, numbers of expiry dates and security codes. New attacks known as Magecart campaigns are not likely to avoid by the average users as they tend to take place on e-commerce webpages/apps, with code put into payment portals to scan the persons data they input. Past victims of Magecart companies include Ticketmaster, boom! Mobile and British Airways.
Why does this atter again last one; cyber criminals who gain financial information through phishing and deceptive webpages. Who watch in the background on your transactions by means of MiTM attacks also known as Man-in-The-Middle attacks who utilize card scanning malware, can steal these details when they are not secured? Once they have this data gained unauthorised transactions can then be made, replica card can be made multiple times and be used all over the country potentially leaving victims penniless or in worse case’s in debt. This date can also be sold onto other people using the dark web as its main hub. 
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[bookmark: _Toc58250700] Appendix 1
 I think its very important for us all to have online profiles an have some type of security to protect us against these type of attacks but at this present moment in time with the 21st technology evolving faster than human could I also think it’s a very good idea to be an open mind in order to gain the most experiences you can so you can stand out a bit more always keep your personal life and work life separate be as bold as you can while still maintaining a fully running company always keep up to date with online security no matter if its professional or personal. You should be professional but still show who you are outside of work taking the upmost to make sure you read cookies on sites do not just click them. If something looks to good to be true contact the company direct as you will have already had some sort of communication use the contact information you know to be true always check.
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