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1. [bookmark: _Toc145062448]Introduction

The context of this project is within cybersecurity, with a focus on conducting an in-depth comparative analysis of security aspects of both iOS and Android mobile device operating systems. The project is being undertaken alongside Digital Health and Care Wales, which is known for its Digital Health and Care Systems, and its commitment to keeping data safe and knowing which mobile operating system would help to determine which devices are best to be used.
The reasoning behind this project is the increasing concern about security and the sensitive data stored on the device. Along with the extensive use of smartphones in various aspects of daily life, the potential risks associated with unauthorized access, data breaches and malware attacks have become significant. The project aims to address this critical issue by providing an objective evaluation of the security features, user practices and vulnerabilities associated with both iOS and Android operating systems.
The researcher will have a skill set and interests that would make them well-suited for the task. With a continuing understanding of cyber security, security protocols and an understanding of assessing security mechanisms. 
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The field of mobile device security is a fast-moving and multi-disciplinary topic, which draws up many theories and involves multiple researchers. Some of the significant ones are.
Dhillon & Backhouse on information security theory. It focuses on the concepts and principles of information security which is essential to mobile device security. Some of his work principles are often applied to mobile security. He states that [1]  when contemplating the attributes of models employed for assessing and studying information security, the major issue pertains to the application content. It’s worth noting that most existing models and frameworks have been designed either for military organisations or for experiences with hierarchical structures. This statement highlights an issue in the field of information security, it shows that there is a need for more flexible models to address this issue across various settings. He then goes on to say [1] that these models were sufficient security when most applications were military-based. But in today’s age, the traditional approach faces major challenges.
Enck et al on mobile device architecture. This theory explores the architecture of mobile device security systems, concentrating on the importance of access control, permissions, and sandboxing within mobile platforms.
He states, 
Smartphones and similar mobile devices have become a primary means of computing for many users. Over the last five or six years, the area exploded with change, seeing the rise of iOS and Android as dominant platforms. A key driver for this change was the diversity and availability of applications through application markets such as Apple's App Store and Google's Play Store. As smartphones transitioned from devices for mobile Email and web access to platforms with hundreds of thousands of third-party applications, the risks changed and grew. The systems security research community responded in kind, providing many tens of solutions and new attacks [2].
This shows that where mobile phones were used for email and web browsing, they have no emerged as a device capable of anything with multiple third-party applications. As a result, the risk has now increased. He then goes on to say that there are different Bayesian machine models that can identify malware, [2] this approach aims to improve the identification of malware and other undesirable applications by extracting the risk signal, which includes combinations of permissions.

Other researchers in mobile security, Eugene Liderman, as the current director of android security at Google, he has been a prominent figure in mobile security. He has contributed to the development of Google’s security features. A quote from a talk Eugene gave [3] ‘Director of Mobile Security Strategy, Google, outlines Android's multi-layered security strategy, which includes hardware and software protections, as well as utilizing the power of machine-learning that helps protect devices at the application layer.’

Dr Patrick Traynor is known for his contributions to mobile security research, including work on mobile app security. He talks about garbled circuit evaluation to keep devices more secure; he says to [4] that through the expansion of current garbled circuit evaluation methods, our protocol significantly reduces both computation and network overhead on the mobile device while still maintaining the needed checks for malicious or lazy behaviour. This would enhance the efficiency of the device without compromising any security measures.
Professor Jean-Pierre Seifert’s research includes mobile security, with a focus on hardware security. He says that [5] users typically save a massive amount of personal data on there devices, including messages, contact information and login credentials. Multiple service providers store that data on the device, such as online banking, which have become targets for malware. Malicious software can for instance exploit this and send SMS/MMS messages as well as make concealed calls to premium numbers, which would result in financial loss for the user.
Please see the table below [5] of examples of mobile malware and their behaviours
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Another researcher is N.Asokan, who wrote a book with others, they go into depth of the infrastructure of iOS and Android with annotations showing the layers. They say [6] on Android that applications are sandboxed based on Linux DAC credential, which assigns each application a separate sandbox which is assigned to a separate Linux ID. Third party applications cannot run with the root ID on Android.
Please see Android platform security architecture [6]
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They then go and state [6] that iOS applications are assigned a single, predefined sandboxing profile which defines the assigned permissions for all applications. 
This is similar on how Google does it in their Android iOS.

Please see iOS platform security architecture [6]
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The aim of the project is to conduct a comprehensive comparative analysis of the security vulnerabilities, features and users’ practices in iOS and Android mobile operating systems.

Objectives
1. Evaluate security features.
· Analyse and compare the security structure of iOS and Android, this includes, encryption, authentication, permissions models and app sandboxing.
· Asses the effectiveness of built-in security features to mitigate common threats.
2. Assess vulnerabilities and patching.
· Identify and analyse reported security vulnerabilities in Android and iOS.
· Evaluate the responsiveness of each mobile operating system in improving or compromising the security of each operating system.
3. Examine User practices.
· Investigate user behaviours of Android and iOS regarding software updates, app permission, and overall awareness.
· Determine the role of user practices in enhancing or compromising the security of each operating system.
4. Compare findings and draw conclusions.
· Synthesize research findings to conclude which operating system shows strong security characteristics.
· Provide a perception of areas where user system vulnerabilities and user practices could be improved to increase overall security.
5. Recommendations of Users and Developers
· Offer potential recommendations for users to enhance their security practices and vigilance on Android or iOS.
· Provide an insight and suggest improvements to the security posture of each platform.



4. Methodology
[bookmark: _Toc145062451]4.1 Research Methodology

Due to the complexity and multidimensional nature of this project, a mixed methods research methodology would be best suited. This approach would allow for a more comprehensive analysis that will consider both quantitative and qualitative data.
· Quantitative research will be used to analyse the technical aspects of security features, such as patching timelines and vulnerabilities. The researcher will utilize statistical tools to compare the data. Data will be collected related to security parameters from legitimate sources, reports, and databases. 
· Qualitative research will be essential for understanding the user behaviour practices, and perceptions on the security of the operating systems. 
· Mixed methods, involves combining both qualitative and quantitative. Qualitative analysis can be used to understand quantitative results, providing a more in-depth knowledge of the data. Corroboration of both quantitative and qualitative findings will be cross validated to ensure reliability and consistency. Mixed method approach will ensure a holistic analysis of the data that considers both technical data and user-based actions.
· While the researcher’s focus will be on comparing iOS and Android, the methodology being used should also account for the generalisation of findings of broader contacts, informing best practices for both the users and developers.
· To ensure the reliability and validity of the research, the methodology should also include cross validation techniques, to verify the consistency of findings across both quantitative and qualitative data sources.

[bookmark: _Toc145062452]4.1.1 Philosophy

Positivist philosophy will be the chosen approach comparing mobile operating systems security.
Positivism concentrates on empirical and objective observation. The primary aim of this project is to objectively assess ad compare the vulnerabilities, security features and patching timelines of both operating systems. This approach aligns with what is needed to objectively.
Positivism is beneficial to qualitative research methods, such as statistical analysis. A big part of this project will involve quantitative assessment, which includes the analysis of technical security metrics and vulnerabilities. 
 Positivism also allows for the generalisation of findings to a wider perspective. The researcher’s goal is to provide an insight, which will inform the security practices of both operating systems users and developers. Positivist focus will benefit this goal.
The advantage of a positivist philosophy is that it encourages structured and systematic data collection, which will become beneficial when gathering data on vulnerabilities, technical security metrics and patching timelines. The quantitative data collected in this project will be exposed to a thorough statistical analysis. This will allow the researcher to identify significant differences in the vulnerabilities and security features of both mobile operating systems.
While the positivist philosophy offers many advantages it also has limitations and drawbacks, such as potentially overlooking the human element. To account for this, a mixed method would be beneficial. Quantitative data will be collected through user surveys, allowing for a realistic understanding of user perceptions and understandings. While this project’s main objective is on the quantitative data, qualitative understandings from user actions will be user to the findings. 
In this project, a mixed methods approach combines elements of both positivist and phenomenological philosophies. The positivist philosophy will back up the qualitative aspect of the research and phenomenological insight will be based on the qualitative data collected through user surveys. 
[bookmark: _Toc145062453]4.1.2 Approach

For this project, the deductive research approach is the chosen strategy. The deductive approach would involve the testing of hypotheses that have been derived from existing models and theories. Usually, deductive research follows a structured and systematic framework. This would allow for the need for a systematic and structured evaluation of both operating systems' security aspects. Deductive research usually involves quantitative analysis considering that a big portion of this project will involve quantitative assessment. Therefore, the deductive approach works best for the project.
The benefit of a deductive strategy approach, it allows for hypothesis testing, which will be invaluable when evaluating specific hypotheses relating to vulnerabilities, user practices and security features in mobile operating systems. The research will follow a structured framework, ensuring that the data that has been collected will be consistent and systematic. The use of deductive approaches for quantitative analysis will be valuable when assessing vulnerabilities and security-based metrics.
Deductive research has often been criticised for being rigid and limiting considerations of contextual nuances. To counteract the contextual nuances and the human element, a mixed methods approach will be beneficial. The qualitative data that will be collected from user surveys will work well for deductive quantitative analysis. The deductive approach will provide structured results, and qualitative insights from user surveys will be used to interpret the quantitative findings, which will add depth to the overall analysis.
The researcher will use a mixed-method approach, which will combine elements of deductive and inductive reasoning. The deductive approach will mainly advise the quantitative aspects of the research, for example, the analysis of vulnerabilities and security features. Inductive reasoning will be applied to the qualitative data which will be collected using user surveys. This will allow for the materialisation of patterns and themes relating to perceptions and practices by the user. 

4.1.3 Strategies
A comprehensive literature will be vital to establish a foundational knowledge of the mobile operating systems.  It will allow for the identification of existing research, theories, and models. Tis will help in the understanding the state of knowledge that exists and identifying any potential gaps that this project can address.
The survey strategy will be user to collect quantitative date which relates to user practices and perceptions relating to the mobile operating systems. Surveys would allow the efficient collection of data from many participants. By performing a survey, the project can gain knowledge of user behaviour, preferences, and practices. 
Document review would complement the literature review, which would focus on reports, documents and documentation provided by the given company. the strategy would allow for the collection of technical data, patching timelines, and technical data. This would ensure that the project is based on official documentation and information. 
The primary research strategy are literature review, survey and document review, the project might include a case study. The study would involve an analysis of a real-world incident or scenario, related to either or both operating systems. This would allow a practical context for the understanding of security challenges and solutions. The case study could cover a specific, breach or vulnerability that occurred to either iOS or Android. The benefit of this would be to offer a practical example of the security issues, discussed in the project, thus enhancing the relevance of the project to todays’ world of always-on culture.
However, the decision to include a case study would depend on the availability of suitable cases. 

[bookmark: _Toc145062454]4.1.4 Risks & Limitations

One significant risk is the availability and reliability of data, especially when comparing mobile operating systems. Operating system developers might not publicly disclose specific vulnerabilities. To minimise this, the project will aim to get data from official sources. In case of data unavailability, alternative sources or methods could be discovered. 
When conducting user surveys, privacy, and ethical concerns, could arise. People's data privacy must be protected, and consent must be obtained. The researcher will need to adhere to ethical guidelines to combat this issue.
Resource limitations, such as money and time, may have an impact of the depth and scope of the project. 
The complexity of analysing technical data of the operating systems could pose issues. To mitigate this, the researcher will rely on expertise in cyber security and utilize appropriate tools and methodologies.
User surveys could suffer from subjectivity or response bias. To minimize this, the survey will follow best practices and a big effort will be made to ensure a diverse participant pool.
The security side of mobile operating systems is very dynamic, with frequent updates and changes. The project findings could become out of date quickly, to mitigate this, the research will concentrate on the most current data available at the time, and the project timeline will be structured to accommodate updates.
Findings could have limitations in generalizability due to the difference in user demographics, geographical regions as well and device types. The project is aware of these limitations and provides context-specific recommendations.
If issues arise unexpectedly during the project, the following contingency plans can be implemented.
If critical data is unavailable, the researcher will explore alternative research questions to ensure meaningful analysis.
Any ethical or privacy concerns will be addressed quickly. If those concerns cannot be resolved, the data associated, or aspects of the project may need to be excluded or revised.
To manage resource constraints, the project plan will be regularly reviewed and adjusted when needed. If needed collaboration with industry partners or institutions could be asked to access additional resources. 
The researcher will continually update their skillset and knowledge in the field of cybersecurity to handle technical analysis effectively. If needed, expert consultations may be conducted for more challenging analyses. 
Regular updates and reviews of findings will be incorporated into the project timeline. The researcher will stay up to date with the latest security developments.

[bookmark: _Toc145062455]4.1 5 Ethical Issues

While conducting research on mobile device security, several ethical considerations need to be addressed.
Gathering user data through surveys involves issues that relate to data privacy. Participants of the survey must provide informed consent, knowing how their data will be used.
Protecting the identity and privacy of survey participants is crucial. Personal information will be anonymous and stored securely to prevent any data breaches or unauthorised access.
To avoid any bias in survey results, efforts will be made to ensure a diverse and representative participant pool. The researcher will not discriminate on gender, race, or any other characteristic. 
The research goal to minimise any possibility of harm to participants. Questions on the survey will be designed to be non-invasive and not collect sensitive personal information. Participants will not be exposed to physical or mental harm of any kind through involvement in the study.
Data collected will be handled with care and in accordance with data protection law and regulations. Data security measures will be in place to prevent data breaches.
Findings will be reported accurately and objectively.
The research process will be transparent, with participants being informed of the project's objectives, methodologies and expected outcomes.
Proper citation and acknowledgement of sources will be in the literature review to avoid plagiarism and intellectual property issues.
Any potential conflict of interest will be disclosed transparently to maintain research integrity.
The research will adhere to the ethical guidelines to policies of the University of Wales Trinity Saint Davids, to ensure that the project is conducted in an ethical and responsible way.
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4.1.6.1 Validity

The chosen research approach and methodology are suitable for investigating the given problem of comparing the two most popular operating systems.
The choice to use a mixed method approach, which will combine quantitative and qualitative research strategies, is a good decision.
The use of quantitative analysis, particularly in the comparison of vulnerabilities, technical security features and patching timelines, is applicable.
The inclusion of qualitative data through user-based surveys is crucial for understanding user-based practices, perceptions, and insights, is applicable.
The deductive approach, focusing on hypothesis testing, aligns with the scope of the project, comparing mobile operating systems security features. 
The utilization of trusted sources along with official documentation for data collection.
The researcher has considered potential risks and developed contingency plans to address any potential issues.
Ethical issues relating to informed consent, data privacy and data handling have been acknowledged and addressed.
The research approach will be transparent, with clear documentation of the chosen methodologies, strategies, and ethical considerations. 
While the chosen approach and methodologies promising, it’s essential to implement them effectively to ensure the validity of the research findings.

4.1.6.2 Reliability

The reliability of the research refers to the extent to which the study’s results can be consistently replicated by different researchers or different conditions. 
If the research methodology is well-documented and followed strictly, this would increase the likelihood of getting similar results from another researcher. Reliability is increased when data is sourced from official and reputable documentation. Clear and transparent reporting of research methods and findings would allow other researchers to replicate the study. If quantitative data analysis involves concise statistical methods, the potential for reliability will increase.
Qualitative data collected from user-based surveys could allow subjectivity. New researchers should consider the dynamic landscape of mobile operating systems. Therefore, new vulnerabilities, updates and changes in user behaviours can alter results over time. Differences in geographical regions, demographics or device types can contribute to results altering.

4.1.6.3 Generalisability

The generalisability of research findings is essential to consider when conducting a study like this one.
The focus of the research is to compare the security of both major mobile operating systems. The results are applicable to the specific context of mobile device security.
The findings of this research can be beneficial and informative for similar comparison studies involving similar technology-based platforms or software systems.
The results could be relevant to organizations or institutions that rely on mobile devices and need to decide regarding the choice of operating systems.
The research methods being used in this study, such as literature review, surveys, and document analysis, can all be adapted to similar studies relating to mobile device security.
The principles and best practices associated with this research for assessing security can act as a foundation for evaluating security in different scenarios.
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4.1.7.1 Data Collection

Technical data will be gathered from official documentation from Google and Apple, including, release notes, vulnerability databases and security whitepapers. Systematic review and analysis of these documents to gather technical data related to vulnerabilities, patching timelines, and security features. 

User data will be gathered, and user surveys targeting individuals who use either of the mobile operating systems. Surveys will be distributed through email, teams and potentially in person. The target to collect responses from 100 participants (50 iOS and 50 Google) to get a sufficiently diverse and large dataset. To address the research task, a minimum of 100 completed surveys is needed.
If there are difficulties in the collection of the data, then extend the data collection period to obtain more data. Additional platforms or channels for distribution could be explored. Collaboration with community organizations or forums with a focus on technology. If quantitative data collection is not successful, then qualitative methods such as interviews or focus groups could be considered.

4.1.7.2 Data Evaluation

The technical data taken from official documentation will be evaluated both qualitatively and quantitatively. Vulnerabilities, security features and patching timelines will be compared between iOS and Android (Google). Descriptive statistics which will include, mean, median and standard deviation, will be used to summarise the quantitative technical data. Inferential statistics, for example, t-tests or chi-squared tests may be used if needed. The technical data will be presented graphically, using, tables, charts, and graphs.
 User data will be evaluated both qualitatively and quantitatively. Qualitative data will be analysed statistically, and the qualitative data will be analysed thematically. The quantitative data will be statistically analysed using techniques such as regression analysis or correlation analysis, to see patterns and relationships. The qualitative data from the user survey will be analysed thematically to identify any potential themes and insights. The survey data will be shown using charts, graphs, and summary statistics while the qualitative data will be displayed using thematic analysis summaries along with illustrative quotes.
Findings from both technical and user survey data will be merged to provide a comprehensive view of the security between the mobile operating systems. 


[bookmark: _Toc145062458]4.2 Development Methodology
[bookmark: _Toc145062459]4.2.1 Software Development Methodology OR Other Relevant Major Methodology

For a research project with the aim of comparing the security of two mobile operating systems, a specific type of software methodology is needed, such as feature-driven development (FDD) as it will align with the project's agile and iterative approach to handling software development needs.   There will be a role for using it to break down features into smaller manageable, which can be beneficial for developing survey instruments or data collection tools. It will allow for flexibility and will adapt to the evolving project requirements which will be useful when refining data.
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[bookmark: _Toc145062461]5.1 Hardware Resources

For this research project, the hardware needed will primarily involve a standard networked PC.
· Standard network (including internet) attached PC, with adequate specifications and hard drive space.
· Mobile devices, one iOS and one Android, running the latest version of each operating system. However, do not need to be brand new. Penetration testing will be carried out on these devices.
· Backup system which includes data storage for backing up data, or cloud-based services.
[bookmark: _Toc145062462]5.2 Software Resources

The software requirement for this research project will include a range of tools for data analysis. 
· Statistical software such as Python, can be downloaded free of charge from their official website.
· Qualitative software NVivo or MAXQDA, can be downloaded through the official website. Please note, that the researcher will see what software is available through the university.
· Survey tools, such as Survey Monkey, Google Forms or Microsoft Forms. Can be downloaded online or as part of Office 365 which is available through the university. 
· PDF readers such as Adobe and document management tools such as Microsoft Office. Can be downloaded via the official website.
· Word processing software such as Microsoft Word and presentation such as Microsoft PowerPoint. Can be downloaded through the official website.
· Cybersecurity measures, such as firewalls and antivirus software such as Kaspersky. Can be downloaded from the official website.
· Cybersecurity assessment tools or platforms. Can be sourced from reputable cybersecurity organizations. The researcher will check with the University to see what is available. 


[bookmark: _Toc145062463]5.3 Information Resources

The researcher will need to access external data from different sources. The following are potential sources of information:
· Vulnerability databases, such as the National Vulnerability Database (NVD) and Common Vulnerabilities and Exposure (CVE) database.
· Official security whitepapers and reports published by Google and Apple
· Online surveys administered to Android and Apple users.
· Academic journals, conference papers and research articles
· Apple’s website for iOS related information
· Google’s Android security website
· Security focused blog and communities
· Reports and policies related to mobile security from government agencies.
· Reports and publications from cybersecurity websites, such as CERT/CC, OWASP, and ISACA.
· Mobile applications store for Android and Apple.
· Security and reports from third party organisations.
	
[bookmark: _Toc145062464]5.4 Human Resources

The human resources project need for comparing the mobile operating systems of Android and iOS may include:
· Participants for user survey, 100 in total (50 iOS and 50 Google) will be contacted via email.
· Technical experts and subject matter experts may need to be contacted, these may be available at the University or through organization (DHCW).
· Ethics review board, a form will be submitted which will need to be approved.
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The timeline outlined above, provides a general overview of the phases and milestones. However, if needed they can be amended, in case there are any time constraint issues. 
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