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[bookmark: _Toc241174461]Abstract 
It is common for web applications to be vulnerable to attacks via HTTP requests, and this needs to be addressed by effective automated detection mechanisms. In this research, machine learning is explored to classify the HTTP traffic as normal or malicious using the CSIC 2010 HTTP dataset. Logistic Regression, Naïve Bayes, Decision Tree, Random Forest and Support Vector Machine (SVM) were used to develop a supervised framework. Character-level TF-IDF was used for the representation of HTTP methods, URLs and request content, while numerical features were created from request lengths, suspicious patterns, parameters, special characters and entropy. All of these features were merged to form a blended HTTP representation. Cross-validation was used to optimise models, while accuracy, precision, recall, F1, ROC-AUC and false-positive rate were used to evaluate models. SVM had the best accuracy of 99.59% and F1-score of 99.50%, while Logistic Regression had the best ROC-AUC of 99.97% and the lowest false-positive rate of 0.250%. The results show that the traditional machine learning approach is effective in the experimental setup for detecting HTTP attacks.
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[bookmark: _Toc241174462]1. CHAPTER ONE: INTRODUCTION
[bookmark: _Toc241174463]1.1 Background of the Study
The web application is a major part of today's digital services, used for online banking, e-commerce, healthcare, education and government applications. But their popularity has put them at a higher risk of cyberattacks. Malicious Web requests can take advantage of SQL injection (SQLi), cross-site scripting (XSS), command injection and others. Known attack patterns can be detected by traditional signature-based security mechanisms, but they may be less effective for modified, encoded or obfuscated attacks. An alternative to this is machine learning (ML), which learns patterns from the HTTP traffic and categorises requests as legitimate or malicious. The feasibility of using ML for detecting web attacks has been shown in past research (Oudah and Marhusin, 2024; Uwagbole, Buchanan and Fan, 2017). In this work, we will use the CSIC 2010 Web Application Attacks dataset to benchmark the performance of various ML algorithms based on the original and engineered features of the URL and request content of Web applications in order to detect attacks effectively.
[bookmark: _Toc241174464]1.2 Research Context 
The information in HTTP traffic can be structured and textual, as well as can include information about request methods, URLs, headers and cookies, as well as content; all of which can be indicators of malicious behaviour. The elements can be modified by attackers to pass through pre-defined security rules by changing the parameters, payload structure or encoded characters. Thus, it is an important machine learning problem to classify the incoming HTTP requests as normal or malicious. Machine learning models have been shown to be effective in detecting SQL injection attacks (Uwagbole, Buchanan and Fan, 2017; Nguyen et al., 2013), and feature selection has been used to boost the effectiveness of web application firewall (Uwagbole, Buchanan and Fan, 2017; Nguyen et al., 2013). Unlike the total enterprise network traffic, this research concentrates on HTTP-level information, which will create a focused and manageable environment to systematically assess machine learning techniques with publicly available web application attack data.
[bookmark: _Toc241174465]1.3 Problem Statement
Manual review of the number of HTTP requests on the Web is impractical, and attackers can alter, encode or restructure malicious requests to avoid static security policies. The traditional signature-based mechanisms typically identify known attack patterns and can have difficulty with new or modified attacks. While machine learning is already a common tool in cybersecurity, detecting web attacks is still difficult, as the overall accuracy might miss too many malicious requests or have too many false positives. In cybersecurity, the lack of detection can be a major security threat, while false identification of legitimate traffic can cause disruption to users and services. Thus, systematic comparison of machine learning algorithms with respect to HTTP traffic and security-oriented evaluation measures is needed. In this dissertation, an experimental framework is developed to classify normal and malicious HTTP requests using five machine learning algorithms to address this problem.
[bookmark: _Toc241174466]1.4 Aim of the Study
This research focuses on creating and testing machine learning models for the detection of web application attacks from HTTP traffic, and comparing the effectiveness of these models in detecting attacks. The researcher will examine whether machine learning is able to accurately distinguish between normal HTTP requests and malicious requests and examine which algorithms offer the best trade-off between predictive performance and computational practicality.
[bookmark: _Toc241174467]1.5 Research Objectives
· To analyse, preprocess and explore the CSIC 2010 Web Application Attacks dataset to find out the characteristics of normal and malicious HTTP requests.
· To implement and compare Logistic Regression, Naïve Bayes, Decision Tree, Random Forest and Support Vector Machine (SVM) algorithms for detection of web application attacks.
· To compare accuracy, precision, recall, F1 score, ROC-AUC, confusion matrices and false-positive rates of selected models.
· To determine which model has the best prediction power and computational practicality.
[bookmark: _Toc241174468]1.6 Research Questions
1. How accurate are the machine learning models for separating normal and malicious requests from the web applications in the HTTP traffic?
2. How well the selected machine learning algorithms perform on the CSIC 2010 dataset?
3. What are the most useful HTTP traffic and engineered features to distinguish malicious requests from normal requests?
4. How well the selected machine learning models perform in terms of detection rate and false positive rate?
[bookmark: _Toc241174469]1.7 Significance of the Study
This study is important because web applications are still susceptible to cyber attacks, and there is a need for automatic detection of malicious HTTP traffic. Machine learning can be used to add an extra layer of defence by detecting patterns related to abnormal requests. Academically, the research adds a comparative study of five traditional machine learning algorithms based on consistent evaluation criteria. This research is different from the studies concentrated on individual attacks or deep learning, as it compares Logistic Regression, Naïve Bayes, Decision Tree, Random Forest and SVM. In practice, the proposed Python and Jupyter Notebook implementation would not require any specialised infrastructure, allowing for easy and evidence-based model performance comparison.
[bookmark: _Toc241174470]1.8 Scope of the study 
The study is based on the classification of normal and malicious HTTP requests with the help of the CSIC 2010 Web Application Attacks dataset. It focuses on URL, request method and request content, using TF-IDF and numerical feature engineering. The five supervised machine learning algorithms will be tested: Logistic Regression, Naïve Bayes, Decision Tree, Random Forest and SVM. The research does not involve developing or deploying a production web application firewall nor testing attacks against live systems.
[bookmark: _Toc241174471]1.9 Research Method Overview
The research method used is quantitative experimental. Initially, the dataset will be analysed to gain insight into its structure, class distribution and characteristics. Then, data preprocessing will solve the problem of missing or inconsistent data, duplicate records, and malformed data. The data that is sent over HTTP will be converted into representations that are appropriate for machine learning via feature engineering. Textual fields like URLs or request content will be represented by TF-IDF, and other numerical fields will capture structural features of requests. The dataset will be split into training and test sets with a suitable stratified split to ensure class proportions. If applicable, cross-validation and hyperparameter tuning will be used to ensure a more reliable comparison. Also, various performance metrics will be used to evaluate model performance, which are accuracy, precision and recall, as well as false negatives and false positives, which have very different impacts in a cybersecurity context. The implementation will be developed in Python with Jupyter Notebook. Support for data processing, modelling and visualisation will be provided by libraries such as pandas, NumPy, scikit-learn, matplotlib and seaborn. 
[bookmark: _Toc241174472]1.10 Ethical, Legal and Professional Considerations
Responsible handling of potentially sensitive information must be taken into account while conducting Cybersecurity research. HTTP requests may include usernames, cookies, session identifiers, URLs and other data which may allow the identification of users or disclose information related to authentication. The research will therefore not present sensitive information in the final dissertation, but only for research purposes and will stick to the set of data (OWASP, 2021). The study will be defensive and will not include attacking any real systems or attempting to gain unauthorised access to any web application. The data processing and experimentation will take place in a controlled research environment. The research will also state the limitations of the chosen dataset, such as the possibility of the results not being generalised to real-world web traffic today.
[bookmark: _Toc241174473]1.11 Expected Contribution
The proposed contribution of this research is a machine learning framework for malicious HTTP request detection that can be compared to other studies. The study will give empirical evidence for the performance of the selected web application attack dataset with Logistic Regression, Naïve Bayes, Decision Tree, Random Forest and SVM. The study will also be able to point out the HTTP and engineered features that can be used for attack classification. The study will use precision, recall, F1-score, ROC-AUC and false positive rates in addition to accuracy to give a more security-focused evaluation of model performance. The results could support the identification of the capabilities and constraints of traditional machine learning methods in automated web application security monitoring.
[bookmark: _Toc241174474]2. CHAPTER TWO: LITERATURE REVIEW
[bookmark: _Toc241174475]2.1 Introduction
The research has underscored that web application security is a crucial area of computing, as modern organisations rely on Web-based systems to provide services and to process information. As a result, the problem of attacks on web applications is a major cybersecurity issue, mainly when malicious input is sent via HTTP requests. Different solutions to the problem have been studied, from classic rule-based Web Application Firewalls (WAFs) to statistical machine learning and, recently, deep learning. These approaches represent a shift from manually specified attack signatures to a data-driven learning of malicious traffic characteristics. The chapter presents a critical review of the research that has been related to the development of a machine learning framework to detect web application attacks using HTTP traffic. The researcher first reviews the types of web application attacks and the approaches to detecting them traditionally, before discussing how machine learning is being developed to detect web application attacks. It then reviews the process of representing the HTTP traffic, feature engineering and feature selection, before moving on to the research on traditional machine learning algorithms and deep learning methods. Also, a focus is given to the CSIC 2010 HTTP dataset, since this is the dataset chosen for this research. Yet, alternative approaches and evaluation methods are compared, and the research gap and justification of the approach in this dissertation are defined.
[bookmark: _Toc241174476]2.2 Web Application Attacks and HTTP Security
The background research states that Web apps intercommunicate via HTTP requests, which contain methods, URLs, parameters, headers, cookies and bodies of the request. These components offer legitimate functionality of an application, but can also offer points of attack where an attacker can enter malicious input. SQL injection, cross-site scripting (XSS), command injection, path traversal and other input manipulation attacks are common web application attacks. SQL injection, XSS and remote code execution are important threats identified by Pan et al. (2019) as web applications are network accessible and can have exploitable vulnerabilities. In the case of HTTP-based detection, the malicious payload is directly included in parameters passed to a web application, which makes SQL injection a particular concern. Uwagbole, Buchanan and Fan (2017) studied the Detection of SQL Injection Attack using Machine Learning Predictive Analytics. They viewed the problem of detecting SQL injection attacks as a supervised learning problem where the labelled malicious and legitimate request patterns can be used as features for classification. They form the basis of this dissertation since they show how the features of an HTTP input can be transformed into features that a machine learning classifier can use to classify attacks from normal requests. Another challenge with fixed attack signatures is XSS. It is possible for an attacker to change the structure or representation of an input without changing its malicious intent. Tadhani et al. (2024) hence explored the automated detection of SQL injection and XSS attacks by deep learning. Their research shows that the trend is to shift from signature-based detection to learning-based detection. The variety of attacks is significant for this dissertation since there is no restriction that the research shall be limited to one attack pattern in SQL injection. On the other hand, explores whether general properties of HTTP requests can be used for normal and anomalous traffic classification. This wider view reflects the structure of the dataset chosen for CSIC 2010 - a collection of a number of categories of anomalous requests instead of one attack type. Attacks included in the dataset are SQL injection, XSS, buffer overflow, information gathering, file disclosure, CRLF injection, server-side include and parameter tampering.
[bookmark: _Toc241174477]2.3 Traditional Detection and Web Application Firewalls
Until the advent of machine learning, protection for web applications was heavily reliant on pre-defined rules, signatures and Web Application Firewalls (WAF). A WAF is used to analyse HTTP traffic and enforce security policies to detect requests that look suspicious based on some known patterns. This has an important practical benefit, as known attacks can be blocked without having to train a model. The ability to detect using rules is highly dependent on the quality and completeness of the rules. Attackers may change payloads or use different representations of the same data or encode malicious content into it, which can decrease the effectiveness of exact pattern matching. This has been deliver motivation for anomaly-based and learning-based approaches due to this limitation. Nguyen et al. (2013) explored feature selection for WAFs and explored whether any irrelevant and redundant features of HTTP can be eliminated without affecting detection capability. They experimented with the ECML/PKDD 2007 dataset as well as the CSIC 2010 dataset. Importantly, they said that 63% of the irrelevant and redundant features could be eliminated and detection accuracy would not be affected. The above finding is significant to the current study. It implies that having lots of HTTP attributes doesn't necessarily yield a more effective detection system. Rather, appropriate representation of useful characteristics has to be identified. Thus, feature engineering is needed to select from all the available fields in the HTTP request and not pass them directly to the classifiers (Dawadi, Adhikari and Srivastava, 2023). Also, machine learning should not be considered a standalone solution to replace WAF technology. Rule-based detection is useful for attacks that have a clearly defined signature, and machine learning can be used to complement this detection capability. This dissertation thus does not aim to question the need for traditional security, but to ask whether conventional machine learning can be an effective way to classify the HTTP traffic in a controlled experimental setting. 
[bookmark: _Toc241174478]2.4 Development of Machine Learning-Based Detection
The detection problem is transformed from a set of manually defined malicious patterns to a learning problem of finding a classification function. The research has defined that in supervised learning, historical requests are labelled, and the model learns rules about how the features of the requests relate to the labels. The classes can be used for web attack detection, where they can be used to represent normal and malicious requests. This approach was pioneered early by Uwagbole, Buchanan and Fan (2017) for SQL injection. Their research employed labelled learning data of SQL injection patterns and legitimate Web requests. The authors claimed that SQL injection is a cogent approach for predictive analytics because it makes the SQL syntax and the corresponding tokens distinguishable patterns. The significance of this work to this study is that it shows that malicious web input can be treated as a classification problem and is feasible. But if the focus is limited to only SQL injection, the usefulness of the framework will be limited. The present research is therefore based on a dataset consisting of several categories of anomalous HTTP requests and evaluated the binary classification of normal vs. malicious. Subsequent studies extended this comparison of algorithms. In 2023, an empirical study was conducted that tested eight supervised algorithms: Naïve Bayes, Decision Tree, AdaBoost, Random Forest, Logistic Regression, KNN, SVM and ANN, with the CSIC HTTP dataset. The researchers found that the KNN and RF models have an accuracy of 89% and an AUC of 94%, while the Naïve Bayes model takes the least computation time (Uwagbole, Buchanan and  Fan, 2017). This study is of special significance as it shows that the model with the best predictive performance is not necessarily the least expensive to compute. This is in line with the choice of employing predictive measures, as well as computational feasibility, in the present dissertation. It also gives a direct justification for the comparison of Random Forest and Naïve Bayes that is proposed in this work. Also, researchers should not compare accuracy values published without taking into account the experimental conditions. The preprocessing steps, feature representations, train-test splits, as well as parameters used for the training can differ from one study to another. Hence, one of the main tasks of the present research is the evaluation of the selected models using the same dataset, preprocessing pipeline and evaluation framework.
[bookmark: _Toc241174479]2.5 HTTP Feature Representation and Engineering
One of the most critical methodological problems in attack detection using machine learning is how to represent the HTTP traffic. There is both structured and unstructured information in raw HTTP requests. Request methods and content lengths can be represented numerically, while URLs and request bodies contain textual information. An easy way to do this is to use a simple transformation of the textual HTTP information into numerical vectors, called Term Frequency-Inverse Document Frequency (TF-IDF). TF-IDF is a measure of term importance based on the frequency of the terms in a specific document, and also on the frequency of the terms in the collection of documents (Manning, Raghavan and Schütze, 2008). This can enable unique tokens and text patterns from malicious requests to have an impact on the detection of such attacks in the web attack detection process. But there are some drawbacks to TF-IDF. It essentially views the information in text as a series of words and not a sequence of characters with meaning. This is significant if attackers are using encodings, alternative or reordered characters to disguise their attack. However, TF-IDF is a well-known and feasible way to represent HTTP text for a traditional machine learning analysis. TF-IDF can be used in conjunction with numerical feature engineering. Examples of features that can be included are URL length, request-content length, number of parameters, number of special characters, number of digits and encoded characters. These features refer to structural properties of a request which cannot be completely reflected by individual TF-IDF terms. Based on the results obtained by Nguyen et al. (2013), feature engineering seems to be warranted, as they show that a significant number of irrelevant and redundant features can be dropped without sacrificing detection performance. So the proposed research will not assume that the more features boost the better the classification performance. Rather, it will examine whether some structural and textual properties help to facilitate coherent detection.
[bookmark: _Toc241174480]2.6 Conventional Machine Learning Algorithms
The journal analysis defines a variety of algorithms that have been proposed in the literature for the detection of Web attacks. Five algorithms were chosen for this dissertation that offer complementary approaches to classification and enable comparison of simple, probabilistic, tree-based, ensemble and margin-based approaches. Logistic Regression is a simple baseline model for binary classification (McCallum and Nigam, 1998). It is an approximation of the likelihood that an observation is in a specific class, and it is useful for high-dimensional sparse representations like TFIDF. The biggest drawback is that it's only a linear decision boundary unless extra transformations are added. Therefore, it will not be able to represent complex nonlinear relationships between various HTTP features. A probabilistic alternative is provided by Naïve Bayes, which is important in the field of textual classification. It is efficient to compute and therefore is useful when a lot of sparse features are produced. This method assumes that the features are conditionally independent, which might not accurately describe the HTTP requests, as malicious features might be correlated (Cortes and Vapnik, 1995). Despite being an empirical study with CSIC HTTP, it is important to note that Naïve Bayes was found to be the most efficient of the eight classifiers tested. The Decision Trees offer an alternative since they partition observations based on feature values and are able to model nonlinear relationships. They may be easier to understand than other algorithms as well. But tree models can be too complex and overfit the training data. Also, Random Forest, which overcomes some of the weaknesses of the individual trees by incorporating ensemble learning. Random Forest is an ensemble of decision trees. It is also relevant to the modelling of nonlinear relationships, which is especially important for the case of HTTP attack detection. The empirical study on CSIC showed good performance with Random Forest, with an accuracy of 89% and an AUC of 94% in the selected experimental setup. The evidence is direct and in support of the inclusion of this in the present research. The results do not necessarily indicate that Random Forest is the best classifier, as this is subject to the nature of the data pre-processing and how it is represented and designed. In addition, SVM offers another significant comparison since they are optimized to find a decision boundary having the largest margin between classes. It can be very useful in high-dimensional feature spaces and can be based on kernel functions to model nonlinear relationships. It is therefore included in the dissertation to enable a comparison between a margin-based classifier and probabilistic classifiers and tree-based classifiers. 
[bookmark: _Toc241174481]2.7 Deep Learning as an Alternative Approach
Deep learning is an important alternative to traditional machine learning as deep neural networks can learn representations directly from massive amounts of data. Pan et al. (2019) explored end-to-end deep learning in web attack detection and noted that a drawback of manually engineered features is that it takes time and domain expertise to select useful features. As such, their research looked at methods that can learn representations from data in web applications. The importance of this study is that it challenges the feature engineering approach. With the help of deep learning, useful representations can be learned from input data. This can be a very powerful alternative solution to web attack detection. But deep learning is not always the optimal approach for the given research setting (Pan et al. 2019). It may need more computational power, more training data and more complicated model building. Moreover, the high performance may be hard to explain relative to simpler models. Therefore, for this dissertation, it is a conscious decision to use conventional machine learning, not because deep learning has been overlooked. The goal of the research is to provide a controlled comparison of five well-known algorithms with the help of a common feature representation and dataset. This offers a clear experimental framework that is practical with limited computing capability. Deep learning is still important as a contrasting paradigm with which to discuss the scope and limitations of traditional machine learning.
[bookmark: _Toc241174482]2.8 CSIC 2010 as a Benchmark Dataset
The significance of dataset selection is especially crucial since the outcomes of machine learning models are sensitive to the information employed for training and assessing them. The CSIC 2010 HTTP dataset is a collection of web attacks designed by the Spanish National Research Council's Information Security Institute that is used to test the ability of web attack protection systems. It includes automatically generated traffic for an e-commerce web application. There are around 36,000 normal requests and over 25,000 anomalous requests in the dataset. The dataset includes various anomalous behaviours: SQL injection, XSS, buffer overflow, information gathering, disclosure of files, CRLF injection and parameter tampering. It also separates out the various types of anomalous requests such as static attacks, dynamic attacks, and requests which are not “intentionally illegal”. One notable advantage of CSIC 2010 is that it offers labelled HTTP requests, thus being suitable for supervised classification experiments. It also includes both GET and POST requests, and can be used to analyse attack information contained in the URL and request bodies (Torrano-Gimenez, Perez-Villegas and  Alvarez-Marañon, 2010).  The fact that it is publicly available has helped it to be used for ongoing research in web attack detection. The dataset also has some limitation which need to be considered. The traffic was not gathered from a variety of modern production systems but was created in a laboratory e-commerce set-up. There is also no date or time information in the dataset, which prevents some temporal analyses. These restrictions impact the generalisability. This limitation is not a problem for CSIC 2010. Rather, it specifies what kind of conclusion can be justifiably drawn from the research. The dataset will not be used as a general benchmark for analysing the results of all current web applications; it will be utilised as a controlled benchmark for the comparison of machine learning algorithms.
[bookmark: _Toc241174483]2.9 Evaluation Metrics for Web Attack Detection
In the field of cybersecurity, evaluation metrics play a crucial role since accuracy is not enough to give information about the behaviour of a classifier. Sokolova and Lapalme (2009) studied classification performance measures systematically and showed that the different measures are sensitive to changes in the confusion matrix and class distribution. Accuracy is the percentage of correct classifications of requests. It is helpful as a general indicator, but can mask issues with the ability to detect malicious requests. Precision defines the actual percentage of requests that are malicious out of the number of requests classified as malicious. Fewer false alarms mean high precision. In this context, the detection rate is also known as the model's recall value, which indicates how well it classifies malicious requests. High recall is important as false negatives define attacks that have gone undetected. F1-score is a measure that combines precision and recall and is useful especially if the number of missed attacks and false alarms must be taken into account. Powers (2011) explained the nature of the relationships and limitations of common classification measures, stressing the need to understand the nature of each measure and not depend on an individual statistic. A detailed view can be obtained by using the confusion matrix, which distinguishes true-positive, true-negative, false-positive and false-negative results. In the case of web attack detection, a false negative is especially bad as it means that a malicious HTTP request is mistakenly identified as valid. On the other hand, a false positive is the case in which legitimate traffic is marked as malicious, leading to an increase in security alerts and/or disruption of legitimate users. Another way of assessing class discrimination is via ROC-AUC. The ROC (Fawcett, 2006) analysis is a graphical method of analysing the performance of classifiers based on the relationship between the true-positive and the false-positive rates. This dissertation therefore examines the accuracy, precision, recall, F1-score, ROC-AUC, confusion matrices and false positive rates. Multiple measures are more security-oriented than accuracy alone.
[bookmark: _Toc241174484]2.10 Comparative Analysis of Existing Studies
It is shown that there is a wide range of variation in the literature regarding the datasets, algorithms and experimental approaches. This renders it difficult to compare the performance values reported directly with each other. Selected studies which are relevant to the present research have been summarised in the following table.
	Study
	Dataset
	Attack Types
	Algorithms/Approach
	Main Findings
	Limitation

	Uwagbole, Buchanan and Fan (2017)
	SQL injection HTTP/request data
	SQL injection
	Machine learning predictive analytics
	Machine learning predictive analytics showed that SQL injection can be considered a supervised classification problem.
	Primarily focused on SQL injection, but not on web attacks

	Nguyen et al. (2013)
	ECML/PKDD 2007 and CSIC 2010
	Multiple web attacks
	Feature selection/WAF analysis
	Reported that there were significant irrelevant and redundant features that can be removed without compromising detection performance.
	Emphasised strongly on feature selection instead of a comprehensive comparison of modern algorithms

	Dawadi, Adhikari and Srivastava (2023)
	Multiple security datasets and simulated traffic
	DDoS, XSS, SQL injection
	LSTM-based layered architecture
	Reported 97.57% accuracy for DDoS and 89.34% accuracy for XSS/SQLi detection
	Experimental traffic, different from the present controlled comparison, used a deep-learning architecture

	Tadhani et al. (2024)
	CSIC 2010 and additional datasets
	SQL injection and XSS
	CNN-LSTM hybrid
	Reported 99.77% accuracy on CSIC 2010. 
	Focused on SQLi/XSS, but with a much more complex deep-learning architecture

	Present study
	CSIC 2010
	Multiple anomalous HTTP requests
	Logistic Regression, Naïve Bayes, Decision Tree, Random Forest and SVM
	Consistent comparative evaluation using common preprocessing and engineered/textual features
	 The results are limited because of the nature of the data in CSIC 2010.


Table 1: Comparative Analysis of Existing Studies
The comparison shows that research has already proven that machine learning and deep learning are viable approaches for the detection of Web attacks; however, the goals of the research vary significantly. While SQL injection is the primary concern of Uwagbole et al (2017), Tadhani et al (2024) emphasise SQL injection and XSS. The current work, on the other hand, addresses the problem as a binary classification between normal and malicious HTTP requests for the attack categories included in CSIC 2010.
[bookmark: _Toc241174485]2.11 Research Gap
From the literature, the following areas can be identified that warrant the present investigation. First, while machine learning has been shown to be capable of detecting malicious HTTP requests, much of the previous work has focused on single attack types or specific detection architectures. This restricts the capability to accurately assess the performance of general-purpose classifiers on a wider sample of abnormal HTTP requests. Second, previous studies employ various preprocessing techniques, feature representations, datasets and experimental settings. Thus, reported accuracy values should not be assumed to be direct measures of the superior performance of one algorithm over the other. For instance, the representation of HTTP data can have a significant impact on detection performance, as shown by Nguyen et al. (2013), who showed the importance of feature selection. Third, recent studies have focused more on Deep learning. A CNN-LSTM architecture was shown to perform very well on CSIC 2010 by Tadhani et al. (2024). This does, however, present a new set of research questions, as simpler models could offer a valuable trade-off between prediction accuracy, computational and implementation costs, and easily testable models. The major gap underscored by this dissertation is that the chosen and compared five conventional algorithms were tested on the same CSIC 2010 data, with the same data preprocessing, feature engineering, and evaluation criteria. These algorithms are not necessarily better than deep learning, according to the study. Rather, it explores what the most suitable method is to achieve high detection performance while retaining computational simplicity.  The study also focuses on false positives and false negatives. This is significant because a model that has high accuracy may not be appropriate for security monitoring if it fails to capture a large number of attacks or produces too many false alarms.
[bookmark: _Toc241174486]2.12 Chapter Summary
In this chapter, a review of the literature was conducted for web application attack detection using HTTP traffic. The literature showed that the traditional WAF and signature-based approach are still effective for known attack patterns; however, they may not work if the malicious input is altered or represented in different ways of representation. The alternative is machine learning, which learns relationships between HTTP characteristics and attack labels. The review focused on the representation of features in HTTP and the relevance of using engineered structural features in addition to text-based features like TF-IDF. Previous studies also showed that the selection of features is crucial, as the inclusion of more attributes of the HTTP message does not necessarily lead to better detection. The five machine learning algorithms were taken into account: logistic regression, naïve Bayes, decision tree, random forest and SVM. Each offers a different modelling methodology, which enables the present study to compare linear, probabilistic, tree, ensemble and margin-based classification. The research on deep learning was also examined to situate the dissertation within the broader context. CNN-LSTM and LSTM models have been recently studied and show high predictive ability, but accelerate model complexity. The CSIC 2010 controlled dataset was chosen because it includes normal and abnormal HTTP requests across a number of categories of web application attacks. However, due to its age and controlled production environment, it is difficult to extrapolate its findings to the current production traffic. Also, the review determined that accuracy is not enough for classification for security purposes. More detailed measurements can be gained with precision, recall, F1-score, ROC-AUC, confusion matrices and false-positive rates. The research gap then focuses on the necessity to compare the conventional machine learning algorithms with a consistent dataset, feature representation, and evaluation. The next chapter can thus build upon this literature, explaining the methodology, preprocessing of data, feature engineering, development of models, and experimental procedures that were used to answer the research questions.
[bookmark: _Toc241174487]3. CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc241174488]3.1 Research Approach
The quantitative research approach has been chosen because it involves the use of measurable features of HTTP requests and numerical assessments of the performance of machine learning. It is suitable to use quantitative research in this investigation as the goal is to determine the performance of the various supervised learning algorithms in distinguishing between normal and malicious HTTP traffic, as measured by pre-defined performance metrics. The researcher also uses an experimental research design. Experimental machine learning research is about being able to manipulate the modelling process and to test out different modelling approaches under comparable conditions. The same data, the same preprocessing and the same testing methodology are used to investigate five machine learning algorithms in this study. This allows specific comparisons of the models to be made systematically, instead of qualitatively. This research is thus designed in the form of comparative experiments. The independent factor is the machine learning algorithm, and the dependent measures are the classification performance indicators used to evaluate the models. The experiment is carried out on the CSIC 2010 HTTP dataset that contains labelled examples of normal and anomalous web requests. The methodology is reproducible. The data-splitting and machine learning steps are relevant because it has been performed with a fixed random state, and the steps of preprocessing and feature transformation are explicitly defined. The same fitted feature transformation processes are used for the prediction, to ensure that new HTTP requests are represented consistently with the training data.
[bookmark: _Toc241174489]3.2 Research Design
Here, the researcher uses a sequential machine learning pipeline. The HTTP dataset is loaded and analysed for understanding structure and data types. The dataset is then cleaned to handle missing data, inconsistent column names and inappropriate data types. An exploratory analysis is then performed to gain insight into the traffic distribution and traffic properties. After the pre-processing and exploration, the features are extracted from the HTTP requests. The researcher uses two feature representations. The first is a manually built numerical feature, based on the structure and content of the requests. The second one relies on character-level TF-IDF to capture the pattern of text in HTTP requests (Salton and Buckley, 1998). These representations are merged to give both structural and textual information to the machine learning algorithms. The processed data is split into training and testing sets by stratified sampling. The training data are used to build the model and optimise hyperparameters, and the test data are used for evaluation. Also, five supervised classification algorithms are implemented and compared. A grid search-based hyperparameter optimisation is then performed to find a set of parameters that work well. Also, the trained classifiers are tested with various classification measures.
[bookmark: _Toc241174490]3.3 Dataset Selection
For this research, the CSIC 2010 HTTP dataset was chosen as the main source of data. The dataset is suitable as it has features of HTTP traffic in the setting of web application security, and is labelled as normal and anomalous requests. It contains details about request methods, URLs, headers, content and more about the properties of the HTTP request that can be used as features for machine learning. This dataset is a combination of structured and unstructured data. Structured variables are attributes of the HTTP request (such as method and length), and unstructured information is in the URLs and content of the request. This is a combination that allows the study of traditional numerical feature engineering and text-based feature representation. The target variable for supervised learning is the classification label. The classification process is able to differentiate between normal requests and malicious requests. This binary formulation maps to the main goal of the research – to study the ability of machine learning algorithms to detect major malicious HTTP traffic.
[bookmark: _Toc241174491]3.4 Data Loading and Initial Inspection
The researcher loaded the dataset into the Python environment via the Pandas library. Initial inspection is used to check the number of observations and variables, column names, data types and representative records. These activities give insight into the dataset prior to any transformations. Column names are standardised so that the variables are named consistently across the analysis. Any unnecessary spaces and formatting inconsistencies are stripped out, and special characters in column names are normalised. The dataset also has a variable with a misspelt name, length, which is renamed to length for the purposes of subsequent processing. The classification variable, which is to be classified, is examined to generate the class labels. The classification values are then translated into a binary form, and normal traffic is represented by one class and malicious or anomalous traffic is represented by another class. The categories that are not assigned to a valid observation are not used in supervised learning.
[bookmark: _Toc241174492]3.5 Data Preprocessing
Before the features are extracted, data preprocessing is developed to boost the consistency and usability of the HTTP data. The researcher analyses the missing values, and special interest is paid to the textual HTTP attributes and the length of requests. Observations are not dropped but replaced with empty strings. This is suitable for HTTP traffic as there is no request body, header or content field that would be considered invalid. Eliminating these observations may unnecessarily diminish the amount of training data available. The request length field is changed to a numeric data type. Values which are not numerical are coded as missing and then set to zero. To make the feature-engineering and TF-IDF procedures consistent, textual variables are converted to string representation. Records that are duplicated are also reviewed. Where needed, duplicate observations are deleted to eliminate the disproportionate impact of repeated observations on learning. These are the operations that are carried out prior to splitting the data into training and testing sets.
[bookmark: _Toc241174493]3.6 Exploratory Data Analysis
The researcher has used Exploratory Data Analysis (EDA) to gain insight into the properties of the analysed dataset and to look for patterns that can be useful for classification. The analysis includes examination of the target-class distribution and characteristics of HTTP requests. Class balance is taken into account prior to model building as it can affect the performance of machine learning. Stratified sampling is then performed to retain the relative class distribution in both the training and testing sets. EDA is also useful for finding appropriate strategies for feature engineering. For instance, URLs and request bodies include textual and symbolic data, which can be different between normal and malicious requests. Knowledge of the structure of these fields helps in deciding whether to include character-level features from the text as well as manually engineered numeric features.
[bookmark: _Toc241174494]3.7 Feature Engineering
The raw HTTP requests are then transformed into numerical variables using feature engineering, which can be used by the machine learning algorithms. The method is a mix of structural and security-based text indicators. The length of the URL, the length of the request content and the number of parameters in the URL are the structural features. Other character-based features tally the number of potentially informative symbols like <, >, quotation marks, apostrophes, semicolons, equals signs, ampersands, percentage signs, slashes, backslashes, parentheses, brackets and braces (Nguyen et al. 2013). The methodology also provides indicators of suspicious patterns, typical of web application attacks. These include patterns for SQL injection, Cross-site scripting, command execution and comment characters. These indicators are not used as a rule-based detection system, but are instead used as a set of numerical features. Other properties include digit count, special character count, uppercase character count and request entropy. The machine-readable representation of the HTTP request methods is also created. The engineered variables give a structured description of the HTTP request, which complements the textual description.
[bookmark: _Toc241174495]3.8 Text Feature Representation
The text of the URLs and the bodies of the HTTP request contain potentially important text patterns; hence the researcher converts the text of the HTTP request into numerical vectors at the character level using TF-IDF. The textual input consists of the HTTP method, URL and request content. To account for the many short symbolic sequences, encoded characters, patterns and fragments, the character-level TF-IDF approach is used. Character n-grams can thus be used to indicate patterns in a URL or payload that could potentially be helpful to distinguish malicious requests from normal requests. The TF-IDF vectoriser is set to create character n-grams in a specified range, and it is set to have only a limited number of features. A threshold on minimum document frequency is also used to eliminate very rare character patterns. To diminish the effect of the repetition of the same pattern, the term frequency is scaled sublinearly. The TF-IDF vectoriser is only fitted on the training data. The fitted transformation is then applied to the testing data and then applied to individual HTTP requests. This will avoid any information in the test data from affecting the training vocabulary.
[bookmark: _Toc241174496]3.9 Feature Integration
The numerical features are scaled using a feature scaler to ensure that the variables have the same numerical range and are added consistently. This scaled numerical representation is then added to the sparse TF-IDF representation. This creates a high-dimensional textual feature space, as well as manually constructed HTTP features. The hybrid approach is designed to give the algorithms complementary information: TF-IDF is going to represent character-level patterns in the request text, whereas engineered features will represent measurable patterns in the structure and security aspects of the request (Oudah, Marhusin and Narzullaev, 2022). Multinomial Naïve Bayes is handled separately since the mathematical model used in this classifier requires non-negative feature values. Therefore, it is trained with TF-IDF representation instead of the standardised numerical representation. This methodological distinction is adhered to during training and evaluation.
[bookmark: _Toc241174497]3.10 Dataset Partitioning
The processed dataset is split into an 80:20 training: testing split. The classification label is used to stratify the data to ensure that the two subsets are appropriately balanced in terms of normal and malicious traffic. For fitting the machine learning algorithms and hyperparameter optimisation, the training dataset is used. The testing set is not used when fitting the model, but rather for the final evaluation of the model. To aid in reproducible results, a fixed random state is used. This separation is important because using the same data on which a model was trained to evaluate the model may give an overly optimistic estimation of the generalisation performance of the model. An independent test set is a better way to get a sense of the performance of the developed models on unseen HTTP requests.
[bookmark: _Toc241174498]3.11 Machine Learning Models
The five supervised classification algorithms are implemented to compare the various learning methods. The chosen algorithms are Logistic Regression, Multinomial Naïve Bayes, Decision Tree, Random Forest and Linear Support Vector Machine. Logistic Regression is a linear classification method that works well in high-dimensional feature spaces. The multinomial Naïve Bayes is a probabilistic model often used in text classification tasks. Decision Tree is a rule-based nonlinear classification structure, and Random Forest is based on an ensemble of Decision Trees (Breiman, 2001. Linear Support Vector Machine is a classification method based on margins that is appropriate for high-dimensional representations. The models are trained with the same training set, and then tested with the same independent test set, which gives a uniform basis for comparison.
[bookmark: _Toc241174499]3.12 Hyperparameter Optimisation
Hyperparameter optimisation is done using GridSearchCV. Instead of depending on preset model configurations, model configurations are systematically tested by applying cross-validation to the training data. The optimisation process is done over the model-specific parameters, including regularisation parameters of Logistic Regression, SVM, depth and splitting parameters of Decision Tree, ensemble size and tree parameters of Random Forest, and smoothing parameters of Naïve Bayes. The F1-score is employed as the major optimisation criterion, since the research is related to security classification, in which both false positives and false negatives are considered. Cross-validation is done within the training set, and the independent test set is not involved in optimisation.
[bookmark: _Toc241174500]3.13 Model Evaluation Framework
The researcher has used various classification metrics to evaluate the developed models. Classification accuracy is used to measure the accurately classify request. Precision is the ratio of analysis the malicious requests that are truly malicious, and recall defines the model's ability to recognise malicious requests. The F1-score is a measure that takes into account both precision and recall and is thus an important comparative measure (Davis and Goadrich 2006). ROC-AUC is also used to measure the power of the classifier to discriminate between the two classes at various decision thresholds. Confusion matrices are created to analyse true positives, true negatives, false positives and false negatives. The false-positive rate is also computed as it can otherwise make a detection system impractical in terms of practicality if it incorrectly marks non-attacking HTTP requests as attacks. These measures offer a more comprehensive evaluation of the predictive power and security relevance.
[bookmark: _Toc241174501]3.14 Individual Request Prediction
The methodology consists of a procedure for categorising an individual HTTP request after the development of the models. The prediction function receives the characteristics of the request, like the HTTP method, the URL and the content of the request. The same preprocessing, feature-engineering and TF-IDF transformation are done to the new request as in the model development. No new transformations are created; the previously fitted scaler and TF-IDF vectoriser are used. The resulting feature representation is then fed to the trained classifier selected to develop a classification. This procedure illustrates the application of the trained machine learning pipeline to the case of individual assessment of HTTP requests, keeping the feature representations consistent between the training time and prediction time.
[bookmark: _Toc241174502]3.15 Model Persistence and Reproducibility
The trained models and the preprocessing elements have been saved with joblib. Also, save the classifiers, the TF-IDF vectoriser and the numerical scaler that are trained. This allows the same feature transformations and trained models to be reused without retraining from the initial dataset. Fixed random states, well-documented preprocessing steps, well-defined feature-engineering steps and explicit model configurations further ensure reproducibility. The entire methodology is developed in a Jupyter notebook, which enables reviewing the steps of data preparation, feature construction, modelling and evaluation.
[bookmark: _Toc241174503]3.16 Ethical Considerations
The study is carried out for defensive cybersecurity research. The study does not aim at creating unauthorised attacks on external systems, but rather takes advantage of the CSIC 2010 dataset. The implementation is intended to be used to classify HTTP traffic, not live web applications. The study is also aware that it is an environment where the experiments are conducted in a controlled manner and thus it may not be an exhaustive representation of the full spectrum of modern web traffic or methods of attack. The results are therefore analysed in the context of the dataset and experimental conditions. None of the personal information or sensitive real-world user information is purposefully gathered during the experimental process.
[bookmark: _Toc241174504]3.17 Chapter Summary
In this chapter, the methodology adopted to study the detection of attacks on a web application from HTTP traffic using machine learning techniques has been described. The dataset of CSIC 2010 has been used, and a quantitative experimental research approach has been taken. The methodology covers data inspection, data preprocessing, exploratory data analysis, numerical feature engineering, and character-level TF-IDF representation, integration of features, and stratified partitioning and comparison of five different supervised machine learning algorithms. Systematic hyperparameter optimisation is carried out using GridSearchCV, and different classification metrics are defined for the subsequent evaluation. The methodology also includes the possibility of an individual HTTP request prediction procedure and model persistence, in order to enable the reproduction of the methodology. The experimentation and evaluation process is presented in the next chapter along with the analysis of the models based on the methodology developed in this chapter. 
[bookmark: _Toc241174505]4. CHAPTER 4: RESULTS AND DISCUSSION
[bookmark: _Toc241174506]4.1 Introduction
The results of implementing the machine learning framework for detecting web application attacks based on the HTTP traffic are presented and discussed in this chapter. The experimental study was performed on the CSIC 2010 Web Application Attacks dataset and based on the methodology outlined in Chapter 3. The developed system takes the information from the HTTP request, preprocesses the data and performs feature engineering, merges the numerical information of the HTTP request with the character-level TF-IDF representation, and uses five supervised machine learning algorithms: Logistic Regression, Multinomial Naïve Bayes, Decision Tree, Random Forest and Linear Support Vector Machine (SVM). The same training dataset was used to train the models, and an independent test dataset was used to evaluate the models, which allows for a consistent basis for comparison. The evaluation isn't solely based on accuracy. Precision, recall, F1-score, ROC-AUC, confusion matrices and false-positive rates are taken into account since the goal of the system is cybersecurity attack detection. This is because a false negative means a malicious HTTP request that wasn't detected, while a false positive is a legitimate request that was incorrectly identified as malicious. The methodology thus chose to use the F1 score as the main optimisation criterion in GridSearchCV, and the independent test set for final performance evaluation. The results show that the traditional machine learning methods can obtain high classification accuracy on the CSIC 2010 database. Linear SVM had the highest F1 score, and Logistic Regression had the lowest false positive rate and the highest ROC-AUC of the five evaluated algorithms. Naïve Bayes, on the other hand, had a significantly different performance, with very high recall but with significantly more false positives. The results thus show the importance of using multiple performance measures when choosing a machine learning model to detect web attacks.
[bookmark: _Toc241174507]4.2 Dataset and Preprocessing Results
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[bookmark: _Toc240969876]Figure 1: Load the dataset
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[bookmark: _Toc240969877]Figure 2: Inspect dataset
The first step was done with Python and Pandas to explore the data's structure, column names, data types and representative observations. The dataset includes around 61,000 HTTP requests, with around 36,000 normal requests and over 25,000 anomalous requests. There is structured information as well as textual information in the dataset, such as request methods, URLs, request content and other HTTP properties. This combination is suitable for assessing numerical feature engineering as well as text-based representations. There are several types of anomalous HTTP activity in the dataset, such as SQL injection, cross-site scripting, buffer overflow, information disclosure, CRLF injection and parameter tampering.
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[bookmark: _Toc240969878]Figure 3: Preprocessing
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[bookmark: _Toc240969879]Figure 4: Convert target to binary labels and remove rows where the target could not be identified
The classification field was transformed into a binary target to enable the machine learning models to classify the traffic as normal or malicious/abnormal. The binary formulation is directly related to the primary goal of the research.
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[bookmark: _Toc240969880]Figure 5: Missing Values and Duplicates 
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[bookmark: _Toc240969881]Figure 6: Fill Missing Values 
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[bookmark: _Toc240969882]Figure 7: For HTTP request fields, missing values can generally be represented as empty strings
The missing values and inconsistent records were also checked in the pre-processing stage. Where missing, textual HTTP fields were replaced with empty strings instead of being deleted automatically. This was appropriate, as an HTTP body or content may be absent without being a sign of an invalid request. The removal of such observations may be unnecessary because it would decrease the amount of training information available to the classifiers. Request-length information was converted to numeric features, and the textual field was converted to a string. The background research has shown that coherent preprocessing is crucial, as the machine learning models need a uniform numerical representation. They also made sure that the feature-engineering process could be consistently applied to both the training and testing data.
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[bookmark: _Toc240969883]Figure 8: Class distribution
The difference between normal and malicious class distributions is shown in the following screenshot from the notebook.  The class distribution indicates that normal traffic makes up a larger portion of the class, and malicious traffic makes up a significant portion of the class. The classes are not exactly balanced, but the malicious class is well represented to support supervised classification. Stratified sampling was performed during the division of the data into training and testing sets, which is important. This kept the proportion of normal and malicious requests the same for both subsets. 
[bookmark: _Toc241174508]4.3 Exploratory Data Analysis Results
Prior to the development of the models, exploratory data analysis was performed to gain insight into the features of the HTTP traffic. Special focus was placed on the length of the request, URL characteristics and textual properties, as malicious HTTP requests may include patterns that are different from legitimate requests.
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[bookmark: _Toc240969884]Figure 9: Examine HTTP request methods
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[bookmark: _Toc240969885]Figure 10: URL Length Distribution by Class
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[bookmark: _Toc240969886]Figure 11: Request content length
Analysis revealed that there were significant differences in the characteristics of the HTTP requests observed. The length of the URL and of the request content can be helpful for structural information, as attack payloads can include other parameters, encoded characters, SQL-related tokens or scripting patterns. But the length is not enough for the identification of attacks, as legitimate is long.  The EDA thus supports the integration of structural features and textual information. The developed framework does not rely on a single attribute for classification, but rather captures multiple properties of each request. This is in line with the literature studied in Chapter 2, which revealed that feature selection and representation are significant issues in the detection of web attacks. For instance, Nguyen et al. (2013) showed that some irrelevant and redundant features of HTTP can be eliminated without compromising detection performance. The present study, therefore, concentrates on the building of meaningful representations instead of boosting the number of input variables.  
[bookmark: _Toc241174509]4.4 Feature Engineering Results
The research has shown that feature engineering is very beneficial for appropriately developing ML models. The research was not only based on raw HTTP fields; rather, structural properties were retrieved from the requests to deliver numerical data which could be fed into the machine learning algorithms.
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[bookmark: _Toc240969887]Figure 12: Special character counts in URL
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[bookmark: _Toc240969888]Figure 13: Request method encoding 
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[bookmark: _Toc240969889]Figure 14: Inspect engineered features
The implementation created 39 engineered numerical features. The features are properties of the URL, content length, number of parameters, number of special characters, number of digits, number of uppercase characters, suspicious characters, and other structural features of HTTP requests.
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[bookmark: _Toc240969890]Figure 15: TF-IDF vectorisation
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[bookmark: _Toc240969891]Figure 16: Scaling and Combining 
Character-level TF-IDF features were then fused with the numerical representation. The choice of character-level TF-IDF was made because meaningful short sequences of characters, such as encoded characters, punctuation and fragments of attack syntax, can be found in malicious payloads. Patterns may then be represented well at the character level, which can then be used to represent patterns that may not be well represented by simple numerical features. TF-IDF created 50,000 textual features. The final representation had 50,039 features when combined with the 39 numerical features. This resulted in a high-dimensional representation with both structural and textual information. The results confirm the methodological statement that it is useful to represent the requests from more than one point of view in order to detect attacks on the HTTP protocol. The numerical features are used to represent measurable structural features, and the character-level TF-IDF are used to represent the text pattern. The combination gives the classifiers information on the structure and content of the HTTP requests. The results are a combination of the CSIC 2010 dataset, preprocessing, engineered features, and TF-IDF representation. 
[bookmark: _Toc241174510]4.5 Comparative Machine Learning Results
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[bookmark: _Toc240969892]Figure 17: Define the five ML algorithms
Five machine learning algorithms were used and compared: Logistic Regression, Multinomial Naïve Bayes, Decision Tree, Random Forest and Linear SVM. The same independent test set was used for all models. Hyperparameter optimisation was performed using GridSearchCV, using the optimisation criterion of F1-score. This gave a uniform and secure foundation for the selection of the model. 
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[bookmark: _Toc240969893]Figure 18: Model evaluation 
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[bookmark: _Toc240969894]Figure 19: Visual Comparison 
The results indicate that the best overall precision and recall are obtained by Linear SVM. It obtained an accuracy of 99.59%, precision of 99.56%, recall of 99.44% and an F1-score of 99.50%. The high recall is of special significance for cybersecurity, as only a few malicious requests were misclassified as normal. Logistic Regression also achieved very good performance. Its accuracy was 99.52%, and its F1-score was 99.41%. Interestingly, Logistic Regression had the best ROC-AUC score of 99.97% and the lowest false-positive rate of 0.250%. Thus, while SVM had the best F1 score, Logistic Regression had a slightly better discrimination and false-alarm profile in the evaluation conditions employed. The accuracy of Decision Tree was 99.28%, and the F1-score was 99.12%. It was slightly less successful than the two linear models but still very successful. This means that the textual representation of the engineered HTTP features and the patterns contained were well-suited to be separated with the help of tree-based decision rules. Also, Random Forest achieved an accuracy of 98.67%, precision of 99.13%, recall of 97.63% and F1-score of 98.37%. This is still a very good level of predictive accuracy, but the number of false negatives was higher for Random Forest than for SVM and Logistic Regression. This is remarkable because Random Forest is an ensemble method that aims to make the individual decision trees more robust. The results show that an ensemble model does not necessarily outperform simpler models. Performance is dependent on the data and feature representation. The most important difference was for Multinomial Naïve Bayes. It achieved a very high recall of 99.22%, meaning that it detected almost all malicious requests. But its accuracy was only 72.23%, and the false positive rate was 26.56%. As a result, it had significantly poorer accuracy and F1-score than the other four algorithms. This indicates that Naïve Bayes classified a large number of legitimate requests as malicious. This result provides an important cybersecurity finding. Very high recall does not necessarily indicate a cogent detection system. It may generate a lot of false alarms, which can cause serious operational problems for security analysts. The findings thus justify the choice of several evaluation methods, as opposed to accuracy and recall only, as outlined in Chapter 3.
[bookmark: _Toc241174511]4.6 Confusion Matrix Analysis
To gain a deeper understanding of classification errors, confusion matrices were used. They are able to identify true positives, true negatives, false positives and false negatives.
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[bookmark: _Toc240969895]Figure 20: SVM Confusion Matrix 
The SVM confusion matrix is of special significance since the model resulted in 28 false negatives and 22 false positives in the independent test set. With the low false negative rate, the model was able to correctly classify the overwhelming majority of malicious HTTP requests. Also, the small number of false positives illustrates that legitimate traffic was not often incorrectly identified as malicious.
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[bookmark: _Toc240969896]Figure 21: False negative analysis
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[bookmark: _Toc240969897]Figure 22: False positive and negative  
Logistic Regression had 41 false negatives and 18 false positives. Thus, Logistic Regression had less false positive and more false negative than SVM. This difference is an example of the trade-off between false alarm and attack detection. Decision Tree had 61 false negatives and 27 false positives, whereas Random Forest had 119 false negatives and 43 false positives. From these results, it can be seen that the overall performance of both tree-based approaches was good, but not as good as SVM and Logistic Regression under the experimental configuration used. Naïve Bayes gave 39 false negatives, thus, a high recall. It did generate 1,912 false positives. This is a significant drawback from a practical security-monitoring point of view. If there are too many false alarms, analysts' workloads will be increased and it may be harder to detect real security incidents. Hence, the confusion matrix analysis confirms that SVM provides the best overall balance for the developed framework while Logistic Regression is a very good alternative when minimising false positives is a concern.
[bookmark: _Toc241174512]4.7 ROC-AUC Analysis
The classifiers' performance in discriminating between normal and malicious requests was measured using ROC-AUC for various decision points.
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[bookmark: _Toc240969898]Figure 21: Best Model ROC Curve (SVM)
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[bookmark: _Toc240969899]Figure 22: All model ROC curves 
The results show very strong discrimination for all five models. The highest ROC-AUC was logistic Regression with 99.97%, followed by SVM with 99.92%, Decision Tree with 99.20% and Naïve Bayes with 97.14%. Logistic Regression and SVM have high ROC-AUC values, suggesting that the feature representation offers cogent separation between the normal and malicious classes. This is especially intriguing as both algorithms are fundamentally different from tree-based methods, and are well suited to high dimensional feature spaces. The Naïve Bayes result is once again lower than the other classifiers. Although it has a good ROC-AUC of 97.14%, its high number of false-positive cases shows that ROC-AUC is not sufficient to completely characterize the operational behavior of a cybersecurity classifier. This is an important reminder to take into account the ROC-AUC alongside the precision, recall, F1-score and confusion-matrix results.
[bookmark: _Toc241174513]4.8 Hyperparameter Optimisation and Cross-Validation
The classifiers were not only optimized using default model parameters but also using GridSearchCV. The training data was used for optimisation, cross-validation and the independent test set was reserved for the final evaluation. This method minimised the risk of choosing model configurations directly from the final evaluation data. Tuned models showed good performance in cross validation. 
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[bookmark: _Toc240969900]Figure 23: Cross Validation 
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[bookmark: _Toc240969901]Figure 24: Model Evaluation after Hyperparameter tuning 
The mean F1 score from 5-fold cross validation for SVM, Logistic Regression, Decision Tree, Random Forest and Naïve Bayes were approximately 0.9927, 0.9865, 0.9787, 0.9787, 0.8342 and 0.9947, respectively. The result of the SVM cross validation is very important as it had a mean F1 score of around 0.995 with a small standard deviation. This suggests that it has a very stable performance over the validation folds. Logistic Regression also performed well, showing consistency in performance, which further validates its use in the high dimensional representation of HTTP features. The performance on the Naïve Bayes cross validation is similar to that on the test set, which is considerably lower. The classifier is able to detect malicious traffic, but its assumptions of independence of features seem less appropriate for the combined HTTP representation. Character patterns, URL structures, encoded sequences and engineered features can be correlated and interact with one another in an HTTP attack.
[bookmark: _Toc241174514]4.9 Feature Importance and Interpretability
The feature analysis was used to gain insight into the features that were useful for the classification process.
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[bookmark: _Toc240969902]Figure 25: Top Random Forest features
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[bookmark: _Toc240969903]Figure 26: Most malicious-indicating features

From the feature analysis, it is shown that both structural features of the HTTP and the character patterns of the text are helpful in classification. Character-level TF-IDF features are useful because malicious HTTP payloads may repeat or have unique sequences of characters. These include characters that are encoded, parameter structures and fragments that are related to script or injection payloads. The significance of such patterns underpins the feature engineering approach. The TF-IDF representation is not only based on the manually defined indicators, but also on the recurring characteristics of the text that are present in the training data.
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[bookmark: _Toc240969904]Figure 27: Logistic Regression feature analysis
Logistic Regression coefficients also offer an interpretable means of studying which characteristics are correlated with the malicious class. This is helpful as it should give some indication of why a request is suspected as suspicious. While a machine-learning classifier cannot be a substitute for expert security analysis, feature-level interpretation can help to understand model behavior. The results also relate to the findings of previous research discussed in Chapter 2. Nguyen et al. (2013) pointed out that feature selection and representation are significant in WAF research. In the current experiment, the representation of HTTP traffic is also a key factor in the model of performance.
[bookmark: _Toc241174515]4.10 Individual HTTP Request Prediction
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[bookmark: _Toc240969905]Figure 28: Prediction function 
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[bookmark: _Toc240969906]Figure 29: Test an individual HTTP request
Another feature of the software was the classification of a particular HTTP request after training the model. The prediction function uses the same preprocessing, feature engineering and TF-IDF transformation as in the model development. The same transformation components that were used previously are reused, so that the new request is represented in the same feature space as the training data. This procedure was defined in the methodology to illustrate how the created framework can be used to individual HTTP requests.
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[bookmark: _Toc240969907]Figure 30: An XSS-style request prediction
The demonstration was successful in identifying the chosen XSS-style HTTP request as malicious. With SVM model, the system generated a malicious classification and malicious probability of about 99.47%. This result demonstrates that the developed framework is not limited to the aggregate test-set evaluation but can be applied to process an individual HTTP request. This is not to be taken as an indication that the system is already a production-ready Web Application Firewall. The scope of the dissertation is an experimental machine learning framework, not deployment to a live web application, against the CSIC 2010 dataset. The individual prediction functionality is a proof of reusability of the trained pipeline, but not of real-time security deployment.
[bookmark: _Toc241174516]4.11 Discussion of Findings in Relation to the Research Questions
The chapter 1 research questions answer has been outline in the section below. 
RQ1: How accurate are the machine learning models for separating normal and malicious requests from the web applications in the HTTP traffic?
The results indicate that 4 of the 5 models had an accuracy of more than 98%. SVM achieved the best accuracy of 99.59%, followed by Logistic Regression (99.52%), Decision Tree (99.28%) and Random Forest (98.67%). Naïve Bayes achieved 84.03%. As a result, the majority of the conventional algorithms selected were able to accurately identify normal and malicious HTTP requests with high accuracy when using the developed feature representation.
RQ2: How well the selected machine learning algorithms perform on the CSIC 2010 dataset?
SVM gave the best overall performance with an F1 score of 99.50%. Logistic Regression was very close at 99.41%. Decision Tree and Random Forest also yielded good performance, and Naïve Bayes gave a significantly poor performance in balanced classification. Thus, under the same experimental conditions, SVM was the best overall classifier among the five algorithms tested.
RQ3: What are the most helpful features of the HTTP traffic and engineered traffic to distinguish malicious requests from normal requests?
The feature analysis shows that both the structural and textual properties are involved in classification. The 39 engineered numerical features capture characteristics such as request length, parameters and character patterns, while the 50,000 character-level TF-IDF features capture textual sequences in HTTP requests. The results thus validate a hybrid feature representation, and not relying on a single HTTP attribute.
RQ4: How well the selected machine learning models perform in terms of detection rate and false positive rate?
SVM's recall was 99.44% and the false-positive rate was 0.306%. Logistic Regression performed best with the lowest false-positive rate of 0.250% and a recall of 99.18%. Naïve Bayes had a high recall of 99.22% with a significantly higher false positive rate of 26.56%. Thus, SVM and Logistic Regression were the most balanced in detecting malicious requests while preventing false alarms.
[bookmark: _Toc241174517]4.12 Comparison with Previous Research
The findings are cogently aligned with the previous studies, which demonstrated the effectiveness of machine learning in detecting web application attacks. Uwagbole, Buchanan and Fan (2017) showed that malicious web input can be considered as a supervised classification problem, and Nguyen et al. (2013) emphasised the need for feature selection and HTTP representation. The current results are also significantly better than some previous conventional machine-learning results based on CSIC, which were discussed in Chapter 2. This difference should not be taken as an indication that the current algorithms are generally better. Different preprocessing methods, feature representations, experimental settings and classifier configurations were used in previous studies. This is underscored by the dissertation, as reported accuracy values cannot be compared directly across studies. The results may also be compared with the deep-learning research. As mentioned in Chapter 2, Tadhani et al. (2024) achieved an accuracy of 99.77% on CSIC 2010 with a CNN-LSTM model. The accuracy of the present SVM is slightly lower at 99.59%, but the comparison should be taken with caution, as the architectures and experimental procedures are different. The contribution of the present study is not to show that conventional machine learning is better than deep learning. It, on the contrary, offers a controlled comparison of five conventional algorithms with a same dataset, the same preprocessing method, the same representation and the same evaluation of features. This is especially appropriate for the research gap found in Chapter 2, which involves comparing conventional algorithms under the same experimental conditions and takes into account false positives and false negatives as well as accuracy.
[bookmark: _Toc241174518]4.13 Practical Implications
The findings show that traditional ML can be an effective supplementary tool to analyse HTTP traffic. From the results of SVM and Logistic Regression, it has been concluded that high-dimensional textual and structural HTTP representations can be effectively handled without a deep-learning architecture.
[bookmark: _Toc241174519]4.13.1 Practical importance
SVM and Logistic Regression have low false-positive rates. A security monitoring system should be able to detect malicious traffic, but not too many alerts. The outcomes indicate that the chosen models may be able to be used in an automated HTTP traffic screening environment in a controlled environment. But the system should be considered a research prototype, not a complete replacement of the existing security measures. The literature review revealed that traditional rule-based WAF mechanisms are still useful when dealing with known attack signatures, and machine learning can complement the detection capabilities. The system developed should thus be considered as a machine-learning classification system, not a full enterprise security system.
[bookmark: _Toc241174520]4.14 Limitations of the Results
Despite the results obtained in the experiment, there are some gaps and limitations that need to be taken into account when interpreting the results. The foremost is that the study is based on the CSIC 2010 dataset, which is created in a controlled e-commerce environment. It is not a complete sample of web traffic from today's production. The dataset is also cogent as a controlled benchmark, but results cannot be generalised for all existing Web applications. Also, the dataset is not up-to-date with respect to the latest web technologies and attack methods. Applications in the modern world might utilise various frameworks, APIs, authentication systems, encoding processes and traffic structures. The high classification performance could be partly due to data and feature representation specificities. So it would be important to test further with modern data and real HTTP traffic prior to deployment.  Also, the demonstration of an individual HTTP request is not a real-time deployment. The software shows that a trained model is able to classify a new request, but further work would need to be done to implement the classifier on a live web server, reverse proxy or Web Application Firewall. The study does not directly implement deep-learning architectures, but compares five conventional algorithms. Thus, the results obtained are to be interpreted within the scope of the research.
[bookmark: _Toc241174521]5. Chapter 5: Conclusion, Recommendation and Future work
[bookmark: _Toc241174522]5.1 Conclusion
The study proved that supervised machine learning algorithms can be used to classify the HTTP traffic as normal and malicious in the controlled CSIC 2010 environment. A key point of the study was that the patterns could be captured and learned automatically by classification algorithms, as well as not depend only on manually defined attack signatures. The experimental setup ensured a uniform ground for comparison of the various conventional machine learning methods, using the same type of data, preprocessing methods, feature representation and evaluation techniques. One of the important components of this research was the representation of HTTP traffic. Raw HTTP requests include both structured and textual data, which means that one representation doesn't necessarily contain all of the properties of malicious traffic. The system implemented then used both character level TF-IDF features and engineered numerical features. The TF-IDF representation showed patterns in the HTTP method, URL and request content and engineered features were used to represent structural features like URL length, content length, number of parameters, number of digits, number of special characters, suspicious patterns, and entropy of the request. This hybrid representation was useful to implement the combination of textual and structural information for traditional machine learning approaches. The study also pointed out the significance of feature transformation and pre-processing. The data was handled by handling missing values; numerical values were transformed accordingly, and textual fields were standardised, with the data split into an 80:20 training and testing ratio and stratified. The numerical features were scaled prior to being concatenated with the sparse TF-IDF representation. The vectoriser and scaling process of TF-IDF were trained on the training set and then applied to the test set and for each request to predict the individual requests. This helped to keep consistency in model development and prediction and also to avoid information from the test set affecting the model training. Five algorithms were selected, which gave different modelling perspectives. Logistic Regression was used to get a linear baseline for high-dimensional representations, and Naïve Bayes was used to get a probabilistic text-classification approach. The method that represented a tree was Decision Tree; an ensemble approach was represented by Random Forest and a margin-based classification method by SVM. To ensure a systematic approach for determining the configuration of the models, hyperparameter optimisation via GridSearchCV and 5-fold cross-validation was added. The optimisation criterion was F1-score, as it is essential to take into account both precision and recall when dealing with web attack detection instead of just accuracy. The evaluation framework was important because there are different consequences for false negatives and false positives in the process of cybersecurity classification. A false negative occurs when a malicious request is labelled as ‘normal ’, and a false positive occurs when a legal request is incorrectly labelled as malicious. Hence, the research did not consider accuracy as the sole measure to determine the effectiveness of the model. To gain a more comprehensive picture of the detection behaviour, precision, recall, F1-score, ROC-AUC, confusion matrices and false-positive rates were added. To meet the goals, a reproducible experimental machine learning framework for classification of HTTP attacks was created. The study compares the conventional machine learning methods in a controlled way and shows how the features extracted from HTTP text and engineered structural features can be transformed into features appropriate for supervised classification. The results must be taken with the limitations of the CSIC 2010 dataset. The data is HTTP traffic that has been controlled for a particular Web application environment and is not an accurate depiction of the diversity, scale or complexity of Web traffic in production environments. So, the results cannot simply be extrapolated to all current Web applications or Web Application Firewall settings in the real world.
[bookmark: _Toc241174523]5.2 Recommendations
Based on the research, several recommendations are made. Organisations that are studying machine-learning-powered web attack detection should not only assess for accuracy, but also assess for other measures. Other metrics such as recall, precision, F1-score and false positive rate are also useful and are of special interest when considering security monitoring. Also, the representation of features should be a combination of textual and structural information. Potentially important character patterns can be found in URLs and request contents, and numerical characteristics can capture the structural properties that may not be adequately captured by conventional text features. So, feature engineering needs to be done with care and not on the assumption that more features boost the detection capability. Machine learning should be used as an additional detection tool and not a replacement for current security measures. Conventional WAF rules continue to be valuable for well-known and well-defined attack patterns, and machine learning can be used to add a data-driven classification capability. It is therefore important to have existing security monitoring and validation mechanisms integrated with machine-learning models in practical environments. Also, there needs to be ongoing monitoring of false positives and false negatives for any practical deployment. Model performance may change over time due to changes in application behaviour, legitimate user traffic, and/or attack techniques. Before relying on models for operational security decisions, these models should be evaluated periodically with representative and suitably labelled traffic.
[bookmark: _Toc241174524]5.3 Future Work
This study can be further extended with the use of newer and more varied HTTP security datasets in future research. Testing the same methodology with real-world traffic data from the current environment that has traffic from other applications and attack scenarios would give more confidence in the generalisability of CSIC 2010. Further studies include exploring more feature representations. In the current research, character-level TF-IDF is combined with engineered numerical features. This representation could be compared with word-level TF-IDF, other n-gram combinations, embeddings and other representation methods in the future. Another interesting avenue of research would be to see if there is a smaller feature space that can provide the same detection performance, without increasing computational demands. Further studies might also explore more sophisticated machine learning and deep learning algorithms. The conventional algorithms can be compared to CNN, LSTM, transformer-based and other neural approaches, under the same experimental conditions.  The system could be further extended from an offline notebook-based experiment to a real-time detection architecture. Future implementation may include an API or monitoring system that can accept incoming HTTP requests, perform the same preprocessing and feature transformations, make predictions, and log events of detections. But that would involve further consideration of latency, scalability, model security and concept drift/operational false-positive management. Also, future research might focus on explainability and analyst support. The feature importance and model explanation method could be employed to find out the reason for the individual HTTP requests being classified as malicious. This may help enhance the value of machine-learning detection systems by enabling security analysts to grasp the suspicious traffic instead of just getting a binary prediction.
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