Socket Programming and Concurrency Lab Worksheet - Basic Threading in C++
Dr Tim Bashford

In this lab worksheet, we will explore the principles of basic threading in C++.  If you aren’t familiar with the theory behind threading, please refer to the Threading PowerPoint on moodle.  This worksheet assumes you are familiar with the theory and will guide you through the practical.
In this worksheet, we’ll be using the <thread> library – be sure to include it in your programs.

We’ll start by creating a very simple threaded application.  This creates a function which loops 25 times and outputs a number passed into the function.  
void ThreadOutput(int threadNum)
{
	for (int i = 0; i < 25; i++)
	{
		cout << threadNum << endl;
	}
}






Feel free to write a few simple tests for this, just to prove it does exactly what we think it does.
We’ll then create 4 threads which simultaneously loop through the function at the same time:
int main(int argc, char** argv)
{
	for (int i = 0; i < 4; i++)
	{
		new thread([i] {ThreadOutput(i); });
	}

	getchar();
}







Run the code.  What do you observe about the order of the output and, therefore, what can you infer about the threads?  Write your observations here:








Run the exact same code again.  What do you notice about the output now compared to the first time and why do you think this is?







Does this code work correctly?  Do you notice any errors?  Pay attention to the line breaks.  For example:Two numbers on the same line
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Why might something like this happen?






Let’s make our output even longer.  For example, let’s change our cout statement to read:cout << "Thread " << threadNum << " outputting." << endl;



Try the code now – we find that the problem is even worse!
We can also vary the number of threads.  What do you think will happen if you adjust the number of threads?  See if you can figure it out, then try adjusting the number of threads up and down.  Record what you observe, especially whether it’s better or worse:






This is an example of a race condition.  You have likely realised, if you didn’t already know, that the cout statement is outputting each portion of the statement in turn.  Which is to say thatcout << "Thread " << threadNum << " outputting." << endl;


Is the same in functionality as:cout << "Thread ";
cout << threadNum;
cout << " outputting.";
cout << endl;




Of course, in an environment with a single thread, this is fine – each of these statements are output independently, but their being output sequentially is guaranteed by the single, linear flow of execution through our program.
When we introduce multiple threads, their timing is at the will of the operating system’s scheduler – they don’t have any concept of the neatness of your output statements, they’re simply completing their bits of output whenever they can.
The problems got worse when we added more separate portions of text to the line and when we added more threads because it simply introduced more opportunities for errors to occur.
There’s an easy enough fix to this specific problem: we can simply build our statement on each individual thread using a stringstream, then output the stringstream when that statement is fully constructed.  This guarantees a neat, sequential output.  For example:stringstream ss;
ss << "Thread " << threadNum << " outputting." << endl;
cout << ss.str();




But… isn’t this still a race condition?  The order of the output statements is not predictable to a user of the application and depend on scheduling which is, by definition, a race condition.  Any it is – but a benign one, we anticipate that the ordering will vary, but if each thread is getting to output a complete statement, there aren’t really any negative consequences.
This highlights to us one of the types of problems we encounter with multithreaded programming that doesn’t exist in purely serial programming.  We’ll be doing a lot more on race conditions and how to solve them next week.


Let’s look at a more useful example of a threaded application.  To start, however, we’re going to deliberately introduce a few flaws so we can analyse them, then work on fixing them.  (Don’t copy this code to solve future problems!)
This solution tries to use threading to help us to set an array.  For now, we’re just going to set the first array index to 0, the second array index to 1 and the 100th array index to 99, etc.void SetArrayThreaded(int* tArray, int arraySize)
{
	for (int i = 0; i < arraySize; i++)
	{
		tArray[i] = i;
	}
}





We’ll also create a main function which creates an array, calls this function in a few threads, then prints the array.  For example:int main(int argc, char** argv)
{
	const int arraySize = 100;
	const int threadCount = 4;
	int* tArray = new int[arraySize];

	for (int i = 0; i < threadCount; i++)
	{
		new thread([tArray, arraySize] {SetArrayThreaded(tArray, arraySize); });
	}

	for (int i = 0; i < arraySize; i++)
	{
		cout << tArray[i] << endl;
	}

	getchar();
}











You can run this code and you’ll probably find that it works… but that doesn’t mean that it’s flawless.  Spend a few minutes staring at this code, see if you can spot the errors (there are 2) and write them here before moving on:










Error 1
We’re setting the value of the array in every thread.  Consider, for the above values, we’re creating 4 threads, each of which is setting from 0 to 99.  So, the first thread to be scheduled sets the value at each index (and this may be several different threads) – but the three that follow it simply overwrite that value with the same value.  This isn’t an error in that it causes the output of the program to ever be wrong – but it’s not really any faster than a sequential version of the same thing.
Consider: does it matter from which thread we set an element?  Each element is completely predictable and depends only on its position in the array (i.e. its index).  Could we simply have each of our threads handle a different subset of the array?
Error 2
There is the possibility of a race condition.  It’s unlikely to occur, but we can force it.  Insert a brief delay of a few ms into the very start of the SetArrayThreaded method.this_thread::sleep_for(chrono::milliseconds(10));


Will likely do it – look at the first few numbers output.  Lengthen the duration and watch it get worse.
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This is happening because the main thread of execution is not waiting after launching the threads – it’s immediately moving to try to print out the values contained in the array.
Without the delay, it tends to work – because comparatively, setting an array element is far faster than outputting to console.  Still, even without this delay, with some unfortunate scheduling it’s highly likely to eventually happen “in the wild”.
So, now we know what the problems are, let’s fix them.  Try this yourself first, then refer to the next page to see some of my solutions.


Here’s a version of a solution to error 1:void SetArrayThreaded(int* tArray, int arraySize, int threadNum, int numThreads)
{
	//Brackets to avoid integer division of a smaller number by a larger one.
	int start = (arraySize * threadNum) / numThreads; 
	int end = (arraySize * (threadNum + 1)) / numThreads;

	for (int i = start; i < end; i++)
	{
		tArray[i] = i;
	}
}







Now we’re calculating a range for each thread, based on its threadNum (from 0 to number of threads -1).  We can use this code to test:stringstream ss;
ss << "Thread " << threadNum << ": " << start << " - " << end - 1 << endl;
cout << ss.str();



(this is likely to trigger a race condition before we fix error 2)
And then we just need to call the thread with appropriate values:new thread([tArray, arraySize, i, threadCount] {SetArrayThreaded(tArray, arraySize, i, threadCount); });



There are a few other ways of achieving the same thing.  For example:void SetArrayThreaded(int* tArray, int arraySize, int threadNum, int numThreads)
{
	for (int i = threadNum; i < arraySize; i+=numThreads)
	{
		tArray[i] = i;
	}
}





This is likely to have a slightly worse L1 cache hit rate, though potentially a better L3 cache hit rate.  In most cases it’s usually slower[footnoteRef:1]. [1:  I make this statement with some hesitation.  While true, we should always beware premature optimisation (look up the seminal quote by Donald Knuth).] 







Error 2 is easy to fix – we need to tell our main thread of execution to pause before outputting the array values.  We must join our threads back into the main thread of execution.
Note: race conditions are often extremely annoying and difficult to debug because they don’t occur often.  We must never rely on scheduling or timing to solve or ignore race conditions.  While this may be unlikely to occur, scheduling can cause it to happen – so we need to use some basic synchronisation to avoid it.
We aren’t currently tracking our threads (which is doubly bad as it results in a memory leak – we never delete our thread objects).  Let’s fix it with a vector of thread pointers to hold references.  We can then call join and delete each thread object before outputting:vector<thread*> threads;

for (int i = 0; i < threadCount; i++)
{
	threads.push_back(new thread([tArray, arraySize, i, threadCount] {SetArrayThreaded(tArray, arraySize, i, threadCount); }));
}

for (auto it : threads)
{
	it->join();
	delete it;
}








We can test this by re-inserting a very long delay into our SetArrayThreaded method – the race condition will not reoccur.  Our final solution looks something like:void SetArrayThreaded(int* tArray, int arraySize, int threadNum, int numThreads)
{
	int start = (arraySize * threadNum) / numThreads;
	int end = (arraySize * (threadNum + 1)) / numThreads;

	for (int i = start; i < end; i++)
	{
		tArray[i] = i;
	}
}
int main(int argc, char** argv)
{
	const int arraySize = 100;
	const int threadCount = 4;
	int* tArray = new int[arraySize];
	vector<thread*> threads;

	for (int i = 0; i < threadCount; i++)
	{
		threads.push_back(new thread([tArray, arraySize, i, threadCount] {SetArrayThreaded(tArray, arraySize, i, threadCount); }));
	}

	for (auto it : threads)
	{
		it->join();
		delete it;
	}

	for (int i = 0; i < arraySize; i++)
	{
		cout << tArray[i] << endl;
	}
	getchar();
}








Exercise
Create an application that:
1. Generates 100,000,000 random double floating point numbers (look up the <random> library in C++11).
2. Finds the square root of each number.
3. Finds the sum of the square roots.
4. Repeats steps 1-3 1000 times, then prints the smallest and largest number.
The goal is to make this as fast as possible through threading.  You can go about this task in several different ways, none strictly better than the other.  On Moodle you’ll find a ScopedTimer class which you can use to tell you how long a given process takes – create an instance to start the timer, delete it to print how long it existed for.
We’ll go through this next week.
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