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[bookmark: _Toc228883508]Introduction
The below report provides screenshot evidence of routing and other critical network infrastructure as per the requirements of this assignment. The assignment asks the user to build an enterprise network across two sites – Swansea and London. Key services required in order for the infrastructure to work effectively have been configured including active directory [2], domain name server installation [3], DHCP server installation [4], virtual private network installation [5], remote desktop installation [6], and internet information services installation [7]. 
Each section of the report provides screenshot evidence for different elements of network infrastructure. A conclusion and list of references end the report.



















[bookmark: _Toc228883509]Routing 
Figure 1 – RRAS Installed
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Figure 2 – ICMPv4 Traffic allowed
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Figure 3 – Route table showing routing to London subnet via Debian server
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Figure 4 – Debian Configured to route to Windows subnet via Windows Server
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Figure 5 – Ping Windows Server to London Client
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Figure 6 – Ping to Windows Client from Debian Server
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Figure 7 – Active Directory Services installation
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Figure 8 – Active Directory Services installation
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Figure 9 – Configuring Domain
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Figure 10 – Domain created
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Figure 11 – Domain visible in Server Manager
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Figure 12 – Forward lookup zones created/pings working
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Figure 13 – Reverse lookup zones created
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Figure 14 – VPN Installed in Server Roles
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Figure 15 – Demand Dial Interface configured
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Figure 16 -Point to Point Protocol Configured
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Figure 17 – Remote router address inputted
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Figure 18 – Static route defined
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Figure 19 – LondonVPN created
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Figure 20 – LondonVPN network access given
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Figure 21 – LondonVPN connected
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Figure 22 – Ping over VPN
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Figure 23 – Copy user table
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Figure 24 – Spreadsheet improved via shared drive
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Figure 25 – Data loaded into Powershell
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Figure 26 – Running Powershell script
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Figure 27 – Output creating users
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Figure 28 – Amended script to create accounts with like names e.g. b.white2
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Figure 29 – List of users including where more than 1
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Figure 30 – No names missing
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Figure 31 – Original script duplicate errors
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Figure 32 – Adding S1 to Windows Domain
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Figure 33 – Client S1 added to Domain
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Figure 34 – Discovery of luke.acca in Debian server
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Figure 35 – Joined Debian server to luke.acca
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Figure 36 – Realm list command shows within domain luke.acca
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Figure 37 – L-CD added to domain
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Figure 38 –Client S1 in realm
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Figure 39 – Client S1 linked to domain
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Figure 40 – Installing DHCP
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Figure 41 – DHCP Relay active
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Figure 42 – Relay troubleshooted and active
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Figure 43 – Evidence of IP assigned and DHCP server – Windows client
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Figure 44 – Evidence of assigned IP – Debian client
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Figure 45 – Evidence of address lease – SWA
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Figure 46 – Evidence of address lease - LON
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Figure 47  - Client S1 pings Client L1
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Figure 48 – Client L1 pings Client S1
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Figure 49 – Creating new Disc
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Figure 50 – Naming SwanseaFiles
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Figure 51 – Setting up Permissions
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Figure 52 – Accessing drive from Windows client & editing file
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Figure 53 – Accessing drive and file from Debian server
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Figure 54 – Making IIS Server
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Figure 55 – Making IIS Server
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Figure 56 – Making IIS Server and Certificates
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Figure 57 – Website and certificate
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Figure 58 – Website accessible from L-CD
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Figure 59 – Website accessible from client S1
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Figure 60 – Remote Desktop installed via Powershell	
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Figure 61 – Installing Remote Desktop in settings
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Figure 62 – Secure connection
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Figure 63 – Remote Access and certificate authentication
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Figure 64 – Secure connection shown
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[bookmark: _Toc228883519]Conclusion
The above report provides screenshot evidence of networking configuration for this assignment. Various services have been installed as per the assignment brief – via the installation of a DHCP server and relay with static routing, the network allows for communication between the Swansea and London networks via a VPN site-to-site tunnel. Users are added to a single domain and as such can access shared files and resources, including a shared domain website. Powershell is utilized as tool for efficiently importing and providing usernames within the domain. 
Generative AI [1] was utilized within the realms of the assignment criteria’s Task Description, specifically for research and troubleshooting during practical implementation of the assignment. 
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joseph.dawson@OLDNAME.ACCA
glen.ellis@OLDNAME.ACCA
james.anderson@YOURNAME.ACCA
colleen.wall@YOURNAME.ACCA
rachel. martin@YOURNAMEACCA
alexis.mcdaniel@YOURNAME.ACCA
eric.hal @YOURNAME.ACCA
julia.delacruz@YOURNAME.ACCA
dennis.bishop@OLDNAME.ACCA
michelle.hodge@YOURNAME.ACCA
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job

Private music teacher
Agricultural engineer
Water qu
Maintenance engineer

Environmental education officer

Teacher, secondary school

Hotel manager

ist, forensic

Engineer, civil (consulting)

Personnel officer

Psychologist, prison and probation services
Besthoy

Exhibitions officer, museum/gallery
Teacher, primary school

Health and safety adviser

Engineer, chemical

Copywriter, advertising

Glass blower/designer

Editor, magazine features

Production manager

Agricultural engineer

Production engineer

Restaurant manager

Development worker, international aid
Building surveyor

Sportand exercise psychologist

Waste management officer

Product manager

Aeronautical engineer

Surgeon

Engineer, aeronautical

Restaurant manager, fastfood

Engineer, m:

Physicist, medical
Hydrogeologist

Styles

city
Townsendborough
Staffordmouth
South Ashleyfurt
Lake Bradley
Longland

South Melissa
West Cheryl
EastHolly
Hollandport
EastSusan
PortEric

West Bradyside
Michelleburgh
Hoovermouth

East Johnview
Lake Samantha
Lake Antonio
EastFel
Lake Li
Kai
South Melissa
Nancyside
Blackfort
Amyfort
PortTimothy
Marychester
Austinton

South Jessica
Bennettbury

New Markberg
South Michael
Lake Jenniferland
Tammystad
EastWhitney
West Lori
Howardland
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B 5-0C Running
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| E¥ Administrator: Windows PowerShell

PS C:\Users\Administrator\Desktop> Import-Csv users_list_updated.csv | Select 5 ~

First_name : Brian

last_name : White
company Jones, Miller and Collins
donain YOURNAME . ACCA

enail brian.white@YOURNAME . ACCA
job Private music teacher
City Tounsendborough
department : Managers

frirst_name : Luis

last_name : Terry
company Lopez, Castro and Nelson
donain OLDNAME . ACCA

enail Luis. terry@OLDNAME . ACCA
job Agricultural engineer
City Staffordnouth

department : Competitors

First_name : Susan

last_name : Jackson
company Sanchez-Pouers

donain YOURNAME . ACCA

enail susan . jackson@YOURNAME . ACCA
job water guality scientist
City South Ashleyfurt

department : Experts

Windows Server 2022 Dtacenter Evaluston

Windows License vl for 125 days

Buid 2034 e relesse 2105071500
05538

~ B s B
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Administ

icharles Anthony c.anthony - c.anthony@luke.acca

Ps C:\Users\adainistrator\Desktop> Susers = Tmport-Csv "C:\Users\Adainistrator\Desktop\users_List_updated.csv”
Foreach (suser in susers) {

sfirstnans First_nane.Trin()
$lastna dast_nane. Trin()
Sdepart

ConvertTo-securestring “pgssword12s”

“samaccountiame -eq *Susernane silentlycontinue

ipped existing user: Susernas

sfirstnans
$lastna

stru
strue

Write-Host "Created user: Susernane’

existing white
existing “terry
existing Jackson
existing “carney
existing “reed
existing -doyle
existing “harrington
existing garcia
existing -willians
existing - donovan
existing clarke
existing

existing

oo
~ B s B |

[G] =) i @] S #) Right Ctrl
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“nelsonéluke.acca
. thomaséluke.acca
Russell Griffin _griffingluce.acca
lcary Rogers rogersluke.acca
Louren Schuartz schwartzgluke. acca
cary callahan . callahangluke.acca
efrey elly “kelly@luke. acca
enily Hernandez hernandez@luke. acca
Jonathan Mecormick  3.mccormick@luke.acca
pianca Serrano serranogluke. acca

s C:\Users\adainistrator\Desktop> Susers = Tmport-Csv "C:\Users\Adainistrator\Desktop\users_List_updated.csv”

First_nane.Trin()
Last._name.Trin()
Sdepartnent = Suser.department. Trin()

“samaccountiame -eq *Susernane silentlycontinue) {

Spassuord - ConvertTo-Securestring “Pgssnord123”

New-ADuser *

sdepart
Spassword

strue

Mrite-Host "Created user: Susernan:

ien-s0user : an attenpt was made to add an object to the directory with a name that is already in use
it 1ine:20 char:s
- new-spuser

o521
~ B s B

@ 51 & S @) Right Crl
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J-stevenson y.stevensonéluke.acca
yewilson yowilsongluke.acca
2.palner 2. palneréluke.acca
2. ramos 2.ranos@luke. acca

Ps c:\Users\administrator\Desktop> scs Tnport-Csv "C:\Users\Administrator\Desktop\users_List_updated. csv

> sresults = foreach (suser in scs
> sfirst - suser. first_name.Trin()
> $1ast = suser.last_name.Trin()

> sbasesan - (sFirst.substring(e,1)

$1ast) . ToLower()

> saatches - cet-apuser “samaccountiame -like ‘Sbasesan®’ Samaccountiame, Userprincipaliane |
> Select-Object Neme, Samaccountiame, Userprincipaliane
> [Pscustombjectle(
> Firstuame - 5first
> Lastuane - 15t
s Expectedsaseson - shosesan
> MatchCount ~ saatches.Count.
> Matches ~ (smatches . Samaccountiiame. )
| Format-Table

Firstione  Lastione  Expectedsasesan Matchcount Matches

arian white buhite 2 bwhite, b.white2

Luis Terry Literry Literry’
fsusan Jackson  s.jackson 5. Jackson

fsherri  carney  s.carney sicarney

Jsamue1  Reed sireed sireed

onathon  poy1e Jedoyle Jedoyle

jcar1a Harrington c._harrington Charrington

Jorew arcia  d.garcia d.garcia

oi1ly b_willians b.willians

Je1inga ~donovan donovan

foonna diclarke diclarke

Robert  simons  r.simons r.simons

elsey  Gorcia  k.garcia K.garcia

uesley  cole w.cole. 2 w.cole, w.coleman

Jsteven  megee sincges. sincges.

fsara Tran sitran sitran

fcarrie  walker  clualker clualker

anes walsh Jowalsh Jowalsh

hlicia  Brooks  a.brooks a.brooks [ new notictons

0525
~ R s B
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ct Administrator
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Roman
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nguyen
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Fields
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Fitzgerald
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watson
Johnson
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Jenicins
Hodge
uright
willian:
Nolan
nelson
Thomas
Grifein
Clark
Rogers
Schwartz
Callahan
Kelly
Hernandez
Mecormick
Serrano

_griffith
nguyen
hernandez
Tlee
“brown
“barber
“Sones
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“barker
“adams
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Ldavis
. fitzgerald
“boone.
chang.
“watson
johnson
artinez
Jenkins
-hodge.
wright
willia
-nolan
Inelson
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griffin
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Lkelly
“hernandez
ccormick

_griffith

nguyen

hernandez

Tlee

“brown

“barber
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Ihernandez
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fields
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willia
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Inelson
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rogers
schwartz
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Ps C:\Users\adainistrator\Desktop> Sresults | uhere-Object { %_.MatchCount -=q @ } | Format-Table
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Environmental education officer
+ Longland
Competitors

P C:\Users\Adainistrator\Desktop> Susers = Tmport-Csv "C:\Users\Adainistrator\Desktop\users_List_updated.csv”
in susers) {

Sfirstnane = Suser.first_name
$lastnane = suser.last_name
Sdepart Suser. department.

(sfirstnane. substring(e,1) $lastna
rd - ConvertTo-Securestring “Pgssnord123"

Sfirstnane $lastna:
Sfirstnane
$lastnane

Sdepartment ©
4 spassword *

st
strue

ien-s0user : The operation failed because PN value provided for addition/modification is not unique forest-wide
it 1ine:12 chari1
- new-spuser *
+ CategoryInfo Notspecified: (CleBryan White, CleUsers,DC=luke,DC=accaString) [New-AdUser], ADExceptio
+ FullyQualifiederrorTd : ActiveDirectoryserver:864s,Nicrosoft. ActiveDirectory. Nanagenent . Comands. NewADUser

ien-s0user : The specified account already exists
it 1ine:12 chari1
- new-spuser ~
+ CategoryInfo Resourcexists: (Cli<Jason Gonzal...DC=luke, DC-acca:String) [New-ADUser], ADTdentityAlre
adyExistsexception
+ FullyQualifiedErrorTd : ActiveDirectoryserver:1316,Microsoft. ActiveDirectory.Nanagenent . Comands. NewADUser

ien-s0user : The operation failed because PN value provided for addition/modification is not unique forest-wide
it 1ine:12 chari1
- new-spuser ~

+ CategoryInfo Notspecified: (Cl-Carla Brown, Cl-Users, D¢ ca:string) [New-ADUser], ADEXceptio
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Debian GNU/Linux 13 Debian ttyl

Debian login: luke
Passuord:
Linux Debian 6.12.63+den13-amdsd #1 SMP PREEMPT_DYNAMIC Debian 6.12.63-1 (2025-12-30) x86_64

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.
luke@Dehian: s ip a
1o: <LDOPBACK,UP,LOWER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 1008
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:1f:4c:7a brd ff:ff:ffaff:ffff
altname enxo800271fdca
inet 192.168.2.1724 brd 192.165.2.255 scape global enposs
valid_Lft forever preferred_lft forever
ineté -~ oo -0 /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
enpos3: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:3a:7e:eS brd ff:ff:ffaffafffi
altname enxo800273a7ees
inet 20.6.0.2/3 brd 20.0.0.3 scope global enposs
valid_Lft forever preferred_lft forever
ineté -~ oo oo /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
4: enposio: <BROADCAST,MULTICAST> mtu 1566 gdisc noop state (041 group default glen 1008
Link/ether 08:00:27:F4:51:46 brd Ffff:fi:ffafffi
altname enxo80027f45146
luke@Debian:~$ nslookup luke,acca 192.168.1.1
i communications error to 192.168.1.1#53: timed out

C
luke@Debian:“$ nslookup luke.acca 192.168.1.1
server: 192.168.1.1

Address: 192.168.1.1#53

Name:  luke.acca
Address: 20.0.0.1
Name:  luke.acca
Address: 192.168.1.1

JukeaDebian: ~s
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jrooteebian:~# sudo susr/sbinsrealm join -v luke.acca -U Administrator
* Resolving: _ldap._tcp. luke.acca
* Performing LDAP DSE lookup on: 192.168.1.
* Performing LDAP DSE lookup on: 20.0.0.1
* Successfully discovered: luke.acca
Passuord for Administrato
Unconditionally checking packages
Resolving required packages
LANG=C /usr/shin/adcli join --verbose --domain luke.acca --domain-realm LUKE.ACCA --domain-controller 192.168.1.1 --login-tupe user --login-user Administratof
stdin-passuord
Using domain name: luke.acca
Calculated computer account name from fqdn: DEBIAN
Using domain realm: luke.acca
Sending NetLogon ping to domain controller: 192.168.1.
Received NetLogon info from: S-DC.luke.acca
Hrate out krbS.conf snippet to /var/cachesrealmdsadcli-krbS-rQl12/krbS. d/adeli-krbS-conf -AShFar
Authenticated as user: Administrator@LUKE.ACCH
Using GSS-SPNEGD for SASL bind
Looked up short domain name: LUKE
Looked up domain SID: §-1-5-21-1542886291-275711876-283215287
Received NetLogon info from: 5-DC.luke.acca
Using fully qualified name: Debian
Using domain name: luke.acca
Using computer accaunt name: DEBIAN
Using domain realm: luke.acca
Calculated computer account name from fqdn: DEBIAN
Generated 120 character computer password
Using keytah: FILE:/etc/krbs.keytah
A computer account for DEBIANS does not exist
Found well knoun computer container at: CN=Computers,DC=luke,DC=acca
Calculated computer account: CN=DEBIAN,CN=Computers,DC=luke,DC=acca
Encryption type [3] not permitted.
Encruption type [1] not permitted.
Created computer account: CN=DEBIAN,CN=Computers,DC=luke, DI
Trying o set computer password with Kerberos
Set computer passuard
Retrieved kvno '2' for computer account in directory: CN=DEBIAN,CN=Computers,DC=luke,DC=acca
Checking RestrictedrbHost/DEBIAN
Added RestrictedkrbHost/DEBIAN
checking host/DEBIAN
Added host/DEBIAN
Discovered uhich keytab salt to use
Added the entries to the keytab: DEBIANSGLUKE.ACCA: FILE:/etc/krbS.keytab
Added the entries to the keytah: host/DEBIANGLUKE.ACCA: FILE:/etc/krbs.keytah
Added the entries to the keytab: RestrictedkrbHost/DEBIANGLUKE.ACCA: FILE:/etc/krbS.keytab
/usr/shin/update-re.d sssd enable
susr/shin/service sssd restart
Successfully enrolled machine in realm
oot @Debian: ¢

0 QX &0 EBEIGEr
1536
youzs )

=% Windy tomorrow A ¥ dx ENG
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Authenticated as user: Administrator@LUKE.ACCH
Using GSS-SPNEGD for SASL bind
Looked up short domain name: LUKE
Looked up domain SID: §-1-5-21-1542886291-275711876-283215287
Received NetLogon info from: S-DC.luke.acca
Using fully qualified name: Debian
Using domain name: luke.acca
Using computer accaunt name: DEBIAN
Using domain realm: luke.acca
Calculated computer account name from fqdn: DEBIAN
Generated 120 character computer password
Using keytah: FILE:/etc/krbs.keytah
A computer account for DEBIANS does not exist
Found well knoun computer container at: CN=Computers,DC=luke,DC=acca
Calculated computer account: CN=DEBIAN,CN=Computers, DI
Encryption type [3] not permitted.
Encruption type [1] not permitted.
Created computer account: CN=DEBIAN,CN=Computers,DC=luke,DC=acca
Trying o set computer password with Kerberos
Set computer passuard
Retrieved kvno '2' for computer account in directory: CN=DEBIAN,CN=Computers,DC=luke,DC=acca
Checking RestrictedrbHost/DEBIAN
Added RestrictedkrbHost/DEBIAN
checking host/DEBIAN
Added host/DEBIAN
Discovered uhich keytab salt to use
Added the entries to the keytab: DEBIANSGLUKE.ACCA: FILE:/etc/krbS.keytab
Added the entries to the keytah: host/DEBIANGLUKE.ACCA: FILE:/etc/krbs.keytah
Added the entries to the keytah: RestrictedkrbHost/DEBIANGLUKE.ACCA: FILE:/etc/krbS.keytab
/usr/shin/update-re.d sssd enable
susr/shin/service sssd restart
Successfully enrolled machine in realm
oot@Debian:™# realm list
uke.acca
type: kerberos
realn-name: LUKE.ACCA
domain-name: luke.acca
configured: kerberos-member
server-softuare: active-directary
client-softuare: sssd
required-package: sssd-tools
required-package: sssd
required-package: 1ibnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: #Ualuke.acca
login-policy: allow-realm-logins
00taDebian: ¢
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- 14 Apr 17:15

N\

luke@client-11: ~ Q

1]
x

Password for Administrator:
root@client-11:/home/luke# realm list
bash: realm: command not found
root@client-11:/home/luke# realm list
bash: realm: command not found
root@client-11:/home/luke# usr/sbin/realm list
bash: usr/sbin/realm: No such file or directory
root@client-11:/home/luke# /usr/sbin/realm list
Tuke.acca
type: kerberos
realm-name: LUKE.ACCA
domain-name: luke.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
> required-package: sssd
required-package: libnss-sss
required-package: Llibpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %U@luke.acca
Togin-policy: allow-realn-logins
root@client-11: /home/luke#

.
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rootaL-Cl
rootaL-Cl
+ isc-dhcp-|

Loaded:
Active:

Invacation
Docs

Frocess:
Tasks:
Hemory:

cPl

CGroup:

Apr 18 1:
Apr 18 1:
Apr 18 14:3
rootal

home/ luke# systemctl restart isc-dhep-relay
home luke# systemctl status isc-dhep-relay
relay.service - LSB: DHCP relay

loaded (/etc/init.dsisc-dhep-relay; generated
active (running) since Sat 2026-04-18 14:31:16 BST; 7s agn
e2fcfozah7124cca951800cSdab 766k

man: systemd-sysv-generator (8)

2720 ExecStart=/etc/init.d/isc-ohep-relay start (code=exited, status=0/SUCCESS)
1 (limit: 2301)

524K (peak: 1.8M)

13ms

/system.slicesisc-dhcp-relay.service

2724 susr/shinsdhcrelay -o -1 enposs 192.168.1.1

16 L-CD systemd[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay..

16 L-CD isc-dhcp-relay[2724] : Requesting: enpes8 as upstream: Y dounstream: ¥
1:16 L-CD systemd[1]: Started isc-dhcp-relay.service - LSB: DHCP relay

home/ Luke#
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Rec

Users\Luke>ipconfig /all

indows TP Configuration

Host Name . Client-s1
Primary Dns Suffix’ cca
Node Type .

Ip Routing Enabled.
WINS Proxy Enabled
DNS Suffix Search List.

luke.acca
Ethernet adapter Ethernet 2:
Connection-specific DNS Suffix

Description .
Physical Address.

DHCP Enabled. . Yes
Autoconfiguration Enabled . Yes
Link-local IPv6 Address . Fego: :e03
1Pv4 Address. 192.168.1

Subnet Mask .
Lease Obtained.
Lease Expires .
Default Gateway .
DHCP Server .
DHCPYV6 TAID .
DHCPYV6 Client DUID.
DNS Servers .

168296487

192.168.1.

: Intel(R) PRO/1606 MT Desktop Adapter #2
08-00-27-43-7A-48

7a6:FF6:376d%7 (Preferred)
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sent 1.

18 Apr 1735

luke@elent.11:
fcmp_seq=2 ttl

ping 20.0.
nncli Wired connection 1

Suated (0-Bus uorkianager/Activeconnect ion/s3)

nection up “Wired connection
path: /org/freed
hor

<LOOPBACK, UP, LOWER_UP> ntu
Link/Toopback
6.0.1/8
alid_lft for

inets /128 sco

altnane
inet
valid 1

t noprefixroute

r preferred Lft forever

ST, MULTICAST, UP, LOWER UP> mtu 1560 qdisc fq
brd

group default qlen 1008

24 brd 192.168.2.2 bal dynanic noprefixroute enpose

i s preferred 1rt 51

/64 scope Link noprefixraute

d_Lft forever preferred 1ft forever

sent 1.

home/Luke# 1p addr show enpo:

enp BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1560 qdisc fq_codel s aroup default glen 1008

Uink/ether

brd

altnane enx8002765192d

168.2.255 al dynamic noprefixroute
759sec preferred Lft 5183:
64 scope Link noprefixrout
¢ preferred Uft forever

re/Luke# ping 192.168.1.10
0 (192.168.1.10) 56(84) bytes of data

168.1.10: icnp_se 6 tine=1.63 ns

16811.10: icmp 78 ms

64 bytes from 192.168.1.10: icmp seq tine=1.40 ns

{41+ stopped
rooteclient-11.
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: ¥ Administrator: Windows PowerShell (x

jiindous Powershell
B Copyrignt (C) Microsoft Corporation. ALl rights reserved

Ty the new cross-platform PowerShell https://aka.ms/pscores

s C:\uindows\system32> route add 192.168.2.6 mask 255.255.255.0 192.168.1.
The route addition failed: The object already exists

PS C:\Mindows\system32> ipconfig

uindous IP Configuration

i< chernet adapter Ethernet 2:

Connection-specific DNS SuFfix
Link-local IPv6 Address . . . .
TPva Address. . . . . . . . . .. .165.1.20
Subnet Mask . . . . .. .....: 255.255.255.0
Default Gateway . . . . . . . .

s C:\uindows\system32> ping 192.168.2..

Pinging 192.168.2.11 with 32 bytes of data:
[Reply from 192.168.2.11: bytes=32 time=In:
[Rep1y frog 192.168.2.11

Reply froM192.165.2.11: bytes=32 time=In:
[Reply from 192.168.2.11: bytes=32 time=In:

ping statistics for 192.168.2.1
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),

Minimum = 1ns, Maximum = 2ms, Average = Ims
s C:\uindows\systems2>

15:23
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icrosoft Windows [Version 10.0.20348.587]

(¢) Wicrosoft Corporation. ALL rights reserved.

C:\Users\Adninistratorsakdir E:\Susnseafiles

C:\Users \Adninistratoronet share SansesFiles-E:\Suanseafiles /grant:"Dosain Users®,FULL /grant:"Everyone” ,READ
Clanceariles uas sharad successrull

C:\Users \Adninistrator>icacls €:\SuanseaFiles /inheritance:r
processed File: Er\suanseafiles
Successfully processed 1 Files; Failed processing © files

C:\Users\Adninistrator>icacls E:\SuanseaFiles /grant “Dosain Users” (OI)(CDF
processed File: E-\suanseafiles
Successfully processed 1 files; Failed processis

0 files

C:\Users\Adninistrator>icacls £:\SuanseaFiles /grant "Everyone™: (O1) (CR
processed £ \Suanseariles
Successfully processed 1 files; Failed processis

0 files

C:\Users\Adainistrator>icacls €:\SuanseaFiles

¢ \Swanseafiles SULLTIM\Administrators: (F)
Everyone: (OT)(CT) (k)
LUKE\bomsin Users: (01) (C1)(F)

Cuccessfully processed 1 filss; Failed processing © filss

C:\Users\Administratorsnet share Suansesfiles

Share nase. uanseaFiles
sah Ei\Gusnseatiles
renark

aximn users o limit

Manual caching of docusents
LUKE\Donadn Users, FULL
Everyone, READ

The comand copleted successfully.
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SuanseaFiles  Disk

SYSVOL Disk Logon server share
JsMB1 disabled -- no workgroup available
luke@L-CD: ™% cd SwanseaFiles

cd: SuanseaFiles: No such file or directory

Lukeal-CD:™$ swbclient -L //192.168.1.1 -U “AdministratorzNotebooke12s”

Sharename Type Comnent

ADMINS Disk Remote Admin
s Disk Default share
Es Disk Default share
IFCS IPC Remote IPC
NETLOGON Disk Logon server share
SuanseaFiles  Disk
SYSVOL Disk Logon server share
JsMB1 disabled -- no workgroup available
Luke@L-CD: ™% 1s SwanseaFiles
ls: cannot access 'SuanseaFiles': No such file or directory
LukeaL-CD:™$ swbclient -L //192.168.1.1/SuanseaFiles -U "AdministratorNotehookel2a" -m SHB3

Sharename Type Comnent

ADMINS Disk Remote Admin

s Disk Default share
33 Disk Default share
iy IPC Renote IPC
NETLOGON Disk Logan server share
SuanseaFiles  Disk
SYSVOL Disk Logan server share
581 disabled -- no workgroup available
lukeal-co: s 1s
lLkeal-C0: ¢ smbclient //192.168.1.1/SuanseaFiles -U "AdministratoriNotebookelzs" -m SHB3
[Try "help” to get a list of possible commands
b > 1s
0 0 Sat Apr 18 17:56:03 2026
. DHS @ Sun Apr 19 12:55:28 2026
provefullaccessclientst. txt A 0 Sat Apr 18 17:55:58 2026

13106431 blocks of size 4096. 13082344 blocks availahle
fsmb: \> get provefullaccessclientsi.txt
foetting file \provefullaccessclientsi.txt of size 0 as provefullaccessclientsi.txt (0.0 KiloBytes/sec) (average 0.0 KiloButes/sec
> cat provefullaccessclientst.txt
command not found
> exit
LukeeL-c:"$ get provefullaccessclients.txt
[-bash: get: command not found
LukeeL-c0:"$ cat provefullaccessclientsi.txt
kol £D: s
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ct Administrator: Windos
windows PowerShell ~
Copyrignt (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSkindows

PS C:\Users\Adninistrator> Install-WindowsFeature Web-Server >> Install-iin
dowsFeature Web-Windows -Auth
Success Restart Needed Exit Code Feature Result
True Mo NoChangeNeeded {}
True Mo Success {itindows Authentication}
PS C:\Users\Administrator> mkdir C:\inetpub\webs
>> Set-Content C:\inetpub\webs\index.ntml "Welcome to Swansea Website"
Directory: C:\inetpub
LastiriteTime Length Name

19/64/2626  €5:13
PS C:\Users\Administrator> New-WebSite “webs. luke.acca” 50 “C:\inetpub\webs™ “webs.luke.acca”
Name o state Physical Path Bindings
webs.luke.acca 2  Started  C:\inetpub\webs http *:86:webs.luke.acca
PS C:\Users\Administrator> Set-WebConfigurationProperty “/systen.uebServer/security/authentication/windowsAuthentication” enabled true “IIS:\Sites\webs. luke.acca”
>
>> Set-HebConfigurationProperty /systen.uebServer/security/authentication/anonymousAuthenticatio enabled False I5:\Sites\webs. luke.acc

Set-WebConfigurationProperty : This configuration section cannot be used at this path. This happens when the
section is locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly
by a location tag with overrideMode="Deny" or the legacy allowOverride="false'

At line:l char:l

+ Set-WebConfigurationProperty -filter

system.uebServer/security/auth

+ CategoryInfo
+ FullyQualifiedErrorld
rtyCommand

Notspecified [Set-HebConFigurationProperty], FileLoadExceptio
System. 0. FileLoadException, Microsoft. ITs . PowerShell . Provider. SetConfigurationPrope

Set-WebConfigurationProperty : This configuration section cannot be used at this path. This happens when the
section is locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly
by a location tag with overridelode="Deny" or the legacy allowOverride="false".

At line:3 char

+ Set-WebConfigurationProperty -Filter

system.uebServer/security/auth

+ CategoryInfo Set-webConfiguration “/systen.uebServer/security/authentication/anonymousAuthentication” “IIS:\Sites\uebs. luke.acca” @(enabled="False"}11s.PonerShell. Provider. SetConfigurationPrope
>> rtyCommand
>> Set-HebConFiguration “/systen.uebServer/security/authentication/windowsAuthentication” “IIS:\Sites\uebs. luke.acca” @{enabled="True"

Set-WebConfiguration : This configuration section cannot be used at this path. This happens when the section is
locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly by
location tag with overrideMode="Deny” or the legacy allowOverride="false'

At line:l char:l
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ct Administrator: Windows Powershell

Set-WebConfigurationProperty : This configuration section cannot be used at this path. This happens when the

section is locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly
by a location tag with overrideMode="Deny" or the legacy allowOverride="false'
At line:l char

+ Set-WebConfigurationProperty -Filter */system.webServer/security/auth

+ CategoryInfo Notspecified [Set-HebConFigurationProperty], FileLoadExceptio
+ FullyQualifiedErrorld : System.10.FileloadException,Microsoft.ILs.Powershell.Provider.SetConfigurationPrope
rtyCommand

Set-WebConfigurationProperty : This configuration section cannot be used at this path. This happens when the
section is locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly
by a location tag with overridelode="Deny" or the legacy allowOverride="false".

At line:3 char

+ Set-WebConfigurationProperty -Filter

system.uebServer/security/auth

+ CategoryInfo Set-webConfiguration “/systen.uebServer/security/authentication/anonymousAuthentication” “IIS:\Sites\uebs. luke.acca” @(enabled="False"}11s.PonerShell. Provider. SetConfigurationPrope
>> rtyCommand
>> Set-HebConFiguration “/systen.uebServer/security/authentication/windowsAuthentication” “IIS:\Sites\uebs. luke.acca” @{enabled="True"

Set-WebConfiguration : This configuration section cannot be used at this path. This happens when the section is
locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly by
location tag with overrideMode="Deny” or the legacy allowOverride="false'

At line:l char

+ Set-WebConfiguration -Filter */system.webServer/security/authenticati

+ CategoryInfo Invalidoperation: (System.String[]:String[]) [Set-WebConfiguration], FileloadExceptio
+ FullyQualifiedErrorld : InvalidOperation,Microsoft.Ils.Powershell.Provider.SetConfigurationConmand

Set-WebConfiguration : This configuration section cannot be used at this path. This happens when the section is
locked at a parent level. Locking is either by default (overrideModeDefault="Deny"), or set explicitly by
location tag with overridelode="Deny" or the legacy allowOverride="false'

At line:3 char:l

+ Set-WebConfiguration -Filter

system.uebServer/security/authenticati

+ CategoryInfo tringl]) [Set-WebConfiguration], FileloadExceptio

+ FullyQualifiedErrorld : InvalidOperation,Microsoft.Ils.Powershell.Provider.SetConfigurationConmand

Tnvalidoperation: (System.Stringl]

P C:\Users\Adninistrator> Set-WebConfiguration “systen.webServer/security/authentication/anonyousAuthentication’ overridetiode Allow 115:\ ]
>

> Set-uebConfiguration “systen.webServer/security/authentication/windowsAuthenticat ion" overridetiode Allow s\

P C:\Users\Adninistrator> Set-WebConfiguration “/5ysten. webServer/security/authenti cation/anonymousAuthentication” “I15:\Sites\ebs. luke. acca” Elenabled-“Faise)
>

> Set-HebConfiguration «/systen. webServer/security/authentication/windowsAuthentication” “I15:\Sites\webs. luke..acca” Etenabled-"True"}

°S Ci\Users\Administrators Get-HebConfigurationProperty “/systen. webServer/security/authentication/windowsAuthentication” enabled “IT5:\Sites\webs. luke. acca”

>

> Get-WebConfigurationProperty “/systen. webServer/security/authentication/anonymousAuthentication” enabled “IT5:\Sites\webs. luke. acca”

Itemeatn /systen.webServer/security/authentication/windowsAuthentication

IsTnherstedrromefaultvalue : False

Lsprotectea False

e enabled

TypeNane Systen.Boolean

Schema Hicrosoft. ITs. PowerShel1. Franework. Configurat ionattributeschena
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P C:\Users\Adninistrators Get-HebConigurationProperty */5ysten. webserver, security/ authentication/windowsAuthentication” enabled “IT5:\5ites\webs. Luke. acca” A
>

> Get-WebConfigurationProperty /5ysten.webServer/security/authentication/anonymousAuthenticat o Brebiea “I15:\Sites\webs. luke. acca
Itenxpatn /systen.webServer/security/authentication/windowsAuthentication
IsTnherstedrromefaultvalue : False

Lsprotectea False

e enabled

TypeNane Systen.Boolean

Schema Hicrosoft. ITs. PowerShel1. Franework. Configurat ionattributeschena

Value True

LsExtended False

Itemeatn /systen.webServer/security/authentication/anonyrousAuthentication
IsTnherstedrromefaultvalue : False

Lsprotectea False

e enabled

TypeNane Systen.Boolean

Schema Hicrosoft. ITs. PowerShel1. Franework. Configurat ionattributeschena

Value False

LsExtended False

PS C:\Users\Adninistrator> Add-DnsServerResourceRecordd webs” “luke. acca® “192.168.1.1"
PS C:\Users\Adninistrators Stop-WebSite “Default leb Site

> Start-website “uebs. Luce. acca”

PS C:\Users\Administrator> Scert - New-SelfSignedCertificate webs. luke . acca
PS C:\Users\Administrator> New-WebBinding webs. luke .acca “http )
PS C:\Users\Administrator> Sbinding = Get-WebBinding webs. Luke . acca “https”
>> Sbinding.AddSsICertificate(Scert. Thumbprint, “My™)

PS C:\Users\Administrator> netsh advFirewall Firewall add rule nam
Ok..

cert:\Localtachine\h
ebs. luke. acca”

HTTPS Inbound” protocol in localport=443 action=allow

PS C:\Users\Administrator> o
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Administrator: Windows Powershell

>> Sbinding.AddsslCertificate(scert. Thumbprint
PS C:\Users\Administrator> netsh advfirewall Firewall add rule name=
Ok..

My*) ~
HTTPS Inbound” protocol=TCP dir=in localport=443 action=allow

PS C:\Users\Administrator> Get-Website

Name o state Physical Path Bindings

Default Web Site 1  Stopped  %SystemDriveX\inetpub\mmwroot http *:80
webs.luke.acca 2  Started  C:\inetpub\webs http *:86:webs.luke.acca
https *:443:webs.luke.acca ss1Flags=6

PS C:\Users\Administrator> Get-WebBinding ‘webs - Luke.accar

protocol bindingInformation  ssiFlags

nttp  *:80:webs.luke.acca °
nttps  *:443:webs.luke.acca 0

PS C:\Users\Administrator> Get-WebConfigurationProperty “/systen.uebServer/security/authentication/windonsAuthenticatio enabled “IIS:\Sites\webs. luke.acca
>

>> Get-HebConfigurationProperty “/systen.uebServer/security/authentication/anonymousAuthentication” enabled “IIS:\Sites\uebs. luke.acca”
ItenxPath /system.uebServer/security/authentication/windonsAuthentication

IsInheritedFromDefaultValue : False

IsProtected False

Name enabled

TypeName System.Boolean

Schema Microsoft.I1s.Powershell.Framework.ConfigurationattributeSchema

Value True

IsExtended False

ItenxPath /system.uebServer/security/authentication/anonymousauthentication

IsInheritedFromDefaultValue : False

IsProtected False

Name enabled

TypeName System.Boolean

Schema Microsoft.I1s.Powershell.Framework.ConfigurationattributeSchema

Value False

IsExtended False

PS C:\Users\Administrator> Get-ChildItem cert:\LocalMachine\My | Where-Object {5_.Subject *uebs

PSParentPath: Microsoft.Powershell.Security\Certificate: :Localtachine\ty
Thumbprint Subject.

A2471999FDBOF9ASSSBF 3B52986C95BIFSSAFCAF  Cewebs. luke. acca

PS C:\Users\Administrator> Get-DnsServerResourceRecord luke.acca” “webs”

HostName RecordType Type Timestanp TimeToLive RecordData

webs A 1 0 o1:00:00 192.165.1.1

PS C:\Users\Administrator>
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[ Client-S1 [Running] - Oracle VirtualBox - o X
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tor: Command Prompt

RE§j Interface List ~
7...08 @0 27 eb bc 64 Intel(R) PRO/1600 MT Desktop Adapter #2

68 60 27 99 a9 67 Intel(R) PRO/1600 MT Desktop Adapter #3

Softuare Loopback Interface 1

IPv4 Route Table

Active Routes

Network Destination Netmask Gateway Interface Metric
20.6.6.0 255.255.255.252 on-link 20.6.6.1 281
20.6.6.1 255.255.255.255 on-link 20.6.6.1 281
20.6.6.3 255.255.255.255 on-link 20.6.6.1 281

127.6.0.0 255.0.6.0 on-link 127.6.6.1 331
127.6.6.1 255.255.255.255 on-link 127.6.6.1 331
127.255.255.255 255.255.255.255 on-link 127.6.6.1 331
192.168.1.6  255.255.255.0 on-link 192.168.1.1 281
192.168.1.1 255.255.255.255 on-link 192.168.1.1 281
192.168.1.255 255.255.255.255 on-link 192.168.1.1 281
192.168.2.6  255.255.255.0 20.6.6.2 20.6.6.1 26
224.0.6.0 240.0.6.0 on-link 127.6.6.1 331
224.0.6.0 246.0.6.0 on-link 192.168.1.1 281
224.0.6.0 240.0.6.0 on-link 20.6.6.1 281
255.255.255.255  255.255.255.255 on-link 127.6.6.1 331
255.255.255.255  255.255.255.255 on-link 192.168.1.1 281
255.255.255.255  255.255.255.255 on-link 20.6.6.1 281

Persistent Routes
Network Address Netmask Gateway Address Metric
192.168.2.6 _ 255.255.255.0 20.6.0.2 1 v

Windows Server 2022 Dtacenter Evaluston
Windows License vl for 124 days
Buid 2034 e relesse 2105071500
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