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Hypervisors.

A hypervisor is software that is creates and manages virtual machines (VMs) on a physical host.  The underlying hardware is abstracted from the guest OS and multiple operating systems can be run simultaneously.  Unlike physical hardware, VMs are easily created, stored, copied and restored, they are very cost efficient as a single piece of hardware may represent many different computing environments.  This flexibility also allows for easy scaling of resources as and when needed to suit the needs of consumers.  Hypervisors come as Type 1 or Type 2 [1]. 
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A type 1 hypervisor in installed on the hardware without any requirement for underlying operating system.  As it has direct access to the hardware it performs betters and faster than type 2.  These hypervisors are mainly used in large scale or cloud-based environments where there is a need to support many virtual machines and provide efficient and scalable services.  Two of the major suppliers for type 1 are VMWare ESXi and Microsoft's Hyper-V technology.
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Type 2 hypervisors are installed onto a host operating system.  The OS sits between the hypervisor and shares and manages the hardware resources allocated to any virtual machines.  While these types of hypervisors are a lot easier to install and manage, they are limited in performance due to the reliance on the host OS.  Mainly unsuitable for production use they provide an excellent platform for development and testing environments.  Some popular examples are VMWare and Oracle VirtualBox.
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	Hypervisor
	Type
	Features

	VMware vSphere/ESXi
	Type 1
	Enterprise-grade, live migration, HA

	Microsoft Hyper-V
	Type 1/2
	Integrated with Windows, hybrid cloud

	KVM (Linux)
	Type 1
	Open source, embedded in Linux kernel

	Xen
	Type 1
	Open source, used in AWS infrastructure

	VirtualBox
	Type 2
	Cross-platform, user-friendly

	Parallels Desktop
	Type 2
	Optimised for macOS
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Originally based on the Advanced Research Projects Agency (US DoD) specification.  The TCP/IP (transmission Control Protocol/Internet Protocol) protocol was defined in RFC791 in 1980 by John Postel (https://en.wikipedia.org/wiki/Jon_Postel) [2].

IP describes the function of addressing and fragmentation.  Data is sent over the internet in the form of packets, these break the message down in smaller chucks that are sent over the network and reassembled at the recipients end. A packet has header information denoting information about its source and destination addresses and its position in the sequence.  A standard data packet size on the internet is typically between 20 and 1,500 bytes. This range reflects the typical size of an IP packet, with most networks using an Ethernet MTU (Maximum Transmission Unit) of 1,500 bytes
An IP address denotes a particular endpoint (server or client) on the network.  Every device connected to network must have a unique IP address (relative to its local area) so that it can be identified and contacted [3]. 
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IP addresses (ipv4) take the form known as dotted decimal notation of 4 octets e.g. 192.168.0.1. This a 32 bit address divided into 8bits for each octet allowing the range 0 to 255.  It can support up to about 4.3 billion addresses.  These address fall under five network classes, the three main ones: A, B, C and the specialized or experimental D and E.
	Class
	Starting Range
	Ending Range
	Subnet Mask
	Usage

	A
	1.0.0.0
	126.255.255.255
	255.0.0.0
	Large networks (Internet)

	B
	128.0.0.0
	191.255.255.255
	255.255.0.0
	Medium networks (WAN)

	C
	192.0.0.0
	223.255.255.255
	255.255.255.0
	Small networks (LAN)

	D
	224.0.0.0
	239.255.255.255
	N/A
	Multicast applications

	E
	240.0.0.0
	255.255.255.255
	N/A
	Reserved or experimental



IP address also fall under two categories, public and private.  Private addresses are used within local networks (LANs) and are not routable over the Internet.  There are three designated for use, 10.0.0.0, 172.16.0.0. and 192.168.0.0.  Public addresses are Internet routable and are usually assigned by service providers either statically or dynamically (via DHCP). 
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IPv6 was proposed to alleviate the problem of finite IPv4 IP address availability.  It uses an 128bit address which is denoted in hexadecimal format e.g. 1971:0fd6:7eb3::042b:5d21:9a5a.  This can allow for potentially trillions of addresses.
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Large networks may be divided inter smaller networks in oder to improve performance and security.  The subnet mask denotes which part of the address it=s the network and which are hosts e.g. for the the private address 192.168.5.1 which a mask of 255.255.255.0 means 192.168.5 is the network and 1 would be the host.
The ABC class system was later replaced with Classless Interdomain Routing (CIDR) notation indicating how many bits of the address are the network part e.g. 192.168.5.0/24 means 24 bits are the network.
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Routing data through a network involves finding the best path for the data packets across the network.  Packets are forwarded according to the destination address given in their headers.
Routes can be either static, dynamic or default.  Static routes are usually manually configured and use a predetermined routing table.  These are useful for small networks where routes will or do not change with any frequency. They can be simple to configure but do scale well for larger or more dynamic networks.
Dynamic routes employ more complex devices to learn routes and update themselves using routing tables.  These require less manual intervention and suit larger networks as they can adapt to changes made within them.
Default routing forward traffic to a single endpoint.  Usually employed in simple devices such as home ADSL routers where traffic is directed to the ISP without question [4][5].
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Algorithms determine how to select the best path and fall into two main types:
Distance Vector Routing, where the routers share tables with any connected neighbours and typically uses a protocol like Routing Information Protocol (RIP) the calculate hop count between routers.
Link state routing, where routers keep a map of the entire network and employ path finding algorithms like Dijkstra to calculate the shortest path between two nodes.  A typical routing protocol here would be Open Shortest Path First (OSPF).
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Routing protocols fall into two categories, Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols (EGPs).  The former are usually found in enterprise or company networks while the latter supports wider areas such as the Internet e.g. the Border Gateway Protocol (BGP) is the primary protocol used for Internet routing [6].
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Routers maintain a database of network paths called a routing table consisting of the destination IP address, the next router (or hop) to send a packet on to, a metric or cost of the route and the interface on which to send.  The router first examines the destination then finds the best route in the table, where multiple routes exist the lowest cost one is selected. The packet is then sent to next router or to the default path if none is found.
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A Virtual Private Network (VPN provides a secure connection between two remote devices and is usually employed across a public network such as the Internet.  The VPN sets up a secure "tunnel" between endpoints and encrypts data in transit to prevent any inspection by  a third party.  The user's location and IP address are also effectively hidden allowing the prevention of online tracking and enabling access to geographically restricted services.  It is highly recommended for use over public wi-fi networks.
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Dynamic Host Control Protocol (DHCP) allows for the automatic provision of IP addresses and DNS configuration for devices on a network.  A DHCP server on the network is configured with an address pool from which it can assign an IP on request from any client device that makes a request for one.  This removes the need for manually assigning addresses to devices and the easy addition and removal of devices to and from the network.
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Active Directory (AD) is a resource management database.  It is capable of managing devices and users.  It operates on a tree-based domain analogy, encompassing users, group, devices and controlling access by storing credentials.  Group policies for network devices can managed remotely by administrators allowing for consolidated control of large networks where physical administration would be costly and time consuming.
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Certificate Authorities (CA) provide a mechanism of trust across public networks such as the Internet.  By issuing trusted digital certificates that can be used to verifiably identify network resource such as websites it allows for secure communications.
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Chosen applications and OS:
Oracle VirtualBox, type 2 hypervisor, free and easy to install and use, have used for many years so obvious choice.
Windows Server 2022 (as prescribed)
Windows 10 (client, as prescribed)
Rocky Linux 9 (for server).  Chosen as this has been identified as a replacement for the now unsupported CentOS8 as a downstream RHEL (Red Hat Enterprise Linux) production stable distribution.  I will be deploying this into a live environment.
Debian 12 (client, as prescribed)
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Install virtual machines
[image: ]


Assign IP address to NIC for internal network (LAN) on server, assign IP for client, confirm echo.
[image: ]
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Installing Linux server
[image: ]



Assign IP address to NIC for internal network (LAN) on server, assign IP for client, confirm echo.
[image: ]

[bookmark: _Toc191652398]Windows server to Linux Server

Connect Windows server to Linux server (WAN). Confirm connectivity.
[image: ]
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