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3. [bookmark: _Toc479074917]Introduction

The QinetiQ Range at Aberporth has invested in a new Trials Control System (TCS) the new system will provide a controlled safe environment in which to conduct Trials. As part of the new system the Printed Circuit Boards(PCB) will be constructed at Parc Circuit Technology in Cardigan, This assignment will investigate the development of a test strategy within a the PCB manufacturing and use the Failure Mode and Effects Analysis(FMEA) process to identify possible failures in the design. A test strategy is an outline that describes the testing approach of the software development cycle. It is created to inform project managers, testers, and developers about some key issues of the testing process. FMEA is a step by step approach which is use for identifying all possible failures in the design and manufacturing process. 














4. [bookmark: _Toc479074918]Production Strategy

Before the PCB’s can go into production it is important understand what will influence the test strategy and FMEA process plus look at other influencing factors such as testability of design, degree of design and design for test. The first major objectives to consider are fault spectrum. 
Fault Spectrum is a list of all the different types of faults relating to one type of PCB if we look at industry over the past several years printed circuit board assembly yields have increased as component and assembly process defect rates have decreased this is due to advances in circuit board and component technology as well as surface mount manufacturing process. Figure 1 illustrates the shift in the industry fault spectrum. The Fault Spectrum Shift has significant implications on both in circuit test strategies and on in circuit testing. (1)


[image: Changing Fault Spectrum Graph]
[bookmark: _Toc479074907]Figure 1 Fault Spectrum Shift

Why is this shift in the Fault spectrum important? 
It means that traditional In Circuit Tests (ICT) faults occur much less frequently. Which is reducing the need and overall effectiveness of the tester which while this increases yield it does not reduce the production cost?
The yield of a product is also one of the other major objectives when producing a test strategy. 
Yield is the percentage of defect-free units passing through the manufacturing process it has a significant effect on diagnosis times, repair times, through put and capacity. If most of the boards pass test first time then a simple go/nogo test program will be surfactant. If the manufacturing process produces a low yield it may require several stages of test targeting different parts of the fault spectrum. Low yield tends to be caused by manufacturing defects rather than design or supplier defects. A strategy based on a manufacture defect analyser (MDA) or ICT would be used as a process tester since these machines provide high throughput rates and short diagnostic time compared to function testers.
As yield improves there are fewer faults to diagnose and the difference between functional and in-circuit becomes less marked particularly since the “good board” test time may be shorter for functional test.
The test strategy will work hand in hand with FMEA. FMEA generates a living document that can be used to anticipate and potentially prevent failures in the design phase of the PCB. For this project three types of FMEA could be utilized. (2)
· System
This would focus on the system as a whole, and would evaluate single point failures, interactions between sub systems and system safety.
· Design
This would focus on the components and subsystems and would be used to analyse the PCB’s before they are released to production.
· Process 
This would focus on the potential failure modes of the processes which are caused by the manufacturing process deficiencies.
FMEA is also used to as a way of reducing risk that could be associated with a system or product and can be effectively used throughout the product life cycle. 

4.1. [bookmark: _Toc479074919]Test Strategy

The test strategy on the PCB’s will enable the company to carry out automatic testing on 100% of the products produced. The production line would be phased and the test strategy would be different for each phase. This is because as the product manufacture matures the fault spectrum would develop and with good knowledge of the fault spectrum less testing would be required. (3)
Weeks 1-5
Function Test
In Circuit 
Test
Go/NoGo
Tester





Re-works, change PCB layout, re-design board layout.


Weeks 1-5 full testing is required, if the product fails the Go/NoGo tester it would go straight back into re-works if it passed it would move to the next stage, this would be the same for In Circuit Test (ICT) and the Function Test (FT) stages. At this point in the manufacturing process the fault spectrum has started but there is not enough information to reduce any of the testing stages. The production line would only be operating at 65% of its full capacity.
Week 5-9 (4)
Function
Test
In Circuit 
Test





Re-works, change PCB layout, re-design board layout.



Week 5-9 the production line would be at 75% of full production. The Fault spectrum has developed and with better understanding of the fault on the production line, common faults can be eliminated through re-working. There would be no need for the Go/NoGo tester.
Weeks 9-16 (5)
Function
Test
In Circuit 
Test





Re-works, change PCB layout, re-design board layout.



Weeks 9-15 the production line would be at 85% of full production. Fault spectrum knowledge is good in circuit testing can now be carried out in specific areas of the production.
Week’s 16-end of production (6)

Function
Test


Weeks 16 on-wards the production line is at full capacity, with very good knowledge of the fault spectrum a function test of the product is all that is required, more comprehensive testing will be done in sample batches. 
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[bookmark: _Toc479074908]Figure 2 Typical Fault Spectrum
The illustration in Figure 2 (7) shows a typical fault spectrum, this was created for solder faults. It can be seen that with a 139,837,570 solder joints tested how crucial a good test strategy is as 335,895 solder faults where found. It is extremely beneficial to the manufacture of any product that the defects are found as early as possible this is why it’s important to have high fault coverage as early in the manufacturing process as possible.  
The test strategy for each phase would outline and describe the best testing approach. It is created to inform project managers, testers, and developers about some key issues of the testing process relating to the product being manufactured. The test strategy will include the objectives of the testing, a method of testing new functions and the resources that will be required for the testing environment and the overall project.

4.2. [bookmark: _Toc479074920]FMEA
FMEA is use to recognize, evaluate and prioritize the potential failures and their effects. It does this by calculating three variables.
1. Severity
This considers the worst potential consequence of a failure, determined by the degree of injury, property damage, system damage and/or time lost to repair the failure.
2. Occurrence
Is the rating of probability of a failure occurring during the expected lifetime of the product or service.
3. Detection 
The detection ranking considers the likelihood of the detection of the failure mode or cause.
Using the three calculations the Risk Priority number (RPN) can be identified. (8)
Severity x Occurrence x Detectability = Risk Priority Number.
The RPN is a form of measuring the risk associated with the design or process and will show the greatest areas of concern in that selected process. 
The Severity, Occurrence and Detectability ratings are standard across industry. There are no defined rules for what is a high RPN number, FMEA is viewed on a relative scale and addresses the highest RPN first, for this report they were taken from the FMEA handout which can be found in Annex A. 
The FMEA was conducted on the manufacturing process of the PCB facility. It focuses on four process functions, PCB machining Process, Component Selection, Soldering and PCB testing.
Table 1 (page20) shows the process function of the construction of the PCB’s with the potential failure modes and what potential effects that failure could have on the over hall outcome of the product. 
[image: ]
[bookmark: _Toc479074901]Table 1 FMEA
The highest score was detected in the PCB soldering processing, this is due to all the soldering being done by hand as a re-flow soldering station is not cost affective for the amount of PCB’s being constructed. The only other way to check that all the soldered joints are up to standard would be to use an x-ray machine but again this is not cost affective for the amount of PCB’s being produced. The next highest score was also in the soldering process and this was attributed to the heat being applied to the PCB’s from the soldering irons, there are control measures in place which limit the temperature but it is again an activity conducted by the workforce which always bring is the scope for human error. All other process functions could have their potential failure affects reduced with the introduction of recommended actions. FMEA is very much up to the interpretation of the Engineer completing the process. It should not be conducted by a single person as it requires the vision from a team to expose all potential failure modes. 
The other consideration for the Construction of the PCB’s could have been Design for Test (DFT) and Design for Manufacture (DFM). The process of DFT is specifically for the manufacture of PCB’s where as DFM can be utilized on any product design. 

4.3. [bookmark: _Toc479074921]Design for Test 
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[bookmark: _Toc479074909]Figure 3 DFT Analyzer

The image in Figure 3 (8) shows 2 process flow diagrams the up most diagrams is without DFT analysis. The lower one has a DFT analysis incorporated in it. With a good DFT process introduced early in the design cycle it can alleviate some of the analyzed risk and reduce test and prototype costs. It will do that by alerting the project team early in the design cycle when it’s less costly and easier to change the product design. Most of the product lifecycle costs are committed at design stage. 





4.4. [bookmark: _Toc479074922]Design for Manufacture
DFM  is also sometimes known as Design for Manufacturing it is the general engineering art of designing products in such a way that they are easy to manufacture. The importance of DFM is realized by the fact that about 70% of manufacturing costs are determined by design of the product. The cost would include, cost of materials, processing, and assembly. At the heart of any DFM system is a group of design guidelines that are structured to help the designer reduce the cost and difficulty of manufacturing. 
1. Reduce the total number of parts. If the number of parts in a product are reduced then the manufacturing cost are reduced.
 2. Develop a modular design. The use of modules in product design simplifies manufacturing activities such as inspection, testing, assembly, purchasing, redesign and maintenance. 
3. Use of standard components. Standard components are highly availably and are less expensive than custom-made components. 
4. Design parts to be multi-functional. Multi-functional parts reduce the total number of parts in a design, thus reducing manufacturing cost.
5. Design parts for multi-use. In a manufacturing environment, different products can share parts. For example if we look at a company that manufactures Compact disk (CD) players the laser disk reader could be use in several variations of the product design. 
6. Design for ease of fabrication. Select the optimum combination between the material and fabrication process and where possible use existing production lines to minimize the overall manufacturing cost.
7. Avoid separate fasteners. The use of fasteners increases the cost of manufacturing  due to the fact the they have to be fitted by manual operators, besides the cost of the fasteners and the equipment needed to fit them the operators would not be 100% successful and would increase manufacturing time and cost. 
8. Minimize assembly directions. Where possible all parts should be assembled from one direction. The best way to add parts is from above, in a vertical direction, in this way, the effects of gravity help the assembly process.
9. Maximize compliance. Errors can occur during the manufacturing process due to variations in part dimensions or on the accuracy of a pick and place device. For this reason it is necessary to include compliance in the part design and in the assembly process. 
10. Minimize handling. Handling consists of positioning, orienting, and fixing a part or component. Where possible use symmetrical part, or part with external guide features to aid in orientation.
The design stage is very important in product design.When designing a product the flow of material waste and parts should be minimized in the manufacturing process, also packaging needs, must be taken into account. Packaging must be suitable and allow safe carriage of the product, over packing a product could impact on overall profits but under packing a product could lead to damages. A well-constructed DFT, DFM will make for a more comprehensive test strategy which will in turn save the company time and money in the design and manufacturing phase.
4.5. [bookmark: _Toc479074923]Quality Control
Product quality is led by the market place. The ultimate goal for every company is to produce a zero out of box defects. To assist companies in Quality Control (QC) and maintain a high standard of customer satisfaction the ISO 9000 quality system was produced, it can be applied to every company regardless of size, type or industry. ISO 9000 strongly encourages the use of FMEA within industry as a preventive way of identifying failure modes with a process. 
The QC system should include.
1. Improve Quality, with improving quality by measuring and controlling the companies output it can increase quality standard of the product therefore increasing customer satisfaction and ensure continued customer support
2. Reduce Risk, by assessing the critical areas of the business and documenting the processes measuring them against the ISO standards the company will be able to put in place contingency plan reducing the risk to the company assets.
3.  Measure Effectiveness, measuring the company against a competitor in the industry is very important as well as measuring customer satisfaction this can be done through surveys.
4. Increase Productivity, this goes hand in hand will all the other goals the company can only increase productivity when it has identified deficiencies and implemented measures to improve them.
5. Increase Profit, this is the main goal of every organization an increase in all 4 of the other goals will increase the companies’ growth in the market place which will lead to an increase in profits.
The key to implementing a Quality Management System (QMS) is planning and commitment. The main philosophies behind the QMS system are:- (10)
Say what you do
	Do what you say
		Prove that you have done it!

This is described by the quality wheel (11)
Plan			Do



Act			Check


Act			Check



The quality wheel or P-D-C-A cycle and process was first developed in 1920’s it is a continuous improvement of processes and products. (12)
Plan – To improve your operations first by finding out what things are going wrong and come up with ideas for solving these problems
Do – Implement the plan, execute the process, and make the product 
Check – Study the actual results and compare them against the expected results. Look for deviation in the plan.
Act – Take action to continually improve process performance iterative four-step management method used in business for the control and
Once the cycle is completed and the problem is solved, re-start the cycle at the plan stage for the next problem. If the problem is not solved skip the Act stage go back to the plan stage and come up with some new ideas to help solve the problem and go through the cycle again.
The TCS is classed as a sil 3 safety critical system, so while the circuit boards where manufactured under contract to Parc Circuits Cardigan and their build standards must comply with ISO9000, the PCB went under strict scrutiny from the Ministry of Defence (MOD). The MOD has their own standards for design and manufacture.
JSP 604 applies to all systems interacting with Ministry of Defense information and communication technology (ICT) systems. 
https://www.gov.uk/government/publications/joint-service-publication-jsp-604-network-rules

SDIP29 which relate specifically to TEMPEST and Electromagnetic Security (EMS) are based on NATO and EU TEMPEST and EMS standards. 
https://www.ncsc.gov.uk/articles/tempest-and-ems-policy



5. [bookmark: _Toc479074924]Conclusion

The most defining conclusion that one can draw from writing this report is that to develop a test strategy for PCB’s you need an overwhelming amount of knowledge not just in the objectives of the strategy but also in the process that is required in the design, manufacture and testing of a product. There are many guideline and concepts out in industry to aid the development of a product and understanding how they all work together is a major challenge. A test strategy can be defined as a procedure that confirms confidence in the product being tested while ensuring that cost, timelines and quality are all within acceptable limits. The use of FMEA aids the designer in identifying potential failure modes before the product goes into production and when added to DFT can produce a comprehensive test strategy that define all the objectives of the project. The FMEA process can be broken down into steps which can be applied to each stage of the project which enables the design engineers to have early sight of any potential failure modes this is very use full as the project can be broke down into smaller stages of design and manufacture. The only drawback with FMEA is that’s its very much dependant on the interpretation on the team completing the process and can be very time consuming. The PCB’s constructed in this project where a unique design special developed for the TCS, The project only required 50 PCB’s to be constructed but it specified to the highest of build quality with the highest component integrity. The PCB’s where built using the ISO9000 standards from Parc Circuits but where sent to MOD test centre at QinetiQ Malvern to be tested at the higher integrity standards of the MOD.  
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