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Implementing encryption in Visual Studio C# is reasonably simple; the maths is well-abstracted from the user.
In this tutorial, we’ll use Rijndael AES to encrypt some data to a file, then later read that file back.

Encrypting a file
static void WriteFile()
{
    try
    {
        //Create a new file to write our encrypted data to.
        FileStream fs = new FileStream("Output.txt", FileMode.Create);

        //Create a new instance of the RijndaelManaged class which will be our cryptography engine.
        RijndaelManaged cryptEngine = new RijndaelManaged();

        //Generate a simple key and initialisation vector.
        byte[] Key = { 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16 };
        byte[] IV = { 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16 };

        //Create a CryptoStream, pass it the FileStream, and encrypt cryptography engine.
        CryptoStream CryptStream = new CryptoStream(fs, cryptEngine.CreateEncryptor(Key, IV), CryptoStreamMode.Write);

        //Create a StreamWriter to write to the file.
        StreamWriter SWriter = new StreamWriter(CryptStream);

        //Write some test data to be encrypted.
        SWriter.WriteLine("Hello World!");

        //Inform user of success.
        Console.WriteLine("Encrypted file was written.");

        //Close all handles.
        SWriter.Close();
        CryptStream.Close();
        fs.Close();
    }
    catch
    {
        //Inform the user that the file was not written due to an internal failure.
        Console.WriteLine("Could not write file.");
    }
}

























Decrypting a filestatic void ReadFile()
{
    try
    {
        //Read the file written previously.
        FileStream fs = new FileStream("Output.txt", FileMode.Open);

        //Create a new instance of the RijndaelManaged class which will be our cryptography engine.
        RijndaelManaged cryptEngine = new RijndaelManaged();

        //Generate a simple key and initialisation vector.
        byte[] Key = { 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16 };
        byte[] IV = { 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0x10, 0x11, 0x12, 0x13, 0x14, 0x15, 0x16 };

        //Create a CryptoStream, pass it the FileStream, and decrypt cryptography engine.
        CryptoStream CryptStream = new CryptoStream(fs, cryptEngine.CreateDecryptor(Key, IV), CryptoStreamMode.Read);

        //Create a StreamWriter to read the file.
        StreamReader SRead = new StreamReader(CryptStream);

        //Read the line from the file.
        String s = SRead.ReadLine();

        //Write the result to the console.
        Console.WriteLine(s);

        //Close all handles.
        SRead.Close();
        CryptStream.Close();
        fs.Close();
    }
    catch
    {
        //Inform the user that the file was not read due to an internal failure.
        Console.WriteLine("Could not read file.");
    }
}























You should call both of these functions in turn to test.  You should be able to write the file, and retrieve the data.






Exercise
1. Test this by changing the key or initialisation vector.  Can you still read the file?
2. Modify this code to allow the user to input the string to be encrypted and decrypted.
3. Allow the user to modify the key and initialisation vector.  Consider investigating converting a string into a byte array to facilitate this.
Cracking prime numbers
The following value is the product of two medium-sized prime numbers:
913316204624044271
Note that the prime numbers used are billions of times smaller than those used by banks and similar institutions.
Write some code to extrapolate the two prime numbers used.  You may wish to use parallelism to speed this up!  
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