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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B /21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D /23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F /24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E /26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A /27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C /29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G /30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H /30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Report:
Features of IPv6
	In these times of cyber warfare, it has become commonplace for cyber attacks to take place practically daily. With this kind of hacking, information security specialists are there forced to keep up. New technologies are increasingly being informed in the public sphere vulnerabilities, their potential negative consequences, and practical attacks on exploiting vulnerabilities. Therefore, it is natural that concerns about computer technology security are increasing and increasing technology security requirements. Practice shows that new computer technologies often target malicious people, which are not always fully released due to high market competition and the rush of manufacturers tested, resulting in poor technology performance and vulnerabilities. One such new technology is IPv6. The main purpose of the emergence of IPv6 was increase the number of the internet protocol addresses as the old IPv4 has lost its free addresses. Although both protocols have the same basic function of connecting remote computer systems to a common computer network using the given internet addresses, but the new IPv6 has many new features that have not been fully tested and tested in practice. Often increasing the functionality of systems and technologies results in a proportionate loss of systems and technologies security. For this reason, it is important that both information security professionals, conducting information system security audits and network administrators who administer computer networks, awareness of current and potential security of IPv6 and closely related protocols threats and know how to protect them.
What are the main benefits of IPv6?
· Extended address length. IPv6 broadened the length of the IP address from 32 bits to 128bits. As a result, you can have more levels of addresses hierarchy, addresses can be provided to a much larger number of devices, making it easier to realize the auto-configuration of addresses.
· Simpler header format. Some IPv4 header fields have become obsolete or optional. The format of the IPv6 header is simpler, which simplifies the processing of IP-based packages and saves channel throughput.
· Added ability for extensions and settings. The IPv6 package header does not have a fixed location for settings or extensions. This allows you to send settings only when you need them and provides flexibility for settings length. As a result, IPv6 packets can be forwarded faster. It is also possible to easily add more extensions in the future.
· Marking of flows. IPv6 allows you to select packets based on which data traffic they belong to. This way routers can easily distribute streams to different priority classes.
· Security. The main IPv6 specification specifiers the following security options, such as encrypting packet content (ESP: Encapsulated Security Payliad) and packet sender authentication (AH: Authentication Header).
· Auto-configuration. IPv6 add additional mechanisms for enabling devices to automatically discover the router and give yourself an address. Additional service configuration services such as DHCP are no longer needed. The normal DHCP IPv6 on the network is replaced by DHCPv6.
Unlike the IPv4 protocol all types of IPv6 addresses are assigned to interface not to netbooks. The unicast address indicates a single interface. Because each interface belongs to one node in a network node, any network interfaces broadcasting local address can be used as a network node identifier. All IPv6 network interfaces must have at least one link-local unique address. A single IPv6 interface can also include several types of IPv6 addresses. The textual representation of IPv6 address prefixes are same to the representation of IPv4 address prefixes, which is described in CIDR. As an example, 192.168.2.0/24. Here 192.168.2.0 is the IPv4 address and the /24 referenced prefix. A very similar method is used for the IPv6 address prefix in the text representation: IPv6 address /prefix length. IPv6 address 2001:DB8:0:0:8:800:200C:417A. Prefix length - a decimal number that specifies how many of the left-sided address bits are reserved for the network share. In general, address prefix divides the IPv6 address of the network part and the interface part.
The IPv6 protocol provides three main types of addresses: individual broadcasting (unicast), group broadcasting (multicast) and the nearest unit broadcast (anycast). Broadcasting the IPv4 protocol to all the IPv6 protocol is inappropriate, because of the excessive size of IPv6 address field size and correspondingly high number of IPv6 addresses. In the IPv6 protocol, group stream deletes additional network load. Internet address allocation institution IANA has found prefixes for each IPv6 address type. Prefixes booking makes it easier to distinguish between IPv6 address types.
When comparing IPv4 and IPv6 protocols, a change is most easily noticeable, with an increase in IPv6 address. An IPv6 address consists of a 128-bit field and a 32-bit field for the IPv4 address. The increase in address space was one of the most important reasons for the improvement of the IPv6 protocol. 32-bit is IPv4 address space theoretically allows you to extract 4.29 billion-different addresses. The current human population is approximately 7 billion inhabitants, so even if all 100% of IPv4 addresses were exhausted, they would not be enough for all people on the planet. The IPv6 address space consists of 128 bits, which means that the maximum number of different IP addresses may be 2128 =3,4x1038. Such an obvious increase in the different IPv6adresų is a relatively large IPv6 protocol functionality advantage over the IPv4 protocol. The 128-bit IPv6 address is divided into eight separate parts that are separated by colons. Each part of the IPv6 address consists of a four-hexadecimal number. Some IPv6 address shortening principles is applied for simpler understanding.
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